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Abstract—Performance interference in the hosting platform
introduces uncertainty in the performance guarantees of provi-
sioned services. Existing elasticity controllers are either unaware
of this interference or over-provision resources to meet the SLO.
In this paper, we take a holistic view on elastic scaling from a
multi-tenant perspective. We show that performance interference
can significantly impact the accuracy of scaling and result in long
periods of SLO violation. Using Memcached as a case-study, we
show that making an elasticity controller interference aware can
improve the accuracy of scaling decisions and significantly reduce
the periods of SLO violation.

Keywords—Elasticity, Performance interference, Cloud, Pre-
dictable Performance.

I. INTRODUCTION

Enabling elastic provisioning saves the cost of hosting
services in the Cloud, since Cloud users only pay for the
resources that are used to serve their workload. For example,
popular content that is frequently accessed can be replicated
in caching layers to provide low latency access to multiple
users. These caching layers must be able to adapt to the
varying loads in traffic in order to save provisioning costs
and to deliver content at high speeds. Cloud providers such
as Amazon provide support for elastic scaling of resources
to meet the dynamic demands in traffic. Previous works have
proposed multiple models ranging from simple threshold based
scaling [1], [2] to complex models based on reinforcement
learning [3], [4], control modelling [5], [6], and time series
analysis [7], [8] to drive elastic provisioning of resources.
The major challenge is to decide when to scale and to decide
the right amount of resources to provision. These challenges
are further exacerbated by performance variability issues that
are specific to cloud such as performance interference. None
of the previous work consider performance variability from
interference. Web services hosted in the cloud must be aware
of such issues and adapt when needed.

Performance interference happens when behavior of one
VM adversely affect the performance of another due to
contention in the use of shared resources such as memory
bandwidth, last level cache etc. Prior work indicate that,
despite having (arguably the best of) schedulers, the public
cloud service, Amazon Web Service, shows significant amount
of interference [9], [10]. Existing solutions primarily mitigate
performance interference and guarantee performance in either
one or a combination of these 3 ways: (i) Hardware partitioning
[11], [12] (ii) at the scheduling level [13], [14] or (iii) by
dynamic reconfiguration [15]. All these solutions, look at
ways to guarantee performance in a multi-tenant setting by
either resorting to hardware modification, VM placement or

reconfiguring the VMs. Elastic scaling in a cloud environment
does not come with the convenience of choosing where to
spawn a new VM and this further exacerbates the problem.

We take a holistic view on scaling from a multi-tenant per-
spective and show that when elasticity controllers are unaware
of interference, it results in either of (i) Inaccurate scaling de-
cisions about when to scale, (ii) long periods of unmet capacity
that manifest as Service Level Objective (SLO) violations or
(iii) higher costs from over provisioning. We augment them to
be aware of interference to significantly reduce SLO violations
and save provisioning costs. We consider Memcached for elas-
tic scaling, as it is widely used as a caching layer, and present
a practical solution to augment existing elasticity controllers
in 4 ways: (i) By improving the accuracy of scaling decisions
(i1) at the ingress point by load balancer reconfiguration (iii)
by reducing the convergence time when scaling out and (iv)
by taking informed decisions when scaling down/removing
instances. We use hardware performance counters to quantify
the intensity of interference on the hosts. This is achieved with
the help of a middleware that exposes an API for VMs to
query the amount of interference in the host. Decisions by the
elasticity controller is then augmented with the help of this
information.

II. BACKGROUND

A scaling process involves 2 steps: making a decision on
when to scale and choosing the right number of instances
to be added/removed to serve the changing workload. Both
these steps depend on the capacity of a VM. Capacity is
defined as the maximum amount of workload a VM can
serve within a certain level of QoS. A decision to scale-
out is established when the elasticity controller detects that
the workload exceeds the current capacity of the VMs. It
then determines the additional capacity needed to serve the
excess workload and spawns the required number of VMs.
The accuracy of scaling thus depends on the agility of the
controller in detecting workload changes (decision making)
and in satisfying the additional capacity (actuation). In this
section, we give a brief background on load-based elastic
scaling and the required properties for the metrics used to drive
the scaling decision.

A. Scaling Type

Load-based scaling handle variable loads by starting ad-
ditional instances when the workload increases and stopping
instances when workload decreases, based on any of load met-
rics, such as request intensity (RPS). It can be achieved in three
ways: reactive control, proactive control and a combination of



reactive and proactive control. With reactive control, the sys-
tem relies on reacting to changes in a system metric (indirect
metric) such as workload intensity, intensity of I/O operations,
CPU utilization, or direct metrics like latency to make scaling
decisions. While this approach can scale the system with good
accuracy, the system reacts only after the change occurs and
is observed. This may result in SLO violation if the reaction
is too late. Proactive control, on the other hand, explores the
historic access patterns of the workload, in order to conduct
workload prediction and perform model-predictive control.
With this approach, it is possible to prepare the instances in
advance and avoid any disruption in the service when auto-
scaling. Despite their respective merits and demerits, both
approaches require run-time measurement of a metric to make
the scaling decision and to drive the elasticity control. In the
following subsection we briefly explain the properties of a
good metric that can be used to drive the scaling decisions.

B. Choice of Metrics

The right choice of metrics (control input) is critical for
efficient elastic scaling since the performance, effectiveness
and precision of the elasticity controller depends on the quality
of the control input metric and the overhead in measuring and
monitoring the control input [16]. In literature, authors have
used a variety of metrics to make scaling decisions and to
drive the elasticity control. An extensive list of those metrics
is provided in [17]. A good choice of metric for the target
environment should satisfy the following properties: (i) the
metric should be easy to measure accurately without intrusive
instrumentation because the controller is typically external to
the guest application, (ii) the metric should be reasonably
stable with little variations, (iii) should allow for quick reaction
and (iv) the metric should correlate to the measure of level of
quality of service (e.g, the service’s average response time or
latency) as specified in the SLO. Based on this the metrics can
be further divided into:

Direct Metric: A straightforward approach to scale is to
directly rely on the metric (latency, response-time) specified
in the SLO to drive the scaling decisions. However, it does
not satisfy the properties of a good metric, since monitoring
latency/response-time may involve an overhead in measuring,
needs instrumentation and reacts slower than an indirect met-
ric. Some developers are however willing to incur the overhead
in view of the benefits they accrue from easier scaling since
the response variable to be tuned is measured directly.

Indirect Metric: Scaling using indirect metrics do not
measure the response variable directly, instead use other met-
rics that correlate well the measure of service quality (latency)
and satisfies the properties of a good metric. CPU utilization
is one such widely used metric [18], [8], [7], [6], [19]. It can
be obtained from the operating system or the virtual machine
without instrumenting application code. CPU utilization also
correlates well with the measure of service quality such as
latency/throughput [6]. Another widely used metric for elastic
scaling is workload in terms of Requests-per-second (RPS)
[20], [5], [21], [22], [23]. RPS can be an important way to
measure system performance and is mostly used for proactive
control. Netflix developed a system called scryer [20] that uses
workload to drive their proactive control for scaling decisions.
Because CPU utilization and workload intensity are widely
used in a large number of elasticity controllers, our work
focuses on these two indirect metrics.

III. PROBLEM DEFINITION

Any scaling process involves 2 steps: making a decision
on when to scale and choosing the right number of instances
to be added/removed to serve the changing workload. In this
section we focus on these two steps and present the challenges
in the presence of performance interference.

We perform experiments for studying the impact of inter-
ference on load and VM capacity on a private cloud testbed.
It comprises of Intel Xeon X5660 nodes, each with 6 physical
cores operating at 2.8GHZ and 12MB of L3 cache. We focus
primarily on the performance of in-memory storage systems
and run experiments using Memcached to study the impact of
interference. Interference is generated using a slew of realistic
applications from SPEC CPU benchmark [24] and benchmarks
such as mbw [25] and Stream [26].

A. Decision Making

In the decision making phase, the elasticity controller has
to accurately determine the need to scale-out/scale-down either
based on a direct metric such as latency or an indirect metric
such as CPU utilization or Workload intensity. When the con-
troller relies on a direct metric, the decision making is highly
accurate as it directly relies on the response variable itself.
However, when relying on an indirect metric, the accuracy
depends on how well the metrics correlate with latency. We
focus on indirect metric in this section and show that in the
presence of interference, the correlation gets skewed and can
impact the accuracy of the decision making phase.

Need to attribute Interference: Figure 1 shows three
stages of execution when the latency is maintained at 0.7ms,
2ms and 1.4ms. Figure 1a shows that workload correlates with
latency, i.e., workload follows the same pattern as latency
(First stage with lowest value, second stage with highest value
and third stage with mid-range values). However, it correlates
differently in the presence of interference. For simplicity,
consider a simple threshold based scaling approach. If the
SLO latency is set to 2ms (2nd stage in the figure), then
the threshold setting of a VM modelled in an isolated en-
vironment is around 90000 RPS. However, in the presence
of 5x interference the same latency of 2ms is achieved at
a much lower workload of 65000 RPS. Without attributing
and quantifying interference it is impossible for the elasticity
controller to know the right threshold value to use for scaling
out. Threshold value depends on the interference and needs to
be dynamically modelled. Similar observations can be made
for CPU utilization from figure 1b. Our results show that
the two widely used indirect metrics, CPU utilization and
workload, correlate differently when experiencing contention.
It becomes imperative to quantify interference in order to make
right scaling decisions.

Interference vs. Load: Interference has a significant
impact only at high loads. Figure 1 shows this observation.
The impact of interference is negligible under 30000 requests
per second but as the load increases (2nd and 3rd stage)
interference significantly degrades the capacity of the VM.
This observation implies that the impact of interference can be
mitigated to a large extent by reducing the workload served on
impacted VMs. This is crucial for the decision making phase
as it implies that SLO violations need not always be dealt with
scaling out. For example, the load balancer can be configured
with weights corresponding to the interference to minimise the
workload served to VMs that are heavily impacted. This in turn
saves the cost of unnecessary scaling out when the workload
demands can be met with load balancing.
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Fig. 1: This figure demonstrates how interference skews the
correlation between indirect metrics and latency. Experiment is
divided into 3 stages where latency of each stage is maintained
at the specified value. 3x and 5x represents 3 and 5 instances
of interfering co-runners respectively. (a) Workload intensities
at different levels of interference required to maintain the
specified latency for each stage. (b) CPU utilization at different
levels of interference required to maintain the specified latency
for each stage.

B. Actuation

Actuation is the second phase in elastic scaling. Once
the elasticity controller decides to scale out/scale down VMs,
actuation is the phase where the actual scaling takes place.
The Elasticity controller needs to decide how many VMs to
launch or remove and should aim to minimise SLO violations
as much as possible. The efficiency of scaling thus depends on
the elasticity controller in satisfying the capacity requirements.
Although modelling techniques [22], [23], [5], [6] can help
determine the required capacity, it is difficult to identify the
right number of VM instances required to meet the new
workload demand. This is because, the capacity of a VM is
not determined by the resource specification of a VM alone.
Performance interference also impacts the VM capacity.
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Fig. 2: Memcached service experiencing a long period of
SLO violation during periods or scaling out and scaling down
because of unmet capacity from performance interference.

VM Capacity: Figure la also shows that the capacity of
a VM, i.e., the maximum amount of workload it can handle
for a given latency (SLO) is inversely proportional to the
amount of performance interference in the host. The VM has
the highest capacity when running in isolation. As the amount
of interference in the host increases, the capacity diminishes.
This means that an elasticity controller that is unaware of
performance interference, when scaling out, will always spawn
VMs assuming a much higher capacity than achievable (in the

presence of interference) that can lead to longer periods of SLO
violations. With 5x interference the capacity diminishes by up
to 35%. This means that, even if an elasticity controller over
provisions every VM assuming the capacity at 5x interference,
we end up effectively paying an unnecessary cost of 1 VM
for every 3 VMs spawned (33% higher cost). We therefore
need to augment the elasticity controller with knowledge of
interference to minimize provisioning cost and SLO violations.

Convergence of Scaling-Out: Convergence time of scal-
ing is the time it takes an elasticity controller to reach a
stable desirable state. Figure 2 demonstrates the undue de-
lay in convergence of a scaling process because of unmet
capacity. From time 0-50 secs, the cluster is able to handle
the workload and latency remains below the SLO. After 50
secs the workload increases and the elasticity controller detects
the need to scale out to meet the capacity requirements of
the increased workload. The elasticity controller spawns the
required number of VM instances and prepares the instance
with the necessary data to serve the additional workload. The
number of instances spawned to serve the additional workload
is based on its knowledge of additional capacity needed. We
call this the first phase of scaling. Although latency reduces
after the first phase of scaling, it still violates the SLO. The
new instance (VM) happened to be spawned on a server
highly impacted by interference. As a result, the VM does not
have enough capacity to serve the additional workload within
the SLO. This is because performance interference reduces VM
capacity. Had there been no interference, the SLO would have
been maintained after the first phase of scaling. The elasticity
controller is unaware of this interference and detects SLO
violations at 150 secs and immediately spawns and prepares
another instance to maintain the SLO. The period between 150
to 250 secs is the period of unmet capacity from interference
and increases the convergence time of the elasticity controller.
This period is directly proportional to the time it takes to spawn
and prepare a new instance. Our experiments on Amazon AWS
suggest that the time taken to prepare an instance is anywhere
between 2 to 28 minutes depending on the size of data to
be transferred. This delay results in SLO violations and can
only be discovered by the controller after the first phase of
scaling. This is because, the elasticity controller is oblivious
to interference and cannot know the capacity of the VM before
it starts serving the workload. Once another VM is spawned,
the SLO is maintained. The cluster converges to a desirable
state only after spawning and preparing this additional VM.

Scaling Down: In the same figure (figure 2), we see
that the workload drops at around 300 seconds and the
elasticity controller detects and removes an instance based
on its model of capacity. However, removing the instance
immediately results in SLO violations. This is because the
controller is unaware of interference and randomly chose a
VM to remove and it so happened to be a VM with high
capacity (least interfered). The excess workload from removing
this VM overwhelms V M;,;., and exceeds the capacity VM.,
can handle. With augmentation, we make informed decisions
on choosing which VM to remove.

IV. SOLUTION OVERVIEW

Our solution primarily consists of a Middleware Interface
(MI) to quantify capacity. MI resides on all the hosts in the
cluster and exposes an API that can quantify the maximum
amount of workload a VM on the host can handle without
violating the SLO. MI computes this based on the amount of
contention in the shared resources of the host. The elasticity



controller orchestrates with the MI to improve the accuracy of
scaling.

Before taking a decision to scale, the Elasticity Controller
(EC) consults the MI on all hosts to quantify the capacity of
each host. The EC then recomputes the right threshold for
scaling based on the interference quantified by MI. Based
on this knowledge of host capacity, along with the current
workload, EC decides to scale out only when the threshold is
violated. A decision is taken only when the EC has enough
historical evidence to believe that the interference remains
sustained. In the event of a decision to scale-out, the EC first
tries to generate a plan to balance the load among hosts without
adding new VM instances. The plan aims to reduce the load on
highly interfered VMs by diverting the workload to VMs that
are less interfered. If such a plan is feasible, EC reconfigures
the load balancer. This is the first level of reconfiguration.
However, such a plan may not always be possible. If the
EC learns that a re-balancing solution alone cannot maintain
the SLO, it adds new instances computed by the additional
capacity needed to serve the excess workload. It then waits for
the new VMs to spawn. As soon as they are spawned, the MI
on the hosts of the newly spawned VMs are consulted to learn
the capacity of these VMs. Note that the MI need not wait for
the VM to finish preparing the instance to know the capacity.
This is because the only hardware performance counter of
Memcached that the MI relies on, to quantify interference,
is the cache-reference rate (for other counters used from co-
running VMs, see section V for more details) and this is
unaffected by the hit rate of requests on Memcached. This
counter only captures the effective rate at which the cache is
accessed, which is only dependent on the rate at which the
instance receives the requests. The preparation phase is briefly
paused for a few seconds to determine the capacity based on
the current level of interference. It is precisely because of this
capability that the EC can determine if the newly spawned
instances are enough to handle the increased workload even
before the preparation phase is fully complete. If the newly
added instances are incapable of maintaining the SLO, the
EC spawns additional instances in parallel with the prepare
phase of the previous instantiation. This process of parallel
instantiation along side the prepare phase significantly reduces
the duration of SLO violations. On the other hand, if the
decision of the EC is to remove instances, it consults the MI,
recomputes the overall capacity needed to serve the workload
and removes the right number of highly interfered instances.

The results from augmenting the elasticity controller in
figure 2 is shown in figure 3. Note how the periods of unmet
capacity are significantly reduced. Spawning and preparing
VMs in parallel with the preparation of the VMs in the first
phase of scaling minimises SLO violations. Similarly, when
scaling down, there are no SLO violations since the augmented
approach is aware of interference and removes the VM that is
highly interfered (V Miyzer).

V. MIDDLEWARE INTERFACE TO QUANTIFY CAPACITY
(MI)

The middleware interface (MI) exposes an API that is
responsible for quantifying the capacity of the VM in terms
of the maximum workload it can handle for a given SLO. In
order to quantify the capacity, MI first needs to quantify the
amount of interference in the host. The primary role of MI is
to quantify the drop in the performance of a target application
from interference and to translate this performance degradation
to capacity.
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Fig. 3: Unmet capacity from figure 2 pruned by augmenting
the elasticity controller to detect and quantify interference.

PMU based approximation: We use performance moni-
toring units (PMU) to quantify and approximate the amount of
contention in a system. PMU’s are special registers in modern
CPUs that can collect low level hardware characteristics of
an application without any additional overhead. The goals are
two-fold: to identify the existence of contention from the co-
runners and to quantify the amount of the pressure they exert
on the target system. We monitor the performance counters
of both the co-runner and the target application to quantify
interference.
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Fig. 4: The drop in performance of Memcached under con-
tention. Memcached is run alongside multiple instances of
different co-runners.

A. Characterising Contention:

In order to characterise contention, we choose in-memory
storage system Memcached as a demonstrative target system to
show the scaling of services under performance interference.

Properties that determine degradation: Figure 4 shows
the drop in performance experienced by Memcached when
interfered with different co-runners. It is interesting to note that
the drop in latency increases linearly for the same co-runner.
With low-level PMU analysis we discern the properties that
define the aggressiveness of the co-runners. cache references
and cache misses of the co-runner is a good indicator of cache
contention. Intutively, higher cache references from the co-
runners effectively reduces the cache space of Memcached,
resulting in a drop in performance. LLC prefetches and LLC
prefetch misses of the co-running application gives an approx-
imation of the memory access patterns. Finally, the extent of
degradation suffered by cache access reduction is captured by
cache-reference counter for Memcached. The higher the degra-
dation suffered, the lesser the cache-references of Memcached.
From our experiments, we find that these counters provide a
good model to quantify sensitivity of Memcached.



Interference Index: The goal of characterising contention
is to quantify the properties of the co-runners that lead to
performance degradation of the storage system. We call this
metric interference-index and it approximates the performance
degradation suffered by the target system. In order to be useful,
the metric must correlate with the performance drop suffered
by Memcached. Using the counters from our analysis and
a training data set of co-runners, our system then builds a
model that correlates co-runner properties with performance
drop suffered by the storage system. We then use linear
regression to construct the interference index. Figure 5 shows
the interference-index constructed for Memcached. Since the
modeling is data-driven, the interference index generated
is application-dependent. Figure 5 shows that interference
index correlates with performance drop suffered by Mem-
cached. Higher the interference index, greater the performance
drop suffered. In this example, our training set consists of
Ibm,mbw,libquantum and povray. We then fit omnetpp, milc
and stream into the generated model. Stream causes similar
degradation as mbw and they both correspond to similar
interference indexes. milc causes a degradation that is greater
than povray and omnetpp but lesser than mbw and is also
captured by the model as expected. The value of interference
index approximately corresponds to the drop in performance
of Memcached. Once interference-index is quantified, it is then
used as a control input to determine the capacity of the VM.
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Fig. 5: Interference-index quantifies the performance drop
suffered by Memcached based on the behaviour of the co-
runner.

Capacity: We apply a binary classifier used in the state
of the art approaches [22], [23] to approximate the capacity of
a VM, which defines its ability to handle workloads within
the SLO. Previous works adopt CPU utilization, workload
intensity and workload composition, including read/write ratio,
data size etc., as typical indirect metrics. In addition, our model
includes the interference index, which, as shown in previous
sections, significantly influences the SLO. With sufficient
training data, the classifier uses SVM (support vector machine)
to estimate a function for a given indirect metric and latency
constraint, which outputs if it satisfies (true) or violates (false)
the SLO. Then, we are able to obtain the maximum supported
workload intensity or CPU utilization satisfying the SLO.
Figure 6 shows how our interference aware approach is able
to define the threshold to meet SLO for different interference
index.

VI. EXPERIMENTAL EVALUATION

A. Experiment Setup

We co-locate memory intensive VMs with the storage sys-
tem on the same socket for varying degrees of interference by
adding and removing the number of instances. MBW, Stream
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Fig. 6: Threshold values for CPU utilization and Workload
intensity based scaling approaches when SLO latency is set
to 1.8 ms. Interference index is used as one of the input to
determine the right threshold.

and SPEC CPU benchmarks are run in different combinations
to generate interference. We use HAproxy for load balancing
the request. In all our experiments we disable Dynamic Voltage
Frequency Scaling (DVFS) from the host OS using the Linux
CPU-freq subsystem. Our middleware performs fine-grained
monitoring by frequently sampling the CPU utilization and
the different performance counters for all the VMs on the host
and repeatedly updates the interference index every 10 secs.
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Fig. 7: Violin plot to demonstrate the spread of values satisfy-
ing and violating SLO. The horizontal line represents the SLO.
In all the experiment groups, suffix I represents interference
aware approach and suffix N represents normal approach that
is oblivious to interference. The experiment stages are: Stable
represents experiment without any interference. LB represents
experiment to demonstrate load balancer reconfiguration. SOut
represents experiment to demonstrate scaling-out convergence
and SD represents experiment to demonstrate scaling down.
In all stages, Interference aware approach suffers lesser SLO
violations compared to normal approach.

B. Results

We design our experiments to highlight the inefficiencies
in elastic scaling when performance interference is not taken
into account and answer the following questions: i) How much
reduction in SLO violations is achieved with augmentation
as compared to the standard approach that is unaware of
interference? ii) Can augmentation save cost of the hosting
services? Specifically, we demonstrate the benefits of load-
balancer reconfiguration, and the role of augmentation in
minimising SLO violations and saving provisioning costs in
a multi-tenant environment. Figure 7 shows the results of
actuation with interference aware scaling and normal scaling.



In the first set of experiments categorised by the group
stable in figure 7, no interference is generated throughout
the experimental run. Both the interference aware approach
and normal scaling approach achieve comparable performance.
Specifically, interference aware approach does not suffer any
significant overhead.

The second set of experiment categorised as LB is carried
out to highlight the benefits of Load balancer reconfiguration
when compared to a statically configured cluster (i.e. all the
nodes in the cluster receive equal number of requests). In
this experiment, the cluster receives a constant workload and
interference is introduced in one of the servers. Figure 7 shows
that LB_I (interference aware approach) reconfigures the load
balancer to handle interference and meet the SLO. Normal
scaling on the other hand suffers high SLO violation.

The third set of experiment categorised as SOut compares
the scaling out behaviour of interference aware approach
against a normal approach. This result shows the impact on
convergence in scaling. When scaling out, the VM is spawned
on a server that is highly interfered. The violations suffered by
the interference aware approach is much lesser compared to
the normal approach. This can be seen from the spread on data
points above and below the SLO. The controller needs time
to spawn and prepare data when scaling out; the violations in
interference approach manifest from this period. However, it
converges much faster and suffers lesser degradation. Normal
scaling on the other hand suffer significantly higher violations.

The final set of experiment categorised as SD compares
the scaling down behaviour of interference aware approach
against a normal approach. This result highlights how informed
decision can reduce SLO violations. Initially the cluster has 3
servers running Memcached instances, all of them serving the
workload with one server highly interfered and the workload
is dropped enough so that a VM can be removed. The normal
approach detects the drop and happens to remove a VM
on server with high capacity as it is unaware of interfer-
ence, resulting in SLO violations as the interfered VM gets
overwhelmed. Interference aware approach on the other hand
makes an informed choice and removes the highly interfered
VM, thereby scaling down without suffering SLO violations.

VII. CONCLUSION

In this paper, we show that an elasticity controller cannot
make accurate scaling decisions under the interference im-
posed by co-runner applications sharing the infrastructure. It
becomes imperative to be aware of interference to facilitate
accurate scaling decisions. Evaluations with Memcached have
shown that, by quantifying interference, an elasticity controller
is able to improve the accuracy of decision making using indi-
rect metrics and experience significantly lesser SLO violations
under the presence of interference.
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