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Abstract— We address the problem of securing the route
discovery for Quality-of-Service (QoS)-aware routing in ad hoc
networks. We provide a specification of secure route discovery
for QoS-aware routing. We propose a reactive secure routing
protocol, SRP-QoS, to defend against adversaries manipulating
link and route metrics and, thus, prevent them from influencing
the route selection. SRP-QoS ensures the accuracy of the
discovered route(s) with respect to generalized link and route
metrics. SRP-QoS is generally applicable, as it does not make
restrictive assumptions on the network membership and trust,
and it provides metrics for the constituent links of the discovered
route(s), allowing the implementation of any route selection
algorithm. As a result, SRP-QoS can enable QoS-aware routing
in a wide range of ad hoc network instances.

L INTRODUCTION

The routing protocol discovers the network connectivity
and provides communication paths to the network nodes. A
route with few hops may be preferable than a longer one, but
the hop count does not convey, in general, information on the
‘quality’ of the route. Attributes such as the route’s reliability
or resistance to failure, or the rate and the delay of data
transmission achievable along the route, can be crucial in
making a judicious route selection. For example, a set of
reliable routes can alleviate frequent communication
interruptions [1], or paths with sufficiently high bandwidth,
low delay, or low delay variability can support resource-
constrained applications [2]. QoS-aware routing, that is,
routing of data according to the paths Quality-of-Service (QoS)
metrics, can be highly beneficial in supporting a wide range of
applications in ad hoc networks.

It is possible though that network nodes deviate from the
protocol definition and exhibit malicious behavior. The
challenge is to prevent such nodes, which we term adversaries,
from misleading other nodes that a path is better than it actually
is. If successful, an adversary can attract traffic and degrade or
disable altogether the communication of other nodes. The
recently proposed secure routing protocols, e.g., [3], [4], [5],
provide only structural information, that is, route links or
number of links (hops), on the network connectivity.

This is exactly the problem we address here. To discover
accurate link and route metrics, we propose the Secure Routing
Protocol for QoS-aware routing, SRP-QoS. We clarify that the
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role of SRP-QoS is not to secure the data transmission [6]', or
provide for route selection, metric estimation, and traffic
handling [7], [8], [9]. Rather, SRP-QoS seeks to provide an
accurate quantitative description of the discovered paths’
attributes, and thus enable a variety of schemes that utilize such
information to configure communication.

II.  NETWORK AND ADVERSARY MODEL

A network node is a process with a unique identity V, a
public/private key pair Ey, Dy, a module implementing the
networking protocols, such as SRP-QoS, and a module
providing communication across a wireless network interface,
e.g., the widely adopted /IEEE 802.11 [10]. We are concerned
with pair-wise communication across multiple wireless links
between a source S and a destination T. We denote S and T as
the end nodes, and the nodes that assist the S, 7 communication
as intermediate nodes. We assume that each end-node knows
the identity and the public key of its peer end-node, and that all
nodes know the identities and the public keys of their
neighbors. These, as well as the establishment of symmetric
shared keys by the end nodes or two neighbors, can be
achieved by protocols such as the Neighbor Lookup Protocol
(NLP) or mechanisms that are part of the Secure Routing
Protocol (SRP) [15], [11], [3].

We consider two models of active adversaries, independent
adversaries and arbitrary adversaries [15]. Independent
adversaries can modify, forge, or replay routing or data
packets, but ignore received traffic that does not comply with
the operation of the networking protocols, and thus do not
generate any message due to the receipt of such traffic. Any
message that does not follow the expected, protocol-specific
format or fails one of the protocol checks is deemed as non-
compliant?> If non-compliant traffic is attributed to
misbehavior, independence implies that adversaries do not
process and relay traffic that appears to originate from or have

' Adversaries can disrupt both phases of communication (route
discovery, data transmission). In this work, we are concerned with
attacks that target the route discovery.

2 We emphasize that traffic is non-compliant if and only if the
receiving node can detect that a message does not comply with the
protocol; otherwise, messages that appear to be compliant, but
actually are not, are processed as compliant.



been previously relayed by an adversary. In other words,
independent adversaries do not attempt to assist other
adversaries mounting an attack, either by ignoring the attack
and further relaying traffic or by not responding to received
non-compliant traffic.

This model of failures allows for a range of malicious
behaviors and it is more general than crash, omission failures,
and tfiming failures [12], [13]. Even though the malicious
behavior of independent adversaries is constrained, the model
does not prevent adversaries from simultaneously launching
their attacks, which may have a compound effect. As it will
become clear, the model of independent adversaries serves as a
necessary condition to achieve stronger protocol properties
than those achieved without the model’s constraint on the
adversarial behavior.

In general, adversarial nodes are allowed to deviate from
the protocol execution in an arbitrary manner [14]. Arbitrary
adversaries can be more sophisticated and powerful than
independent adversaries, having, for example, knowledge of
the identities of other adversaries in the network, devoting
resources (e.g., route discovery) to establish direct and possibly
private communication with other adversaries, and exchanging
traffic and information about their local execution of the
protocol.

III.  SPECIFICATION OF SECURE ROUTE DISCOVERY FOR
QOS-AWARE ROUTING

Let N be the set of network nodes, and E the set of
unordered pairs of distinct nodes we denote as links. A route is
a sequence of nodes V;eN, and links e;;;=(V;, Vis;)€E, for
0_<l_<l’l—], i.e., route:{Vo, €0,1, V], €] 2, Vg,..., V,,_[, €1 ns Vn}
Referring to a route as a sequence of nodes V; implies that for
any two consecutive nodes of the route (V;, Vi.,)eE. We call a
route with V(=S and V,=T an (S,7)-route. Let f:E — M cR
be a function that assigns labels, that is, real values
feiir1)=m; i 1€M, to route edges e;;+;. Each label m;;.;, which
we denote as a link metric, provides a quantitative description
of the e;,+; attribute(s).

The routing protocol input is a pair of nodes, S and 7, and
the output is an (S,7)-route; we term this as basic routing
protocol. What we are after here is an augmented routing
protocol, with S and T as input, and output an (S,7)-route and a
sequence of link metrics, with one metric for each (S,7)-route
link. Then, the attributes of the entire route can be
‘summarized’ by the aggregate value of the link metrics. The
aggregate value is calculated by a function g:M — R we

denote as the route metric g(mm,,,,’m ) The form of g is

n-ln
dependent on the protocol, and we consider four different
forms in Sec. IV. Moreover, we define /;;+; to be the actual
metric value for link e;;+;, and the aggregate g(] / ) of

0,12 >%n—1,n

the actual link metrics as the actual route metric.

Let ¢; and #,>¢; be two points in time that define a time
interval (¢, t,), with time ¢, the instance at which the routing
protocol discovers a route. We are interested in routing
protocols which ensure three properties for the discovered
route(s): loop-freedom, freshness, and accuracy. An (S,T)-route

is loop-free if it has no repetitions of nodes, and it is fresh with
respect to the (¢, ;) interval if each of the route’s constituent
links is up at some point in time during the interval (¢, #,). We
do not discuss further loop-freedom and freshness [15], as they
are not specific only to the augmented or QoS-aware route
discovery.

Accuracy: an (S,T)-route is accurate with respect to a route
metric g and a constant Ay, >0 if | g(mg 1., Myyn) =8 Uoss - s
ln-],n) | < Agood-

Accuracy provides the assurance that the quantitative
description of a route reflects its actual attributes. It is
necessary to prevent adversaries from manipulating the metric
values, e.g., contributing arbitrary metric values and from
altering metrics provided by other nodes along the route, and
thus misleading end-nodes into believing that a discovered
route is better than it actually is. Route accuracy requires that
the route metric calculated by the protocol is within Ag,,, from
the actual value. A, is a constant such that, despite malicious
or benign faults that lead to inaccurate metric values, the route
metric is still ‘reasonably’ close to the actual value and
meaningful for the protocol. The definition allows for some
protocol- and metric-specific Ag,,>0, because, even in a
benign network, impairments can affect measurements and
calculations for the metric values.

IV.  SRP-QOS OPERATION

Metrics are maintained for each link (V,,V;.;), with all
nodes using the same algorithm to calculate or estimate m; ;.
To distinguish the values calculated by each node incident on

(V:,Vi+1), we denote the metric calculated by V; as ml‘ " and the

i+l
i+l "

metric calculated by V., as m We require that

i _ i+l
ii+l T m;

i i+l
ii+1 i

m or ‘ml o —mi .| < e for some &>0. If the metric
in use is some fixed, ‘administrative’ cost agreed upon between

the two neighbors, then m! — must be equal to m !

i+l "
Otherwise, a protocol-selectable and metric-specific threshold ¢
determines the maximum allowable discrepancy between m;

and " . Despite the assumed symmetry of the link, & allows

for some inaccuracy due to network impairments that may
affect measurements necessary for the metric calculation.
Metrics such as the willingness of the node to relay data, or its
remaining battery power, can be determined only
independently at each node and do not fit in the above
definition.

The source node (S) determines the metric of interest in
outgoing request packets, if more than one metrics are
supported, and initiates a route discovery for a destination node
(D). S transmits a route request packet (RREQ) that comprises
S, T, a query identifier O, an authenticator A=fx(S, 7, Q)
calculated as a function of the RREQ fields and a key K, and
two empty lists, NodeList and MetricList.

? The function fand the key depend on the cryptographic primitives.
Similarly to SRP, K can be a symmetric key shared by S and 7.



Each intermediate node V; invokes the
PreviouslySeen(RREQ) routine® to specify if RREQ should be
processed. If so, V; extracts the last entry of the NodeList and
verifies it is the address of its precursor Vi ;. It checks the
NodelList for duplicate entries and if the number of MetricList
entries is equal to the number of the NodeList entries. If any
check fails, RREQ is discarded. Otherwise, V; appends its own
address and m;—l,i' For each RREQ it relays, V; initializes a

ForwardList, and adds to the ForwardList each neighbor V., it
overhears relaying RREQ with NodeList={NodeList, V;.;} and
MetricList={MetricList, m" }; S updates its own ForwardList

i+l
similarly.

T performs the same checks as intermediate nodes, and,
additionally, calculates fx(S, 7, Q). If this matches 4, T returns
a route reply (RREP), comprising S, T, O, a Route list of the V7,
Vs, ..., V,; nodes accumulated in the RREQ NodeList in
reverse order, the corresponding MetricList entries with m"T_LT

appended, and an authenticator A'= f«(S, T, O, Route,
MetricList).

V; verifies that its successor Vi,; is indeed the node that
now forwards the RREP, and that V. ;e ForwardList unless the
successor is 7T. If so, V; checks whether ‘ml_TT -m,l<e- In

general, V; checks if mg, =m},, where m is the aggregate

value calculated from the link metric values reported in the
RREP for links (Vy,Vy+), k<i. If any of these checks fails,
RREP is discarded. Otherwise RREP is relayed to the next
node along the Route list. Once RREP reaches the source, S
calculates and compares fx(S, T, O, Route, MetricList) to A'
and extracts Route and MetricList entries.

V. SRP-Q0S CORRECTNESS

We consider three forms of the aggregate function g to
calculate the route metric and show how route accuracy is

. k-1
1 k i+1
achieved. If g(mo,lw_,mkiu): 3w
i=0

i+l

we denote the

function g as g, , and the constant A, 8 A‘ij} 4 if
g(mé,p~~--a ml{f—l,k): OISI}Sak,fl{,,,{ﬂl} the function is denoted as
e and the constant as A";z . and if
g(m(l),l"""mllz—l,k): mln{ml’ﬂl} as gy, and Ar;iznvd' For

0<i<k-1
" k-1
i+ 1 o) i+l
Mz > 0> g(m(),l"""mkfl,k)_ I I m; iy
i=0

=1 —k —i+] i+1 ;
8add (mo,p- "’mkfljc)’ where mi!,i+l = log(m' )’ for 0<i<k-1.

i,i+]

can be written as

* The PreviouslySeen( ) routine can be implemented in different
ways, trading off robustness for lower routing overhead, ranging
from relaying a single copy of each query identified by the S, 7, O
triplet, up to relaying Qggp distinct query packets, or even a constant
number of RREQ copies received per neighbor. Note that the
implementation can differ at intermediate nodes and the destination.

Lemma: Routes discovered by SRP-QoS in the presence of
independent adversaries are accurate, with respect to (i) g,

and N =g’ +kS, (i) g, and A" =ke+5 , and

good good

(iii) Zin and Azi:}d =ke+S", with k the number of route
links, €>0 the maximum allowable difference between

i+l
i+’

m; ., and m and 6 >0 the maximum error for a metric

calculation by a correct node.
Proof: See Appendix.

The lemma shows that the accuracy of a discovered route
depends on the worst-case ‘error’ introduced by adversaries,

and 8" >0 due to the inaccuracy of the estimation of a link
metric. The latter factor, captured by the second term of A oo

in the three cases considered above, is not related to security
but only the operation of the network. In fact, such inaccuracies
cannot be eliminated in general. The former factor, captured by
the first term of A ood> depends on the protocol parameter & and

the length of the discovered route k. The longer the route, the
more adversaries may be along the route, and thus the higher
the discrepancy between the actual and the discovered route
metric due to the compound effect of the adversaries’
misbehavior.

VI. DISCUSSION

The assumption of independent adversaries is a necessary
condition to achieve accuracy. Without it, SRP-QoS cannot
ensure route accuracy, and, in fact, if at least two arbitrary
adversaries M;, M, are part of a discovered route, then at least
one link of the route may have never been up during the (¢, t,)
interval, where ¢, is the point in time S transmitted RREQ and ¢,
the time of the route discovery. This is possible if M; and M,
‘tunnel” RREQ, RREP packets to each other, so that an (M),
M) link is reported in the (S,7)-route, even though M; and M,
are not neighbors. If M, M, ..., M;, k>2, arbitrary adversaries
form a path, it is possible that any M;, for i#1,k, can modify
RREQ, e.g., adding or removing links and providing arbitrary
metric values, while all such M; will later relay the RREP. It
suffices that any of the M,,..., M, (in the general case that
k>2) does not perform the checks required by the protocol and
simply relays the protocol packets. If M; were independent, M;
for example would have ignored any non-compliant RREQ it
receives from M,, and similarly for the tunneling attack, M,
(M;) would ignore traffic received from M; (M,) as non
compliant. As a result, there may be no actual link metric for a
(M, M;.;) link, and adversaries can provide any arbitrary value
for the metrics of such links.

Finally, a note on related work: [16] proposes a symmetric-
key mechanism for the discovery of an end-to-end resource
metric, and [17] proposes the collection of link weights
reflecting prior node (mis)behavior and validation of digital
signatures at each intermediate node. In comparison, SRP-QoS
is more general and more efficient, as it provides both general
link and route metrics and relies on symmetric-key
cryptographic primitives. Moreover, a generalized treatment of



different metric types, and formal reasoning on the correctness
of QoS-aware routing for MANETS was not presented before.
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APPENDIX

Proof of Lemma: Let an adversary V; e (S,7)-route modify one or
more of the MetricList entries, relaying a RREP with a tampered

MetricList' g will discard such a RREP, because fi(S, T, O, Route,

R
MetricList )# A" Next, consider an adversary V; that tampers with
one of the mj”le values in the MetricList, for j<i-1, and relays a

RREQ with the tampered metric list. The RREQ appears as protocol-
compliant to all nodes that further relay it, as well as 7 that generates a
RREP. When RREP arrives back at V), mg, —my, %0, and V; rejects

RREP as non-compliant. Moreover, let V; tamper with one of the
m/]+/l+l in the MetricList, for j>i, and relay RREQ with a tampered

metric list. Then, V;,; will reject RREQ as non-compliant, because all

mjf*jl+1 for j> must be void, as they correspond to links not yet

discovered. If V; appended one or more additional entries to NodeList,
RREQ would be discarded by all neighbors of V; that receive, (RREQ),
because the last node in NodeList would not be the neighbor relaying
RREQ.

We denote by 6;>0 the error of the metric calculation with respect

. . [ + fo=1. +
to the actual link metric, so that " AR and i bisn _5‘.

From the protocol definition, V; does not ignore a RREQ as non-
compliant only if V;.; appends ml‘ﬂl such that ‘m{',ﬂ -m"" | <& - For

the discovery of an (S,7)-route with & nodes, the above inequality must
be true for all 0 <7<k —1 We consider the worst case, with S'and T
Sy<dands, <&

and  arbitrary 5 Then,

=0 <E+0  for the first hop; then, for the 2" hop,

i —m| =il 6, -, £6,)| =[5, - 6| < 6= 6, <e+6, <26+

, and all intermediate nodes adversaries
0 1 0 1
mg, —m, | =i, £6, -y, +5)| <

correct, i.e.,

k-1

. * *
S, <ic+6 mk,,,k—mf,lﬁkkg:&k,l<g+5

and, in general, ‘ . Also,
5 <(k-ie+6" 5, <min{ic+6°,(k—i)e +5"}
i . Thus,

6, < min {ie, (k- e} +"

and , and since

i

S does not depend on £, i, and ¢, , 1<i<k-1.

First, if the route metric is calculated by guu,

k-1
& qad (mO,lﬂ"'zmk—l,k): g(lo,lﬂ"'ﬂlk—l,k)izé‘i +5°. The

i=1
sum of J; is bounded since each of its terms is bounded:

o %(kz —5)+(k-1)8", k odd

i&i < Z(min{is,(k—i)8}+ 5*): [kz

& 771j+(k71)5*, k even

i=

A‘Zf’ud =gk’ +ks’

Then, we select . Second, if the route metric is g,

max {I,,M }+ max {3, }

( _ Jo<i<k-1 i<k ~ 7 and we select
My ysenes M, ,)— :
gmax 0,1° > P k-1.k max li . — min 5[
0<i<k-1° Isi<k
AT = ke+o". Finally, if the route metric iS g
min {li i+l }_ max {51'}
g (m m ): osisk-1, " 1<i<k , and
min X012 7t TALE min {l”+l +min{s, }
0<i<k-1 i 1<i<k

A‘;L‘l ,=ke+5". This completes the proof of the lemma.



