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ABSTRACT
Security is important for mission-critical wireless sensor net-
works (WSNs). This is especially so because powerful ad-
versaries could compromise and control a significant frac-
tion of the network nodes. A plethora of schemes has been
developed to secure wireless sensor networks and resilience
to sophisticated attacks has been analyzed. However, the
question of how the adversary could deploy her resources to
maximally affect the attacked system has remained largely
unaddressed. This is the problem this paper is concerned
with: Given a number of compromised entities (nodes) and
cryptographic keys, how can the adversary devise a close-to-
optimal attack tactic? To the best of our knowledge, this is
the first investigation of its kind: while the basic adversarial
behavior is well-known, the problem of how the adversary
can optimally deploy her resources to maximize the attack
impact has not been considered for WSNs. We consider
an abstract model of the mission-critical WSN and the ad-
versary, and we find that the determination of an optimal
attack is computationally hard, thus, we devise an efficient
heuristic approach. An intelligent adversarial resource allo-
cation indeed yields disproportional gains for the attacker.
Our analysis is the first necessary step to comprehend how
to best address vulnerabilities.

Categories and Subject Descriptors
C.2.0 [Computer-Communication Networks]: Security
and protection

Keywords
Adversary modeling, security analysis, resource allocation

1. INTRODUCTION
Wireless sensor networks cover a broad range of mission-

critical applications, notably gathering information of vari-
ous sorts: from tactical surveillance data and facility moni-
toring to emergency response support. The nature of these
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applications, often operating in hostile and adverse environ-
ments, makes security indispensable. Resilience to attacks
and operation even in the presence of adversaries are highly
desired.

There has been a wide gamut of security schemes for wire-
less sensor networks, for example, managing cryptographic
keys [4], securing communication [16], detecting faulty data
aggregation [1], protecting data confidentiality [14], detect-
ing sybil attacks [15].

Without dwelling on any specific application or security
scheme, the most precarious situations occur when the ad-
versary compromises multiple sensor nodes; that is, controls
their operation, and extracts their private/secret crypto-
graphic material. Then, such an adversary can replicate
such cryptographic keys and insert her own misbehaving
nodes at will. The high-stake mission-critical applications
can indeed face such powerful adversaries.

Clearly, the more numerous the cryptographic keys and
the nodes under the control of the adversary are, the higher
her strength in general is and the more debilitating her at-
tacks are. Worse even, such internal adversaries can choose
to be stealthy, that is, perpetrate their attacks while remain-
ing undetected. Moreover, they could even be input control-
ling, i.e., affects sensing even without taking over a node.
Furthermore, the adversaries can choose not only how but
also where to hit, i.e., elect the part of the sensor network
or the area where to attack.

Consider a WSN designed to best serve its mission-critical
purposes subject to its deployment constraints. In addition,
assume that security mechanisms are put in place. But also
consider the above-mentioned strong adversary, taking over
a significant fraction of the system nodes. How could an
adversary “deploy her forces” in order to have the highest
possible impact? In other words, where and how should
the adversary hit, or equivalently how should the adversary
allocate her resources in order to distort the most of the data
collected by the victim network?

The problem would be trivial if the adversary targeted
only a single sensor or a part of the sensor network: she
could strive to compromise just enough nodes, that is, all the
nodes in the part in question and thus successfully mount
the attack. Similarly, the problem would be trivial if the
attacker could single-handedly take over the entire or an
overwhelming part of the network. On the contrary, the
problem is not trivial when the entire or a large part of the
network is of interest for an adversary that does not have
overwhelming power.
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In this paper, we are concerned exactly with this question.
Our motivation is notably to approach this in an application-
and security protocol- agnostic manner. We model the mis-
sion critical network as a set of parts where the adversary
can attack. Then, we model the interplay between secu-
rity and adversarial strength through a measure of what is
necessary for an attack objective to be achieved in each of
those parts. The better the choice of attack points, that
is, network parts where the attack is mounted, the higher
the impact and thus the “gain” of the adversary. The chal-
lenge lies exactly on how to optimize the attack gain, given
substantial yet not abundant resources at the hands of the
adversary.

A well-understood answer can be highly significant: it can
reveal vulnerabilities, in fact, it can reveal the worst case for
the system designer, and consequently guide the deployment
of defense mechanisms. In this paper, we do not venture to
answer this question. Rather, we analyze the tactics of the
adversary, exactly to shed light on how vulnerable a mission-
critical sensor network can be as a function of the adversarial
strength. We see that the problem of identifying an opti-
mal attack, is computationally hard. Thus, we develop an
efficient heuristic approach to determine a close-to-optimal
attack tactic. To the best of our knowledge, this is the first
work to consider explicitly the allocation of adversarial re-
sources. We consider two characteristic cases and we find
that such an intelligently guided attack can yield dispropor-
tional advantages for the adversary. Moreover, we find that
stealthy behavior, with the adversary remaining “below the
radar”, can be also highly enhanced by an intelligent alloca-
tion of adversarial resources.

The rest of the paper is organized as follows: In Sec. 2 we
present our system and adversary models and we define the
problem we address. In Sec. 3 we describe our approach to
optimize the adversarial resource utilization and in Sec. 4
we evaluate it through simulations. We then provide brief
discussions on related future work in Sec. 6 before we con-
clude.

2. SYSTEM AND ADVERSARIAL MODEL

2.1 System Model
We model a wireless sensor network (WSN) as a set, S,

of n clusters S = {C1, C2, ..., CN}. Each cluster, C is es-
sentially a subset of the WSN. We do not dwell on the
cluster formation, e.g., the communication topology forma-
tion; rather we assume that the clusters are formed accord-
ing to the requirements of the supported application and
based on the monitored area and phenomena. The number
of benign nodes within a cluster Ci is defined by a func-
tion Fben(Ci) : S → N. The valuations of all the clusters of
the network are encoded as a vector V = {V1, V2, ..., VN}.
These values of are either proportional to the number of be-
nign nodes within the specific cluster or context specific. As
an exemplification think of a disaster relief sensor network
deployed prior to some disaster. In case an incident occurs,
the utility of controlling a cluster with 3 nodes really close
to the point of interest is much greater than the utility of a
cluster containing 100 nodes that are further away. We term
Utotal to be the utility gained by the adversary by controlling
the whole network so that

∑N
i=1 Vi = Utotal.

We consider primarily data collection as the central opera-
tion, and related security mechanisms, such as robust aggre-

gation or other related protocols. Nodes are equipped with a
set of cryptographic keys used to ensure the confidentiality,
the integrity and the authenticity of the communications
among nodes and the sink. Rather than considering indi-
vidual types of security protocols, we model the resilience
through the ability of the adversary to deviate without be-
ing detected.

2.2 Adversarial Model
We assume that adversarial resources fall into two cat-

egories, physical devices and cryptographic keys. RPhy is
the number of sensor nodes the adversary controls, either
by having introduced them to the system or by having com-
promised formerly deployed benign nodes. We assume that
RPhy << n, not a large fraction of the total number of
sensor nodes (recall that we do not want an overwhelm-
ing strong adversary). The cryptographic keys the attacker
possesses result from benign node compromise; that is, the
adversary cannot in principle break otherwise the employed
crypto-system. We term this kind of resource as RCrypto

where RPhy ≤ RCrypto (so that a compromised node can
have more than one cryptographic key). In addition we re-
quire that one single key cannot be used by more than one
node simultaneously. The reason is that we consider intelli-
gent types of attackers that would not trigger sybil detection
schemes.

The effectiveness of an adversary depends on her knowl-
edge of the system. In our model, the adversary is aware of
the allocation of benign nodes within each cluster (i.e knows
Fben(Ci)). Function Fval : [0, n] → R+ maps cluster Ci to
its value. The attacker is aware of F , and as a result can
quantify the utility gained by controlling each cluster. It
is possible that the WSN user and the adversary assume
different values for the same clusters. Nevertheless, for sim-
plicity of presentation we assume that they are the same.
Variations of this are points of future work.

We consider data manipulation, so that the view of the
data the WSN user gets is not the actual one but the one the
adversary wishes for it. This attack can be launched against
each and any of the clusters. If the manipulation takes place,
arbitrarily or within a level wished by the adversary, then we
say the adversary won over the cluster. We term the utility
of the adversary as Umal. We consider two generic types of
attack to control a cluster and to manipulate the produced
measurements:

Local Majority Attack: The adversary controls the
majority of the nodes in the cluster. We assume that inde-
pendently of the attack form, such an adversary can impair
or affect any data collection process and evade any misbe-
havior detection mechanism. Intuitively, however, control-
ling a majority is not the only way to affect operation. With
the help of a smaller fraction of nodes an attacker can still
affect data collection. Deviations can be products of false
measurements injected by the malicious nodes.

Stealthy Data Attack: To remain undetected in case
misbehavior detection mechanisms are in place, adversary
controlled nodes report data that differ no more than δ from
the measurements reported by benign cluster members.

2.3 Problem Statement
The adversary can choose which clusters to attack, and

to what extent. This means, in our model, to choose which
clusters she will deploy adversarial nodes (out of the avail-
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able RPhy). Then, for each of the nodes allocated, the ad-
versary can choose how many keys to equip each of those
nodes with (out of the Rcrypto). As a result of a deployment,
the adversary may manipulate/control the outcome within
a cluster. Based on the system and adversarial modeling
presented in the two previous paragraphs, a crucial question
for the attacker is to identify the optimal allocation of re-
sources that maximizes her Umal given the deployment of
the benign nodes of the WSN. This is the exact question
that we address in Sec. 3 and 4.

3. ADVERSARIAL TACTICS
First, the adversary decides on the subset M of clusters,

which when controlled will maximize Umal. In order to at-
tack a cluster she must allocate at least one physical device
into each of the clusters of M . As a result, we have that
|M | ≤ RPhy. Since each cluster has a value, the problem
becomes the definition of the subset of clusters that will yield
a Umal as close to Utotal as possible. This is equivalent to
the Subset Sum S(V,Utotal) that is an NP-Complete combi-
natorial optimization problem [12] which asks for a subset
of a set S whose sum is as large as possible, but does not
exceed a predefined value termed as target.

To calculate the Umal for a given subset M the attacker
should define the optimal distribution of RCrypto among the
clusters in the subset. If RCrypto allows the attacker to
control all of the clusters of a subset M , then the problem is
trivial. If not, the problem is equivalent to the 0-1 Knapsack
Problem of combinatorial optimization. This binary version
of the generic knapsack problem is an NP-Hard problem [7].

The non-polynomial nature of these two problems is an
indication of the hardness of selecting an optimal resource
allocation strategy. Nevertheless, there exist various heuris-
tics and algorithms that can efficiently approximate the op-
timal solutions.

3.1 Cluster Selection
Various heuristics have been proposed to find efficient and

accurate solutions for the subset sum problem. One popu-
lar and robust option are Genetic Algorithms (GAs) [11].
These are search heuristics whose main algorithmic struc-
ture is termed a Chromosome: a candidate solution to the
optimization problem. The appropriateness of a chromo-
some is based on an evaluation function termed the Fitness
Function. From an original population of chromosomes and
with the use of evolutionary techniques, a GA converges
towards better (according to the defined fitness function)
solutions. The two basic operators of genetic algorithms are
Mutation and Cross-Over. The mutation operator takes a
chromosome that encodes a candidate solution and proba-
bilistically mutates one or more of its genes (see Fig. 1). The
cross-over operator takes as an input two or more candidate
solutions in the form of chromosomes and produces another
candidate solution (offspring chromosome) from their com-
bination (see Fig. 2).

3.1.1 Genetic Algorithms for Cluster Selection
To apply a Genetic Algorithm as a heuristic for the Clus-

ter Selection problem we have to specify the form of the
chromosomes that will be used. Recall that the adversary is
physically constrained to RPhy. This restriction is encoded
by chromosomes whose number of genes is equal to RPhy.

Figure 1: Mutation Genetic Operator.

Figure 2: Cross-Over Genetic Operator.

Each gene includes an integer value that represents the
index or an identifier of some cluster. For example, con-
sider chromosome {C1, C5, C8, C20}. This candidate solu-
tion describes a scenario with an adversary constrained to
RPhy = 4, attacking clusters C1, C5, C8 and C20. In case this
chromosome is selected for mutation, a possible offspring

chromosome could be Chromosome
′
{C1, C11, C9, C20}.

At each evolution step the chromosomes are evaluated
based on the value they carry for the attacker. In order
to compute this utility, the second combinatorial optimiza-
tion problem in hand needs to be addressed. A solution to
that problem will yield the optimal allocation of the RCrypto

resources that the attacker possesses across the clusters de-
fined by the chromosome under evaluation.

Different heuristics could be applicable for the Cluster Se-
lection problem. These alternatives can be investigated in
future work. We chose to use GAs for various reasons. For
starters, due to their probabilistic nature, they can easily
overcome local optima and evolve towards better solutions
since they explore candidate solutions from various chromo-
somes of the population in a parallel manner. In addition,
the maximization of the value gained by the adversary can
be in fact a process of multi-objective optimization (for ex-
ample increasing the damage inflected while reducing the
cost of the attack). Although this case is not considered in
this paper, employing Genetic Algorithms renders possible
the exploration of more complex adversarial rationality that
cannot be expressed analytically.

3.2 Resource Allocation per Selected Clusters
Let Fcost : [0,Max] → N be the function that assigns a

cost to each cluster. The cost for launching a majority at-
tack against a cluster Ci is Fcost(Ci) = Fben(Ci) + 1. In
the context of attacks against data aggregation let function
Fcost(Ci,∆, δ) → N be the amount of malicious nodes re-
quired in order to produce a deviation from the average
aggregate equal to ∆ by reporting values that are a per-
centage δ of the average value produced by the rest of the
nodes in the cluster. Variable δ models the flexibility of
malicious nodes in reporting erroneous values. For a chro-
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mosome with N genes the problem of optimal allocation of
RCrypto is formulated as follows:

Maximise:
∑N

i=1 x · Fval(Ci)

subject to:
∑N

i=1 x · Fcost(Ci) ≤ RCrypto,

x ∈ {0, 1}

This maximization program is in fact the formal defini-
tion of the 0-1 Knapsack Problem mentioned in the begin-
ning of this section. Various algorithms have been proposed
to solve it in an efficient manner. One of them is based on
Dynamic Programming that solves the problem in pseudo-
polynomial time. In the case of resource allocation this is
translated into a complexity of O(RPhy ·RCrypto). The out-
put of this algorithm is a vector X =

{
X1, X2, ..., XRPhy

}
where Xi ∈ {0, 1}. This vector defines which clusters of the
chromosome under evaluation should be selected in order to
achieve maximum utility within the resource constraints set
by RCrypto.

Recall that our framework uses a GA for cluster selection.
In each evolution of the genetic algorithm, chromosomes are
evaluated based on the maximum utility they can achieve.
After a defined number of iterations (evolutions of the al-
gorithm), the GA converges to an optimal (or near optimal
in case of large scale networks) resource allocation of both
RCrypto and RPhy.

4. ANALYSIS
In this section we provide an evaluation of the attack-

ing tactics based on the proposed model through a series of
simulations. Our findings show the gains from the alloca-
tion strategy defined by our model to be high even though
adversary is significantly constrained.

4.1 Simulation Setup
We implemented our model using the JGAP [5] genetic al-

gorithm package. For the dynamic programming part of the
model we implemented a basic dynamic programming algo-
rithm. The setup of the experiments included configurations
with clusters assigned a number of benign sensor nodes. In
every simulation, the attacker was provided with a number
of compromised nodes and a number of cryptographic re-
sources. These numbers were defined as significantly lower
than the benign physical and cryptographic resources. In
Table 1 we present the main simulation parameters along
with their respective values.

4.2 Results
In Fig. 3 (a), we can see that the gain Umal of the adver-

sary is close to 30% of Utotal. In this simulation the adver-
sary has physical presence in at most 20% of the clusters.
In addition, the cryptographic keys the adversary possesses
are equal to 10% (upper line) and 20% (lower line) of the
total number of benign keys. The objective of the adversary
is to achieve majority in as many clusters of the network
as possible. The results of this simulation illustrate that an
intelligent adversary can inflict a significant damage to the
network.

In Fig. 3 (b) we examine what happens in case the ad-
versary tries to affect the AVG data aggregation function

Table 1: Simulation Parameters and their values
# of Clusters The number of clusters the WSN is com-

posed of [0,N ]
RPhy The amount of physical adversarial re-

sources [0, # of Clusters]
RCrypto The amount of cryptographic keys the ad-

versary possesses (as a ratio of the total
number of benign nodes) [0,1]

Population The number of chromosomes after each
evolution of the GA [0,∞]

Evolutions The number of evolutions the GA will per-
form [0,∞]

∆ Desired deviation from AVG [0 - AVG]
δ Flexibility of erroneous reporting (ratio of

AVG) [0 - 1]

by introducing deviations from the real aggregate value (i.e
launch a data stealthy attack). In this scenario we examine
three cases for [∆ = 0.1, δ = 0.2] (upper line), [∆ = 0.1,
δ = 0.5] (middle line) and [∆ = 0.2, δ = 0.2]. Again, the
outcome is that a rather constrained adversary (with physi-
cal presence in at most 20 out of 50 clusters (RPhy ≤ 20) and
with cryptographic resources equal to 20% (RCrypto = 0.2)
of the total number of benign nodes) can use an intelligent
allocation strategy that allows her to reach a high Umal

(more than 55% of Utotal when ∆ = 0.1 and δ = 0.2).
In Fig. 3 (c) we provide a comparison of the impact (

i.e Umal) of stealthy attack against data aggregation com-
pared to local majority attacks. The purpose of this com-
parison is to illustrate the ease (in terms of resources the
adversary needs) of launching an attack against data aggre-
gation. As it can be seen, with the same amount of physical
and cryptographic resources, the adversary manages to gain
significantly higher utility when launching attacks against
aggregation compared to launching majority attacks.

Fig. 3 (d) shows that our model manages to extract 80%
of the optimal strategy (this means that the Hamming dis-
tance between the generated chromosome and the optimal
chromosome was equal to 1) for the case where the total
number of clusters is 125. This corresponds to the optimal
chromosome being 1 out of

(
125
5

)
' 3 · 1012 possible chromo-

somes. The larger the network is (more clusters), the harder
it becomes to extract the optimal strategy (because the op-
timal strategies will correspond to a decreasing fraction of
all the available options). This illustrates the fundamental
trade-off between the available computational resources and
the optimality of the computed solutions whenever heuris-
tics, such as GAs are used. Nevertheless, by carefully speci-
fying the parameters of GAs we can effectively extract close
to optimal solutions.

The research literature on the security of WSN usually
assumes that the adversary is rather limited and controls a
small fraction of nodes. With our results we manage to show
that this kind of constrained adversary can cause a signif-
icant damage to the data collection process of a large part
of the network. This conclusion is a point that should be
taken into consideration by network and protocol designers
of mission critical WSN.

5. RELATED WORK
Many mission critical applications have been envisioned

for WSN [13, 20, 9]. Due to the importance of such ap-
plications there is a plethora of security mechanisms and
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Figure 3: Evaluation of Proposed Model. (a) Malicious Value gained (Local Majority Attack). (b) Malicious
Value gained (Attack against Data Aggregation). (c) Comparison of Local Majority Attack and Attack against
Data Aggregation scenarios. (d) Accuracy Evaluation

protocols in the research literature. Due to space limita-
tions we cannot cover all of them, instead we briefly review
some among the most representative ones. Protocols and
frameworks that provide the security services for message
confidentiality and integrity along with some efficient key
establishment and key management schemes are presented
in [16, 6, 4, 2, 14].

For secure sensor aggregation several schemes have been
proposed. In [19] a mathematical framework to assess the
security of data aggregation functions in various network set-
tings is provided. Additional work on the security of aggre-
gation is presented in [3] where a secure in-network aggrega-
tion protocol is defined for arbitrary aggregator topologies.
In [21] secure aggregation trees are constructed in order to
detect and evict possibly misbehaving nodes. [8] describes a
scheme for detecting faults and excluding wrong-doers dur-
ing the data aggregation process. In [17] the authors pro-
vide a framework that detects compromised or faulty nodes
in a proactive manner and prohibits them from participat-
ing. Finally, the iPDA scheme [10] ensures confidentiality
and integrity of data aggregation with the use of disjoint
aggregation trees.

Securing the communications and the aggregation process
of WSN is critical but orthogonal to the theme of this pa-
per. In this work, we are primarily interested in faulty data
contribution by compromised or malicious nodes acting as
insiders whose misbehavior would not be detected. To the
best of our knowledge such a system wide investigation of
adversarial tactics has not been discussed so far.

6. CONCLUSIONS AND FUTURE WORK
We consider resilience in the presence of strong and intel-

ligent adversaries. While the adversary cannot in principle
have overwhelming power (e.g., a network-wide majority of
compromised nodes and cryptographic keys), it is very well
possible it takes under her control a significant fraction of
devices. It is important to understand the ramifications of
the presence of such an attacker. To do so, it is necessary
to see how the attacker can maximize the impact of her ex-
ploit. Where and how to attack, in other words, which parts
of the network to take over or deploy adversarial nodes in,
to harm the network operation the most? Worse even, how
to do this while remaining undetected?
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This is a computationally hard problem; we develop an
efficient and effective heuristic that can guide the adversary,
notably the allocation of the adversary’s resources. We find
that the gains from such an intelligent attack can be high
and that our approximative solution is near-optimal. As the
scale of the system grows, the attacker’s efficacy is reduced in
order to maintain relative efficiency. Still, albeit sub-optimal
the gain remains high.

For future work, we will leverage our new understanding
of the system vulnerability towards alternative adversarial
models and especially refined adversarial knowledge. In ad-
dition, we intend to move towards more formal definitions of
adversarial stealthiness similar to the one presented in [18],
in order to grasp more complex adversarial tactics. More-
over, we will investigate further characteristic cases of ad-
versarial deployment to achieve attack objectives and map
those to relevant security mechanisms. This could be fur-
ther extended to lead to specific classes of countermeasures
and to a more detailed exploration of the space between an
adversary needing “local majority” (or enhanced majority in
case of stronger security) and better (stronger) adversarial
cases. Overall, we will expand our investigation to make it
a two-sided one, to cover both the attacker and the system
security designer. The latter is in fact our ultimate target.
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