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Abstract

This docunent describes the Secure Routing Protocol (SRP), a route discovery
protocol for ad hoc networks that nitigates the detrinental effects of
mal i ci ously behavi ng nodes that disrupt the route discovery in order to obstruct
or disable the network operation. Qur protocol provides <correct routing
information; i.e., factual, up-to-date and authentic connectivity information
regarding a pair of nodes that wish to comunicate in a secure manner. The sole
requirement is that any two such end nodes have a security association.
Accordingly, SRP does not require that any of the internediate nodes perform
cryptographic operations or have a prior association with the end nodes. The
end-to-end operation of SRP allows for efficient cryptographic nechanisns, such
as message authentication codes. Mre inportantly, SRP can be used in a wde
range of MANET instances, w thout restrictive assunptions on the underlying
trust, network size and nenbership.
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Applicability Statenent
A.  Networki ng Context

The Secure Routing Protocol is designed to operate over a wide variety of ad hoc
networ ks, under the least restrictive assunptions. SRP does not rely on any
assunption on the node nobility, node equipment (such as G obal Positioning
System (GPS)), and network size. Furthernore, SRP does not make any assunption
on the network nmenbership and trust, and does not require that each node be able
to present and validate credentials, such as public keys, for all other network
nodes. Finally, SRP does not rely on intrusion detection or nonitoring
techni ques and does not assune any regularity or patterns of nmlicious behavior
in order to identify and isolate adversarial nodes; instead, SRP is capable of
operating in the presence of adversaries that actively disrupt the route
di scovery.

B. Protocol Characteristics and Mechani sns

* Does the protocol provide support for unidirectional links? (If so, how?)
No, only bi-directional links are used (as in 802.11).

* Does the protocol require the use of tunneling? (If so, how?)
No.

* Does the protocol require using sonme form of source routing? (If so, how?)

Yes, currently, SRP wutilizes source routing; in the future, we wll
present the protocol’s operation w thout the use of source routing.

* Does the protocol require the use of periodic nmessaging? (If so, how?)
No.

* Does the protocol require the use of reliable or sequenced packet delivery?
(If so, how?)

No.

* Does the protocol provide support for routing through a nulti-technol ogy
routing fabric? (If so, how?)

Yes. It is assunmed that each node's network interface is assigned a
single | P address.

* Does the protocol provide support for nmultiple hosts per router? (If so, how?)
No. SRP supports only a single host per router. However, SRP can support
multiple hosts per router in the following case: Hosts operate in

| ogically separated but physically co-located overlaid donmains.

* Does the protocol support the |IP addressing architecture? (If so, how?)



Yes. Each node is assuned to have a single |IP address. The SRP references
all nodes by their |IP address.

Does the protocol require |link or neighbor status sensing (If so, how?)
Yes. Each node maintains a valid and consistent mapping of the Medium
Access Control and the IP layer addresses of used by its neighbors, as
extracted fromreceived (or overheard) franes.

Does the protocol have dependence on a central entity? (If so, how?)
No. The SRP is a fully distributed protocol

Does the protocol function reactively? (If so, how?)

Yes. Route queries are initiated by nodes intending to send packets to the
destinati on nodes.

Does the protocol function proactively? (If so, how?)

No.
Does the protocol provide |oop-free routing? (If so, how?)

Yes. Routes are inherently |oop-free, as source routing is used.
Does the protocol provide for sleep period operation? (If so, how?)

Yes. SRP operates correctly even if nodes go into and out of sleep node at
arbitrary times.

Does the protocol provide sone formof security? (If so, how?)
Yes. SRP guarantees the discovery of correct connectivity information in a

timely manner, over an unknown network, in the presence of malicious nodes
that di srupt the route discovery operation



1. Introduction

The provision of security services in the Mbile Ad Hoc Networks (MANET) context
faces a set of challenges specific to this new technol ogy. The insecurity of the
wi reless links, energy constraints, relatively poor physical protection of nodes
in a hostile environnent, the vulnerability of statically configured security
schenes, and the absence of a fixed infrastructure have been identified [4,5] in
literature as such chall enges. The secure operation of the routing protocol is
especially inportant for self-organizing MANET infrastructures, envisioned to
operate in an open, collaborative, and highly volatile environment. There is no
guarantee that such an environnent will be free of nmalicious nodes, which do not
conply with the enpl oyed protocol and attenpt to harm the network operation

The nechanisms currently incorporated in MANET routing protocols cannot cope
with disruptions due to nmlicious node behavior. For exanple, any node could
claimthat it is one hop away fromthe sought destination, causing all routes to
the destination to pass through itself. O, a malicious node could corrupt any
in-transit route request or reply packet and cause data to be misrouted.
Moreover, adversaries could deny comunication by “flooding” forged routing
traffic (e.g., route queries or link state updates), falsely appearing as the
nost up-to-date information originating from other network nodes and, thus
cause their subsequent legitimte updates to be disregarded. Such nalicious
behavi or could disable the network operation altogether, or incur |ong del ays
due to repeated attenpts of route discovery before any two nodes be able to
conmuni cat e

The Secure Routing Protocol (SRP) [1] safeguards the acquisition of topologica

informati on by countering attacks that disrupt or exploit the route discovery
operation to deny comunication. Qur protocol departs from solutions presented
in the context of wire-line Internet [2], which require the existence of a trust
structure that enconpasses all nodes participating in routing, and nmay rely on
net wor k managenent operations to detect routing instabilities.

The novelty of SRP lies in that the correctness of the discovered route(s) can
be verified from the route "geonetry" itself. At the sanme tine, false or
corrupted control traffic is discarded in parts by the end nodes, thanks to the
end-to-end security association, and in parts by the intermedi ate beni gn nodes,
wi t hout cryptographic processing in the latter case. Basically, route requests
propagate verifiably to the sought trusted destination and route replies are
returned strictly over the reversed route, as accunulated in the route request
packet. Mreover, internmediate nodes do not relay route replies unless their
downstream node had previously relayed the corresponding query. In order to
guarantee this «crucially inmportant functionality, the interaction of the
protocol with the IP-related functionality is explicitly defined. An intact
reply inplies that (i) the reported path is the one placed in the reply packet
by the destination, and (ii) the corresponding connectivity information is
correct, since the reply was relayed along the reverse of the discovered route
and consists of all nodes that participated in both phases of the route
di scovery.
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The securing of the route discovery deprives the adversarial nodes of an
"effective" neans to systematically disrupt the comrunications of their peers
Despite our mnimal trust assunptions, attackers cannot inpersonate the
destination and redirect data traffic, cannot respond with stale or corrupted
routing information, are prevented from broadcasting forged control packets to
obstruct the |l|ater propagation of legitimte queries, and are wunable to
i nfluence the topological know edge of benign nodes. To that extent, SRP
provi des very strong assurances on the correctness of the [link-Ievel
connectivity information as well. It precludes adversarial nodes from
controlling multiple potential routes per source-destination pair, and from
formng “dunmb” relays, that is, from not placing thenmselves in a route whose
di scovery they assi sted.

The security features of SRP do not undernine its efficiency, that is, the
ability of nodes to quickly respond to topol ogical changes and di scover correct
routes. On the other hand, the protocol retains its ability to operate when
under attack, w th adversaries actively disrupting the route discovery.
Moreover, the |low processing overhead, especially due to cryptographic
operations, renders SRP applicable for nodes wth Ilimted conputationa
resources. Finally, the reliance on the basic and w dely accepted reactive route
di scovery mechani sm (broadcasted route query packets traverse the network as the
relaying internedi ate nodes append their identifier (IP address)) allows SRP to
natural ly extend a nunber of existing protocols. In particular, the IERP [13] of
the Zone Routing Protocol (ZRP) [14] framework, the Dynam c Source Routing (DSR)
[8], and ABR [15] are protocols that can incorporate the features of SRP with
mnimal or limted nodifications.

2. The Secure Routing Protocol (SRP)
2.1 Assunptions

SRP focuses on (bi-directional) comrunication between a pair of nodes. A
Security Association (SA) MJST exist between the source node S and the
destination node T. Such an association could be instantiated, for exanple, by
the know edge of the public key of the other comunicating end. The two nodes
can negotiate a shared secret key, e.g., via the Elliptic Curve Diffie-Hell man
algorithm [7,12], and then, wusing the SA, verify that the principal that
participated in the exchange was indeed the trusted node. The existence of the
SA is justified, because the end hosts choose to enploy a secure comrunication
schene and, consequently, should be able to authenticate each other. However,
the existence of SA's with any of the internmedi ate nodes is unnecessary. For the
rest of the discussion, we assune the existence of a shared secret key K(S,T).
The SA is bi-directional in that the shared key can be used for control traffic
flowing in both directions, with relevant state nmintained for each direction
and end nodes able to use static or non-volatile nenory.
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The adversarial nodes may attenpt to conprom se the route discovery operation by
exhibiting arbitrary, Byzantine behavior [3]. They are able to corrupt, replay,
and fabricate routing packets, and capable of msrouting any packet in any
possi bl e manner. However, adversaries are also subject to the limtations of the
comuni cation environnment, i.e., packet |oss, path breakages etc, and have
finite processing power.

The underlying data link layer (e.g., |EEE 802.11 [6]) provides reliable |ink
transm ssion, wthout any requirenent of data link security services, such as
the Wred Equival ent Protocol (WEP) function. Moreover, links are assunmed to be
bi-directional, a requirenment fulfilled by nost of the proposed nedi um access
cont rol protocols, especially the ones enploying the RTS/CTS dialogue

Moreover, due to the broadcast nature of the radio channel, each transmi ssion is
received by all neighbors, which are assuned to operate in prom scuous node

Finally, it is expected that a one-to-one mappi ng between Medi um Access Contro

and | P addresses exists. Nodes MAY select an arbitrary random | P address [10],
or | P addresses MAY be assigned dynami cally as roam ng nodes join MANET donmi ns.
Nevert hel ess, each node has a single network interface at the data link |ayer.

2.2 Overvi ew

The Secure Routing Protocol (SRP) safeguards the route discovery, requiring that
only the end communicating nodes are securely associated, with no need for
cryptographic operations on control traffic at internediate nodes, two factors
that render the scheme efficient and scalable. SRP places the overhead on the
end nodes, an appropriate choice for a highly decentralized environnment, and
contributes to the robustness and flexibility of the schene.

The source node S initiates the route discovery, by constructing a route request
packet identified by a pair of identifiers: a query sequence nunber and a random
query identifier. The source and destination and the unique (with respect to the
pair of end nodes) query identifiers are the input for the calculation of the
Message Authentication Code (MAC) [9], along with K(S, T). Route requests are
(re-) broadcasted, while the identities (IP addresses) of the traversed
i nternmedi ate nodes are accunul ated in the route request packet.

Nodes mmintain a limted anmpunt of information identifying relayed request
packets, so that packets that correspond to recent previously seen requests can
be discarded. In addition, nodes maintain information regarding the data |ink
and network addresses of their inmediate neighbors, and perform a nunber of
si npl e non-crypt ographic checks on the relayed control traffic, based solely on
the packet content, and discard non-conpliant packets. Internedi ate nodes MAY
al so regulate the service rate they provide to control traffic originating or
being forwarded by each neighbor. Finally, they MAY provide the source of a
route with a notification in the event of a path breakage, and MAY provi de route
replies, as explained in the “SRP Extension” section.

The destination T validates incom ng request packets, and constructs route
replies to not previously received queries originating from S. T calculates a
MAC covering the route reply contents and returns the packet to S over the
reverse of the route accunmulated in the corresponding request packet. The
destinati on MAY respond to nore than one request packets of the sane query, so
that it provides the source with an as diverse topol ogy picture as possible.
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3. Protocol Description

The Secure Routing Protocol (SRP) introduces a set of new features to counter a
wi de range of attacks against the route discovery and guarantee the acquisition
of correct connectivity information. We present here the functionality of SRP
i ndependently of how SRP can extend existing routing protocols.

3.1 The Nei ghbor Lookup Protoco

The Nei ghbor Lookup Protocol (NLP) is an integral part of SRP responsible for
the following tasks: (i) It nmmintains a mapping of Medium Access Control and IP
| ayer addresses of the node's neighbors, (ii) it identifies potential
di screpancies, such as the use of nultiple IP addresses by a single data-Ilink
interface, and (iii) neasures the rates at which control packets are received
from each neighbor, by differentiating the traffic primarily based on Medium
Access Control addresses. The neasured rates of incoming control packets are
provided to the routing protocol as well. This way control traffic originating
from nodes that selfishly or naliciously attenpt to overload the network can be
di scarded (Section 3.3).

Basically, NLP extracts and retains the 48-bit hardware source address for each
recei ved (overheard) frame along with the encapsul ated | P address. This requires
a sinple nodification of the device driver [18], so that the data |ink address
is “passed up” to the routing protocol with each packet. Wth nodes operating in
prom scuous node, the extraction of such pairs of addresses from all overheard
packets leads to a reduction in the wuse of the neighbor discovery and
query/reply mechani sms for nedium access control address resolution. Each node
updates its NEI GHBOR TABLE by retaining both addresses.

The mappi ngs between data-link and network interface addresses are retained in
the table as long as transm ssions from the correspondi ng nei ghbori ng nodes are
overheard. Each entry is associated with a NEI GHHBOR _LOST_TI MEQUT period and is
renmoved fromthe table upon expiration. NEI GHHBOR_LOST_TI MEQUT shoul d be greater
than the tineout periods associated with the route discovery, such as the
maxi mum del ay before a new query i s broadcast ed.

NLP i ssues a notification to SRP in the event that according to the content of a
recei ved packet: (i) a neighbor used an |IP address different from the address
currently recorded in the neighbor table, (ii) two neighbors used the sanme |IP
address (that is, a packet appears to originate from a node that may have
"spoofed" an |P address), (iii) a node uses the sane nmedium access control
address as the detecting node (in that case, the data |ink address may be
“spoofed”). Upon reception of the notification, the routing protocol discards
t he packet bearing the address that violated the aforenmenti oned policies.
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Even though NLP does not rely on cryptographic validation, it thwarts
adversaries from presenting thenselves at the routing layer as nore than one
node. This would have been possible if different IP addresses were inserted in
or used as the source address of the control traffic the adversary relays or
originates. However, the effectiveness of NLP relies on the fact that nmedium
access control addresses nmay be changed with substantial |atency. NLP can be a
significant line of defense, deterring, for exanple, a nmalicious node from
flooding the network with spurious traffic. In any case, we should note that it
is not of interest for SRP whether a relay node indeed presented itself with its
"actual' | P address, but whether the node participated in the discovery of the
route.

3.2 Route request generation

A source node S mmintains a query sequence nunber Q SEQ for each destination it
securely conmunicates with. The 32-bit Q _SEQ increases nonotonically, for each
request generated by S, and allows T to detect outdated route requests. The
sequence nunber is initialized at the establishnment of the SA and although it is
not allowed to wap around, it provides approximately a space of four billion
query requests per destination. If the entire space is used, a new security
associ ation has to be established.

For each outgoing ROUTE_REQUEST, S generates a 32-bit random Query ldentifier
QID, which is used by internediate nodes as a neans to identify the request.
QIDis the output of a secure pseudorandom number generator [11]; its output is
statistically indistinguishable froma truly random one and is unpredictable by
an adversary with limted conputational power. Since intermediate nodes have
limted nenory of past queries, uniqueness and randommess can be efficiently
achi eved, by using a one-way function (e.g., SHA-1 [16]) and a small random seed
as input. This renders the prediction of the query identifiers practically
i mpossi bl e, and conbats the followi ng attack: nmalicious nodes sinply broadcast
fabricated requests only to cause subsequent legitimte queries to be dropped.

Along with QID and Q SEQ the ROUTE_REQUEST header MJUST include a Message
Aut hentication Code (MAC). The MAC is a 96-bit long field, generated by a keyed
hash al gorithm [9], which calculates the truncated output of a one-way or hash
function (e.g., SHA-1 or MD5 [17]). The one-way function input is the entire IP
header, the basis protocol route request packet and nost inportantly, the shared
key K(S,T). The Route Request fields that are updated as the packet propagates
towards the destination, i.e., the accunulated addresses of the internediate
nodes, and the | P-header nmutable fields are excl uded.

The querying node MAY set the N RREP field of the ROUTE_REQUEST header to
i ndicate the nunmber of route replies per query the destination SHOULD return.
The default value for N.RREP is one (1). The source MAY increase N_RREP in case
of a failed route discovery or in order to enrich its view of the network
topology. Finally, in the case of a failed route discovery, the querying node
SHOULD NOT generate a new ROUTE_REQUEST for the sane destination before a period
of WAIT_ROUTE_REPLY seconds. In the case of comunication with K destinations,
the overall rate of generating ROUTE REQUEST packets SHOULD NOT exceed
K/ WAI T_ROUTE_REPLY queri es per second.
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3.3 Route Request Processing

Nodes receiving a ROUTE REQUEST parse the packet in order to deterni ne whether
an SRP header is present. If the SRP header is not present the packet MJST be
dropped. Intermedi ate nodes extract the Q.ID value to deternmine if they have
al ready rel ayed a packet corresponding to the sanme request. |If not, they conpare
the last entry in the accunmul ated route to the I P datagram source address, which
belongs to the neighboring node that relayed the request. The ROUTE REQUEST
packet is dropped in the case of a msmatch or an NLP notification that the
rel ayi ng nei ghbor violated one of the enforced policies. Oherw se, the packet
is relayed (re-broadcasted), wth the internediate node inserting its IP
address. The Q_ID, source and destination address field values are placed in the
query table. Finally, internediate nodes retain the |P addresses of their
nei ghbors overheard forwarding (re-broadcasting) the query, in a FORWARD LI ST
associated with the query table.

If the node is the sought destination T, the route request MJST be validated if
T has a security binding with the querying node; otherwi se, the packet is
discarded. First, QSEQ is conpared to S MAX(S), the latest (highest) query
sequence nunber received fromsS, within the lifetime of the ST SA. If Q SEQ <
S MAX(S), the request is discarded as outdated or replayed. If Q SEQ = S _MAX(S)
and T has already responded to a valid request, i.e., generated a route reply
(in general, N RREP replies), the request is disregarded

O herwise, T calculates the keyed hash of the request header and verifies its
integrity and the authenticity of origin of the request packet. If validated,
S MAX(S) is set equal to max{Q SEQ S MAX(S)} and a route reply is generated, as
described in section 3.4.

In order to guarantee the responsiveness of the routing protocol, nodes maintain
a priority ranking of their neighbors according to the rate of queries observed
by NLP. The highest priority is assigned to the nodes generating (or relaying)
requests wth the | owest rate and vice versa. Quanta are allocated
proportionally to the priorities and not serviced lowpriority queries are
eventual |y discarded. Wthin each class, queries are serviced in a round-robin
manner .

Selfish or malicious nodes that broadcast requests at a very high rate are
throttled back, first by their inmediate neighbors and then by nodes farther
from the source of potential msbehavior. On the other hand, non-nalicious
queries, that is, queries originating from benign nodes that regulate in a non-
sel fish manner the rate of their query generation, will be affected only for a
period equal to the tine it takes to update the priority (weight) assigned to a
m sbehavi ng neighbor. In the nmean tinme, the round robin servicing of requests
provides the assurance that benign requests will be relayed even amdst a
"storni' of malicious or extraneous requests.
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3.4 Route reply generation and forwarding

The destination generates one or nore replies to each query. The nunber of
replies does not exceed the ni n{N_RREP, NUMBER OF NEI GHBORS}. This restriction
deters a malicious nei ghbor fromrelaying and having nore than one ROUTE_REQUEST
packets replied, and thus possibly control nore than one route.

The ROUTE_REPLY is identified by the values of QSEQ and QID of the
correspondi ng ROUTE_REQUEST. The reverse of the route accurmul ated in the request
packet is used as the source route of the ROUTE_REPLY packet. The destination
MJUST cal culate, using K(S,T), and append a MAC covering the entire SRP header
and the source route of the reply packet. The ROUTE_REPLY MJST be routed
strictly along the reverse of the discovered route. This way, the source is
provi ded with evidence that the request had reached the destination and that the
reply was i ndeed returned along the reverse of the discovered route.

As the reply propagates along the reverse route, each internediate rel ayi ng node
MJUST check whether the source address of the ROUTE_REPLY datagramis the sane as
the address of its downstream node, as reported in the ROUTE_REPLY. If not, or
if and NLP notification has been received, the reply packet is discarded. The
i ntermedi ate node MJST discard the reply if the corresponding request is not
previ ously received and rel ayed.

Al so, the reply packet MJST be discarded if it originates from a node that is
not listed in FORWARD LIST. This last control practically elinmnates the
possibility that a malicious node forms a “dunmb” or “Byzantine” relay, even if
it could change its medi um access control address with insignificant delay and
by- pass the defense provided by NLP. A “dunb” relay could have been forned if a
node did not place its |IP address in the ROUTE REQUEST and relayed the
ROUTE_REPLY without being listed in the discovered route [19], that is, it
changed its data link and I P addresses as it relayed the request/reply packets
to inpersonate the previous relay w thout appearing in the route discovery.

Utimately, the source validates the reply: it first checks whether it
corresponds to a pending query. Then, it suffices to validate the MAC, and
extract the route from the |IP source route of the ROUTE_REPLY, which already
provi des the (reversed) discovered route.

3.5 The SRP Ext ension

The basic operation of SRP can be extended in order to allow for nodes, other
than the destination, to provide route replies or feedback on the status of
utilized routes. This my be possible if a subset of nodes share a commopn
obj ective, belong to the sane group G and nutually trust all the group nembers.
In that case, the nutual trust could be instantiated by all group nenbers
sharing a secret key K(GQ.
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Under this assunption, a querying node SHOULD append to each query an additiona
MAC calculated with the group key K(G, which we call Internediate Node Reply
Token (INRT). The functionality of SRP remains as described above, with the
foll owing addition: each group nenber nmaintains the |atest query identifier seen
from each of its peers, and can thus validate both the freshness and origin
authenticity of queries generated from other group nodes.

Nodes ot her than the sought destination SHOULD respond to a validated request,
if they have knowl edge of a route to the destination in question. The
ROUTE_REPLY is generated as above, except for the MAC calculation that uses
K(G . The correctness of such a route is conditional upon the correctness of the
information provided by the internmediate node, regarding the second portion of
the route. When the ROUTE_REPLY is generated by the destination, an additional
MAC( K( G , ROUTE_REPLY) SHOULD be appended apart fromthe MAC(K(S, T), ROUTE_REPLY).
This would allow an internediate node V that is part of the route and a nenber
of Gto utilize the discovered route suffix (i.e., the Vto T part).

The I NRT functionality can be provided independently fromand in parallel with
the one relying solely on the end-to-end security associations. For exanple, it
could be useful for frequent intra-group communication; any two nenbers can
benefit from the assistance of their trusted peers, which nmay already have
useful routes. Finally, the shared K(G can be utilized for purposes that are
beyond the di scovery of routes. One exanple is the authentication of ROUTE_ERROR
nmessages, as explained in section 3.6.

3.6 Route Mintenance

A ROUTE_ERROR packet SHOULD be generated by an intermediate node that fails to
deliver a data packet to the next hop. ROUTE_ERROR packets MJST be source-routed
to the source node S along the prefix of the route being reported as broken. The
i nternedi ate upstream nodes, with respect to the point of breakage, MJST check
if the source address of the ROUTE_ERROR datagram is the sane as the one of
their downstream node, as reported in the broken route.

If there is no NLP notification that the relaying neighbor violated one of the
enforced policies, the packet is relayed towards the source. In this case, NLP
prevents an adversary that does not belong to but lies at a one-hop distance
fromthe route from generating an error message. |In such case, an inconsistency
with the addresses already used (during the route discovery) by the actual

downst ream nei ghbor will be detected. The end node MJST conpare the source-route
of the error nessage to the prefix of the corresponding active route. This way,

it verifies that the provided route error nmessage refers to the actual route

and that it is not generated by a node that is not part of the route.

The correctness of the feedback (i.e., whether it reports an actual failure to
forward a packet) cannot be verified though. As a result, a nalicious node |ying
on a route can nislead the source by corrupting error nessages generated by
anot her node, or by masking a dropped packet as a link failure. However, this
allows it to harmonly the route it belongs to, sonething that was possible in
the first place, if it sinply dropped or corrupted in-transit data packets.
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ROUTE_ERROR nessages do not include a MAC if the reporting intermedi ate node
does not have a security association with the source node. This allows an
adversary that can spoof a data link address and lies within hop of an end-to-
end data flow (route) to inject a ROUTE_ ERROR This would be possible if it
i npersonated a node that is part of the route. Although the NLP of the victim
woul d issue a notification, the forged ROUTE ERROR would be in-transit towards
t he source.

Consequent |y, ROUTE_ERROR nessages can be used in the follow ng cases: (i) an
end-to-end secure nmechanism is present and thus the source node can infer the
status of the utilized route(s) the intermediate issuing node has a secure
association with the source node, (ii). In case (i), the ROUTE_ERROR packets
should be used only in a conplenentary nmanner. For exanple, our Secure Message
Transmi ssion (SMI) protocol [20], which provides a robust, secure, end-to-end
f eedback nechanism can utilize unauthenticated ROUTE_ERROR nmessages to update
the ‘rating’ of the utilized route(s) only when the end-to-end feedback reports
a failed transmssion. In case (ii), an internediate node, which is for exanple
menber of the same group as the source of the broken route, SHOULD use the group
key to generate a ROUTE ERROR MAC that covers the entire packet and its IP
source route.

4. Inplenentation Details

4.1 Packet Formats

A. Position of the SRP header: the SRP header (shown in detail in
4.1.B) is appended to the basis routing protocol header.

+

234567829
T S S S S O

+ or

12345
B s S S

T T S il ot sT I R S g o
|
Basi s Routing Protocol Packet |

|

i T i T o i s s i T o i St
SRP Header |

0

+-

i i S S S e i e o
+-

e S T i S S e T S S s Sl S S SE S S S
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B. The SRP Header

+ oR
+ow

2
123456789012345672829
T S S S e i S i SuE S S

+ ©

0 4 8 1
+- +- + N - +-+
| Typ | RESERVED

+- +- + o S R e o o S S i I S e ol o I
| Query ldentifier |
B T s S e e s ST S S e Tt S S e e T aihs it S
| Query Sequence Nunber |
+-

I

I

i

I T S T i i S S e e S A i SuE SU SE S S

I i S S il a S S S S S It it S S SR S S

SRP MAC |

Fi el d Description:

* Type (char) (8 bits)
Identifies the type of SRP packet. The current version of SRP
contai ns two packet types:
ROUTE_REQUEST:
Request for a route to the Query Destination
ROUTE_REPLY:
Response to a ROUTE_REQUEST packet, issued by the
destination (or the node that has an active route to the
Query Destination, if intermediate node replies are
al l owed), and sent back to the Query Source.

* Query ldentifier (unsigned int) (32 bits)
A random nunmber generated by the source which, along with
the Query Source Address, is used by the internedi ate nodes
to uniquely identify a route request.

* Query Sequence Nunber (unsigned int) (32 bits)
A nonotonically increasing sequence nunber associated with
each destination that a source node conmuni cates with.

* SRP MAC (unsigned int) (96 bits)
The Message Aut hentication Code which is the output of a
hash function using the secret key K(S,T) shared by the two
communi cati ng nodes.
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C. Extended SRP Header

+oR

1234567829
T S S

+ O W

2
123456789012345672829 1
I S S e T S it Sl S SE SE S S
|
|
|
+-

R el i e e S R i I e itk it I EIE R N i R R R R
IN Reply Token |
R b i T o S b sl e T S e S I T ot sl e

0

+-

I

| SRP Header
I

+- +
I

+-

Field Description:

* SRP Header
As described in 4.1.B.

* I N Reply Token
The I nternedi ate Node Reply Token is a Message Aut henti caion
Code (MAC) of the route query/reply cal cul ated using the
secret group key, K(G.
4.2 Data Structures

A. Query Tabl e

N .. +
| Sour ce | Desti nati on | QID | FORWARD LI ST |
| Addr ess | Addr ess | |

| (node_id) | (node_id) | (unsigned int) | (node_id *) |
R R ERRRREEN R RREEEETRED R |
I I I I I
|- R RREEES e TR |
I I I I I
|- R RRRREEEE R EREEEEEED |- |
I I I I I

o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmm +
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5. Di scussion

SRP can guarantee correct connectivity information if a set of malicious nodes
nmount attacks against the protocol concurrently, but are not capable of
colluding within one step of the protocol execution; that is, within the period
of broadcasting one query and reception of the corresponding reply. If this is
possible, then, the malicious nodes can tunnel the control traffic between
t hemsel ves and cause the querying node to accept partially incorrect |ink-Ievel
connectivity information [1]. However, this vulnerability is not pertinent to
SRP; such routing informati on woul d be distingui shed even under nuch stronger or
full trust assunptions. In any case, SRP prevents the two colluding adversaries
to manipulate the prefix and suffix of the discovered route; they can only
arbitrarily define the portion between them wi thout any ‘guarantee’ that such a
route request will result in a discovered and partially incorrect route (which,
nonet hel ess, provides for the fact that there is end-to-end connectivity).
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