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METHOD TO SECURE GNSS BASED
LOCATIONS IN A DEVICE HAVING GNSS
RECEIVER

here, that the received signals and messages originate from
adversarial devices, then a receiver equipped With an instan
tiation of the method noti?es the user or the computing plat
form that integrates the GNSS receiver that the calculated via
the GNSS functionality position and time correction are not

RELATED APPLICATION

trustWorthy. In other Words, this method enables any GNSS
receiver, for example, GPS, GLONASS, or Galileo, or any

This application claims priority under 35 U.S.C. Section.
119 to US. provisional Application No. 61/193,277, entitled
“Detection of Adversarial GNSS transmissionsiSecuring
GNSS enabled positioning” ?led Nov. 13, 2008, the content
of Which is hereby incorporated by reference herein.

Write the original, legitimate ones). Based on this detection,

INTRODUCTION

puting platform is misled to utiliZe erroneous position infor

other GNSS system, to detect if the received navigation mes
sages are the legitimate ones (from the satellites) or not (e. g.,
from attacker devices that generate fake messages that over
neither the user and nor any application running in the com

mation (as it Would be induced by the adversary).
An object of the methods and devices disclosed herein is to
BRIEF DESCRIPTION OF THE INVENTION

detect at a GNSS receiver Whether or not the received GNSS

signals and navigation messages are the product of an attack.
As Wireless communications enable an ever-broadening

spectrum of mobile computing applications, location or posi
tion information becomes increasingly important for those

As already stated, an object of this document is to provide
a method to discriminate betWeen legitimate signals and fake
20

systems. Devices need to determine their oWn position, to
enable location-based or location-aWare functionality and

services. Examples of such systems include: sensors report
ing environmental measurements; cellular telephones or por
table digital assistants (PDAs) and computers offering users
information and services related to their surroundings;

Accordingly, it is proposed a method to secure GNSS
based locations in a device having a GNSS receiver receiving
a plurality of satellite signals, processor and a memory, said

method comprising the steps of:
25

acquiring ?rst positions by the GNSS receiver,
acquiring or extracting position relevant values of said ?rst
positions and storing them into a memory,
setting those position-relevant values as trusted values,
acquiring at least one second position by the GNSS

mobile embedded units, such as those for Vehicular Commu

nication (VC) systems seeking to provide transportation
safety and ef?ciency; or, merchandise (container) and ?eet

(truck) management systems.

signals.

30

receiver,

Global Positioning System (GPS), its Russian counter-part

acquiring or extracting the second position-relevant value
of said second position,

(GLONASS), and the upcoming European GALILEO sys

calculating an expected relevant value based on the trusted

Global navigation satellite systems (GNSS), such as the
tem, are the most Widely used positioning technology. GNSS
transmit signals bearing reference information from a con

values,
35

stellation of satellites; computing platforms nodes, equipped
With the appropriate receiver, can decode them and determine
their oWn location. HoWever, commercial instantiations of
GNSS systems, Which are Within the scope of this paper, are
open to abuse: An adversary can in?uence the location infor

40

mation, loc(V), a node V calculates, and compromise the
node operation. For example, in the case of a ?eet manage
ment system, an adversary can target a speci?c truck. First,
the adversary can use a transmitter of forged GNSS signals

that overWrite the legitimate GNSS signals to be received by

2. Estimation (prediction, at one or more steps in the future)

of system-speci?c parameter value(s), denoted as V,
45

the victim node (truck) V. This Would cause a false loc(V) to

be calculated and then reported to the ?eet center, essentially
concealing the actual location of V from the ?eet manage
ment system. Once this is achieved, the physical compromise
of the truck (e.g., breaking into the cargo or hijacking the
vehicle), is easier, as the ?eet management system Would
have limited or no ability to protect its assets (e. g., by notify
ing accordingly the laW enforcement on the incident or
recover the assets otherwise). This is an important problem,
given the consequences such attacks can have.
Disclosed herein are methods to mitigate such vulnerabil
ity. In particular, disclosed herein are mechanisms to detect

calculating a metric representing the difference betWeen
the second position relevant value and the expected rel
evant value,
setting an invalid ?ag When the metric is above a threshold.
Basic Method Outline
The method operates in three steps:
1. Storage of at least one position that is considered trusted
With the environment parameter of that position
based on the GNSS speci?cation and the measurements
the receiver has collected in step 1, based on that GNSS

functionality, prior to the said estimation.
3. Comparison of the (estimated) V to the obtained/mea
sured M values that correspond to the same parameters
50

as those forV; the M values are obtained from the GNSS
PVT or navigation solution or are by-products of it. If a

metric for M and V, denoted as dl(M, V) and being a
function dependent on the exact format of M and V, is
larger than some threshold T 1, then the security-enabled
55

receiver declares the GNSS signal(s) and message(s)
that resulted in the calculation of M as adversarial and
noti?es of the attack.

and reject forged GNSS messages, and thus avoid manipula

Or it operates using non-GNSS data:

tion of GNSS-based positioning. These mechanisms are

3. Comparison of M values to other data available at the

complementary to cryptographic protection, Which civilian,

60

commercial GNSS systems do not currently provide but are
expected to do so in the future (e.g., authentication services

cation environment), WithV or its by-products (for example,

by the upcoming GALILEO system). The approach disclosed
herein is motivated by the fundamental vulnerability of
GNSS-based positioning to replay attacks, Which can be
mounted even against cryptographically protected GNSS. If
indeed there is evidence, as provided by the method described

GNSS receiver (or the receiver bearer), denoted as B (for
example, information on mobility, surroundings, communi
calculation of velocity or acceleration from successive posi
tion samples). Note that such data, B, are not related to the

65

prior undisrupted operation of the GNSS receiver, thus the
method can Work even if the receiver has no memory of prior
measurements based on Which it can perform the prediction

