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Abstract—Many significant functionalities of vehicular ad hoc

to solve: road-side infrastructure or trustworthy spéréal

networks (VANETS) require that nodes have knowledge of the vehicles could help to securely localize other vehicles. In

positions of other vehicles, and notably of those within comu-
nication range. However, adversarial nodes could providedise
position information or disrupt the acquisition of such infor-
mation. Thus, in VANETSs, the discovery of neighbor positiors
should be performed in a secure manner. In spite of a multitue of
security protocols in the literature, there is no secure disovery
protocol for neighbors positions. We address this problem ri
our paper: we design a distributed protocol that relies soly on
information exchange among one-hop neighbors, we analyzési
security properties in presence of one or multiple (indepedent
or colluding) adversaries, and we evaluate its performancen
a VANET environment using realistic mobility traces. We shav
that our protocol can be highly effective in detecting falsiied
position information, while maintaining a low rate of false positive
detections.

Index Terms: Vehicular ad hoc networks, neighbor position
discovery, security in vehicular networks.

such case, techniques in the literature, designed for mobil
ad-hoc networks, could be employed. However, this approach
has severe limitations when applied to vehicular enviromisie

the presence of road-side infrastructure is envisionedeto b
rather sparse and the presence of trustworthy nodes caanot b
guaranteed at all times, whereas position discovery isated
at any time and location among any two or more vehicles.

To address this problem, we propose our Secure Neighbor
Position Discovery (SNPD) protocol, which enables any node
(i) to discover the position of its neighbors on-demand and
in real-time; and (ii) to detect and discard faulty position
and, thus, ignore their originators. SNPD therefore allows
any vehicular node to autonomously obtain a set of verified
neighbor positions, leveraging the contributions of itenge

to weed out wrong-doers, without any prior assumption about
their trustworthiness.
In the rest of the paper, we first discuss related work and
VANETS are envisioned to enable a range of applicationgitroduce the system and adversary model we adopt, then we
spanning from enhanced transportation safety and effigiendescribe our SNPD protocol in detail. A security analysis of
to mobile infotainment, while security and privacy enhaigci SNPD follows, along with a performance evaluation based on
technologies have been broadly accepted as prerequisitesréalistic vehicular mobility traces.
the deployment of such systems. A number of on-going
efforts have yielded a multitude of proposed schemes, in-
cluding coordinated efforts such as those of the IEEE 1609
working group, the Car-to-Car Communication Consortium, Secure neighbor position discovery for vehicular environ-
the CAMP/VSC-2 project, and the SeVeCom project, whichnents is, to the best of our knowledge, an open problem.
produced a full-fledged security architecture for vehicle- Nevertheless, it relates to a number of other problems that
vehicle and vehicle-to-infrastructure communications. have instead been addressed before, as discussed next. We
Many aspects of security and privacy have already beemphasize that our SNPD protocol is compatible with stéte-o
addressed (e.g., inl[1]2[3]) but no solution has been yet pritie-art security architectures for vehicular networks|uding
posed for the secure discovery of the position of other nodélsose proposed by IEEE 16092 [4] and SeVeCbm [5].
in particular those within direct communication range. sThi Securing own location and time informationis orthogonal
is an important problem because vehicular nodes are loeatito our problem, as adversaries can acquire their own lagsitio
aware, and location information is embedded in many VANEIi a reliable manner, but then advertise false positions to
messages to support various applications; transportséifaty their neighbors. Own positioning and time synchronizai®n
and geographical forwarding (or GeoCast) are charadterighus a building block for SNPD, as it is for secure vehicular
examples, while traffic monitoring and management, as veell aetworking. In vehicular environments, self-localizatids
access to location-based services are also closely relatai mainly achieved through Global Navigation Satellite Syste
such cases, nodes are required to reliably identify neighgo e.g., GPS, whose security can be provided by cryptographic
nodes and determine their positions. Nonetheless, adiarssand non-cryptographic defense mechanisms [6]; alterelgfiv
or faulty nodes can falsify or alter such information, réisigl  other terrestrial special-purpose infrastructure (baagoould
in the disruption of system operations. be used[[7], along with techniques to deal with non-honest
Secure discovery of the positions of neighbors cannot beacons[[8]. In the rest of this paper, we assume that devices
achieved by any of the solutions in the literature. Secuoan determine securely their own position and time refexrenc
localization techniques, which allow a reliable deterrtiora Secure neighbor discovery (SND)that is, the discovery
of own location, are a building block but not the solutiontie t of directly reachable nodes (communicating neighbors) or
problem at hand. Simply put, the reason is that an adversagdes within a distance (physical neighbois) [9], is only a
could advertise a false position in any discovery protothe step towards the solution we are after. To put it simply, an
presence of trusted nodes would make the problem easeéwersarial node could be securely discovered as neigimdor a

|. INTRODUCTION

II. RELATED WORK
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be indeed a neighbor (within some SND range), but it coulldversaries areexternal or internal, depending on whether
still cheat about its position within the same range. SND they lack or possess the cryptographic keys and credentials
a subset of the SNPD problem, since it lets a node asse$system nodes, respectively. External adversaries can on
whether another node is an actual neighbor but it does metay or replay messages without changes, or jam the com-
verify the location it claims to be at. Nonetheless, prapsrt munication. Internal adversaries are more powerful in that
of SND protocols with proven secure solutiohs][10].][11F arthey can fully participate in the protocol execution, fomgi
useful in our context: as an example, signal Time of Fligharbitrary messages with faked own positions. Recall though
based and other distance measurements between two nodestetreach adversary can inject messages only according to th
prevent relay attacks (i.e., malicious nodes relayingldtdy cryptographic keys it possesses; it cannot forge messayes o
and verbatim, messages of other correct nodes). behalf of other nodes whose keys it does not have. Another

Neighbor position verification was investigated in the con-classification of adversaries that is of interest to us isvbeh
text of ad-hoc networks, with solutions relying on dedidateindependenandcolludingadversaries: the former act without
mobile or hidden base statioris [12], or on the availability &knowledge of other adversaries in the neighborhood, whae t
a number of trustworthy devices [13]. Our SNPD protocolatter, by far the most dangerous, coordinate their actmns
instead, is a fully distributed solution that does not reguiexchanging information.
the presence of any particular infrastructure or a-pristed In this work, we focus primarily on internal adversariestwit
neighbors. Also, unlike previous works, our solution tasgestandard equipment (e.g., omnidirectional antennasdatdr
highly mobile environments and it only assumes RF concompliant wireless cards, etc.). We distinguish them info (
munication; indeed, non-RF communication, e.g., infd-we knowledgeablg.e., adversaries that at any point in time know
ultra-sound, is unfeasible in VANETS, where non-line-ifié the exact positions of all their communication neighbors] a
conditions are frequent and car-to-car distances oftemahe (ii) unknowledgeableotherwise. In SectionlV, we will outline
order of tens or hundreds of meters. the threats which can be posed by both independent and
colluding adversaries, and discuss possible additiorrakth
carried out by adversaries using non-standard equipmeant (e
directional antennas).

We consider a vehicular network whose nodes communicate
over a high-bit-rate data link thrpugh an RF .interfgce. W8y, SECURE NEIGHBOR POSITION DISCOVERY PROTOCOL
assume that each node knows its own location with some _
maximum errok,, and that it shares a common time reference Theé SNPD protocol we propose allows any node in the
with the other nodes in the network: both requirements c&§twork to discover and verify the position of its communica
be met by equipping vehicles with GPS receivers, alreadyli§n ne€ighbors participating in the protocol message engba
major trend in today’s car manufacturfhgAlso, nodes can SN_PD can be initiated in a reactive manner by any node,
perform Time of Flight (ToF)-based RF ranging using onwhich we refer to as_the/erlfler. Our solution is based on
message transmission, with a maximum error equat,to a best-effort, cooperative approathat leverages information
as discussed in [13][[14], this is a reasonable assumpti&ﬁ,”eCtEd by neighboring nodes thanks to the broadcasteatu
although it requires modifications to the current off-tiels of the wireless medium. With such information, the verifier

radio interfacesg, and e, are assumed to be equal for alfan compute, via ToF-based ranging, distances betwees pair

nodes. of neighbors, and then perform a sequence of tests that allow
Each node has a unique identity, and carries cryptograpHi€0 classify its communication neighbors as:

keys that allow it to authenticate messages from other nodes Verified i.e., nodes the verifier deems to be at the claimed

in the network. Although there are various ways to enable position;

authentication, here we only require that message autizenti « Faulty, i.e., nodes the verifier deems to have announced

Ill. SYSTEM AND ADVERSARY MODEL

tion is done locally and we assume that each n&deolds its an incorrect position,
own pair of private and public keys andK x, respectively, « Unverifiable i.e., nodes the verifier cannot prove to be
as well as a set of one-time use key®,K%}. X can either correct or faulty; due to insufficient information

encrypt and decrypt data with its key(s) and the public keys on these nodes or inconclusive test outcome.
of other nodes; also, it can produce digital signatures w&th ~ The objective of our SNPD protocol is to be robust to
private key. We assume that the binding betwéemnd Kx  adversarial nodes, i.e., to correctly identify and rejeusé
can be validated by any node, as in state-of-the-art vediicupositions and ignore their originators. In other words, it
communication architectures. is necessary to minimize false negative and false positive
Nodes either comply with the SNPD protocatofrec) outcomes, i.e., adversaries with positions deemed vetied
or they deviate from it faulty or adversaria). Adversarial correct nodes with positions deemed faulty, as well as the
nodes can advertise arbitrarily erroneous positions in-mesimber of unverifiable nodes.
sages they inject, to mislead other nodes about their pasiti \We stress that the SNPD protocol only verifies the position
of those neighbors with which the message exchange takes
“With the help of GPS, user synchronization, fine time graityland a  place successfully. It therefore disregards nodes for hvtiie
relatively precise location information is available. @ntly, small-footprint
protocol exchange prematurely ends, e.g., due to messsgle lo

and low-cost GPS receivers are commercially available chvlaichieve low et g i
synchronization error and low localization error. or communication neighbors that refuse to take part in the



protocol. SNPD assumes that the nodes position does not v@iyproves to be the author of the originebLL. The latter is
significantly during one protocol execution, which is reiti achieved by attaching the encrypted hdsh {hx. } (Alg. @,
if we consider that a complete message exchange takeslines 7-9).
more than a few hundreds of milliseconds. Also, SNPD doesOnce the identity of the verifier is known, each neighkqr
not aim at building a consistent map of verified nodes, asyevavhich receivedS’s original POLL, unicasts taS an encrypted
verifier autonomously tags its neighbors as verified, faalty and signedREPORT message containing its own position,
unverifiable. the transmission time of itREPLY, and the list of pairs
Next, we detail the message exchange between the verifiéreception times and commitments referring to tePLY
and its communication neighbors, followed by a descriptidsroadcasts it received (Alf] 2, lines 14-17). Commitmengs a
of the security tests run by the verifier. Table | summarizéscluded ‘as they are’, since only can decrypt them and
the notations used throughout the protocol description. match the identity of the nodes that created the commitments
with the reported reception times.

A. Message exchange

. . B. Position verification
We denote by x the time at which a nod¥ starts a broad-

cast transmission and by the time at which a nod¥ starts ~ ONce the message exchange is concludedecrypts the
receiving that same transmissign; is the current position of 'éceived data and acquires the position of all neighbors tha
X, andNy is the current set of its communication neighbor®@ticipated in the protocol, i.e{px,VX € Ns}. S also
Consider a verifierS that initiates the SNPD protocol. Theknows the transmission time of itsoLL and learns the

message exchange procedure is outlined in Algorifhm Ifor fransmission time of all subsequeripLY messages, as well
and in Algorithm2 for any of5's communication neighbors. &S the corresponding reception times recorded by the esttgpi

The verifier starts the protocol by broadcastingearL ©f such broadcasts. Applying a ToF-based techniglean
whose transmission tima; is stored locally (AlgCL, lines 2- thus compute its d_|stance from each communlcatlon nellghb_or
3). Such message is anonymous, since (i) it does not contth well as the distances between pairs of communication
the verifier's identity, (ii) it is transmitted employing aekh neighbors that happe” to share a link. In particular, ‘?"3'90“
MAC address, and (iii) it contains a public kés/, from a one- by c the speed of light, we defingyy = (_tX_Y __tX> G Le.,
time use private/public key pakrs, K., taken from a pool of the distance that computes from the timing mform_atlon it
anonymous keys which do not allow neighbors to map thefi!lécted about the broadcast message senkbsimilarly,
onto a specific node. Including a one-time key in thetoer W€ definedyx = (tyx —ty) - ¢, i.e., the distance thaf

also ensures that the message is fresh (i.e., the key acts ggrgpg_tes gsing the information F‘?'ated to the br.o_adc,jaéf.by
nonce). Exploiting its knowledge, the verifier can run verificati@sts

A communication neighborX € Ny that receives the to fill the setF g of faulty communication neighbors, the set

POLL stores its reception timésx, and extracts a random V'S of vgrified n_qde;, ar!d the l_mverifiable gﬁg'.
wait interval Tx € [0, Tynaz] (Alg lines 2-5). AfterTx The first verification is carried through th@irect Sym-
has elapsedX broadcasts &REPLY message using a freshMetry (DS) test, detailed in AIgorithrE|3, wh_erbc| dgnotes
MAC address, and records the corresponding transmissmﬁ modulus O_fm and |[px —py|| is _the E_uclldean distance
time ¢x (Alg. B lines 6-10). TherePLY contains encrypted bety\{een locationg x _and Py . For_ dlr_ect Im_ks between the
information forS, namely the signed neighbor identifyig x, verifier and _each of its com_munlc_atlon nelghboﬁsph_ec_ks
and thePOLL reception time: we refer to these data X% whether reciprocal ToF-derived distances are consistgnt (
commitmentcyx. The hashhg, derived from the verifier's W't,h each othe“r., (”_) with th? _posmon advertised .bY the
public key, K., is also included to bincboLL and repLy Neighbor, and (iii) with a proximity rangé. The proximity
belonging to the same message exchange range R upper bounds the distance at which two nodes can
Upon reception of ®EPLY message from (,;‘ communicationcommunicate’ or, in other words, corresponds to the maximum
neighbor Y, the verifier S stores the reception timeyg nomlnalltransmlssyon range. . .
and the commitment, (Alg. [, lines 4-6). A different The first check_ is performed.by comparing the d_lstances
communication neighbor of, e.g., X, receives theREPLY dsx anddy s _obtalned fro_m ranging, which _shaII not differ by
message broadcast B, if Y is a communication neighbormore than twice the ranging error (Alg. 3, line 4). The second
of bothS and.X. ie. Y e NsNNx. In such caseX too stores check verifies that the position advertised by the neighbor i
the reception timey x and the commitmenty- (Alg. 2, lines consistent with such distances, within an error margin eigua

11-13). Note that alseEPLY messages are anonymous, hen02€P+€T (Alg. B line 5). This check is trivial but fundamental,

a node records all commitments it receives without knowin:_jldnce it correlates positions to verified distances: withigu
their origin n attacker could fool the verifier by simply advertising an

After a ime T, . + A + T S broadcasts REVEAL arbitrary position along with correct broadcast transioiss
max Jitters

message/\ accounts for the propagation and contention Iaa-Id recept|ot|r_n|ngs. Finally verifies thaTdSX IS not Iarger_
of REPLY messages scheduled at tiffig,o,, and T}, is a anR (Alg. B line 6), and declares a neighbor as faulty if a

random time added to thwart jamming efforts on this messaé@'.smamh surfaced in any of these chécks

Through theRE.VEAL* the verifierS (|) unveils its identity by 2 The latter two checks are performed on bdihy anddx g, however in
including its signature and its public key to decrypt it, andigorithm[3 they are done orgx only, for clarity of presentation.



TheDS test impliesdirect verifications that compare trusted|t xs — txv |. It is easy to verify that the curve is a hyperbola,
information collected by the verifier against data advedis which is added to the séty (Alg. B, line 9).
by each neighbor. The content of the messages received b¥nce all couples of verified nodes have been checked,
S, however, allows alsarossverifications, i.e., checks on theWs is filled with suspect neighbors. For each nodein
information mutually gathered by each pair of communiatirivg, S exploits the hyperbolae iy to multilaterate the
neighbors. Such checks are done in@ress-Symmetry (CS) position of X, referred to ap¥/~, similarly to what is done
test, in Algorithm4. in [13] (Alg. B, line 14). Note thaf_y must include at least
The CS test ignores nodes already declared as faulty by theo hyperbolae forS to be able to compute the positioki
DS test (Alg.[3, line 6) and only considers nodes that provetrough multilateration, and this implies the presence tof a
to be communication neighbors between each other, i.e., feast two shared neighbors betwe&nand X (Alg. B, line
which ToF-derived mutual distances are available (Blging | 13). The resulting positiopy/~ is then compared against that
7). Then, it verifies the symmetry of such distances (Alg. 4dvertised byX, px. If the difference exceeds a given error
line 9), their consistency with the positions declared by thmargin, neighboX is moved from the verified set to the faulty
nodes (Alg[#, line 10), and their feasibility with respeot tone (Alg.[5, lines 15-17).
the proximity range (Alg: M4, line 11). For each communicatio
neighber_, a link counterl;_( :_:md a mismatch countenx V. SECURITY ANALYSIS
are maintained. The former is incremented at every new €ross
verification onX, and records the number of links between e analyze the security properties of the proposed scheme
X and other communication neighbors $f(Alg. @, line 8). in presence of_adversanal nodes, whqse objective is to make
The latter is incremented every time at least one of the erodde verifier believe that the fake positions they advertise a
checks on distances and positions fails (All. 4, line 12} aorrect. We consider scenarios of increasing complexity: w
identifies the potential foX being faulty. start by discussing the basic workings of the SNPD protacol i

Once all neighbor pairs have been processed, a modePresence of a single adversary and different shared neighbo
is added to the unverifiable séls if it shares less than hoods; we then move to the case of multiple adversariessat fir
two neighbors withS (Alg. @, line 17). Indeed, in this case@ssuming they act independently and, then, that they catgper
the information available on the node is considered to f@ Perform the attack; finally, we examine the resiliencehef t
insufficient to tag the node as verified or faulty (see $&c. $£heme to a number of well-known attacks.
for more details). Otherwise, if and X have two or more
cor_r;mgndneigthrsx is ﬁeclared as faultfy, qnverifiﬁble,_ orﬁ_ Single adversary, no common neighbors
verified, depending on the percentage of mismatches in the . e :

b g P 9 Consider a verifierS that starts the SNPD protocol in

cross-checks it was involved (Aldl] 4, lines 18-22). More . L
precisely,X is added tdF s, Us or Vs, depending on whether presence of an adversahy, with which it shares no common
' ' ' gighbor. In order to bring a successful attatkmust tamper

the ratio of the number of mismatches to the number of chedk *h the datas ¢ ; that th ting dist
is greater than, equal to, or less than a threshkold Wi € datas uses for ranging, so that the resufting distance

We point out that the lower thé, the fewer the failed confirms its fake advertised position. To this end,can forge

cross-checks needed to declare a node as faulty, while fleits convenience the time information in the messages it

. . - - _<generates. In particular, let,, be the fake position that/
higher thed, the higher the probability of false negatlveswams to advertise; we denote by,, the fake timing that/

In the following, we setd = 0.5 so that a majority rule is . trod it d bt the fake timing i red
enforced: the verifier makes a decision on the correctneas df' ' oCuCes 1N ISREPLY, an /y y € fake timing inserte
n its REPORT (in addition top’,).

node by relying on the opinion of the majority of shared cont .
munication neighbors. If not enough common neighbors reTheDS t.ESt (Alg.[3) run byS on M checks the consistency
available to build a reliable majority, the node is unvekbféa etween distances, by verifying thalls,s — dus| < 2, or:
As shown in the next section, this choice makes our SNPD |(tspr —ts) - ¢ — (tars — thy) - ¢ < 2, (1)
protocol robust to attacks in many different situations.

The third verification, theMultilateration (ML) test, is and that positions are also coherent with the distances, i.e
detailed in Algorithn{b. ThaVIL test searches the verified set||ps — Py || — dsm| < 2¢, + €., or, equivalently:
determined through thBS and CS algorithms for suspicious , ,
situations, in which nodes ifYs declare a high number of lIps = Pull = (Esar —ts) - el < 2€p +er @)

asymmetric links. When a suspect node is found Mhetest Thys, the adversary must forgg, and ty,,, so that [L)-
exploits as anchors other nodesVWg, and multilaterates the @) stjll hold after its real positiop,; is replaced withp/, .

actual position of the node under verification. Solving the equation system obtained by setting the error
The ML test looks for each verified neighbot of the margin to zero in[{1)Ef2), we obtain:

initiator S that did not notify a link instead reported by another ) .
partyY’ (Alg. B, line 7). When such anode is found, itis addegt ;. _ lps —pull " lps —pumll s — Pl
to awaiting setWs (Alg. B, line 8) and a curvd. x(S5,Y) is c c ¢ (3
computed. Such curve is the locus of points that can genera}te Ips — parll  Ilps — Py |
a transmission whose Time Difference of Arrival (TDoAYsuy = ts tsnm — c + . :
at S and Y matches that measured by the two nodes, i.e., 4)

o =il _
c



Note thatp’,, is chosen byM, and thatd/ knowst,, in (3) In other words,) is constrained to choose locations with
(since this is the actual transmission time of its orEPLY) the same distance increment (or decrement) frSmand
and tsys in @) (since this is the time at which it actuallyX. In (@), ps, px, and py; are fixed and known, hence
received theeoLL from S). We therefore have a system of twadistances betweery andp,,, and betweep x andp,; can be
equations thad/ can solve, in the two unknown$, andts,,, considered as constant. Sing§, is variable over the plane,
only if it is aware ofpg, i.e., it is a knowledgeable adversarywe rewrite [T) as|px — Pyl — llps — P |l = k, which is
We stress that, fol/ to be knowledgeable, two conditionsthe equation describing a hyperbola with focizg andpy,
must hold: first, M must have previously run the SNPDand passing through,,. It follows that only positions on
protocol to discover the identity and position of its neighdy such hyperbola satisfy the four constraints[ih (B), @), &\d
second, the verifier's position must have not changed sin@, andp,, must lie on that curve in order to pass all tests.
such discovery procedure. Clearly, &5 cannot foresee when Examples of this condition are shown in Hig. 2.
S starts the SNPD protocol, such conditions are extremely har Summarizing, the presence of a common neighbadras-
to fulfill, especially in a highly dynamic environment such atically reduces the vulnerability of the verifier to attacks
the vehicular one. since M is now required (i) to be knowledgeable, (ii) to
Nevertheless, if\/ is aware ofS’s location, the advertised correctly guess the verifier's identity, and (iii) to advset
positionp’,, will pass theDS test provided that it is within the a fake position only along a specific curve. However, since
proximity rangeR, as shown in FigJ1. Given such potentiasome space for successful attacks remainsCiBgest marks
weakness, the SNPD protocol marks isolated neighbors ass unverifiable nodes that passed & test but share only
unverifiable in theCS test, even if they pass tHesS test. one neighbor with the verifier. We also stress thad/itweaks
the timings so as to pass tiS test and does not care about
, ) the matching withX, it will still be tagged as unverifiable.
B. Single adversary, one common neighbor
We now add to the previous scenario a nddevyhich is_ a ¢ Single adversary,
correct neighbor, common t®and M. Recall that, in bringing i ]
its attack,M can forge messages with altered information, bu !N the case of two or more common neighbors, we split the
it cannot modify the content of messages sent by other nogdi§cussion into the two following cases: (i) a generic netwo
since they are all encrypted and signed. topology and (i) collinear nodes. _
The discussion in Se€_WAA applies again, since the fake (i) Generic network topologyWhen a second correct neigh-
position advertised by/ needs to pass thBS test: M must POrY is shared betweesi and) B, the discussion in Seic. VB
be aware ofS’s current position and must forgs, and ©€@n be extended as follows. We noting that, as before, the
ti,,, according tops andp/,,. However, the presence of the@dversaryM has to be knowledgeable, but a second common

common neighbor introduces two additional levels of seguri "€ighbor reduces to 0.33 the probability that correctly

First, thepOLL andREPLY messages are anonymous, hend@esses the verifi_er’s ider_ltity. More importantly, by ajmdy
M does not know if the verifier iS5 or X upon reception the same reasoning as in Sc. V-B has now to forge

H H ! ! / ! H
of such messages. However, if it wants to take part in tf@u’ ime values, i.e.ty,, t5y, vy, andty,,, so that six
protocol, M is forced to advertise the fakeoLL reception eduations are satisfied, i.eLl (311 (41 (3) (6), and the two
time ¢/, in its REPLY message, before receiving tReVEAL equations corresponding to the cross-check with the second

and discovering the verifier’s identity. The only option fof common neighbot” B )

is then to randomly guess who the verifier is, and properly-r(_)_fum!I the constraints ort),;, now M has to announce a

changetsy into ty,,, as in @), and this implies a 0_5p05|f[|0an that is gquallyfartherfrom (orclosgrtﬁ)Xand

probability of failure in the attack. Y with res.p.ect Fo its actugl Iocatgm. The point sausfylng
Second, theCS test on the pair(M,X) requires that suc_h_ condition lies at the intersection of three hyp_erbmlmle

ldxar — darx| < 26, and |[px — pall — dxar] < 2€p + €1 foci in ps andpx, ps andpy, px andpy, respectively, f':\_nd

Exactly as before, to pass these checks, is forced to such single point actually corresponds to the real posibibn

advertise the fake timings: the adversarypy,. .
Accordingly, in presence of two common neighbors, @&

two or more common neighbors

R lpx —pull — llpx — Pyl 5) test marks a node with no mismatches as verified. The majority

Mo M c rule (i.e.,0 = 0.5) results instead in the adversary being tagged
" — b, — lpx — pul T [px — Pl ©6) as faulty when mismatches are recorded with both common
XM XM c c neighbors. Finally, the adversary is added to the unvetéiab

it can solve [(p) and set if it is capable of foolings and eitherX or Y, since that
leads to one mismatch over two links checked.
We stress that deceiving and one of the common neigh-
bors requires, beside the knowledge of their current mossti

If M knows X's current positionpx,
announce the forgetl,,, in its REPORTto S. However, [(b)
introduces a second expression fqy, whereas)M can only
advertise one singlé),. In order to pass botlDS and CS
teSItS,M ne.EdS to announce #M that SatISﬂeSm?’) and:l(S)’ 3Note that we do not make any assumption on the connectivityesn X
which implies: and Y.

, , 4The latter two equations can be obtained fréth (8)—(6) byapy px,
Ips = pumll = llps — Pasll = llpx = paell = [[px — Pasll (7)  txar andty,,, respectively, withpy, ty ar andty, ;.



and a correct guess on the verifier's identity, also the pigmniwhere a correct node shares mostly uncoordinated adwarsari
of which REPLY comes from which neighbor (i.el must neighbors with the initiator are very unlikely to occur.
randomly maptx,s onto px and tyy; onto py for the
computations on the hyperbolae to work). Thus, the guess y; ipje colluding adversaries, basic attack

taken byM in the hope of being marked as unverifiable has a ] ] ] )
success probability of 0.165, jointly given by the probipil Coordinated attacks carried out by colluding adversaries

of guessing the right verifier (0.33) and the probability o™ obviously harder to counter than those independently

guessing the right mapping (0.5) &fPLY reception times led by individual adversarial nodes. The SNPD protocol is
onto neighbor positions. resistant to coordinated attacks, unless the presencdlofico

When three or more common neighbors are present betwddy, adversaries in the neighborhood of the initiator node is

S and M, the chances of a successful attack drop to zefd/€rwheiming. _ _ _ _
Indeed, not only the probability of guessing the right orig- The goal of adversarial nodes remains that of inducing the

inators of the different messages shrinks as the size of tRéiator S into trusting the fake positions they announce.

common neighborhood grows, but the majority rule doomd® Pasic way they can cooperate to that end is by mutu-
ly validating the false information they generate. Irdlee

the adversary to insertion in the faulty set, even when &

random guesses are exact. By extending the above anal%ﬁ@ding adversaries can advertise Soreception times (of

on the hyperbolae, we observe that, with a threstickd0.5 reciprocalREPLY messages) forged so that the values derived

when S and M sharen > 3 communication neighbors, thethrough ToF-based ranging confirm the positions they made up

mismatch-to-links ratio i€=L > §. in the CS test. In other words, a perfect cooperation results
A summary of the se?:urity of the SNPD protocaol,

iHn the colluding adversaries’ capability of “moving” alhks
presence of a single adversary and in a generic netwdnong them without being noticed by the initiator. Our SNPD

topology, is presented in Tahl Il, where different rows iifgn protocol can counter th_e basic gttack from colluders, ag &m
different behaviors of the neighbdf under verification bys. 50%plus oneof the neighbors in common o th_e yerlfler and
The columns represent the number of correct neighborsctha?ﬁ adversary are correct. Indeed, a strict majority of @orre
by S and X. For each combination, we report the set to which ared neighbors allows the _|dent|f|cat|on of _attackereugh .
X is assigned bys, possibly with a probability value due tothe C_ZS te_st. An example with three colluding attackers is
the adversary’s random guessing on the roles of neighboré?rov'ded in Fig[h.

(ii) Collinear nodes When the majority of common neigh-
bors is collinear t&5 and an adversary/, and lies on the same F. Multiple colluding adversaries, hyperbolae-based elta

side asS with respect t ./, a degree of freedom exists for the - A more sophisticated version of the basic coordinated lattac
attacker. Indeed)/ is verified if it announces a fake position.gn pe organized by colluding adversaries as follows. Havin
that is collinear withp), andpg, within a distancer? from S, yaceived theeoLL message, the attackers not only agree on the
and such that _the maj_ority of the common neighbors still liggentity of the initiatorS, but also pick a common neighbat

on the same side &s with respect t),,. This case, however, that they share witl§: each colluder determines the hyperbola
hardly leads to an advantage for the adversary, sijgenust  ith foci S, X, and passing through its own actual position,
remain aligned with the positions of the other nodes, mughd announces a fake position on such curve. This allows the
respect the ordering with the majority of them, and canngtyersaries to announce correct links (i) with the initiafo

exceedsS’s proximity range. (i) with the selected neighbaX, and (iii) among themselves.
Node X becomes an involuntary allied in the attack: in order
D. Multiple independent adversaries to work properly, theCS test, based on the majority rule,

needs that more than 50ptus threeof the common neighbors

We now consider the presence of multiple uncoordinatggleen the initiator and communicating node are corréws. T
adversaries. Itis easy to see that independent attackeragea v, aqditional correct neighbors are required to counter th

eac_h Oth?“ by announcing _false positions that_ rec'P’Y’C,anfect of X becoming an unintentional colluder during the
spoil the time computations discussed in the previous®®ti << verification

Cross checks on couples of non-colluding adversaries will

always result in mismatches in th@S test, increasing the _ _ _ _

chances that such nodes are tagged as faulty by the initiater Multiple colluding adversariesRepLy-disregard attack
Where multiple independent attackers can harm the systenA second variation to the attack presented in §ecl V-E relies

is in the verification of correct neighbors. As a matter ofn a coordinated action agairrPLY messages received from

fact, a node is ruled verified if it passes the strict majorityorrect nodes. As a matter of fact, ti&S test can control

of cross controls it undergoes. A correct node surrounddte symmetry of links between couples of neighbors only if

by several adversarial neighbors could thus be marked &x-based ranging is performed in both directions. Thus, by

faulty (unverifiable), if it shares with the initiator a nueib intentionally excluding from theiREPORTthe commitments

of adversarial nodes greater than (equal to) the numberreteived from correct nodes while including all those reegi

correct nodes. An example is provided in Hig. 3. However, ity colluding nodes, adversaries can selectively avoid scros

is to be said that, under the assumption that the percenfagesymmetry tests with correct nodes, so that no mismatches are

attackers among all nodes in the network is small, situatiofound. We refer to this as RepLY-disregard attack and stress



that it requires at least three colluding nodes forming queli REPLY messages are small in size, they are broadcast (and
or the adversaries would result unverifiable to the initiatothus require no ACK) and they are spread over the time
since they would share less than two (bidirectional) nedghb interval 7,,,,.. Their damage is somewhat limited, but their
with it. unnecessary transmission is much harder to thwart. Indeed,
The SNPD protocol is robust teEPLY-disregard attacks, REPLY messages should be sent following an anonymous
thanks to the controls run in thEIL test. More precisely, POLL message; such anonymity is a requirement that is hard
an adversary carrying out a disregard attack together With to dismiss, since it is instrumental to keeping adversaries
colluders can safely advertise up 10 — 1 wrong reception unknowledgeable. As a general rule, correct nodes can rea-
times from correct nodes, being still tagged as verified ley tlsonably self-limit their responses#olLLs arrive at excessive
majority rule. This means that there must be at legsist 1  rates. Overall, clogging DoS have only local effect, witttie
correct neighbors, shared by an adversary and the initf@tor neighborhood of the adversary, which could anyway resort to
the adversary to be forced to disregard one or nrEeLy, jamming and obtain the same effect.
and for two correct shared neighbors to be in the condition
of participating in theML test and identify the colluder. This _ .
means that 50%lus two of the shared neighbors must bd- Adversarial use of directional antennas
correct for our SNPD protocol to work properly. Assume that adversarial nodes are equipped with diredtiona
As a final remark on coordinated attacks, we commeahtennas and multiple radio interfaces. Then, as a correct
on the significant resources and a strong effort they requitede S starts the SNPD protocol, a knowledgeable adversary
from the colluding adversaries. Colluders have to share ow/ can sencREPLY messages through the different interfaces
of-band links through which they can exchange informaticst different time instants, so as to fool the communication
to coordinate the attack, upon reception of HwL L message. neighbors shared by/ and S: a correct neighboX would
Exploiting such links, they first have to agree on the intti& record a time; -, which is compliant with the fake position,
identity, either by a shared random guess or by employingy@,, announced by\/ and, thus, can pass the corresponding
multilateration technique to disclose it. Then, colludease to cross check in theCS test. If the adversary is able to fool
inform each other about the fake positions they will ann@unca sufficient number of neighbors, it succeeds and is tagged
and about the estimated transmission time of thedPLY as verified; however, we stress that the adversary needs as
messages: this way, each cooperating adversary is ablemiany directional antennas and radio interfaces as the numbe
recognize the anonymousepLY of a colluder node and to of neighbors it wants to fool. Moreover, it must hope that no
compute a reception time that is consistent with the fak@o such neighbors are within the beam of the same antenna.
position advertised by such colluder. Finally, this exan The complexity, cost, and chances of failure make this kttac
of information must occur in a very limited time interval@ft hardly viable.
the POLL message has been broadcast, so that colluders can
transmit theiREPLY messages well before th§, ., deadline. VI, PERFORMANCE EVALUATION
H. Denial of Service (DoS) attacks To test our SNPD protocol, we selected a real-world road
Jamming. An adversaryl/ may jam the channel and erasdopology that consists of ax%b km? portion of the urban area
REPLY or REPORTMessages. To successfully perform such af the city of Zurich [15]. These traces describe the indinatl
attack, M should jam the medium continuously for a longnovement of cars through a queue-based model calibrated
time, since it cannot know when exactly each of the node® real data: they thus provide a realistic representation o
will transmit its REPLY or REPORT message. Or)M could Vehicular mobility at both microscopic and macroscopi@lsy
erase theREVEAL message, but, again, jamming should covéVe extracted 3 hours of vehicular mobility, in presence dtimi
the entireT};..- time; jamming a specifiRePLY transmission to heavy traffic density conditions; the average number of ca
is not straightforward either as theepLY transmission time in the area at a given time is 1200.
is randomly chosen by each node. Overall, there is no easylraces have a time discretization of 1 s. Thus, given a
point to target; a jammer has to basically jam throughout thkaice, every second we randomly select 1% of the nodes as
SNPD execution, an action that is possible for any wirelessrifiers. For each node, we consider that all devices witgn
protocol and orthogonal to our problem. proximity rangeRR are communication neighbors of the node.
Clogging. An adversary could induce SNPD traffic in arClearly, the larger the?, the higher the number of neighbors
attempt to congest the wireless channel, e.g., by initiatitaking part in the same instance of the SNPD protocol: for
the protocol multiple times in a short period and gettingxample forR equal to 50 m and 500 m, the average node
repeatedREPLY and REPORT messages from other nodesdegree is 8 and 104.8 and the variance is 5.9 and 71.8,
REPORT messages are large and unicast, and generated iregpectively. Also, we set. to 6.8 m ande, to 5 m [14].
short period after the reception of tReVEAL message. They  Since unknowledgeabladversaries are always tagged as
are thus likely to cause the most damage. However, SNPaulty in the DS test, in the following we present results
has a way of preventing that: the initiator must unveil itsonsidering that all adversaries are alwagpswledgeableWe
identity before such messages are transmitted by neighbatsess that this is a very hard condition to meet in dynamic
An exceedingly frequent initiator can be identified and +at@etworks, hence all results are to be considered as an upper
limited, its excessivlREVEAL messages ignored. Converselyhound to the success probability of an attack.



When independent adversaries are considered, we randombkes it best suited to event-triggered applications, sagh
select a ratio (a varying parameter in our analysis) of ttsafety and tolling ones. In these scenarios, SNPD induags ve
nodes as attackers. In case of colluders, instead, we rdpdotow overhead in the network. The limited number and the
select some nodes as adversaries, and for each we furgraall size of messages make the proactive use of the protocol
randomly identify neighbors who will collude with it so asfeasible, for relatively low rate execution, e.g., once ife&
to form an attackers group of size (or up to the number tens of seconds.
of neighbors available). We assume that colluding adviersar
perform hyperbolae-based attacks, which, as previousy di VIl. CONCLUSION
cussed, are the hardest to contrast. For every scenaria und
study, we statistically quantify the outcome of the verifica i
test and compare it to the actual behavioral model of thesnoq%
(namely, correct or adversary).

We first report results in terms of probabilities that theédes
return false positives and false negatives (Higs. 5(a)da)) 5
as well as of probability that a (correct or adversary) nae

tagged as unverifiable (Fids. 5(b) nd B(d)). The former §aug, o5 confirmed such ability and highlighted the good perfo

the reliability of our scheme, while the latter is a mark of,nce of our solution in terms of both false negatives/pesit
the protocol accuracy. The plots showing the false positivgnd uncertain neighbor classifications

and false negatives, when the ratio of adversaries varids an
R=250 m, confirm that our scheme errs on the side of cauti
indeed, as the number of adversaries increases, it is nketg li

§ve proposed a lightweight, distributed scheme for securely
scovering the position of communication neighbors inigeh

ar ad hoc networks. Our solution does not require the use
of a-priori trustworthy nodes, but it leverages the infotiom
exchange between neighbors. Our analysis showed the scheme
to be very effective in identifying independent as well as
(':olluding adversaries. Results derived using realistitordar

Future work will aim at assessing the performance of the
O;ﬂ'oposed secure neighbor position discovery protocol when
) adversaries have partial or out-of-date knowledge on therot
for a correct node to be mislabeled than for an adversary 18 .o positions, and at adapting our scheme to a high-
be verified (the latter probability amounting to less thad). frequency proactive utilization.

Instead, widening the proximity range with a fixed adversary
ratio, namely 0.05, only plays into the verifier's hands nikea
to the greater number of nodes (the majority of which are

correct) that can be tested. As for the probability that aeried [1 A Wasef, X. Shen, "ASIC: Aggregate Signatures and G@edties
ifiable. while little sensitivity to the ratio of ad ies Verification _Scheme for Vehicular NetworkSEEE GIobgcomZOOS_).
unveri ) y 2T [2] R. Lu, X. Lin, X. Shen, “SPRING: A Social-based Privacyeperving

is observed, a smalk (hence fewer neighbors) affects the  Packet Forwarding Protocol for Vehicular Delay Toleranttweks,”
protocol capability to reach a conclusive verdict on either_  'EEE INFOCOM 2010.

d d We al . d that the &l |ig] R. Lu, X. Lin, H. Zhu, P. H. Ho, X. Shen, “ECPP: Efficient Cditional
correct or adversary nodes. \We also estimated that the @ieg Privacy Preservation Protocol for Secure Vehicular Comipations,”

of freedom that a successful adversary has in setting i&s fak IEEE INFOCOM,2008.
position for R=250 m and a ratio of 0.05 attackers. is such?] 1609.2-2006: IEEE Trial-Use Standard for Wireless Asscén Vehicular

L. e Environments - Security Services for Applications and Mgemaent
that, on average, the fake and actual positions of a verified essages, 2006.

adversary are collinear and differ by 40 m. [5] P. Papadimitratos, L. Buttyan, T. Holczer, E. Schoch,Fieudiger,

We then fix the adversaries ratio to 0.05 aRdo 250 m M. Raya, Z. Ma, F. Kargl, A. Kung, J.-P. Hubaux, “Secure Velc
Communications: Design and ArchitecturéZEE Comm. Mag.2008.
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Algorithm 1: Message exchange protocol: verifier node

1 node S do Algorithm 4: Cross-Symmetry (CS) test
2 S — % 1 (POLL, K§) 1 node S do
3 S : storetg 2 S:Ug+0,Vg+0
4 when receiveREPLY from Y € Ng do 3 forall X € Ng, X ¢ Fg do
5 | S :storetys,cy 4 | S:lx=0,mx=0
6 end 5 end
7 after Thaz + A + Tjitter dO 6 forall (X,Y) |X,Y eNg, X, Y ¢Fg, X #Y do
8 | S —x: (REVEAL, By {hk,}, Ks, Sigs) 7 if 3dxy,dyx then
9 end 8 Silx=Ilx+1,ly =1y +1
10 end 9 if |dXY — dyx| > 26T or
10 |||px—pyH—dxy| >26p+€,,‘ or
11 dxy > R then
12 | S:mxy=mx+1,my =my +1
Algorithm 2 : Message exchange protocol: neighbor node 13 dend|f
en
1 forall X € Ng do 1: end
2 | whenreceivepoLL by 5 do 16 | forall X € Ng, X ¢ Fg do
: SX : .
: . 17 if lx <2then S:Ug+ X
: endX : extractTx uniform r.v. € [0, Thax) 6 else switchT—;‘ do
. after T do 19 caseTTX >0 SiFg+ X
7 X :ex = Egi {tsx, Kx, Sigx} 20 Caseﬁ =05 Us = X
8 X = (REPLY, cx, hycy) 2 case 7l <9 S:Vs X
9 X : storety 22 end
10 end 23 end
11 | when receiveREPLY fromY € Ng NNy do 24 end
12 | X :storetyx,cy
13 end
14 when receiveREVEAL from S do
15 X:&X:{(tyx,ﬂ)y) VY ENsﬂNx} U
16 X =S <REPOR'|;EKS{px,tx,&X,Sigx}> S M
17 end @ v
R
18 end tj O verifier
W adversary U
U adversary fake position
- - Fig. 1. If M knowsS’s position, it can advertise any fake position, provided
Algorithm 3: Direct Symmetry (DS) test its distance fromsS is at most equal tcR.
1 node S do
2 S Fs ]
3 forall X € Ng do
4 if |dSX — dxs| > 2¢, Or
5 |||ps—px||—dsx|>2€p+€,,‘ or S M
6 dsx > R then
7 | S:Fs+ X § O
8 endif 8 verifier
correct
12 endend My W adversary

U adversary fake position

Fig. 2. M, M, and M3 depict different situations in which a single
adversary can be. In the general caseMAa9, a knowledgeable adversary that
correctly guessed the verifier's identity can pass all tésits fake position

is on a hyperbola with foci inS, X, passing byM;. Particular cases that
determine a degeneration of the hyperbola are: (i) the adwgiis equidistant
from S and X (as M>), constraining the fake position on the symmetry axis
of S and X; (ii) the adversary is aligned witty and X (as M3), and not
between them: then, the fake location needs to be on the saeeetween
X and a point at distanc& from S.
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TABLE |
SUMMARY OF NOTATIONS

Notation

Description

kx (resp.Kx)
k' (resp.K)
tx (resp.t’y)
txy (resp.t’yy)
px (resp.p'y)
dxy

ep (resp.er)

private (resp. public) key of nod&

private (resp. public) one-time key of nodé

actual (resp. fake) transmission time of a message by fode
actual (resp. fake) reception time at nodeof a message sent by nodé
actual (resp. fake) position of nod€

distance between node§ andY

position (resp. ranging) error

node proximity range

current set of communication neighbors of nadle

random wait interval after reception efoLL at nodeX

signed identity of nodeX

commitmenbf node X

set ofverified communication neighbors of nod€

set of unverifiablecommunication neighbors of nodg

set offaulty communication neighbors of nod¥

Algorithm 5: Multilateration (ML) test

1
2
3
4
5
6
7
8
9

10
11
12
13
14

15
16
17
18
19
20

node S do
S Wg <+ 0 X
forall X € Vg do s
| S Ly + )
end @) verifiert R
O correc
fOI’a” (.X, Y) | X, Y S VS, X # Y dO ' adversary “
if Itxy andﬁ ty x then U adversary fake position
if X ¢Wgthen S:Wg+«+ X ) ) . )
S L Lv(S.Y Fig. 3. Clique of four nodes: the verifie$, a correct neighborX, and
S X( ) ) two adversaries {1, Ms). My (M2) announces a fake position along a
end hyperbola with foci opg andpM2 (s, )- However, the latter information is
end fake, leading to a mismatch in the cross-check bh (M>). Also, since each
f Il X e Wed attacker can “move” at most one link other than that withthe checks on
Ora_ € Wg do (X,M;) and (X,My) fail as well. Thus,M; and M> damage each other and
if |[I_X| > 2 then are tagged as faultyX, although correct, is added fos, since all neighbors
S - it shares withS happen to be adversaries.
pX* = argmin, ZLi,Ljeu_X lp—LiN L.7'H2
if pr —pé\'gLH > 2¢p then
S g+ X, V5:VS\X
end
end
end
end

My U M3
R U ' R
S M, S b4 ' M,
X
M3 8 ' M3
Y 8 U
8
TABLE I z z
SUMMARY OF SECURITY ANALYSIS IN A GENERIC NETWORK TOPOLOGY (a) Actual positions and links (b) Coordinated attack
[Ns\ X] 0 1 2 3+ Fig. 4. Coordinated attack by/, M2, and M3 againstS. All links between
adversaries appear consistent with the false positionsatieertise, but links
Correct Us | Us Vs Vs with correct neighborsY, Y, and Z result in mismatches in thes test. M1,
Unknowledgeable ad{ Fg | Fg Fgs Fg sharing with S two colluders but no correct nodes, results as verified. The
versary same holds for\/2, sharing withS two colluders and one correct nodels
Knowledgeable adver] Ug | Us (0.5) | Us (0.165) | I's is instead marked as faulty, thanks to the three correct commeighbors.
sary Fg (0.5) Fs (0.835)
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Fig. 5.
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Fig. 6. Colluding adversaries: probability of false negedipositives and probability of classifying a neighboraserifiable, for ratio of adversaries equal
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Independent adversaries: probability of false tiegglpositives and probability of classifying a neighlasr unverifiable. In (a) and (b} = 250 m
while the ratio of adversaries varies; in (c) and (d), théraf adversaries is 0.05 and the proximity rangevaries.
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