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Lecture 6: Outline
• IPSec, VPN, …
• Firewalls & NAT
• Private networks
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Private networks
Private Networks are designed to be used by a lim
inside an organization)

Addresses for Private IP networks

• these should never be routed to outside the p
• they should never be advertised (outside the p
• allocated (reserved ) addresses:

Intranet a private network - access limited to those in an o

Extranet intranet + limited access to some resource by ad
organization

Range Total addresses

10.0.0.0 to 10.255.255.255 224

172.16.0.0 to 172.31.255.255 220

192.168.0.0 to 192.168.255.255 216
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(VPNs)
Maguire Virtual Private networks (VPNs)
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Virtual Private networks 

Figure 112: Private network

Figure 113: Hybrid network

Figure 114: Virtual Private network
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Security Protocols, APIs
• Generic Security Services App. Programming
• Network layer security

• Internet Protocol Security Protocol (IPSEC)

• Secured Socket Layer (SSL)/Transport Layer 
• transport layer security
• Secured HyperText Transport Protocol (S-HTTP)

• Application layer security
• Pretty Good Privacy (PGP) [129]
• Privacy-Enhanced Electronic Mail (PEM), S/MIME (signed

OpenPGP, … [130]
• MasterCard and Visa’s Secured Electronic Transaction (S

• Authentication
• Remote Authentication Dial-In User Services (RADIUS)

http://www.gnu.org/software/radius/radius.html ,  FreeRADIUS h

• DIAMETER http://www.diameter.org/

• …

http://www.diameter.org/
http://www.gnu.org/software/radius/radius.html
http://www.freeradius.org/
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GSS-API
Generic Security Services Application Programm

• provides an abstract interface which provides 
in distributed applications

• but isolates callers from specific security mec
implementations.

GSS-API peers establish a common security me
establishment either through administrative actio

GSS-API is specified in:

• J. Linn, "Generic Security Service API v2", RF
• J. Wray, "Generic Security Service API v2: C-

[116].
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IPSec
IPSec in three parts:

• encapsulating security payload (ESP) defines
payloads,

• authentication header (AH) defines authentica
• the IP security association key management p

manages the exchange of secret keys betwee
of ESP or AH packets.
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ESP packet
Consists of:

• a control header - contains a Security Parame
sequence number field (the SPI + destination
identifies the Security Association (SA)).

• a data payload - encrypted version of the user
also contain control information needed by the
algorithms (for example DES needs an initializ

• an optional authentication trailer - contains an
(ICV) - which is used to validate the authentic

ESP could use any one of several algorithms: D

See: RFC 2406: IP Encapsulating Security Paylo
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AH header
For authentication purposes only contains:

• an SPI,
• a sequence number, and
• an authentication value.

AH uses either:

• Message Digest 5 (MD5) algorithm,
• Secure Hash Algorithm 1 (SHA-1),
• truncated HMAC (hashed message authentica
• …

For further information see:

• IP Authentication Header - RFC 2402 [110]
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ISAKMP
ISAKMP is based on the Diffie-Hellman key exch
identities of the two parties are known.

Using ISAKMP you can:

• control the level of trust in the keys,
• force SPIs to be changed at an appropriate fre
• identify keyholders via digital certificates

[requires using a certificate authority (CA)]

For further information see:

• Internet Security Association and Key Manage
-  RFC 2408 [111]

• The Internet IP Security Domain of Interpretat
RFC 2407 [112]

• The OAKLEY Key Determination Protocol - R
• The Internet Key Exchange (IKE) - RFC 2409
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Where can you run IP

Mode Where it runs Payload

Transport end-systems payload data follows the norma

Tunnelling internetworking
device: e.g., router,
firewall, or VPN
gateway

• end-user’s entire packet-IP head
with ESP or AH fields
[thus it is encapsulated in anothe

• can hide the original source and

 Figure 115: IPSec usage
red = secure, black = unsecu

AS1

AS2

AS3tunnel
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Firewalls

The firewall can provide packet by packet filterin
intranet or leaving the intranet. The firewall can d
forwarded based onsource, destination addresses, an
examination) using an explicitly definedpolicy.

 Figure 116: Firewall an internet g

interior (often anInexterior

http://www.netsys.com/


IPSec, VPNs, Firewalls, and NAT 678 of 697
Internetworking/Internetteknik

ux systems called “ipfwadm”:
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Linux firewall
For example, for the software firewall used in Lin

• all ports are typically closed for inbound traffic
• all outbound traffic is “IP masqueraded”, i.e., a

gateway machine; and
• For bi-directional services required by the use

punched through the firewall - these holes can
particular ports:
• to specific users or
• the most recent workstation to request a service.
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ialize servers)

ewall for all security

eakest link

ep the pipes full - i.e., a firewall
s the connection to the external
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Firewall Design
apply basics of security:

• least privilege:
• don’t make hosts do more than they have to (implies: spec
• use minimum privileges for the task in hand

• fail safe
• even if things break it should not leave anything open

• defence in depth
• use several discrete barriers - don’t depend on a single fir

• weakest links
• know the limitations of your defences - understand your w

Firewalls should have sufficient performance to ke
should not limit the amount of traffic flowing acros
network, onlywhat flows across it!
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Firewall

y undertand details of the
ealAudio’s streaming audio.

ateway

interior

Intranet
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Proxy Access Through A 

Often you need application level proxies (i.e., the
application protocol) -- an example is to proxy R

 Figure 117: Firewall and internet g

exterior

Internet
manually enabled bypass

Proxy Server

Bastion host
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SOCKs
Permeo Technologies, Inc.’s SOCKShttp://www.so

In order to bridge a firewall we can use a proxy:

• the proxy will appear to be all external hosts
firewall
• for example, If a user attached to the intranet requests a w

proxy host where the same request is duplicated and sent
is returned the proxy readdresses (with the user’s intranet
sends it to the user.

• widely used to provide proxies for commonly u
(such as Telnet, FTP, and HTTP).

See: [123] and [124]

 Figure 118: Firewall and internet g

Internet

Socks (Proxy) Server
interiorexterior

hole

http://www.socks.nec.com/
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Newping
http://ftp.cerias.purdue.edu/pub/tools/dos/socks.cstc/util/newping.c

• a “ping” for SOCKS
• it depends on the target host not  blocking the

appropriate port (in this case “time ”).  This ve
checking “Is it alive?” rather than gathering sta
response time of several echo requests.

• Uses the “time ” TCP port to verify that a host
ICMP ⇒ usable through a firewall that blocks

http://ftp.cerias.purdue.edu/pub/tools/dos/socks.cstc/util/newping.c
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MBONE through firew
http://www.cs.virginia.edu/~mngroup/projects/firewalls/

Their firewall features:

• Source host checking (allowing only certain h
the firewall, or denying specific hosts)

• Destination port checking
• Packet contents (unwrapping encapsulated IP
• Regulating bandwidth allocated to a specific m

Their Mbone gateway is based on a modified mu

 Figure 119: Firewall and internet g

MBONE
hole

SOCKS+Mrouted-gw
join

join

http://www.cs.virginia.edu/~mngroup/projects/firewalls/
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stfix)
ve to the widely-used Sendmail

endmail

nse to protect the local
x daemon can run in a
o direct path from the
programs - an intruder
first. Postfix does not

, or the contents of its
cing sender-provided
. Last but not least, no
Maguire Secure Mailer (aka Postfix)
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Secure Mailer (aka Po
Wietse Venema’s attempt to provide an alternati
program

70% of all mail sent via the Internet is sent via S

“Security. Postfix uses multiple layers of defe
system against intruders. Almost every Postfi
chroot jail with fixed low privileges. There is n
network to the security-sensitive local delivery
has to break through several other programs
even trust the contents of its own queue files
own IPC messages. Postfix avoids pla
information into shell environment variables
Postfix program is set-uid.” [125]
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U.S. DOE CIAC’s Network Secur
• System Administrator Tool for Analyzing Netw

security analyzer designed by Dan Farmer an
systems connected to the network noting the 
often exploited vulnerabilities. (see also Secur
Assistant (SARA))

• ipacl  - forces all TCP and UDP packets to pas
control list facility

• logdaemon - modified versions of rshd, rlogin
telnetd that log significantly more information -
of problems via the logfiles

• improved versions of: portmap, rpcbind,
• screend - a daemon and kernel modifications

filtered based on source address, destination 
byte or set of bytes in the packet

• securelib  - new versions of the accept, recvfr
networking system calls
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l over who connects to a
GIN, FINGER, and
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• TCP Wrappers - allows monitoring and contro
host’s TFTP, EXEC, FTP, RSH, TELNET, RLO
SYSTAT ports + a library so that other program
monitored in the same fashion

• xinetd  - a replacement for inetd which suppor
on the address of the remote host and the tim
extensive logging capabilities
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The Network Mapper (N
Network Mapper (NMAP) http://www.insec

• (cleverly) uses raw IP packets
• determine what hosts are available on the net
• what services (application name and version)
• what operating systems (and OS versions) the
• what type of packet filters/firewalls are in use,
• …

http://www.insecure.org/nmap/nmap_documentation.html  also has a li
detection via TCP/IP Stack FingerPrinting
<fyodor@dhp.com> (www.insecure.org), Octobe
identifying which OS the host is running by notin

http://www.insecure.org/nmap/
http://www.insecure.org/nmap/nmap_documentation.html
http://www.insecure.org/nmap/nmap-fingerprinting-article.txt
http://www.insecure.org/nmap/nmap-fingerprinting-article.txt
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Network Address Trans

NAT maps IP addresses on the inside to one or m
vice versa.  See RFC 3022 [136] and  RFC2766

 Figure 120: Example of a Firewall w

Advantages: Disadvantage

✔ save IPv4 addresses ✘ Unfortuna
services 
address i✔ hides internal node structure from outside

nodes

✔ the intranet does not have to be renumbered
when you connect to another ISP

exterior

Proxy Server

NAT
y.y.y.y (.. z.z.z.z)

(provided by the ISP)

Internet
manually enabled bypass
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ith a DMZ

interior

Intranet
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Maguire Demilitarized zone (DMZ)
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Demilitarized zone (D

Note that the various services may also be in dif
fogure 4 page 90 of [127]

 Figure 121: Example of a Firewall w

exterior

Internet

ftp
server

web
server

DNS
serv

e-mail
server

DMZ



IPSec, VPNs, Firewalls, and NAT 690 of 697
Internetworking/Internetteknik

cises
ovindan at USC’s ISI for

58/netsec/index.html

ese exercises, but I think you
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Network Security Exer
You will find a nice set of exercises by Ramesh G
Kerberos, S/Key, and firewalls at:http://www.isi.edu/~govindan/cs5

Note that you shouldnot use their machines for th
will find this useful reading.

http://www.isi.edu/~govindan/cs558/netsec/index.html
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Security Organizations and C
Computer Emergency Response Team (CERT®)  Co

• 1988 - Computer Emergency Response  Team
• 2003 - Computer Emergency Readiness  Tea

Addionally, there are numerous other CERTs:

• CanCERT™,  GOVCERT.NL, Sveriges IT-incid
http://www.sitic.se/ ,  Centre d’Expertise Gouvernem
Traitement des Attaques informatiques (CERT
…

• The European Computer Security Incident Re
http://www.ecsirt.net/

Forum of Incident Response and Security Team

NIST Computer Security Resource Center [119]
Administration, Electronics Systems Directorate 

http://www.sitic.se/
http://www.ecsirt.net/
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Summary
This lecture we have discussed:

• Private networks
• IPSec
• Firewalls
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Further information
[108]IETF Security Areahttp://sec.ietf.org/

[109]S. Kent and R. Atkinson, “IP Encapsulating
RFC 2406, November 1998http://www.ietf.org/rfc/rfc2406.txt

[110]S. Kent and R. Atkinson, “IP Authentication
November 1998http://www.ietf.org/rfc/rfc2402.txt

[111]D. Maughan, M. Schertler, M. Schneider, a
Association and Key Management Protocol
November 1998http://www.ietf.org/rfc/rfc2408.txt
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IETF RFC 2407, November 1998http://www.ietf.org/rfc/rfc

[113] H. Orman, “The OAKLEY Key Determinatio
November 1998http://www.ietf.org/rfc/rfc2412.txt

[114]D. Harkins and D. Carrel, “The Internet Key

http://sec.ietf.org/
http://www.ietf.org/rfc/rfc2406.txt
http://www.ietf.org/rfc/rfc2402.tx
http://www.ietf.org/rfc/rfc2402.tx
http://www.ietf.org/rfc/rfc2408.txt
http://www.ietf.org/rfc/rfc2412.txt
http://www.ietf.org/rfc/rfc2407.txt
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RFC 2409,November 1998http://www.ietf.org/rfc/rfc2409.txt
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Conference, Guilin, P.R.China, 30 March 20

http://www.ietf.org/rfc/rfc2409.txt
http://www.ietf.org/rfc/rfc2078.txt
http://www.ietf.org/rfc/rfc2744.txt
http://www.cert.org/
http://www.first.org/
http://csrc.nist.gov/
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pdf
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Attaques informatiques (CERTA)http://www.certa.ssi.gou
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[125] Postfixhttp://www.postfix.org

[126]U.S. DOE’s Computer Incident Advisory Ca
http://ciac.llnl.gov/ciac/ToolsUnixNetSec.html

[127]Robert Malmgren,Praktisk nätsäkerhet, Interne
Stockholm, Sweden, 2003, ISBN 91-85035-

http://www.postfix.org
http://www.cert.org.cn/upload/2005AnnualConferenceCNCERT/1MainConference/10.DavidCrochemore-NGCERTOI.pdf
http://www.cert.org.cn/upload/2005AnnualConferenceCNCERT/1MainConference/10.DavidCrochemore-NGCERTOI.pdf
http://www.certa.ssi.gouv.fr/
http://www.ietf.org/rfc/rfc1928.txt
http://www.ietf.org/rfc/rfc1961.txt
http://ciac.llnl.gov/ciac/ToolsUnixNetSec.html
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