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Content
Provider Server

WIB
Phone

3. Once bill arrives  it 's pushed
to the user to be signed.

Wallet
Server

2. Content provider sends
a bill to the "bank".

4. Signed bill
sent back

5. When the bill has been signed
the issuer is notified.

6. Requested information is
pushed as a WML page

once  the content provider is
notified of payment.

1. User requests some
information needed to pay for.
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Content
Provider

(Web server)

Content
provider

Wallet
(Web server)

WIG server

Communication between servers are
done through a direct reference since
they reside on the same web server.

Comunication over TCP between
the Wallet and the WIG consists of
bills that are pushed to the WIB
phone and replies to those bills i.e.
those bills that have been paid.

Security center used by wallet/
bank for encruption/decryption.
Communication done over TCP.

WIB
Phone

SM communication over GSM
bill, password, analysis etc

Communication over TCP between
the Content provider and the WIG
server consists of stock analysis
requests sent by the WIB phone
and the analysis that are pushed
back to the WIB phone once the
issued bill has been paid.
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User interaction
start application

SM from WIB to WEB
server (Conent Provider)

Execution at Wallet
and Content server

SM from WIG server
to WIB phone

User interaction
type password

SM from WIB to
WEB server (Wallet)

Push bill  to
WIG server

Execution at Wallet
and Content server

Push content  to
WIG server

SM from WIG server
to WIB phone

Transaction finished
content at user

Decryption
of SM
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User interaction
start application

SM from WIB to WEB
server (Conent Provider)

Execution at Wallet
and Content server

SM from WIG server
to WIB phone

User interaction
type password

SM from WIB to
WEB server (Wallet)

Push bill  to
WIG server

Execution at Wallet
and Content server

Push content  to
WIG server

SM from WIG server
to WIB phone

Transaction finished
content at user

Decryption
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+bill() : boolean
+balance() : short
-encrypt() : byte
-decrypt() : byte
-sendSM() : void

-balance : short
-des3KeyBuffer : byte[]

Wallet

+bill() : boolean

«interface»
WalletSIO

+play/browse()
+payForInfo/Level()

Game/Browser «uses»
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Wallet AppletGame/Browser Applet

Isssue a bill

Prompt user for pin to pay bill

Correct Pin withdraw money Payment aborted

No money
Withrawn, abort

Money withdrawn
allow access

Verify PIN &
Balance

Send a bill to the wallet applet

Recv. signal from user that
he/she wishes to access a
new level or a restricteed

page

Notify bill issuer if
the bill was paid

Go back to intial
state and wait for

a new bill

Send encrypted SM
To bank
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Stock
analysis
applet

Content
provider

Bank server

Wallet applet
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1
2

2. SM containing amount and
"destination" sent to Bank
server (if bill was paid).

3. Transfers money to the
content providers account.

6. Bill issuer sends back the
requested analysis.

5. Stock analysis applet
requests analysis from the
content provider by sending a
SM.

1. Stock analysis applet calls
the bill method at the Wallet
applet once the user wishes
to get a stock analysis.

4. Wallet appelt informs the
stock analysis applet that  the
bill has been paid.

4

6, 7

7. Stock analysis displays the
requested analysis.
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User interaction
start application

Method call to bill()
in the WalletSIO

User interaction
type pasword

SM to bank
from wallet.

SM from browser/game
to content provider.

Execution at
content provider

Encryption of SM at
Wallet Applet

SM from content provider
to browser/game

Transaction finished
content at user
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User interaction
start application

Method call to bill()
in the WalletSIO

User interaction
type pasword

SM to bank
from wallet.

SM from browser/game
to content provider.

Execution at
content provider

Encryption of SM at
Wallet Applet

SM from content provider
to browser/game

Transaction finished
content at user
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 Sent Received Total 
NoCrypto 47 18 65 
CryptoShort 34 8 42 
Crypto 58 24 82 
CryptoLong 202 64 266 
CryptoExtraLong 770 96 866 
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NoCrypto – GSM (time in ms) 
Phase Average Max Min Median Std. Deviation 

1 341 374 341 346 14 
2 356 452 356 425 37 
3 17777 18363 17777 18257 252 
4 1033 1204 1033 1145 72 
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NoCrypto - GPRS (time in ms) 
Phase Average Max Min Median Std. Deviation 

1 33 60 23 28 14 
2 91 116 78 83 16 
3 6175 9327 5303 5541 1488 
4 76 96 69 74 8 
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Crypto - GSM (time in ms)    
Phase Average Max Min Median Std. Deviation 

1 5529 5588 5469 5551 55 
2 129 130 129 129 1 
3 2533 2561 2510 2534 19 
4 186 189 180 185 4 
5 626 669 591 618 32 
6 34260 87635 18829 21538 29863 
7 1821 2838 1136 1204 891 
8 3326 3359 3276 3346 35 
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Crypto - GPRS (time in ms) 
Phase Average Max Min Median Std. Deviation 

1 2966 2995 2908 2968 35 
2 12 14 9 13 3 
3 950 965 940 947 9 
4 76 79 73 74 3 
5 78 83 74 78 4 
6 5465 5676 5363 5450 125 
7 73 78 69 69 5 
8 911 960 890 900 28 
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CryptoShort - GSM (time in ms) 
Phase Average Max Min Median Std. Deviation 

1 5735 5750 5708 5746 18 
2 66 69 64 65 2 
3 2166 2211 2137 2146 32 
4 449 660 162 618 257 
5 630 660 610 632 19 
6 24230 36486 19125 21750 6958 
7 1830 3064 1107 1136 978 
8 2852 2861 2833 2857 11 
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CryptoShort - GPRS (time in ms)   
Phase Average Max Min Median Std. Deviation 

1 2976 3000 2940 2981 22 
2 9 10 9 9 0 
3 836 845 830 831 8 
4 73 74 69 73 2 
5 82 93 78 79 6 
6 5546 5976 5344 5427 269 
7 67 79 47 70 13 
8 788 803 775 789 10 
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CryptoLong - GSM (time in ms) 
Phase Average Max Min Median Std. Deviation 

1 5747 5801 5688 5755 45 
2 169 185 161 166 8 
3 4932 4980 4860 4947 43 
4 266 277 258 264 6 
5 659 678 646 655 10 
6 33782 54965 18142 24709 15411 
7 1398 1440 1352 1384 38 
8 4517 4546 4476 4518 22 



� ����D<�����

)��
����"��"#���%����%������#"����������
"� ����"#���%���� "2�
�����
�%���"���

�

CryptoLong - GSM

0

10000

20000

30000

40000

50000

60000

0 1 2 3 4 5 6 7 8 9

T
im

e 
(m

s) Average

Max

Min

�


�$����313(�
�"��������������� ��������8������$���������	� � ����


�#���31*(�
�"��������������� ��������8������$���������-�	� ����

CryptoLong – GPRS (time in ms)   

Phase Average Max Min Median 
Std. 
Deviation 

1 3015 3074 2976 2995 42 
2 15 18 13 14 2 
3 1698 1763 1670 1685 37 
4 108 111 106 107 3 
5 78 79 78 78 0 
6 5737 5834 5653 5741 79 
7 83 88 74 87 7 
8 1182 1200 1167 1177 13 
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CryptoExtraLong - GPRS (time in ms) 
Phase Average Max Min Median Std. Deviation 

1 2959 3009 2907 2956 36 
2 74 74 73 74 0 
3 4504 4513 4500 4502 5 
4 224 235 221 222 5 
5 75 79 74 74 2 
6 7808 11482 6516 7070 1894 
7 68 83 19 78 24 
8 1374 1435 1320 1387 44 
8 1374 1435 1320 1387 44 
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Total time - GSM (time in ms) 
Test Average Server com  Crypto  Median Server com  Crypto  
NoCrypto 20191 95% - 20181 96% - 
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CryptoShort 37938 69% 28% 35961 64% 30% 
Crypto 48581 74% 23% 36537 62% 31% 
CryptoLong 51666 68% 29% 42536 61% 36% 
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Total time - GPRS (time in ms) 
Test Average Server com  Crypto  Median Server com  Crypto  
NoCrypto 6496 96% - 5861 96% - 
CryptoShort 10380 54% 44% 10610 52% 43% 
Crypto 10644 52% 44% 10384 53% 46% 
CryptoLong 12057 48% 50% 12008 49% 49% 
CryptoExtraLong 17239 46% 43% 16502 43% 54% 
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Content provider communication with bank server and 
bank server execution before push (time in ms) 
Average Max Min Median Std. Deviation 
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Push wml page (time in ms) 
Bytes Average Max Min Median Std. Deviation 

43 6600 7700 5500 6700 800 
86 8100 9300 6900 7900 800 

172 16100 17700 14300 16500 1200 
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User interaction, including encryption (time in ms) 
Average Max Min Median Std. Deviation 
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Sending response to bank server (time in ms) 
Bytes Average Max Min Median Std. Deviation 

24 7100 8000 6500 6900 500 
56 7600 7900 7200 7500 200 

127 13700 14400 12800 13700 500 
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Number of iterations 
Bytes Iterations 

24 100 
56 50 

120 25 
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Encryption (time in ms) 
Bytes Average Max Min Median Std. Deviation 

24 95 96 94 95 1 
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56 174 180 172 172 3 
127 332 344 324 332 6 
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Total execution (time in ms) 
Bytes Average Max Min Median Std. Deviation 
86/24 21700 23300 20700 21400 900 
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Total execution, sum of all phases (time in ms) 
Bytes Average Max Min Median Std. Deviation 
86/24 22400 25400 20300 22500 1700 
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Phases Time average (ms) Percentage 
Content Provider communication 1100 5% 
Push wml 8100 36% 
User interaction 6100 27% 
Sending response to server 7100 32% 
Total 22400 100% 

Contribution to the total time

Content Provider
communication

Push wml

User interaction

Sending response to
server
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Time for server communication (time in ms) 
Bytes Average Max Min Median Std. Deviation 
86/24 15300 17300 14200 15500 1000 
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Bytes Average Max Min Median Std. Deviation 
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56 174 180 172 172 3 
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