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Owner
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Limitations

- Single Point of 

Failure 

- Limited

- Products

- Providers



What can we do?
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Entities

- Consumers ✔

- Providers ✔

- Products ✔

- Regulators

- Owner
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Entities

- Consumers ✔

- Providers ✔

- Products ✔

- Regulators

- Owner

- Blockchain & Smart 

Contracts

- Service Level 

Agreements

Blockchain

Smart 
Contract

SLA

SLA SLA

SLA
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What can go Wrong?

- Consumers

- Providers

- Products
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18

Managing Trust

Due to lack of centralized mediator and enforcers, entities 
cannot trust each other.
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Managing Trust

Due to lack of centralized mediator and enforcers, entities 
cannot trust each other.

Digital Trust

An assessment of a digital Entity in regards to qualities 
as Competence, Security and Reliability 
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Challenge
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Enable blockchain to be the trust anchor for our decentralized 
marketplace 
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Previous solutions

relies on the ratings or feedback of peers in a 
decentralized system to evaluate trustworthiness of 
members in the system
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Previous solutions

relies on policies and credentials to decide what a 
member in the system can do
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Previous solutions

Best Practices for large scale federated cloud 
systems
Doesn’t take into account the special needs based on the purpose of the system

Framework
Lacks technological maturity and stability

Cloud Marketplace
No enforcement of policies



Solution
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Leveraging Service Mesh and Smart Contracts to provide a 
trusted operation of the service exposure marketplace



Typical Service Mesh Architecture
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https://www.eclipse.org/community/eclipse_newsletter/2018/september/MicroProfile_istio.php
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https://www.eclipse.org/community/eclipse_newsletter/2018/september/MicroProfile_istio.php



How is that good for us?



System Model

SP - Service provider

SC - Service consumer

S - Service

RP - Resource provider



https://www.microsoft.com/security/blog/2020/04/02/
attack-matrix-kubernetes/



https://www.microsoft.com/security/blog/2020/04/02/
attack-matrix-kubernetes/



System Model with Service mesh ● Collect assessment metrics

● Create verdict/policy per relation

● Documenting results and metrics in 
blockchain

● Enforcing the policy in the running 
deployments



Trust Engine



Results and Analysis



Security and Performance Analysis
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● Overall Detection and Remediation
● Scalability and Bottleneck
● Delivering Predictable Operational Performance
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Overall Detection and Remediation - Attack Scenario

Report PoC metric
Based on Utilization 
of Service



Overall Detection and Remediation
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Overall Detection and Remediation
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Overall Detection and Remediation
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Reported PoC value over a 15 min 
time period pulled from Prometheus.



Overall Detection and Remediation
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Overall Detection and Remediation
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Overall Detection and Remediation
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Scalability and Bottleneck - Policy Enforcement
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No of runs : 30
Bars: Confidence interval



Scalability and Bottleneck - Collector
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No of runs : 30
Green bar: Confidence interval



Predictable Operational Performance - Policy Enforcement
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No of runs : 30



Predictable Operational Performance - Collector
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No of runs : 30



Future work
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● Multi-mesh and Multi-cluster Istio Deployments Architectures
● Incentives and Deterrents for Blockchain Peers



Q&A
Ahmed Beder



Appendix



Central marketplace

2019-04-09 53

Consumers

 Providers

 Providers
 Providers

Regulators

Regulators

Regulators

Regulators

Owner

Products

Products

Products



Policy Template
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Disrupt SLA



Bypass authorizations



Security properties violation



Denial of availability



Mapping the requirements into service mesh 
features 



Service Level Account
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