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Agenda

e Background NSS VPKI

What is this project about?
o Part 1 - develop python API for VPKI
o Part 2 - developed Web GUI based on above python API for VPKI

e Functional Testing
e Security Testing based on OWASP

e Conclusion



Background - What is NSS VPKI?

e Introduction

e Key Features
o  Privacy Preservation

e Components
e Terminology & Use Cases

o  Voucher
o LTCA

o Ticket

o PCA

e Protocols
o Security: IEEE 1609.2 standard
o Elliptic Curve Cryptography

/
2. AAA Check |

f‘

|

’ |

el | g
1
I
\

1. LTC Authentication \\ fJ

\ 5. Authentication
) & Authorization
!

PCA/Service Provider

Vehicle

[M.Khodaei, H. Jin & P. Papadimitratos]



VPKI API - Abstraction Challenge

from here

msgPsnymCertReq V2PCA

iReqType

iTicketSize

strTicket

ILTCAldRange

iPCAIdRange

iLocation

uiPsnymCertNo

msgWAVE CertificateRequest :

iNonce +

tTimeStamp mngAVECartiﬁcateRequesl] /
msgSignerinfo
msgToBeSignedCSR
msgSignature

protobuf

Protocol Buffers

msgSignerinfo

1

LstrCertiﬁcatesChain

msgSignerldentifier Type. SignerldentifierType
strCertificate
strDigest

msgToBeSignedCSR 1

msgECPublicKey

csrVersion

msgSubType.SubjectType subjectType
msgRequestScopeType.RequestScopeType
msgCertSpecificDala

uiCurveOrderOctets
uiSignLen
strSignature

msgECPublicKey

uiPsnymPublicKeyLen
strPsnymPublicKey

SHA-256

to there

get_psynm(..)



VPKI use cases

pVPKiweb LTCA PCA

"Get voucherEI

REQ VOUCHER VEHICLE TO LTCA USING PROTO BUFF
RES VOUCHER LTCA TO VEHICLE USING PROTO BUFF

"Get LTC cert"

REQ X509 CERT REQ VEHICLE TO LTCA USING PROTO BUFF
RES ISSUE X509 CERT LTCA TO VEHICLE USING PROTO BUFF

"Get ticl(et"l

REQ NATIVE TICKET VEHICLE TO LTCA USING PROTO BUFF »

RES NATIVE TICKET LTCA TO VEHICLE USING PROTO BUFF

getPsynmI

REQ PSYNM CERT REQ VEHICLE TO PCA USING PROTO BUFF

¢ RES ISSUE PSYNM CERT PCA TO VEHICLE USING PROTO BUFF

pPVPKIiweb LTCA PCA




Python API for VPKI - Architecture description

— —
vpki messagefactory vpki logger

google protobuf
3.0.0

VPKI Python API stack



Python API - Issues and pitfalls!

Lack of specification of the data structures in interface.proto file. Reliance on

verbal input.
o Lots of trial and error at times leading to unexpected time losses.

Stability of crypto APl is more important at times than ease of use.

Force elliptic curve API to generate hashes encoded in Distinguished
Encoding Rules (DER), while keys should be Privacy Enhanced Mail (PEM)
encoded. Defaults won’t work.

Mind the :

o elliptic curve NIST profiles. E.g. VPKI uses NIST256p
o HTTP encoding e.g. UTFS8.

Do not forget to ASCII armour i.e. base64 encode before sending out.



Web GUI for VPKI - pVPKIweb

e Uses Python API developed for VPKI to provide a web interface
e Uses Django web framework
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Django Bird's
Eye view

Response
Middlewares

Middlewares
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Architecture pVPKlwebapp &

Web Browser

Web Server (Django WSGI)

Session Handing

_
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pVPKIlwebapp Internals

Session Handing

l

i r_
Templates captcha

URL router
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pVPKlwebapp Internals : Low Level View

—
Session Handing ‘ URL router

— [
Templates Forms
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Function Testing

e Selenium
o  Driver for firefox and chrome on linux
o  Python unittest
e Avoiding email storm via captcha
o Django-simple-captcha
e Testing on mobile phones and tablets
o ForiOS:
m Emulator: appteize.io
m Physical: iPAD mini
o For android:
m Physical: Samsung S4

e An integrated approach, more later.
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“You cannot build secure web applications
unless you know how they will be attacked”

/,

\%%

“This was fine for your nephew’s fifth, Sire, but | fear
it is set for a sterner test.”

Thanks to Royston Robertson www .roystonrobertson.co.uk for permission to use his cartoon
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Is my Application vulnerable?

e Perform “Application Assessment” to find vulnerabilities
Vulnerability scanning
Code review
Penetration Testing
Static Analysis

(@)
(@)
(@)
(@)




Open Web App. Security Project (OWASP)

e Introduction BRINGING Cwmzmm TO ITS KNEES

e Application Security

e OWASP Top 10

Van&als

e Proactive Controls
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A2: Broken
Authentication
and Session
Management

Al: Injection

A6: Sensitive Data
Exposure

A5: Security
Misconfiguration

A9: Using Known
Vulnerable
Components

OWASP Top10 from 2013

A3: Cross-Site
Scripting (XSS)

A7: Missing
Function Level
Access Control

A10: Unvalidated
Redirects and
Forwards

Ad: Insecure
Direct Object
References

A8: Cross Site
Request Forgery
(CSRF)

[OWASP.ORG]
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Lab work server side

e \WebGoat

o To study real vulnerabilities, hands-on.
o Version 7.1 latest
o Java -jar webogat7.1-exec.jar; firefox localhost:8080

e Vulnhub’'s BWAPP-BEE-BOX

https://www.vulnhub.com/entry/bwapp-bee-box-v16,53/
e OWASP Broken Web Applications Project

O Download OWASP_Broken_Web_Apps_VM_1.2.7z (1.8 GB)
e Tools
o OWASP ZAP
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https://www.vulnhub.com/entry/bwapp-bee-box-v16,53/
https://www.vulnhub.com/entry/bwapp-bee-box-v16,53/
https://sourceforge.net/projects/owaspbwa/files/latest/download?source=files
https://sourceforge.net/projects/owaspbwa/files/latest/download?source=files

Lab work client side

Firefox addons

e OWASPmantra

o For firefox, apt-get install owasp-mantra-ff
o For chrome, http://www.getmantra.com/mantra-on-chromium.html

Cookies Manager+
Firebug

Hackbar

Http Requester
Passive Recon
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Setup

e Virtu

(@)

albox running Ubuntu Linux VM
Running the pVPKlwebapp

o Via KTH VPN connected

e Virtu

(@)

(@)

albox running latest Kali Linux
Running firefox with extra client side plugins installed
Running interception proxy and other tools

e Tools

(@)

E.g.an interception proxy : Zed Attack Proxy (ZAP)
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ZED Attack Proxy (ZAP) - an interception proxy

e Modes

o Passive OWASP
© Active / Penetration Test Web-based
AN Application
| AttaCkS Test Results

o CSRF ( ZAP
o XSS 5 %
o Input Validation § k4 Processed Resullts
. s to be Evaluated
m Fuzzing

e Optional ZAP Python API
e Optional Selenium integration
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Security Testing Setup

safari@KaliLinuxVM

ZAP@KaliLinuxvVm

pVPKIwebapp@UbuntuLinuxVM

Attack Source?l

HTTP Request >

‘ HTTP Response

Attack Sourceznl

HTTP Request >

KTH VPNI

NSS_VPKI

HTTP Request over IPSEC’

< HTTP Response

Safari@KaliLinuxVM

ZAP@KaliLinuxVM

pVPKiwebapp@UbuntuLinuxVM

HTTP Response
.‘ ponse

NSS_VPKI
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ZAP : analysis of results

Explained during the demo along with the analysis of the ZAP results.

VVASP ZAP 2.5.0
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Future work

e Implement other NSS VPKI use cases e.g. roaming into a foreign domain.
e Depending on how the web gui should be used, implement additional security
countermeasures e.g

o Secure handling and storage for cryptographic keys
e Based on the python API, create a test bed for experimenting with VPKI. VPKI

Emulation Lab.
o V2V experimentation and proof of concepts
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Demo

e Python API
o \Web GUI
e Security Testing
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Thankyou for listening!



Questions



