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Figure 3: Pseudonym Acquisition Overview in Home and End-to-End Latency [ms|

Foreign Domains |1, 5]. Figure 6: End-to-end latency for pseudonym acquisition.
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Identity and credential management VPKI as a Service (VPKIaaS)
challenges:

e Sccurity and privacy protection, with emphasis @ - Q

on efficiency and scalability
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Figure 5: Nexcom vehicular OBUs boxes from the o
PRESERVE project [7] and LuST Topology [6]. Remaining Challenges

e Nexcom boxes: Dual-core 1.66 GHz, 1GB

. Single point of contact to st trieve dat
memory, which support IEEE 802.11p e Single point of contact to store/retrieve data

e Asynchronous data storage could vyield
providing more than one set of pseudonyms
per ticket, thus Sybil-based misbehavior

e LuST scenario: rush hours (7-9am and 5-7pm)
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