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Course Outline

Jul 20: What is a cyber-physical system?
Jul 20: Event-based control of networked systems

Jul 22: Cyber-secure networked control systems

Aug 5: IAS Lecture on “Cyber-physical control for
sustainable freight transportation”
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Cyber-secure networked control systems
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Hackers Remotely Kill a Jeep on the Highway—With Me in It




Some Other Cyber-Attacks on Control Systems
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Operating Systems _ Applications  Developer _ Microbite flying drone

el o American researchers took control of a

= ~ flying drone by hacking into its GPS system

iail - acting on a $1,000 (£640) dare from the US

Hacker jailed for revenge sewage attacks Department of Homeland Security (DHS). (=
Job rejection caused a bit of a stink = T
By Tony Smith + Get more from this author vy o T e e e j] .
Posted in Software, 31t October 2001 15:55 GMT —_—

An Australian man was today sent to prison for two years after he was found guity of hacking : '
military operations

into the Maroochy Shire, Qu I waste system and caused
milions of litres of raw sewage to spill out into local parks, rivers and even the grounds of a Hyatt Related Stories
Regency hotel. Flame computer virus to slow Iranian nuclear
B- efforts, officials say 11/9/2009 Cyber War: Sa
hts By Ellen Nakashima, Greg Miller and Julie Tate, Published: June 19~ CBSNEWS Nov. ,2009
e i Staes nd el " .
_ Slow Mac? ot moiopovesn Cyher War: Sabotaging the System
- Make your Mac run faste d red Ir
BRI . g e Agercy,the CIA and Tl ilary,has inclac 60 Minutes: Former Chief of National Intelligence Says U.S.
virus to cause malfunctions i Iran's nuclear-enrichment equipment. Unprepared for Cyber Attacks

(CBS) Nothing has ever changed the world as quickly
as the Internet has. Less than a decade ago, "60
Minutes" went to the Pentagon to do astory on
something called information warfare, or cyber war as
e called d

Malware Hits Computerized Industrial
ipment

the Internet as weapons

Much of it was stll theory, but we were told that
before too long it might be possible for a hacker witha
computer to disable critical infrastructure inamajor
city and disrupt essential services, to steal millions of
dollars from banks all over the world, infiltrate

3 from public
companies, and even sabotage our weapons systems.

holein the Windows operating system.

The Stuxnet Worm 2010

Targets: MS Windows, programmable logic controllers, industrial
control system, connected to variable-frequency drives

Exploited 4 zero-day flaws (security holes not known to vendor)

s HOW STUXNET WORKED
Speculated goal: ; l

Harm centrifuges at uranium _,,,._,[ﬁ_,,‘ e Es i
enrichment facility in Iran R s

Attack mode:

oo _ ¢

1. Delivery with USB stick (no s ~|a ~;1JJHJ E ‘”m~ﬂﬁ[rﬂ

internet connection)

2. Replay measurements to control
center and execute harmful controls

[*The Real Story of Stuxnet”, IEEE Spectrum, 2013]
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Motivation

* Northeast blackout Aug 14, 2003: 55 million people affected

* Software bug in energy management system stalled alarms in
state estimator for over an hour

* Cyber-attacks against the power network control systems
with similar consequences pose a substantial threat

From security requirements to societal cost

SCADA system Power network

Attack

Security issues

Power system: susceptible to operational
errors and external attacks

Smart grid technology makes the system
even more vulnerable

SEVENTH FRAMEWORK WHIK”[I\\I:I@
PROGRAMME

Societal cost
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Cyber Incidents in
US Critical Infrastructures
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ICS-CERT = Industrial Control Systems Cyber Emergency Response
Team, https://ics-cert.us-cert.gov, US Department of Homeland Security

[ICS-CERT, 2013; Zonouz, 2014]

Information Security

Confidentiality: information is not disclosed to unauthorized individuals
Integrity: information cannot be modified in an unauthorized manner

Availability: information must be available when it is needed
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Control Systems Security

yi = [2 13] RIS

vk =[213] .
Physical icationk = (2 13 Feedback
Plant efwork Controller

Confidentiality: information is not disclosed to unauthorized individuals

ve=1213] -
Physical Co ol =15 18] Feedback
Plant o Controller

Integrity: information cannot be modified in an unauthorized manner

4
w=[213 .
Physical Communicatio I Feedback
Plant Network Controller

Availability: information must be available when it is needed

Integrity and availability are often the most

critical security attributes for control systems

Networked Control Systems

Sensors Controllers Actuators
A=, T : .\::::j""’::::z -A’-
,l;_*J»J S ‘Iljﬁjltrlll\\ .,
T AN 7" ------ >.,J Ay
L S . -
Power t @hé?‘l&h -
f;ﬁ@ ST %

T

Industrial automation g
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Cyber-Secure Networked Control Systems

Networked control systems are to a growing extent based
on open communication and software technology

Leads to increased vulnerability to cyber-threats

with many potential points of attacks Actuators
How to model attacks? Physical Plant

How to measure vulnerability?

How to compute consequences?
How to design protection mechanisms?

Communication
Network

Traditional computer and information security does
not provide answers to these questions

Cyber-physical coupling creates new vulnerabilities, | ‘1
but also new means for protection Distributed Controllers

Infrastructure attacks can have dramatic impact

__ Sensors

Outline

* |ntroduction

* Adversary model for networked control systems

* Attacks on power network state estimator

* Security index for stealthy minimum-effort attacks
* Closing the loop over corrupted data

* Conclusions
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Networked Control System

Uk

lyk
N (‘tv§ @

Uy, F

Y
)

Uk

A

* Physical plant P
* Feedback controller
* Anomaly detector D

Networked Control System under Attack

Yk Yk

l fe l

T uy TYyp b Y
“‘“‘“}-——3—“ I «—f’f—@ N“f‘}‘-—-k-— 90,71, -'éﬁ'@

Uk

Uk » P

Y
L 3

Up F | Tk o F m
D < D |«

* Physical plant P * Disclosure attack

* Feedback controller F * Physical attack ./

e Anomaly detector D * Deception attack

Up = ug + Fubz
Uk =y + TV}
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Adversary Model

Model Knowledge

, , K={P, F,D .
Disruption P, 7, D} Disclosure
Resources v Resources
U
k
<« Ak |- ar = g(K,Zy) «| Iy n
<

Attack Policy

e Adversary constrained by limited resources

e Attack policy depends on adversary goals and constraints

[Teixeira et al., HiCoNS, 2012]

Networked Control System with Adversary Model

Uk

u Y T YYyp
Net@ bi (K, Tp) b _ fNetwork Notwo>,___ﬁ‘f, I o (Network
v \ ;
Uy, F Yk 778 F | Uk
D | » D |«
Model Knowledge
: : K={P, F.D ,
Disruption { J Disclosure
Resources v Resources
U
-
| i |« ar = g(K,Iy) | Zi| .
-—

Attack Policy
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Disruption resources
[Teixeira et al., HiCoNS, 2012]

Introduction

Adversary model for networked control systems

Attacks on power network state estimator

Security index for stealthy minimum-effort attacks

Closing the loop over corrupted data

Conclusions
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Control of Transmission Power Network

RTU
7
Communication Communication
Network Network
;

(Static) Power Network Model

e Local states at bus i: @ @
- 9, — phase angle I ! I 3 I 2 !
-V, - voltage magnitude L

e Active and reactive power injections: e Measurement model:

Pi = V; Zj’ENi ‘/J (G” COS 91] + B” sin 91]> 2= h(ﬂj) _I_ €
Qi = Vidlien, Vi(Gijsinbij — Bijcos ;) - x € R™ : network states
- » € R™: power flow

e Active and reactive power flows: measurements
Py = V2(gsi+ 9i5) — ViV (gij cos 05 + bijsinfy;) - ¢ : measurement noise
Qij = —Vi(bsi +bij) — ViVj (gij sinij — bij cos 0;;)
where

91‘]' = 91 — 9]‘

Static model because the power grid time constant ~10 ms is beyond existing
measurement technology. Typical sampling time ~1 s.

22/07/15
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Steady-State Power Flow Model

States ¢ (b1 =62)
= bus voltage phase angles line powe 02
%1 floyis 04

(flow conservation) Y1
bus injection
Measurements Y

= line power flow & bus
injection

DC power flow model:
y=H6O

measurement matrix

bus line B meter
(node) (edge)

Energy Management System for Power Networks

Vi, 6 * SCADA-EMS provides power network

Fi Bij state information to
RTUs Power Network RTUs

— ldentify faulty equipment
— Optimize power flows

——— wamswamc ¢— Pm

Analyze reliability (contingency)
— Etc

* Large system with slow sampling
— 100-1 000’s of RTUs sampled in sec’s
— 10K-40K measurements

Optimal Power Flow
Contingency Analysis

I Human Remark
loperator |

————————————— New WAMCs based on high-rate PMUs are
Energy Management System better protected but constitute only a small
SCADA = Supervisory Control and Data Acquisition portion of the overall network
WAMC = Wide Area Monitoring and Control System
RTUs = Remote Terminal Units (Sensors/Actuators) PMUs = Phasor Measurement Units (Sensors)

* Decisions taken by human operators

SCADA Master
State Estimator
SCADA Master

22/07/15
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Energy Management System

¥ |
a State £ Bad Data Alarm!
o . ~ .
O/ Estimator | y =z;—% | Detection

s

t

Contingency otimal u
geney| | Optimal —>| Operator |
Analysis Power Flow

I .

* The state estimator has a crucial role in the EMS

* If the bad data detector identifies a faulty sensor, the corresponding
measurement is removed from the state estimator

* Bad data detection is typically done under the assumption of
uncorrelated faults, which does not hold for intelligent attacks

(Static) State Estimator

* Steady-state models: _I<

. ViVo wini( 5 N ViVa a0 8 Y
2 sin(oq — o L3 Qin(o, — o0: >
(A.l): X1o ( ]‘ v 2) +‘ X3 A ( 1 ‘3) + €1 _ /l(l’) tec R™
Za 2 sin(dy — d2) €2

V3, 03

* WLS estimates of bus phase angles 6. (in vector Z):
=5 (H{ R H) T HE R (2 — h(@"))

H; = on (#x) R := Eeel

" or
* Linear DC approximation (= ML estimate):
i=(HTR'H)'H'R'» H:

E.g., [Schweppe and Wildes, 1970; Abur and Exposito, 2004]

__ Oh(x)
Oz =0

22/07/15
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Network

Communication

Energy Management System

Objective
é ) In.ﬂuence.state. estimator
5 v without signaling bad data alarm

Attack Scenario

Communication
Network

[[r]| > 6 = Alarm

[Giani et al., IEEE ISRCS, 2009; Mohajerin Esfahani et al., CDC, 2010]

Adversary Model

Network

o y Model Knowledge
A
i
! A s
: Ay Disruption S =0 5
————— g(K, Tp) -——==ngNetwork Resources v

~ <« ap |« ar, = g(K,Zy)

7 Y
Attack Policy

D |=

e Attack policy: Induce bias in power measurements without alarms

* Model knowledge: Steady-state model of power system

* Disruption resources: Small number of measurement channels

How secure is the system against such an attack?

22/07/15
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Structure of Measurement Matrix H

DAT (flow measurements)
y=Hf with H = —_DAT (flow measurements)
ADAT (injection measurements)

o A - directed incidence matrix of power network
e ) - diagonal matrix of reciprocals of transmission line reactance

Typically many more measurements than states

Data Influence on State Estimates

wrong

State estimator (LS) ‘ Contingency
analysis
y=HO

= 0=(H"H)"'"H"y —
Optimal
power flow
wrong \

What if the measurements were wrong? .

g — y + Ay —> random measurement noise

intentional data attack|—> 0~ = é -+ AO

32
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Example: Stealthy Attacks

e Psis the target measurement
* A few possible attacks:

- &+ notstealthy
{Pl’ Pi3, P3} minimum
- {Ps, Py, P3}| effort

- {P1, Pi3, P3, Po3, P}

Stealthy Additive Deception Attack

y2 + Ay
Measurements subject to attack:

y=1y+ Ay

Is there a state
explaining the received
measurements?

Yoa + Ayoy

Y12 + Ayio
y1 + Ayp

. o + Auas Ysa + Aysa
Attack is constrained;
otherwise it will be detected by

the bad data detection algorithm

ys + Ays

Stealth attack: Ay = HAf

[Liu et al., ACM CCCS, 2009; Sandberg et al., CPSWEEK, 2010]

22/07/15
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Geometric Interpretation of g - )
Bad Data Detection 0z |oes

» Today's BDD is based on measurement residual (&) = z — h(2)

A HO
Wr@lly s 7
H,y
« For the Gauss-Newton method: (&) ~ (I — H(H H) 'H")e = Se
* Note that § = Py, (y)is the orthogonal projection onto Ker(HT)
e Can be exploited by an attacker

Ker(HT)

Attack Geometry

Bad-data detection trigger alarm when residual r is large
ri=2—2=z—Hit=2—-HHTR'H)'HTR 12
Characterization of undetectable malicious data a
Zza ‘= z4+a er(HT)

a = Hc e Im(H)

r—zZ—2Z= Zg— Za

The attacker has a lot of freedom in the choice of a!

Attacker likely to seek sparse solutions ¢ , i.e.,

manipulate only few measurements
[Liu et al., 2009]

22/07/15
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Outline

* Introduction
* Adversary model for networked control systems
* Attacks on power network state estimator

* Security index for stealthy minimum-effort attacks

* Closing the loop over corrupted data
* Conclusions

A Security Index

B target

Stealth attack Ay = HAf additional
In general, e;, & span(H) H / \ H
Security index for measurement k = |¥|
Minimum number of meters attacked, -
targeting the /™ measurement:

min | HAH||o

A6

s.t. H(k,:)A0 =1

[Sandberg et al., CPSWEEK, 2010; Kosut et al., IEEE TSG, 2011]

22/07/15
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Security Indices for 40-bus Network

Security index

At least 7 measurements

L ° ® o o
sk ° ® ®we®S€ ® oo
o 0, ® ®
0 , ‘ . ‘ ‘ .
0 10 20 30 40 50 60

» , ®e| |against measurement 33

»° +— involved in a stealth attack

Target measurement index

GRAN

=T : Attack 33
MO (7 measurements)
] [ * Attacked substations
MAPL
é e Target measurement

Quantify Security to Aid Allocation of Protection

(G) ceNERATORS

(©) srwcnronous
CONDENSERS

12

Security level

THREE  WINDING
TRANSFORMER EQUlVAL ENT

S

L 8
3t

5

4
- |

m— oW
== moderate
=== high

m—

22/07/15
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Verification on SCADA Testbed

Aftacks on measurement 33

40

4 naive False | Estimated | # BDD
7’ —* = stealthy
30 e no attack value value Alarms
d (MW) | (Mw)
g (/ 1 148 |-14.8 0
S /
LY e ] 35.2 36.2 0
% pd
= i 85.2 86.7 0
w 0 // 4
A 135.2 | 1375 0
L1 .
185.2 | Non -
. \—/ . convergent
1]

10 20 30 40 50
Additive attack value (VW) Bad data detected & removed

« Stealth attack of 150 MW (55% of nominal value) passed
undetected in testbed!

[Teixeira et al., IFAC WC, 2011]

How Hard is it to Compute the Security Index?

min ||H Ao
A0
s.t. H(k,:)AO=1

Problem known to be NP-hard for arbitrary H,
but it is possible to explore structure

MILP 763 sec 6708 sec About 5.7 days

Min Cut 0.3 sec 1 sec 31 sec

42

[Sou et al., IEEE TSG, 2014; Hendrickx et al., IEEE TAC, 2014]

22/07/15
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Large-Scale Examples

=:| —6—IEEE 118 bus |4
—— |EEE 300 bus
<---:| —+— Polish 2383 bus |

minimum attack cost (ak)

10° 10 10” 10° 10*
measurement rank

MILP 763 sec 6708 sec About 5.7 days

Min Cut 0.3 sec 1sec 31 sec
[Sou et al., IEEE TSG, 2014; Hendrickx et al., IEEE TAC, 2014]

Attack Scenario (so far)

Optimal Power Flow
III Contingency Analysis Il I

State Estimator

Bad Data Detector

[Giani et al., IEEE ISRCS, 2009; Mohajerin Esfahani et al., CDC, 2010]

22/07/15
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Introduction

Adversary model for networked control systems
Attacks on power network state estimator
Security index for stealthy minimum-effort attacks

Closing the loop over corrupted data

Conclusions

Outline

Introduction

Adversary model for networked control systems
Attacks on power network state estimator
Security index for stealthy minimum-effort attacks
Closing the loop over corrupted data

— Static systems

— Dynamic systems

Conclusions
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Closing the loop over corrupted data

Optimal Power Flow :
H 1
Contingency Analysisfe -

1

1

1

1

1

1

Bad Data Detector

[Static case: Teixeira et al., ACC, 2013; Dynamic case: Teixeira, PhD Thesis, 2014]

Cyber Security of Optimal Power Flow

L e 2
' Control Center |
! ! ! 1
12=h(x) f+\ | sae | % [ BadData | Alarm!
| Estimator | r=2—7 | Detection |
|
Power Grid Contingency

v
Optimal u
| Power Flow @M

Analysis

* How do stealthy attacks affect the power system’s
operation?
- Related work: [Xie et al, 2010], [Yuan et al, 2011]

* Optimal Power Flow
- Computes generator set points minimizing operation costs
- Ensures operation constraints

22/07/15
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DC-Optimal Power Flow

2

-
w
N

* DC-Optimal Power Flow considers

L | L
the lossless DC model v
- pdcRN  power demand
- P9e RN power generation
» Operation costs: * Optimal power generation

o(P9)=1PITQPI+ RTPI+C, " o(P)
st. g(P,PHY=1TP7+1"P=0
- Generation costs F(P9,PY) = F,PY + F,P" + F, <0

- Transmission losses

DC-Optimal Power Flow

e Lagrangian function:
L(P,v,\) = c(P9) + v(1T P9 + 1T PY) + \T(F,PY + F,P% + )

e At optimality, the KKT conditions hold:

Q F/ 1 ” -R
1" 0 0 11* _ 1" pd
HiFy 0 07,1~ Hy(—F;P? - Fp)
0 Hy 0 0
K

25



DC-Optimal Power Flow under Attack

« The estimate pd is given by the State Estimator
- vulnerable to cyber attacks

 Suppose the system is in optimality with pd — pd and p9 — pg*

e Operation under Data Attack

po_ ps H}l)in c(P9)
= P%" +la, - g .
a . g
Pd =Pty st g(PY, Iff) =0 » P
. _ f(P?, Py <0 Proposed
Ficticious operating control action
conditions

* When would an operator apply the proposed control action?
e What would be the resulting operating cost?

DC-Optimal Power Flow under Attack
* Assume the attack does not change the active

constraints
- thus H;, H, are known

* The proposed control action is given by

D g * O

Pg\g* — f*g - 1T B ;g
Aa - - —Hle ad - )\ a’d7
vy = 0 T,

-15”?* is an affine map w.r.t aq

22/07/15
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Estimated Re-Dispatch Profit

po_ po : rr}gin c(P9) |
9 = * ag g | .
, A o
Pl=P!tqy » : st. g(P, P =0 » L

! G AR
Fictitious operating 1_ _ _ _ _ __' __ PFOIEOSIGd .
conditions control action

« Consider the corrupted estimates P?¢ and P?
- ¢(P9) : estimated operation cost
- ¢(Pg") ; estimated optimal operation cost given Pl
- Pat C(Pf) - C(Pf*) : estimated re-dispatch profit

« Large estimated profit may lead the operator to apply P?*

True Re-Dispatch Profit

I I

- ! Slack I
g* 1 g
Fa » | generators : » P

! I

Proposed control action True generation profile

o e o = = =

» Mismatches between P! and P? are compensated by slack

generators

- can be modeled as an affine map w.rt @a: PJ*— P =MTjaq
- ¢(PY) : true operation cost after re-dispatch

- Po 2 c(P9) —¢(P) : true re-dispatch profit

e Large |P.| corresponds to attacks with higher impact

27



VIKING Benchmark: Impact of Data Attacks

[Eros]

e Cost function corresponds

[ArE]

VAN

B)

L

G| | J

—i-_

to the total resistive losses

_ e Sparse attacks are
computed based on the

security metric

P, is computed for each
sparse attack

cost

VIKING Benchmark: Impact of Data Attacks

* Security metric pi, = [|a*[|o
- Do all sparse attacks
have equal impact?

e Impact of Data Attacks

Pu
c(P9*)

- Most sparse attacks have
low impact on operation

18
16
14 00 o (=] 10000 ]
12 o Ll
00 0
Pk ol ()
ok oo o 0 o
6100 00 oo ]
4+ 000 oo
2
0 i i i i i ;
0 10 20 30 40 50 60
Target measurement index k
35 e ”Why‘ S N'..,, S T T
il (o) o]
25
(]
o | 00
Y 15k o o
ik
o 0
] 100, 60 L O L L 00,

10 20 30 40 50 6‘0
Target measurement index k
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Outline

* Introduction

e Adversary model for networked control systems

* Attacks on power network state estimator

* Security index for stealthy minimum-effort attacks

* Closing the loop over corrupted data
— Static systems

— Dynamic systems

e Conclusions

Adversary Model

> k
~ P y Model Knowledge
Uf T
! A s
Au_,i ————t——— Ayk Disruption E=P 2 D
Network pt g(]c7 Ik) _____ Network Resources *
~ <« Ok |- ar, = g(K,Zy)
U F Yk
Attack Policy
D |=

e Attack policy: Maximize impact on plant’s state without alarms
* Model knowledge: Dynamical model of the closed-loop system
* Disruption resources: Small no. of measurement and actuation channels

How resilient is the system against such an attack?

29



Stealthy Additive Deception Attack

e Closed-loop system under attack:

. Uk Tr+1 = Azg + Bayg [Auk}
- "7 Ak = | A
Uk T l rr, = Cx + Day Yk
gtwork A_y’_’i_ y(/C, Ik) __A_?_Jlf Network ° Stealthy attack:
~ Input sequence that attains a zero output 7
U
k ’ Yk {ap}no: T =0, Vk
e Can be derived from the system’s zero dynamics
[lrkll > 6 = Alarm!
Maximum-Impact Stealthy Attack
¢ Closed-loop system under attack:
Trp+1 = Axy + Bag Auy,
» P yk ap = g
ﬂk T l r, = Cxp + Day, Ay,

A

@mrk A_y - 9(K, Ti) __A_ylc@

Uk

S}
A

<

lrkll > 6 = Alarm!

e Maximum-impact stealthy attack:
- Maximize “energy” of the state signal
- Keep the output signal “small”

maximize Z;Zio |2k ||§
ar}il,

subject to Y o |Imkll3 <96
e If the system has unstable zero-dynamics:
- There exists an exponentially increasing input
that attains a “small” output
{ap}io: 1= 0, Vk

lakll = o0, [lzgll = oo

22/07/15
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Zero Dynamics Attack

Y= e Zero dynamics are characterized by:

Y
Al

Net\z}o—k—— g(K.
)

et -8

___I
) @
--- e Suggests attack on actuators with policy:

U g Uk ak = gyk
¢ If the zero is unstable, then the plant state
D |« can be made arbitrarily large by this attack
without detection

e Requires system knowledge (zero dynamics)
but no disclosure resources

Tank 3 Tank 4

Experimental Set-Up

[k 0 00
" lo koo

Quadruple-tank process has unstable zero dynamics if

[J, 2000]

4
£ 0 A o L 0 f:\ Yk =
0 0 -4 0 ( 0 . e U, A Yk
1 (A=m)e
o 0 0 g i 0 |, Controller |

E

0<m+1 <l

22/07/15
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1 [em]

Water level [cm|

Sf===== 12007
0
0 20 40 60 80 100
0.8,
o6l ===l
Q —d
F04
&
02
NS N
0 20 40 60 80 100

Teixeira et al, Automatica, 2015

Experimental Validation U U

Tank 1 Tank 2
N Y2

4?

e Attack goal: Empty Tank 3

e Zero dynamics attack on both P

actuators starts at t=30s
* Tank 3 becomes empty at t=55s
e The attack is detected at t=58s

e Actuator 2 saturates at t=60s

* |ntroduction

Outline

* Adversary model for networked control systems

* Attacks on power network state estimator

* Security index for stealthy minimum-effort attacks

* Closing the loop over corrupted data

* Conclusions
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Research Program in Cyber-Physical Security

Need analysis and design tools to understand and mitigate attacks

__Sensors

Which threats should we care about? Actustors_

Which resources are more important to protect?

What impact can we expect of an attack?

— How to create resilient systems?

. . . Network D!
Cross-disciplinary research agenda .

— IT security (authentication, encryption, firewalls, etc.) ¢ ey c3

is needed’ but not sufficient Distributed Controllers

— Malicious actions can enter in the control loop, even if channels are secure

Grand societal challenges
— Impact on future infrastructure systems where everything is connected
— Systems need to be trusted by the general public

Conclusions

* Cyber-security models for networked control systems

* Undetectable false-data attacks against state estimator,
both in theory and practice

* Security index to estimate vulnerabilities
» Suggests locations of counter measures

* Further studies needed on integrating cyber and physical
security with social and human behaviors

N8
SIIKS!

NSTCYBERATIACKS

https://project-sparks.eu/

http://people.kth.se/~kallej
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