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Abstract—The IEEE 802.15.4 communication protocol is a
de-facto standard for wireless applications in industrial and
home automation. Although the performance of the medium
access control (MAC) of the IEEE 802.15.4 has been thoroughly
investigated under the assumption of ideal wireless channel, there
is still a lack of understanding of the cross-layer interactions
between MAC and physical layer in the presence of realistic
wireless channel models that include path loss, multi-pathfading
and shadowing. In this paper, an analytical model of these
dynamics is proposed. The analysis considers simultaneously
a composite Rayleigh-lognormal channel fading, interference
generated by multiple terminals, the effects induced by hidden
terminals, and the MAC reduced carrier sensing capabilities. It
is shown that the reliability of the contention-based MAC over
fading channels is often far from that derived under ideal channel
assumptions. Moreover, it is established to what extent fading
may be beneficial for the overall network performance.

Index Terms—IEEE 802.15.4, Fading Channel, Multi-hop.

I. I NTRODUCTION

The development of wireless sensor network (WSN) sys-
tems relies heavily on the behavior of underlying communi-
cation mechanisms. A clear understanding of the achievable
performance and cross-layer interactions over realistic envi-
ronment is missing for the IEEE 802.15.4 standard [1], which
is widely used in industrial control, home automation, health
care, and smart grid applications.

Ongoing research activities focus on performance character-
ization of the IEEE 802.15.4 MAC layer in terms of reliability
(i.e., successful packet reception probability), packet delay,
throughput, and energy consumption [2]–[4]. These analytical
studies are almost all based on extensions of the Markov chain
model originally proposed by Bianchi for the IEEE 802.11
MAC protocol [5], under ideal channel conditions. In [6],
a model of packet losses due to channel fading has been
introduced into the homogeneous Markov chain presented
in [3]. However, fading is considered only for single packet
transmission attempts, the effect of contention and multiple
access interference is neglected, and the analysis is neither
validated by simulations nor by experiments. In [7], [8], the
optimal carrier sensing range is derived to maximize the
throughput for IEEE 802.11 networks; however, statistical
modeling of wireless fading has not been considered, but a
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two-ray ground radio propagation model is used in [7] and
only the path loss in [8].

Recent studies have investigated the performance of multi-
ple access networks in terms of multiple access interference
and capture effect [9], [10]. However, the models of the MAC
mechanism are limited to homogeneous single-hop networks
(same wireless channel for every node) with uniform random
deployment. Moreover in [9], the fading caused by multi-path
propagation and shadowing effects have not been considered,
while it is known that it may have a crucial impact on the
performance of packet access mechanisms [11].

In this paper we propose an analytical model that is able
to capture the cross-layer interactions of IEEE 802.15.4 MAC
and physical layer over interference-limited wireless channels
with composite Rayleigh-lognormal fading in single-hop and
multi-hop networks. We describe how to account for statis-
tical fluctuations of the signal-to-(interference plus noise)-
ratio (SINR) in the model of the MAC. Based on the new
model, we determine the impact of fading conditions on the
MAC performance under various settings for traffic, inter-
node distances, carrier sensing range, and SINR. Moreover,
we discuss system configurations in which a certain severity
of the fading may be beneficial for overall network reliability.

To determine the network operating point and the perfor-
mance indicators in terms of reliability, a moment matching
approximation for the linear combination of lognormal random
variables based on [12] and [13] is adopted in order to build a
model of the MAC mechanism that embeds the physical layer
behavior. An extended version of the performance evaluation
presented in this paper is reported in [14].

The remainder of the paper is organized as follows. In
Section II, we introduce the network model. In Section III,
we derive an analytical model of the unslotted IEEE 802.15.4
MAC over fading channels. The accuracy of the model is
evaluated by Monte Carlo simulations in Section IV. SectionV
concludes the paper and prospects our future work.

II. N ETWORK MODEL

We illustrate the network model by considering the two
topologies sketched in Fig. 1. Nevertheless, the analytical
results that we derive in this paper are applicable to any fixed
topology.

The topology in Fig. 1a) refers to a single-hop (star)
network, where nodei is deployed at distanceri,0 from the
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Fig. 1. Example of topologies: single-hop star topology (onthe left) and
multi-hop topology with multiple end-devices (on the right).

root node at the center, and where nodes forward their packets
with single-hop communication to the root node. In Fig. 1b),
we illustrate a multi-hop topology with multiple end-devices
that generate and forward traffic according to an uplink routing
policy to the root node.

Consider nodei that is transmitting a packet with trans-
mission powerPtx,i. We consider an inverse power model of
the link gain, and include shadowing and multi-path fading
as well. The received power at nodej, which is located at a
distanceri,j , is then expressed as follows

Prx,i,j =
c0Ptx,i

rki,j
fi exp(yi) . (1)

The constantc0 represents the power gain at the reference
distance1 m, and it can account for specific propagation envi-
ronments and parameters, e.g., carrier frequency and antennas.
In the operating conditions for IEEE 802.15.4 networks, the
inverse ofc0 (i.e., the path loss at the reference distance) is in
the range40− 60 dB [1]. The exponentk is called path loss
exponent, and varies according to the propagation environment
in the range2 − 4. The factorfi models the channel fading
due to multi-path propagation, which we assume to follow
a Rayleigh distribution, i.e., exponential distribution of the
power attenuation, with p.d.f.

pfi(z) = z exp(−z).

A random lognormal component models the shadowing effects
due to obstacles, withyi ∼ N (0, σ2

i ). The standard deviation
σi is called spread factor of the shadowing. The model we
adopt is accurate for IEEE 802.15.4 in a home or urban
environment, in which devices may not be in visibility.

In the rest of the paper, we use the indexl to indicate a
link, where i is the transmitting node andj is the receiving
node. We use double indices (i, j) for variables that depend
on a generic pair of nodes in the network.

III. IEEE 802.15.4 MACAND PHY LAYER MODEL

In this section we propose a novel analytical setup to
derive the network performance. We extend the unslotted MAC
model presented in [4], which was developed under ideal
channel conditions, to include the main features of channel
impairments and interference. First, we consider a single-hop

case, and then we generalize the model to the multi-hop case
in Section III-E.

A. Unslotted IEEE 802.15.4 MAC Mechanism

The unslotted IEEE 802.15.4 MAC mechanism is based
on a carrier sense multiple access with collision avoidance
(CSMA/CA), and binary exponential backoff. Each node can
be in one of the following states: (i) idle state, when the node
is waiting for a packet to be generated; (ii) backoff state; (iii)
clear channel assessment (CCA) state; (iv) transmission state.

Let the link l be in idle state with probabilityb(l)0,0,0. The
three variables given by the number of backoffsNB, the
backoff exponentBE, and the retransmission attemptsRT are
initialized: the default initialization isNB=0, BE=m0, and
RT=0. From idle state, the transmitting node wakes up with
probability qi, which represents the packet generation proba-
bility in each time unit of durationSb = aUnitBackoffPeriod,
and moves to the first backoff state, where the node waits for
a random number of complete backoff periods in the range
[0, 2BE − 1] time units.

When the backoff period counter reaches zero, the node
performs the CCA procedure. If the CCA fails due to busy
channel, the value of bothNB andBE is increased by one.
OnceBE reaches its maximum valuemb, it remains at the
same value until it is reset. IfNB exceeds its thresholdm, the
packet is discarded due to channel access failure. Otherwise
the CSMA/CA algorithm repeats the backoff procedure. The
tranmsitting node is in CCA state with probabilityτl, and
either moves to the next backoff state if the channel is sensed
busy with probabilityαl, or moves to transmission state with
probability (1−αl). The reception of the corresponding ACK is
interpreted as successful packet transmission. The node moves
from the transmission state to idle state with probability (1−
γl). As an alternative, with probabilityγl, the packet sent to the
receiving nodej is lost, and the variableRT is increased by
one. As long asRT is less than its thresholdn, the MAC layer
initializesBE=m0 and starts again the CSMA/CA mechanism
to re-access the channel. Otherwise the packet is discardeddue
to the retry limit.

B. MAC-Physical Layer Model

Assume packets are generated with Poisson distribution at
rate λi. The probability of generation of a new packet after
an idle unit time is thenqi = 1 − exp(−λi/Sb). Effects of a
limited buffer size can be included in the expression ofqi, by
considering the probability that the node queue is not empty
after a packet has been successfully sent, after a packet has
been discarded due to channel access failure or due to the retry
limit (see [4]).

The expression of the idle state probabilityb(l)0,0,0 can
be derived from the normalization condition of the Markov
chain model in [4]. From the same Markov chain, the CCA
probability τl is derived as

τl =

(

1− αm+1
i

1− αi

)(

1− ξn+1
l

1− ξl

)

b
(l)
0,0,0 . (2)
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whereξl = γl(1−αm+1
l ). A step-by-step derivation of Eq. (2)

is provided in [4].
In the following, we propose a novel analysis to derive the

busy channel probabilityαl and the packet loss probabilityγl,
in the case of fading.

The busy channel probability is

αl = αpkt,l + αack,l , (3)

where αpkt,l is the probability that the transmitting node
senses the channel and finds it occupied by an ongoing packet
transmission, whereasαack,l is the probability of finding the
channel busy due to ACK transmission. Assume that packet
and ACK transmissions occupyL and Lack units of time,
respectively.

The busy channel probability due to packet transmissions
evaluated at the transmitting nodei is the combination of three
events: (i) at least one other node has accessed the channel
within one of the previousL units of time; (ii) at least one of
the nodes that accessed the channel found it idle and starteda
transmission; (iii) the total received power at nodei is larger
than a thresholda, so that an ongoing transmission is detected
by nodei.

The combination of all busy channel events yields

αpkt,l = LHl

(

pdeti

)

, (4)

where

Hl(χ) =

N−1
∑

v=0

CN,v
∑

j=1

v+1
∏

k=1

τkj

N
∏

h=v+2

(1− τhj
)×

×
k−1
∑

m=0

Ck,i
∑

n=1

m+1
∏

z=1

(1− αzn)χ

k
∏

r=m+2

αrn , (5)

Ck,v =
(

k−1
v+1

)

, and pdeti = Pr
[

∑m+1
z=1 Prx,zn,i > a

]

is the
detection probability. The indexk accounts for the events
of simultaneous accesses to the channel and the indexj
enumerates the combinations of events in which a numberl of
channel accesses are performed in the network simultaneously.
GivenN nodes in the network, the indexkj refers to the node
in thek-th position in thej-th combination ofl out of N − 1
elements (nodei is not included). The indexzn accounts for
the combinations of events in which one or more nodes find
the channel idle simultaneously.

The busy channel probability due to an ACK transmission
follows from a similar derivation. An ACK is sent only after
a successful packet transmission:

αack,l = LackHl

(

(1 − γzn)p
det
i

)

, (6)

whereLack is the length of the ACK. The detection probability
pdeti is evaluated with respect to the set of destination nodes.
By summing up Eqs. (4) and (6), we computeαl in Eq. (3).

We next derive an expression for the packet loss probability
γl, namely the probability that a transmitted packet in the
link l = (i, j) is not correctly detected in reception, by
using similar arguments as above. A packet transmission is
not detected in reception if there is at least one interfering
node that starts the transmission at the same time and the

SINR between the received power from the transmitter and the
total interfering power plus the noise levelN0 is lower than a
thresholdb (outage). In the event of no active interferers, which
occurs with probability 1-Hl(1), the packet loss probability is
the probability that the signal-to-noise ratio (SNR) between
the received power and the noise level is lower thanb. Hence,

γl =(1−Hl(1)) p
fad
i,j +Hl

(

pouti,j

)

+ (2L− 1)Hl

((

1− pdeti

)

pouti,j

)

, (7)

where pfadi,j = Pr [Prx,i,j/N0 < b] is the outage probability
due to fading on the useful link (with no interferers), and
pouti,j = Pr

[

Prx,i,j/(
∑m+1

z=1 Prx,zn,j +N0) < b
]

is the outage
probability in the presence of interferers (with composite
channel fading on every link).

The expressions of the carrier sensing probabilityτl in
Eq. (2), the busy channel probabilityαl in Eq. (3), the collision
probability in Eq. (7), forl = 1, . . . , N , form a system of
non-linear equations that can be solved through numerical
methods [15].

C. Model of Aggregate Multi-path Shadowed Signals

In this subsection, we approach the problem of computing
the sum of multi-path shadowed signals that appear in the
detection probability and in the outage probability.

Consider nodei performing a CCA and let us focus
our attention on the detection probability in transmission
Pr [
∑x

n=1 Prx,n,i > a], where x is the current number of
active nodes in transmission. By recalling the power chan-
nel model in Eq. (1), let us define the random variable
Yi = ln (

∑x

n=1 Ai,n exp(yn)) with Ai,n = c0Ptx,nfn/r
k
n,i,

and yn ∼ N (0, σ2
n). Since a closed form expression of the

probability distribution function ofYi does not exist, we resort
to a useful approximation instead. In order to characterize
Yi, we apply the Moment Matching Approximation (MMA)
method, which approximates the statistics of linear combi-
nation of lognormal components with a lognormal random
variable, such thatYi ∼ N (ηYi

, σ2
Yi
).

According to the MMA method,ηYi
and σYi

can be
obtained by matching the first two moments ofexp(Yi) with
the first two moments of

∑x

n=1 Ai,n exp(yn), i.e.,

M1,exp

(

−ηYi
+

1

2
σYi

)

=

x
∑

n=1

E{Ai,n} exp
(

ηyn
+

1

2
σyn

)

, (8)

M2 , exp (−2ηYi
+ 2σYi

) =

x
∑

m=1

x
∑

n=1

E{Ai,mAi,n}×

× exp

(

ηym
+ηyn

+

(

σ2
ym

2
+

σ2
yn

2
+ ρym,yn

σym
σyn

))

. (9)

Solving Eqs. (8) and (9) forηYi
and σYi

yields ηYi
=

0.5 ln(M2)− 2 ln(M1), andσ2
Yi

= ln(M2)− 2 ln(M1).
It follows that

pdeti = Pr [exp(Yi) > a] ≈ Q

(

ln(a)− ηYi

σYi

)

, (10)

whereQ(z) = 1/
√
2π
∫

∞

z
exp

(

−ν2/2
)

dν.



4

Similar derivations follow for the outage probability in
receptionpouti,j = Pr

[

Prx,i,j/(
∑m+1

z=1 Prx,zn,j +N0) < b
]

. Let
us now define the random variable

Ỹi,j = − ln

(

x+1
∑

n=1

Bi,j,n exp(ỹn)

)

,

whereBi,j,n =







Ptx,nr
k
i,j

Ptx,ir
k
n,j

fn for n = 1, ..., x

N0r
k
i,j

Ptx,i
fn for n = x+ 1

and ỹ =

{

yn − yi for n = 1, ..., x

−yi for n = x+ 1
.

Again, according to the MMA method, we approximate
Ỹi,j ∼ N (ηỸi,j

, σ2
Ỹi,j

), whereηỸi,j
andσỸi,j

can be obtained

by matching the first two moments ofexp(Ỹi,j) with the first
two moments of

∑N

n=1 Bi,j,n exp(ỹn), as before. Therefore,

pouti,j = Pr
[

fi exp(Ỹi,j) < b
]

=

=

∫ b

0

∫

∞

0

pf (z|w)
1√

2πσỸi,j
w

exp

(

−
(ln(w) − ηỸi,j

)2

2σ2
Ỹi,j

)

dw dz.

The analysis above holds for a generic weighted composi-
tion of lognormal fading components. In the case of lognormal
channel model, where only shadow fading components are
considered, (i.e.,fi = 1), the outage probability becomes

pouti,j = Pr
[

exp(Ỹi,j) < b
]

≈ 1−Q

(

ln(b)− ηỸi,j

σỸi,j

)

.

For a Rayleigh-lognormal channel, the outage probability
becomes

pouti,j =1−
∫

∞

0

1√
2πσỸi,j

w
exp

(

−
(ln(w) − ηỸi,j

)2

2σ2
Ỹi,j

− bw

)

dw.

The mean and standard deviation ofYi and Ỹi,j can be
obtained by inserting the moments offi in the moments of
Ai,n and Bi,j,n. For Gamma distributed componentsfi, we
obtainE{fi} = 1 andE{f2

i } = κ+1
κ

.
We remark here that the evaluation ofpdeti , and pouti,j can

be carried out off-line, with respect to the solution of the
system of nonlinear equations that need to be solved when
deriving τl, αl andγl. Therefore, the proposed model can be
implemented with only a slight increase of complexity with
respect to the analytical model of the IEEE 802.15.4 MAC
mechanism presented in [4], and the online computation time
is not affected significantly.

D. Reliability

As a following modeling step, we investigate the reliability
of the IEEE 802.15.4 MAC over fading channels. For each
node of the network, we define the reliability considering the
probability that packets are discarded at MAC layer. In unslot-
ted CSMA/CA, packets are discarded due to either (i) channel
access failure or (ii) retry limits. A channel access failure
happens when a packet fails to obtain clear channel within
m + 1 backoff stages. Furthermore, a packet is discarded if
the transmission fails due to repeated packet losses aftern+1

attempts. According to the IEEE 802.15.4 MAC mechanism
described in Section III-A, the probability that the packetin
the link l = (i, j) is discarded due to channel access failure
can be expressed as

pcf,l =
αm+1
l (1− (γl(1− αm+1

l ))n+1)

1− γl(1 − αm+1
l )

,

and the probability of a packet discarded due to retry limitsis

pcr,l = (γl(1− αm+1
l ))n+1 .

Therefore, the reliability is

Rl = 1− pcf,l − pcr,l . (11)

It is worthwhile mentioning that the last expressions link the
reliability at the MAC level with the statistical description of
wireless channel environment through Eq. (7) and the analysis
of Subsection III-C.

E. Extension to Multi-hop Communications

Here we extend the model to a general network in which
information is forwarded through a multi-hop communication
to a sink node.

The model equations derived in Section III-B are solved for
each link of the network, by considering that a generic node
i forwards aggregate trafficQi. The total average aggregated
traffic of nodei isQi = qi/Sb pkt/s, whereqi is the probability
of having a packet to transmit in each time unit andSb is the
duration of the basic time unit in IEEE 802.15.4. We defineλ̄
the vector of node traffic generation rates. We assume that the
routing matrix is built such that no cycles exists. The effect of
routing can be described by the matrixM in which Mi,j = 1
if nodej is the destination of nodei, andMi,j = 0 otherwise.

We define the traffic distribution matrixT by scalingM by
the probability of successful reception in each link as onlysuc-
cessfully received packets are forwarded, i.e.Ti,j = Mi,jRl

whereRl is given by Eq. (11).
Therefore, the vector of traffic generation probabilities is

given by [4]

Q = λ̄ [I − T]−1 , (12)

where I is the identity matrix. Eq. (12) gives the relation
between the idle packet generation probabilityqi, the routing
matrix M , and the performance at MAC layer (through the
link reliability Rl). To obtain the multi-hop network model,
we couple Eq. (12) with the expressions forτl, αl andRl, as
obtained by Eqs. (2), (3), and (11).

IV. PERFORMANCEEVALUATIONS

In this section, we present numerical results for the new
model for various settings, network topology, and operations.
We report extensive Monte Carlo simulations to validate the
accuracy of the approximations that we have introduced in
the model. The settings are based on the default specifications
of the IEEE 802.15.4 [1]. We perform simulations both for
single-hop and multi-hop topologies.

First, we consider the single-hop star topology in Fig. 1a).
We let the number of nodes beN = 7, the MAC parameters
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m0 = 3, m = 4, mb = 7, n = 0, L = 7, Lack = 2 and
the physical layer parametersPtx,i = 0 dBm, andk = 2.
We validate our model and study the performance of the
network by varying the traffic rateλi = λ, in the range
0.1−10 pkt/s, the radiusri,0 = r, in the range0.1−10 m, and
the spread of the shadow fadingσi = σ, in the range0 − 6.
Moreover, we show results for different values of the carrier
sensing thresholda = −76, 66, 56 dBm, and outage threshold
b = 6, 10, 14 dB.

In Fig. 2, we report the average reliability over all links
by varying the node traffic rateλ. The results are shown for
different values of the spreadσ in the absence of multi-path
(fi = 1). There is a good matching between the simulations
and the analytical model (11). The reliability decreases asthe
traffic increases. Indeed, an increase of the traffic generates
an increase of the contention level at MAC layer. However,
we can observe that the impact of shadow fading can be more
relevant with respect to variations in the traffic. Therefore, a
prediction based only on Markov chain analysis of the MAC
without including the channel behavior, as in the previous
literature, is typically inaccurate to capture the performance
of IEEE 802.15.4 wireless networks, especially at larger
shadowing spreads.

In Fig. 3, the average reliability is reported as a function
of the radiusr for different values of the spreadσ. Again,
analytical results, obtained through Eq. (11), are in good
agreement with those provided by simulations. For the ideal
channel case (i.e.,σ = 0) the size of the network does not
affect the reliability in the ranger = 0.1− 10 m. Forσ = 6,
the performance degrades significantly as the radius increases.
An intermediate behavior is obtained forσ = 3, where the
reliability is comparable to the ideal channel case for short
links, but it reduces drastically forr > 1 m. The effect is the
combination of an increase of the outage probability with the
radius (due to the path loss component), and hidden terminals
that are not detected by the CCA.

Fig. 4 shows the average reliability as a function of the
shadowing spreadσ. The results are plotted for different values
of the carrier sensing thresholda. The reliability decreases
when the thresholda become larger. The impact of the
variation of the thresholda is maximum forσ = 0, and the
gap reduces when the spreadσ increases.

In Fig. 5, we plot the average reliability as a function of
the spreadσ for different values of the outage thresholdb.
The thresholdb does not affect the performance noticeably
for σ = 0, while the gap in the reliability increases withσ.
Note that for a high threshold the reliability tends to increase
with σ as long asσ is small or moderate, and it decreases for
large spreads. In our setup, a maximum in the reliability is
obtained forσ ≈ 2.

In Fig. 6, we report the combined effects of shadow fading
and multi-path fading on the reliability. We show the reliability
as a function of the spreadσ of the shadow fading for log-
normal and composite Rayleigh-lognormal fading. The effect
of the multi-path is a further degradation of the reliability.
Furthermore, the multi-path fading evidences the presenceof
the maximum atσ ≈ 2 in the plot of reliability.

Finally, we consider the multi-hop topology in Fig. 1b). We
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Fig. 2. Reliability vs. traffic rateλ for the star network in Fig. 1a) with
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nodes,λ = 10 pkt/s, a = −76 dBm, b = 6 dB.

use the same MAC and physical layer parameters as in the
single-hop case.

Fig. 7 shows the end-to-end reliability by varying the
spreadσ for different values ofb. Differently with respect
to the single-hop and linear topologies, a variation of the
outage thresholdb has a strong impact on the reliability
also for small to moderate shadowing spread. In fact, due
to the variable distance between each source-destination pair,
the fading and the outage probabilities affect the network
noticeably. Nonetheless, this effect is well predicted by the
analytical model we have developed.

V. CONCLUSIONS

In this paper, we proposed an integrated cross-layer model
of the MAC and physical layers for unslotted IEEE 802.15.4
networks, by considering explicit effects of multi-path shadow
fading channels and presence of interferers. We studied the
impact of fading statistics on the MAC performance in terms of
reliability by varying traffic rates, inter-nodes distances, carrier
sensing range, and SINR threshold. We observed that the
severity of the fading and the physical layer thresholds have
significant and complex effects on all performance indicator
at MAC layer, and the effects are well predicted by the new
model. In particular, the fading has a negative impact on the
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reliability that is more evident as traffic and distance between
nodes increase. However, depending on the carrier sensing and
SINR thresholds, a fading with small spread can improve the
reliability with respect to the ideal case and the performance
can be optimized by opportunely tuning the thresholds.

As a future work, a tradeoff between reliability, delay, and
power consumption can be exploited by proper tuning of
routing, MAC, and physical layer parameters.
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