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Abstract—The IEEE 802.15.4 communication protocol is a two-ray ground radio propagation model is used in [7] and
de-facto standard for wireless applications in industrial and  only the path loss in [8].
home automation. Although the performance of the medium ; ; ; .
access control (MAC) of the IEEE 802.15.4 has been thoroughl | Recent studies hkav_e |nvest|ga]:[ed tlh_elperforman_ce O: mult
investigated under the assumption of ideal wireless chanhehere ple access networks In terms of multiple access Interierenc
is still a lack of understanding of the cross-layer interacions and capture effect [9], [10]. However, the models of the MAC
between MAC and physical layer in the presence of realistic mechanism are limited to homogeneous single-hop networks
wireless channel models that include path loss, multi-patifading  (same wireless channel for every node) with uniform random
and shadowing. In this paper, an analytical model of these qeo,1nyment. Moreover in [9], the fading caused by multippat

dynamics is proposed. The analysis considers simultanedys . . .
a composite Rayleigh-lognormal channel fading, interferace Propagation and shadowing effects have not been considered

generated by multiple terminals, the effects induced by hiden While it is known that it may have a crucial impact on the
terminals, and the MAC reduced carrier sensing capabilitis. It performance of packet access mechanisms [11].

is ShOWn that the I’ellablllty of the Cont(_:)ntion-based MAC ower |n thls paper we propose an analytlcal model that |S able
fading channels is often far from that derived under ideal cannel -, -5 54re the cross-layer interactions of IEEE 802.15.4MA
assumptions. Moreover, it is established to what extent fadg . . . -

may be beneficial for the overall network performance. and physical layer over interference-limited wirelessrsies

with composite Rayleigh-lognormal fading in single-homan
multi-hop networks. We describe how to account for statis-
tical fluctuations of the signal-to-(interference plus s®)i
|. INTRODUCTION ratio (SINR) in the model of the MAC. Based on the new

The development of wireless sensor network (WSN) sygiodel, we determine the impact of fading conditions on the
tems relies heavily on the behavior of underlying communMAC performance under various settings for traffic, inter-
cation mechanisms. A clear understanding of the achievablede distances, carrier sensing range, and SINR. Moreover,
performance and cross-layer interactions over realistid-e we discuss system configurations in which a certain severity
ronment is missing for the IEEE 802.15.4 standard [1], whictf the fading may be beneficial for overall network relietyili
is widely used in industrial control, home automation, teal To determine the network operating point and the perfor-
care, and smart grid applications. mance indicators in terms of reliability, a moment matching

Ongoing research activities focus on performance charactapproximation for the linear combination of lognormal rand
ization of the IEEE 802.15.4 MAC layer in terms of reliabjlit variables based on [12] and [13] is adopted in order to build a
(i.e., successful packet reception probability), packetayl model of the MAC mechanism that embeds the physical layer
throughput, and energy consumption [2]-[4]. These araditi behavior. An extended version of the performance evaloatio
studies are almost all based on extensions of the Markowichgresented in this paper is reported in [14].
model originally proposed by Bianchi for the IEEE 802.11 The remainder of the paper is organized as follows. In
MAC protocol [5], under ideal channel conditions. In [6]Section Il, we introduce the network model. In Section I,
a model of packet losses due to channel fading has beg@ derive an analytical model of the unslotted IEEE 802.15.4
introduced into the homogeneous Markov chain present®tAC over fading channels. The accuracy of the model is
in [3]. However, fading is considered only for single packegvaluated by Monte Carlo simulations in Section IV. Sectfon
transmission attempts, the effect of contention and mieltipconcludes the paper and prospects our future work.
access interference is neglected, and the analysis iseneith
validated by simulations nor by experiments. In [7], [8]eth
optimal carrier sensing range is derived to maximize the
throughput for IEEE 802.11 networks; however, statistical We illustrate the network model by considering the two

modeling of wireless fading has not been considered, buf@pologies sketched in Fig. 1. Nevertheless, the analytica
results that we derive in this paper are applicable to anylfixe
The authors acknowledge the support of the Swedish Foumddor topology.
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and the PRIN Greta project. network, where node is deployed at distance; , from the
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II. NETWORK MODEL



case, and then we generalize the model to the multi-hop case
in Section IlI-E.

O fio )
\T/ A. Unslotted IEEE 802.15.4 MAC Mechanism
. o The unslotted IEEE 802.15.4 MAC mechanism is based
\ on a carrier sense multiple access with collision avoidance
@) (CSMAJ/CA), and binary exponential backoff. Each node can
be in one of the following states: (i) idle state, when theaod
@) Single-hop star topology ) Multi-hop topology is waiting for a packet to be generated; (ii) backoff staii@; (
clear channel assessment (CCA) state; (iv) transmissaia. st
Let the link I be in idle state with probability|) .. The
three variables given by the number of backoNs3, the
backoff exponenB F, and the retransmission attempitg’ are
initialized: the default initialization iV B=0, BE=mg, and
root node at the center, and where nodes forward their pack8f'=0. From idle state, the transmitting node wakes up with
with single-hop communication to the root node. In Fig. 1bprobability ¢;, which represents the packet generation proba-
we illustrate a multi-hop topology with multiple end-desgc bility in each time unit of duratiort, = aUnitBackoffPeriod
that generate and forward traffic according to an uplinkingut and moves to the first backoff state, where the node waits for
policy to the root node. a random number of complete backoff periods in the range
Consider node that is transmitting a packet with trans-0, 277 — 1] time units.
mission powerP,, ;. We consider an inverse power model of When the backoff period counter reaches zero, the node
the link gain, and include shadowing and multi-path fadingerforms the CCA procedure. If the CCA fails due to busy
as well. The received power at nogewhich is located at a channel, the value of bothV B and BE is increased by one.

Fig. 1. Example of topologies: single-hop star topology (be left) and
multi-hop topology with multiple end-devices (on the right

distancer; ;, is then expressed as follows Once BE reaches its maximum valuey, it remains at the
P same value until it is reset. IV B exceeds its threshold, the

Puij = 0 k"“ fiexp(y;) - (1) packet is discarded due to channel access failure. Otrerwis

i the CSMA/CA algorithm repeats the backoff procedure. The

The constant, represents the power gain at the referendganmsitting node is in CCA state with probability, and
distancel m, and it can account for specific propagation enviither moves to the next backoff state if the channel is sknse
ronments and parameters, e.g., carrier frequency andragtenbusy with probabilityc;, or moves to transmission state with
In the operating conditions for IEEE 802.15.4 networks, tHerobability (L—a;). The reception of the corresponding ACK is
inverse ofc, (i.e., the path loss at the reference distance) is iterpreted as successful packet transmission. The nogesno
the ranget0 — 60 dB [1]. The exponent is called path loss from the transmission state to idle state with probability-(
exponent, and varies according to the propagation enviemim:)- As an alternative, with probability;, the packet sent to the
in the range2 — 4. The factorf; models the channel fadingreceiving nodej is lost, and the variabl&T" is increased by
due to multi-path propagation, which we assume to follo@ne. As long as?T'is less than its threshold, the MAC layer
a Rayleigh distribution, i.e., exponential distributiof the initializes BE=m, and starts again the CSMA/CA mechanism
power attenuation, with p.d.f. to re-access the channel. Otherwise the packet is discdrded
to the retry limit.
pri(2) = zexp(—2).

A random Iognorma! component models the shadowing effegs MAC-Physical Layer Model
due to obstacles, with; ~ N(0,02). The standard deviation ) ) o
o, is called spread factor of the shadowing. The model weASSUMe packets are generated with Poisson distribution at
adopt is accurate for IEEE 802.15.4 in a home or urbdAt€ A:- The probability of generation of a new packet after
environment, in which devices may not be in visibility. an idle unit time is thery; = 1 — exp(—Ai/5). Effects of a

In the rest of the paper, we use the indeto indicate a lImited buffer size can be included in the expression;ofoy
link, where is the transmitting node angl is the receiving Cconsidering the probability that the node queue is not empty
node. We use double indices {) for variables that depend after a_packet has been successfully sept, after a packet has
on a generic pair of nodes in the network. k_)e(_en discarded due to channel access failure or due to tiye ret
limit (see [4]).
Il IEEE 802.15.4 MACAND PHY LAYER MODEL The expression of the idle state prob:’;\bilib)g_’)oy0 can

' T be derived from the normalization condition of the Markov

In this section we propose a novel analytical setup ¥hain model in [4]. From the same Markov chain, the CCA
derive the network performance. We extend the unslotted MA§¢obability 7; is derived as

model presented in [4], which was developed under ideal 41 ntl

" ! . 1—a” 1- 0
channel conditions, to include the main features of channel = i L b)Y o 2)
impairments and interference. First, we consider a sihgle- I—a 1-& Y




whereg; = v (1— a}”“). A step-by-step derivation of Eq. (2) SINR between the received power from the transmitter and the

is provided in [4]. total interfering power plus the noise levd}, is lower than a
In the following, we propose a novel analysis to derive thé@reshold (outage). In the event of no active interferers, which
busy channel probability; and the packet loss probability, occurs with probability 1+,(1), the packet loss probability is

in the case of fading. the probability that the signal-to-noise ratio (SNR) betwe
The busy channel probability is the received power and the noise level is lower thaHence,
Q) = Qpkg,l + Qack,1 () == Ha(1)) it + Ha (975
+ (2L — 1) Hy ((1—piet) piit) ()

where apkt,; iS the probability that the transmitting node

senses the channel and finds it occupied by an ongoing packAtre pgcjwjd = Pr[Pu,,j/No < b] is the outage probability

transmission, whereas, . is the probability of finding the due to fading on the useful link (with no_interferers), and
channel busy due to ACK transmission. Assume that packett _ p,. Prx,i,j/(Z;nfll Prx.-, j + No) < b is the outage

.. . . 1,)
?(arls(jp:(\:?Keltransm|SS|ons occupy and Laqc units of time, probability in the presence of interferers (with composite
ively.

- ~_ channel fading on every link).
The busy channel probability due to packet transmissionstp,q expressions of the carrier sensing probabifityin

evaluated at the transmitting notles the combination of three Eq. (2), the busy channel probability in Eq. (3), the collision
events: (i) at least one other node has accessed the ChaBF’@J}ab’ility in Eq. (7), forl = 1,...,N form,a system of

within one of the previoud. units of time; (ii) at least one of |5 |inear equations that can be solved through numerical
the nodes that accessed the channel found it idle and strtefaihods [15].

transmission; (iii) the total received power at nadis larger
than a threshold, so that an ongoing transmission is detected

by node:. C. Model of Aggregate Multi-path Shadowed Signals

The combination of all busy channel events yields . . .
In this subsection, we approach the problem of computing

apre, = LH (pi) | (4) the sum of multi-path shadowed signals that appear in the
detection probability and in the outage probability.

where Consider nodei performing a CCA and let us focus
N-10Onvotl N our attention on the detection probability in transmission
Hi(x) = Z Tk; H (1= 7n,)x Pr[>"_, Pxn,i > a], where z is the current number of
v=0 j=1 k=1 h=v+2 active nodes in transmission. By recalling the power chan-
k=1 Ckim+1 k nel model in Eq. (1), let us define the random variable
X (1 - aZ")X H Qrp s (5) }/1 =In (Zizl Ai,n eXp(yn)) with Aln = COPtx,n.fn/Tyli'a
m=0n=1 z=1 r=m+2 andy, ~ N(0,02). Since a closed form expression of the

Crv = (*1), andpdet — pr[Smtlp > q| is the Probability distribution function ot; does not exist, we resort
ko = (o) Pi Lom1 Poxeni to a useful approximation instead. In order to characterize

detection probability. The index accounts for the events . L
of simultaneous accesses to the channel and the irjde}/“ we apply the Moment Matching Approximation (MMA)

enumerates the combinations of events in which a nurhber method, which approximates the statistics of linear combi-

. : nation of lognormal components with a lognormal random
channel accesses are performed in the network simultalyeous 9 P g

i 2

Given N nodes in the network, the indéx refers to the node variable, _SUCh that; ~ N'(iry;, oy,)-
in the k-th position in thej-th combination of out of N —1 _ According to the MMA methodny, and oy, can be
elements (node is not included). The index,, accounts for obta!ned by matching the;ﬁrst two moment_smfp(Yi) with
the combinations of events in which one or more nodes fir’ilae first two moments 0 _,,_; A;n exp(yn). i€
the channel idle simultaneously. A 1 i 1

The busy channel probability due to an ACK transmission]\/llzexlo(_nyi+ §UW):ZE{AW} eXp@yn"" §Uyn>’ (8)
follows from a similar derivation. An ACK is sent only after n=1

a successful packet transmission: M & exp (—2ny. + 20v.) :zﬂ”: z””: B{AL A x
Qack,l = Lo Ha ((1 - ’an)p?Ct) ) (6) m=1n=1

2 2

wherelL, is the length of the ACK. The detection probability X exp<77y7,j—77yn+<Uﬂ + Tvm + Py sy Oty Ty, )) (9)

piet is evaluated with respect to the set of destination nodes. 2 2

By summing up Egs. (4) and (6), we computein Eq. (3). Solving Egs. (8) and (9) fomy, and oy, yields ny, =
We next derive an expression for the packet loss probabilitys In(Ms) — 21n(M,), andoy, = In(Ms) — 21In(M;).

~1, hamely the probability that a transmitted packet in the |t follows that

link I = (i,5) is not correctly detected in reception, by In(a) — 1y,

using similar arguments as above. A packet transmission is p{" = Pr[exp(¥;) > a] ~ Q (7) ; (10)

not detected in reception if there is at least one interferin oY;

node that starts the transmission at the same time and wieereQ(z) = 1/v2n [ exp (—v?/2) dv.



Similar derivations follow for the outage probability inattempts. According to the IEEE 802.15.4 MAC mechanism
receptiorpg’_“t Pr {prxu/(zm“ Pixs, i+ No) < b}. Let described in Section IlI-A, the probability that the packet

us now define the random variable the link [ = (4, ) is discarded due to channel access failure
) can be expressed as
Y/ =—In <Z Bz‘,j,n eXp(gn)> , - a;n-ﬁ—l(l _ ('7l(1 _ am+1))n+l)
n=1 ’ 1— 'Yl( m+1)
Pix nr . Ce .
bt fn for n=1 .2 and the probability of a packet discarded due to retry lingits
whereB; j,, = P;V* 1: j
i f, for m=a+1 pera = (L — Q"))
andj — Yo —yi for n=1,.,x _ Therefore, the reliability is
| —y; for n=z+1 R — 11
_ Again, according to the MMA method, we approximate 1 =1=pets = Pers- (11)

Yij ~ Ny, 0%, ), whereng, andoy,  can be obtained |t is worthwhile mentioning that the last expressions lifle t
by matching the ﬁrst two moments ef(p(ffi ;) with the first reliability at the MAC level with the statistical descripti of
two moments 01271:’:1 Bi j.nexp(in), as before. Therefore, wireless channel environment through Eq. (7) and the aisalys

R of Subsection III-C.
Py = Pr [fiexp(¥i) < b} -
(In(w) ) E. Extension to Multi-hop Communications
// pr(z |w eXP( 2—2>dw dz. Here we extend the model to a general network in which
O’Y w . . . . . .
information is forwarded through a multi-hop communicatio
The analysis above holds for a generic weighted compotsi-a sink node.
tion of lognormal fading components. In the case of logndrma The model equations derived in Section I1I-B are solved for
channel model, where only shadow fading components a&ach link of the network, by considering that a generic node
considered, (i.e.f; = 1), the outage probability becomes ¢ forwards aggregate traffiQ;. The total average aggregated
() — s traffic of nodei is Q; = ¢;/ S, pkt/s, wherey; is the probability
Yij of having a packet to transmit in each time unit afdis the
oy, ) duration of the basic time unit in IEEE 802.15.4. We deflne
e vector of node traffic generation rates. We assume that th
uting matrix is built such that no cycles exists. The dffefc
routing can be described by the mathk in which M; ; =1
out _q /OO 1 ( (In(w ) ,)2 ) if node j is the destination of nodg andM; ; = 0 otherwise.
— exp — bw| dw. "
\/_UY oy

Pyt = Pr [GXP(YM) < b} ~1-Q (

For a Rayleigh-lognormal channel, the outage probabili&
becomes

Pi 203 We define the traffic distribution matrik by scalingM by
the probability of successful reception in each link as cnuig-
The mean and standard deviation Xf and Y; ; can be cessfully received packets are forwarded, Te; = M; R,
obtained by inserting the moments ¢f in the moments of whereR; is given by Eq. (11).
A, and B; ; ,. For Gamma distributed componernfs we Therefore, the vector of traffic generation probabilitiss i

obtain E{f;} =1 and E{f?} = =£L. given by [4]
We remark here that the evaluation @', and pyut can -
be carried out off-line, with respect to the solu'uon of the Q=Al-T (12)

system of nonlinear equations that need to be solved WhgRere | is the identity matrix. Eq. (12) gives the relation
deriving 7;, oy and~;. Therefore, the proposed model can bgetween the idle packet generation probabijitythe routing
implemented with only a slight increase of complexity withnatrix M, and the performance at MAC layer (through the
respect to the analytical model of the IEEE 802.15.4 MAnk reliability ;). To obtain the multi-hop network model,
mechanism presented in [4], and the online computation tif@ couple Eq. (12) with the expressions for o; and R;, as

is not affected significantly. obtained by Egs. (2), (3), and (11).

D. Reliability IV. PERFORMANCEEVALUATIONS

As a following modeling step, we investigate the reliapilit In this section, we present numerical results for the new
of the IEEE 802.15.4 MAC over fading channels. For eaamodel for various settings, network topology, and operetio
node of the network, we define the reliability considering thWe report extensive Monte Carlo simulations to validate the
probability that packets are discarded at MAC layer. In oiasl accuracy of the approximations that we have introduced in
ted CSMA/CA, packets are discarded due to either (i) chanrieé model. The settings are based on the default specifisatio
access failure or (ii) retry limits. A channel access falurof the IEEE 802.15.4 [1]. We perform simulations both for
happens when a packet fails to obtain clear channel wittsingle-hop and multi-hop topologies.

m + 1 backoff stages. Furthermore, a packet is discarded ifFirst, we consider the single-hop star topology in Fig. 1a).
the transmission fails due to repeated packet lossesraftdr We let the number of nodes b€ = 7, the MAC parameters



mo =3 m=4my, =7, n=0, L =7, Lyx =2 and
the physical layer parametefd,, = 0 dBm, andk = 2.
We validate our model and study the performance of the

0.951 ==

network by varying the traffic rate,;, = )\, in the range e =0 model
0.1—10 pkt/s, the radius; o = r, in the rang&).1—10 m, and ool '_:ng i';del
the spread of the shadow fadiag = o, in the ranged — 6. g - 4- 0=3sim

Moreover, we show results for different values of the carrie %OSS o oo model

sensing threshold = —76, 66,56 dBm, and outage threshold
b=6,10,14 dB.

In Fig. 2, we report the average reliability over all links
by varying the node traffic rata. The results are shown for
different values of the spread in the absence of multi-path 0785 o o
(f; = 1). There is a good matching between the simulations Traffic rate (pkt/s)
and the analytical model (11). The reliability decreasethas - , - .

.. . . Fig. 2. Reliability vs. traffic rate\ for the star network in Fig. 1a) with
traffic increases. Indeed, an increase of the traffic gee®ral;"_ ; nodes, = 1 m, a = —76 dBm, b = 6 dB.
an increase of the contention level at MAC layer. However,
we can observe that the impact of shadow fading can be more
relevant with respect to variations in the traffic. Therefoa = & a
prediction based only on Markov chain analysis of the MAC
without including the channel behavior, as in the previous
literature, is typically inaccurate to capture the perfante
of IEEE 802.15.4 wireless networks, especially at larger
shadowing spreads. —=—0=0 model

In Fig. 3, the average reliability is reported as a function '_:_'Zigf,']fdd

0.8
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of the radiusr for different values of the spread. Again, - A-0=3sim 1
analytical results, obtained through Eq. (11), are in good osl o og modl :
agreement with those provided by simulations. For the ideal

channel case (i.eq = 0) the size of the network does not 04 - )
affect the reliability in the range = 0.1 — 10 m. Foro = 6, 10 Radius 1 (m) 10

the performance degrades significantly as the radius isesea
An intermediate behavior is obtained fer = 3, where the Fig. 3. Reliability vs. radiug- for the star network in Fig. 1a) withv = 7
reliability is comparable to the ideal channel case for ghdl°9esA = 10 PkUs,a = =76 dBm, b = 6 dB.
links, but it reduces drastically for > 1 m. The effect is the
comblnatlon of an increase of the outage probab|l|ty with .thUFe the same MAC and physical layer parameters as in the
radius (due to the path loss component), and hidden tersingl
single-hop case.

that are not detected by the CCA. . N .

: T . Fig. 7 shows the end-to-end reliability by varying the

Fig. 4 shows the average reliability as a function of thse reado for different values ofb. Differently with respect

shadowing spread. The results are plotted for different value P : y P

of the carrier sensing threshotd The reliability decreaseszoutg]ee S;Sg;g?g) ?]r;i I;nes?rro;t]opci)lmog;ecst, c?n Vg]réatznagifmt he
when the thresholdz become larger. The impact of the g g 1mp Y

o ) . also for small to moderate shadowing spread. In fact, due
variation of the threshold is maximum fors = 0, and the . : o
to the variable distance between each source-destinasion p
gap reduces when the spreadncreases.

In Fig. 5, we plot the average reliability as a function O%he fading and the outage probabilities affect the network

the spreads for different values of the outage threshdid gggﬁit;?lhﬁgg?wglﬁ:’etgfvsgegtd'S well predicted b t
The thresholdb does not affect the performance noticeably y ped.
for ¢ = 0, while the gap in the reliability increases with
Note that for a high threshold the reliability tends to irase
with o as long ass is small or moderate, and it decreases for In this paper, we proposed an integrated cross-layer model
large spreads. In our setup, a maximum in the reliability ©f the MAC and physical layers for unslotted IEEE 802.15.4
obtained foro = 2. networks, by considering explicit effects of multi-patrasiow

In Fig. 6, we report the combined effects of shadow fadinigding channels and presence of interferers. We studied the
and multi-path fading on the reliability. We show the relittpp  impact of fading statistics on the MAC performance in terhs o
as a function of the spread of the shadow fading for log- reliability by varying traffic rates, inter-nodes distancearrier
normal and composite Rayleigh-lognormal fading. The ¢ffesensing range, and SINR threshold. We observed that the
of the multi-path is a further degradation of the reliakilit severity of the fading and the physical layer thresholdsshav
Furthermore, the multi-path fading evidences the presenfcesignificant and complex effects on all performance indicato
the maximum at = 2 in the plot of reliability. at MAC layer, and the effects are well predicted by the new

Finally, we consider the multi-hop topology in Fig. 1b). Wamodel. In particular, the fading has a negative impact on the

V. CONCLUSIONS
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Fig. 4. Reliability vs.o for the star network in Fig. 1a) wittv = 7 nodes,
r=>5m, A =10 pkt/s,b =6 dB.
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Fig. 5. Reliability vs.o for the star network in Fig. 1a) witth' = 7 nodes,
r=1m, A =10 pkt/s,a = —76 dB.

reliability that is more evident as traffic and distance hesw
nodes increase. However, depending on the carrier sensihg a
SINR thresholds, a fading with small spread can improve the
reliability with respect to the ideal case and the perforogan
can be optimized by opportunely tuning the thresholds.

As a future work, a tradeoff between reliability, delay, and

power consumption can be exploited by proper tuning o

routing, MAC, and physical layer parameters.
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