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A B S T R A C T

The convergence of wireless networks and control engineering has been a technological driver since the
beginning of this century. It has significantly contributed to a wide set of emerging applications, such as
smart homes, robot swarms, connected autonomous vehicles, and wireless process automation. Envisioning
further integration and developments in wireless control, in this paper we provide an overview of past results
and present some perspective on the future of the area. Rather than extensively reviewing existing results, we
provide a handbook for practitioners who want to tackle and contribute to wireless control. First, we introduce
the key types of wireless networks for control applications pointing out their main strengths and their main
bottlenecks. Then, we introduce the main technical approaches for the analysis and the design of wireless
control showing both their basic ideas and their applicability. Finally, we provide a vision for the future of
wireless control and we try to outline the main directions and research questions of the next decade.
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1. Introduction

The wireless revolution of the last decades has impacted everyday
ife far beyond the mere way of communicating. The pervasive con-
ection guaranteed by wireless networks has enabled the connected
orld where we live in, where both people and devices are constantly

inked in a networked fashion. For control applications, wireless is
articularly attractive because wiring can be drastically reduced, re-
onfigurability and interoperability can be enhanced, troubleshooting
an be simplified, fewer computational capabilities can be allocated to
he plant, and more complex control algorithms can be implemented.

Wireless networks can effectively bridge the gap between the surround-
ing dynamical physical systems that we want to control and interact
with and the countless algorithms that we can envisage and implement
in a cyber support. The so-called cyber–physical systems enabled by
wireless connectivity and control theory is expected to be one the most
impactful technologies of the new century (Annaswamy, Johansson, &
Pappas, 2024; Lamnabhi-Lagarrigue et al., 2017).

The main challenge slowing down the diffusion of wireless control
is the contraposition between the time requirements of control and
he communication timing provided by wireless. Since physical systems
volve dynamically and are affected by unknown disturbances, control
eeds up-to-date information and prompt actions, while, since the
etwork evolves dynamically and is affected by disturbances as well,
ireless communications might occur not on time. Indeed, wireless

ommunications are affected by packet losses and delays which neg-
tively affect the control. The faster the dynamical system is, and
he more safety-critical the application is, the more important timing
ommunications are and the more challenging control with imperfect
ommunications is. For this reason, wireless has different penetration
n different control applications depending on their time-criticality.

Today, wireless is widely employed to connect sets of spatially
distributed sensors. This setup is usually referred to as Wireless Sen-
sor Network (WSN). WSNs have been applied for monitoring in a

ide range of scenarios spanning from the industrial environment (the
nterested reader is referred to the seminal successful application at
herry Point refinery in 2006 (Emerson, 2008)), civil infrastructures

ike bridges and skyscrapers, (a curious early implementation was in
the Golden Gate Bridge in San Francisco bay (Kim et al., 2007)),
and in the medical area (an interesting pilot application has been
implemented at Johns Hopkins Hospital Emergency Department (Ko
et al., 2010)). Looking forward, environmental monitoring is expected
to exploit WSNs to achieve future sustainability and ecological goals
(Malaver, Motta, Corke, & Gonzalez, 2015). Since monitoring does
not have hard real-time requirements, these kinds of applications well
tolerate wireless communications and WSNs are nowadays routinely
sed.

WSNs usually include only sensing devices and, consequently, allow
only to observe the underlying process. By including actuators in the
network it is possible to go beyond simple monitoring applications
and actively act on the system. This more powerful setup, where
sensor, controller, and actuator are connected over a communication
network, is referred to as Networked Control System (NCS) and, more
specifically, as wireless NCS when links are wireless.

The NCS architecture can be found in home automation applications
such as light control and temperature control. In fact, a home can be
seen as a dynamical system with several outputs, e.g. the temperature
and the room light, and inputs, e.g. heating, ventilation, air condi-
tioning (HVAC) and light switches. NCSs have found big room for
applications also in agriculture, e.g. for irrigation (see the remarkable
results of the automated irrigation systems for sage, thyme, origanum,
and basil, installed in Mexico (Gutiérrez, Villa-Medina, Nieto-Garibay,
& Porta-Gándara, 2013)). Note that such applications are not safety
critical, transmission rates are generally low (generally speaking, less
than 1 transmission per second) and timing flaws are negligible. For
these reasons, they can operate over wireless without safety concerns.
2 
Fig. 1. Rough representation of some control applications and their requirements. The
blue area represents the requirements that are met by wireless. (For interpretation of
he references to color in this figure legend, the reader is referred to the web version
f this article.)

Wireless is fundamental for control applications involving multiple
autonomous plants. For instance, swarms of drones use wireless to
fficiently coordinate with each other and reach the desired formation.
imilarly, wireless is a fundamental feature in the next-future con-
ected and autonomous cars. In this application, vehicles communicate
ith the surrounding infrastructure, in order to collect information on

he traffic or the environment, and with each other, to effectively share
he road. Here, communication timing plays a critical role from the
ontrol point of view. For instance, at road intersections, a car might
eed to quickly retrieve information from other vehicles about their
ositions, velocities, and intentions in order to properly compute its
wn trajectory. As additional challenges, this kind of system is safety-
ritical since humans are involved and requires fast communications to
eliver possibly large amounts of data. Indeed, such wireless vehicular
etworks are still under study and suitable controllers are not ready
et.

Another gap in wireless control is regarding its use on the factory
floor. While wireless sensing for monitoring in the industrial envi-
ronment is consolidated, control with actuators connected by wireless
links is much less developed. In fact, industrial applications are safety-
critical since small errors can lead to hazardous events and, for this
reason, the actors are extremely reluctant to adopt wireless. The shift
to wireless for process control, which is mostly characterized by low
communication rates, is still in its infancy (see the seminal wireless
control system implemented for a starch cooker process at the Iggesund
paper mill in Sweden (Ahlén et al., 2019)). Manufacturing, which is
haracterized by higher communication rates, is growing and no solid

solutions or implementations exist. In particular, robotic manipulation
is firmly tied to wired cables. Future smart factories, as long advocated
by Industry 4.0, need to pervasively use wireless to connect all the
ensors, controllers, and actuators in a systematic and harmonious way,
aking into account many devices in large industrial plants and small
ampling periods for wireless robotics. These applications require safety

guarantees and high communication rates that are still not available
over wireless today.

Fig. 1 shows where we stand along the path of adopting wireless
control from the application point of view. In this paper, we try to
show this in a more rigorous and critical way. We introduce the main
wireless options for control and point out their main strengths and
their main limitations. We then introduce the main control approaches
showing their applicability and their limitations. This work aims to
provide a handbook for practitioners dealing with wireless control and
an overview of the current research trends. Building on top of this, we
provide a vision of the future of wireless control.
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Table 1
Overview of wireless network standards that can be used for control. Note that the values of the communication range and number of connected devices may vary in practice due
o the specific hardware employed. For WLAN, the maximum data rate is retrieved for the case of 20 Mhz bandwidth and 20 μs guard interval.

Low Rate WPAN WLAN LPWAN Cellular

ZigBee ISA100 W-HART WIA-PA WiFi 5 WiFi 6 SigFox LoRa 4G 5G

Max data rate 250 kbit/s 250 kbit/s 250 kbit/s 250 kbit/s 624 Mbit/s 1G bit/s 100 bps 50 kbit/s 1G bit/s 20 Gbit/s

Comm. range 10–100 m 10–250 m 10–250 m 10–250 m 10–120 m 10–120 m 10–40 km 10–20 km 10 km 10–20 km

Channel access CSMA/CD TDMA TDMA TDMA CSMA/CD OFDMA ALOHA ALOHA OFDMA OFDMA

max no. of devices 100 250 250 250 250 250 ≥1000 ≥1000 ≥1000 ≥1000

topology star, tree, mesh star, mesh, star-mesh star, mesh star-mesh star star star star star star
Table 2
Typical performances of wireless networks under typical conditions. We consider Low-Rate Personal Area Networks (LRWPAN), Wireless Local Area Networks (WLAN), Low-Power
Wide-Area Networks (LPWAN), and cellular networks. For each kind of network, we chose a representative standard. Comparisons are ideally considered under similar typical
onditions. Due to the complex PHY and the stochastic MAC layer of modern WLAN and cellular networks, only qualitative values are possible for some metrics. The cycle time

is defined as the period between two following transmissions from the same device. For WirelessHart, the cycle time is computed assuming that N different systems with 1 sensor
and 1 actuator are served by the network. For Wi-Fi 6 and 5G, the ideal cycle times are given. For LoRa, the cycle time is computed considering a transmission of 1ms and taking
into account the ISM regulation.

Low-Rate WPAN (WirelessHart) WLAN (Wi-Fi) 6 LPWAN (LoRa) Cellular (5G)

Control apps healthcare smart home proc. monitoring proc. automation management smart building smart city agriculture smart city V2X

Cycle time 2N × 10 ms ≤ 1 ms 100 × 1 ms ≤ 1 ms

Packet rate 100 Hz ≥ 1 kHz 10 Hz ≥ 1 kHz

Packet loss rare potentially high potentially high potentially high

Delay deterministic potentially high potentially high potentially high

Energy moderate high low high

Cost moderate moderate low high

Max data rate 250 kbit/s 1G bit/s 50 kbit/s 20 Gbit/s

Comm. range 50 m 30 m 20 km 20 km

Channel access TDMA OFDMA ALOHA OFDMA

Max no. of devices 250 250 ≥ 1000 ≥ 1000
o
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2. Wireless networks

In this section, we provide an up-to-date overview of the existing
wireless networks of interest for control. We explicitly focus on the
features that have the main impact on control applications. The objec-
ive is to explain what happens between the control algorithm and the

physical plant in order to guide the choice of the most suitable wireless
standard and its best setup for the desired application. Hopefully, this
also gives rise to possible insight for future research in the design of
wireless networks for control.

We dedicate 4 different subsections for the 4 different main types
f wireless networks, namely the Low-Rate Wireless Personal Area
etworks, the Wireless Local Area Networks, the cellular networks, and

he Low Powered Wide Area Networks. We start each subsection with
he practical need for which each network has been designed and the

main uses for which it is employed today. Each subsection contains a
description of the physical layer (PHY) and the medium access layer
(MAC) of the different wireless standards since they play the most
critical role in the reliability and timeliness of the communication. A
general overview is reported in Tables 1 and 2.

2.1. Low rate WPAN

When wireless connectivity is needed for control applications, the
most common choice for control engineers are Low-Rate Wireless Per-
sonal Area Networks (LRWPAN) which include IEEE 802.15.4, ZigBee,
WirelessHART, ISA100.11a, WIA-PA, and others. Such standards have
been specifically designed to substitute wired connections in factories
at the lower levels of the automation pyramid with the aim of easily
onnecting sensors, actuators, and controllers (Petersen & Carlsen,

2011). Today LRWPANs are the norm for process monitoring (Emerson,
2008). They are also used for process automation and some attempts
ave been made for slow factory automation (Seibert & Blevins, 2011).
3 
They are widely used for smart home applications (Gill, Yang, Yao, &
Lu, 2009).

Since natively designed for control applications, the main objective
f LRWPAN is reliability. Small delays and extremely rare packet losses
re targeted in order for the overall system to be virtually identical
o the wired counterpart. This is achieved through robust transmission
chemes at the PHY layer and deterministic channel access methods at
he MAC layer.

Virtually all the LRWPAN standards adopt the PHY layer origi-
nally proposed by IEEE 802.15.4 standard (Wang & Jiang, 2016). The
tandard adopts Direct Sequence Spectrum Spread (DSSS), which is par-

ticularly robust to interference (Ergen, 2004), together with low-order
modulation and coding schemes to reduce the effect of noise (Ergen,
2004). Due to these choices, although high reliability is achieved,
ommunication speed is largely compromised and the data rate is
imited at 250 kbit/s (Ergen, 2004; Petersen & Carlsen, 2011).

LRWPAN standards adopt different features at the MAC layer. Orig-
inally, IEEE 802.15.4 standard defines two medium access schemes,
i.e. an unslotted channel access using CSMA/CA and a slotted channel
access using both CSMA/CA and TDMA (Park, Ergen, Fischione, Lu,
 Johansson, 2017). While ZigBee employs the MAC layer of IEEE
02.15.4 standard, WirelessHART, ISA100.11a, and WIA-PA have de-
ined their own MAC layers. Although they have different features,

they adopt a superframe structure consisting of multiple time slots
(Park et al., 2017). Typically, along the line of TDMA, each time
lot is allocated to a device and includes data transmission followed
y the acknowledgment (Wang & Jiang, 2016). However, some time

slots can be allocated also to other purposes, e.g. intra-cell and inter-
cell communications, sleeping, or transmissions with access contention
(Wang & Jiang, 2016). Since time slots are reserved, each device is
guaranteed to transmit within a known interval, collisions are excluded
and consequent retransmissions are avoided. It follows that the cycle
time is strongly preserved and low transmission delays are guaranteed.
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On the other hand, a delay before transmission is possible if the packet
generation instant does not coincide with the assigned transmission
instant. Moreover, communication resources are partially wasted if a
transmission is accomplished in less than a time slot.

At the LLC layer, LRWPAN standards usually adopt channel hopping
strategies to increase the robustness against frequency selective noise
(Petersen & Carlsen, 2011). At NET layer, LRWPANs propose ad-hoc
outing strategies to effectively route packets from the source node to
he destination node in multi-hop setups (Park et al., 2017).

Based on the experience gathered from WirelessHART, ISA100.11.a,
and WIA-PA, a new amendment of IEEE 802.15.4, referred to as IEEE
802.15.4e, has been recently standardized. Other LRWPAN standards
are 6LoWPAN and 6TiSCH which integrate IPv6. Further details can be
ound in Park et al. (2017).

The design choices of most widespread LRWPANs succeed in achiev-
ng the reliability and the determinism advocated by control systems.
owever, precisely the same choices result in the bottleneck which

imits the scope of application of LRWPANs. In fact, since each time slot
as to accommodate the transmissions of a packet of maximum size and
f an acknowledgment, the duration of the time slot is largely limited
y the robust but low data rate. The resulting slot duration of 10 ms
revents sampling periods below 20 ms even with a single plant and,
ue to TDMA and the superframe structure, it scales linearly with the
umber of systems. Plants with small sampling periods or with many
ystems (even if characterized by modest sampling periods) cannot be
ffectively implemented on current LRWPANs.

2.2. WLAN

Control engineers can decide to choose Wireless Local Area Net-
works (WLAN), which essentially coincide with the family of stan-
dards IEEE 802.11, commonly referred to as Wi-Fi. WLANs have been
specifically designed to provide high-speed communications among
computers in a limited area and high-speed connections to the internet
without relying on wired links. Although this is still the most common
use, WLANs are today employed in factories at the higher levels of
the automation pyramid to collect large data from the whole plant for
management purposes. Currently, WLANs are under evaluation also for
process control and manufacturing (Luvisotto, Pang, & Dzung, 2019;
Tramarin, Mok, & Han, 2019). Along this line, they have been used to
control robotic systems in some case studies (Branz et al., 2021).

Since the original scope of WLAN is to connect computers for
general data exchange, the main focus is on the transmission speed
despite the reliability. The key metric is the overall network throughput
which quantifies the total amount of data transmitted in the time
unit. In contrast with LRWPAN, high throughputs can be achieved
by sophisticated transmission schemes at the PHY layer and efficient
stochastic channel access methods at the MAC layer.

At the PHY layer, Wi-Fi (since IEEE 802.11a/g in 2003) adopts
rthogonal Frequency-Division Multiplexing (OFDM) (Tramarin et al.,

2019). Roughly speaking, the stream of data is divided into several
sub-streams which are transmitted simultaneously, in parallel, over
orthogonal subcarriers with narrow bandwidth and overlapping bands
(Proakis, 2008). OFDM largely increases the spectrum efficiency com-
pared to DSSS but suffers from Peak-To-Average Power Ratio, which
may result in off-band interference and higher bit error probability
(Jiang & Wu, 2008). Wi-Fi (since IEEE 802.11a/g in 2009) supports

ulti-antenna systems that enable MIMO technologies (Tramarin et al.,
2019). Multi-antenna systems are extremely flexible and they can be
sed to decrease the packet loss probability by transmitting multi-
le copies of the same packet (Transmit Diversity), to increase the

throughput by transmitting several data-streams in parallel (Spatial
Multiplexing, both on the downlink and on uplink, both in single-
user and multi-user configurations), or to increase SNR (Beamforming)
(Tramarin et al., 2019). MIMO techniques are powerful for WLAN
4 
though fragile, since they require accurate knowledge of the chan-
el matrix. Timeliness is also compromised by the overhead due to

synchronization and channel matrix estimation. Wi-Fi standard of-
fers a wide range of Modulation and Coding Schemes, ranging from
BPSK with 1/2 code-rate to 1024-QAM with 5/6 code-rate. Such so-
phisticated solutions allow us to achieve extremely high data rates.
In the single-antenna configuration, the maximum data rate is equal
to 143.4Mbit/s but in the multiple-antenna configurations data rates
approaching 1Gbit/s are possible (see https://mcsindex.com/).

Historically, the MAC layer of Wi-Fi relies on the well-known
CSMA/CD. Roughly speaking, when a device needs to transmit, it
senses the channel and checks if there are ongoing communications.
If the channel is free, the device (waits for a random period of time
and eventually) transmits while, if the channel is busy, the device
waits for a random period of time and eventually senses again the
channel (Proakis, 2008). Wi-Fi defines two variations of the classic

SMA/CD, namely the Distributed Coordination Function (and its
enhanced version called Enhanced Distributed Channel Access) and the
Point Coordination Function (and its enhanced version called Hybrid
Coordination Function) (Tramarin et al., 2019). Essentially, the for-
mer includes RTS/CTS, user prioritization, and dedicated transmission
windows, while the latter consists of the alternation of contention and
contention-free periods (Tramarin et al., 2019). Such channel access has
resulted to be effective in increasing the asymptotic throughput but it
presents limitations for short packets due to large overheads.

From the last release (IEEE 802.11ax in 2019), WiFi adds Orthogo-
nal Frequency Division Multiple Access (OFDMA) on top of the existing
hannel access (Tramarin et al., 2019). Informally, OFDMA can be seen

as a multi-user version of OFDM where subcarriers are allocated to
multiple users. In Wi-Fi, OFDMA is used for transmissions both from
the access point to multiple users and from multiple users to the access
point (Khorov, Kiryanov, Lyakhov, & Bianchi, 2018). While the former
is easier to implement since the transmitter is unique, the latter requires
sophisticated coordination governed by the access point through special
trigger frames. Essentially, the access point has to allocate the subcar-
riers to the different users and select their modulation, coding rate,
transmission power, and MIMO configuration (Khorov et al., 2018).
nterestingly, transmissions from the access point, including the trigger
rames initializing OFDMA exchanges, follow the underlying random
hannel access based on CSMA/CD. Through prioritization, however,
t is possible to almost exclude classic data transmission not governed
y OFDMA (Khorov et al., 2018).

Along the path of increasing the overall throughput, Wi-Fi has
favored the overall average asymptotic communication performances
over a pointwise-in-time minimal service. Consequently, the communi-
cations are prone to packet losses and delays, possibly with transient
communication blackouts, which are not suitable for control applica-
ions. For these reasons, Wi-Fi is still not used in practice for real-time
ontrol purposes.

2.3. Cellular networks

Cellular networks have been conceived to provide wireless connec-
tion between users ideally spread all over the world. Starting from
the pure voice communications of the first standards, nowadays mod-
ern cellular networks allow a tremendous variety of services mainly
enabled by the support of fast internet connection. In the area of
control systems, since cellular networks natively connect many mobile
users spread over wide areas, they have been studied for Smart Grids
(Kalalas, Thrybom, & Alonso-Zarate, 2016) and Smart Cities (Marabissi
et al., 2018). Moreover, backed by its capillary penetration, the lat-
st standards have included services devised for Vehicle-to-Everything
V2X) and more general Machine-to-Machine communications (Araniti,
ampolo, Condoluci, Iera, & Molinaro, 2013; Shah, Ahmed, Imran, &

Zeadally, 2018).

https://mcsindex.com/
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From the historical perspective, the pioneering first generation of
ellular networks (including NTT, NMT, AMPS) appeared no more than
0 years ago. It encompassed many different standards developed all
ver the world and it merely employed analog transmissions, thus
rovided only voice communications (Khan, 2009; Lin & Lee, 2021).

The second generation of cellular networks (including GSM, GPRS,
DGE standardized by 3GPP, and CDMA2000 standardized by 3GPP2)

appeared around 30 years ago and decisively adopted digital commu-
ications, allowing also short text exchange (Lin & Lee, 2021). The
econd generation achieved a great capillary diffusion but it is the
hird generation of cellular networks (including UMTS, HSDPA, HSPA+
tandardized by 3GPP, and HRPD standardized by 3GPP2), appeared
round 20 years ago, that has enabled the connected world where we
ive in thanks to its support to internet connection (Khan, 2009; Lin &

Lee, 2021). In a few years, anyway, this milestone has been overstepped
and novel transmission schemes were advocated to accommodate more
evices, more traffic, and more application cases. Here, the fourth
eneration (including LTE and LTE Advance) and the fifth generation
f cellular networks (including NR) come into play.

LTE and NR adopt similar transmission schemes. At the PHY layer,
OFDM is used. Visually, the channel looks like a time–frequency grid.
In the frequency domain, subcarrier spacing is fixed and equal to
5 kHz in LTE (Astély et al., 2009), while it is flexible and ranges

between 15,30,60,120,240 kHz in NR (Parkvall, Dahlman, Furuskar, &
Frenne, 2017). In the time domain, frames of 10 ms are divided into
0 subframes of 1 ms. On top of the time and frequency domains, also
 spatial domain is enabled thanks to MIMO technologies. Similarly
o Wi-Fi, multiple antennas at the transmitter and at the receiver can
e exploited to achieve Transmit Diversity, Spatial Multiplexing, and
eamforming. Massive MIMO is also a possibility (Parkvall et al., 2017).

At the MAC layer, both LTE and NR adopt OFDMA with scheduling
overned at the base station (Astély et al., 2009; Parkvall et al., 2017).

Control channels are used to communicate time–frequency-space allo-
cation. Physical Downlink Control Channels, typically allocated in the
first symbols of a slot, communicate the transmission allocation and
he other scheduling information (such as modulation, coding rate, and
IMO configuration) to the interested devices (Parkvall et al., 2017).

Physical Uplink Control Channels, allocated in dedicated slot or, pos-
ibly, in the last symbols of a slot in NR (self-contained slot), are used
or hybrid-ARQ acknowledgments and other channel state information

(Parkvall et al., 2017). Both dynamic and semi-persistent scheduling
re possible. Dynamic scheduling on a slot basis is particularly flexible,
hile semi-persistent scheduling allows to avoid scheduling requests

by reserving periodic resources to a device (Parkvall et al., 2017). The
nterested reader is referred to Dahlman, Parkvall, and Skold (2020) for
 more detailed description.

The latest releases of LTE and NR include specific features that are
attractive for control purposes. LTE has introduced Narrowband Inter-
et of Thing (NB-IOT) technology and support for V2X communication,

together with additional features to reduce latency such as the short
ransmission time interval (Dahlman et al., 2020). NR has been natively
esigned to serve three different classes of use cases: Enhanced Mobile
roadband (eMBB), Massive Machine-type Communication (mMTC),
nd Ultra-Reliable Low-Latency Communication (URLLC) (Dahlman
t al., 2020). While eMBB is devoted to high-throughput communica-
ions, mMTC and URLLC have been designed to serve IoT applications
nd safety-critical systems, respectively. As such, mMTC provides low
ata rates but wide area coverage and low power consumption, while

URLLC targets small latencies. This wide spectrum of services comes
with the possibility of splitting a network into different slices charac-
terized by different classes of use cases (Zhang, 2019), making NR an
extremely flexible solution able to accommodate different applications
within the same infrastructure.

URLLC is particularly interesting for industrial control applications
(Sachs, Wikstrom, Dudda, Baldemair, & Kittichokechai, 2018). Features
utlined above such as larger frequency spacing, self-contained slots,
5 
and semi-persistent scheduling, have been precisely proposed with the
aim of providing low latencies. Along the line of short transmission
time interval in LTE, NR standard also defines the possibility of non-
lot-based transmissions, referred to as minislots, that can be shorter
han a slot (so that decoding can start sooner and information can be
eady sooner) and can start later in the slot (so that a packet generated
uring a slot can be transmitted without waiting the next slot) (Parkvall

et al., 2017; Sachs et al., 2018). The standard also allows high-priority
packets to preempt an ongoing communication (Parkvall et al., 2017;
Sachs et al., 2018).

2.4. LPWAN

In order to connect devices spread over wide areas with strong
energy requirements, Low Powered Wide Area Networks (LPWAN) such
s LoRaWAN and SigFox can be effectively employed. Such networks

are convenient when the devices cannot be easily changed or recharged
ecause of their locations (either because they are far, in harsh en-
ironments, or not easily accessible) but also to lighten maintenance
rocedures. For this reason, the original applications of LPWAN are
uilding and environmental monitoring but they have been used also
n agriculture and in factory applications (Fedullo et al., 2022).

In order to extend the battery life as much as possible, standards
ave been explicitly designed to minimize the energy consumption for
ommunication at the cost of minimal communication performances.
his is achieved through robust solutions at the PHY layer and a

minimal channel access at the MAC layer.
LoRaWAN adopts the proprietary PHY layer of LoRa standard,

developed by Simtech, using Chirp Spread Spectrum. Intuitively, the
ransmitted waveform is a sinusoidal signal with frequency varying
inearly with time (Haxhibeqiri, De Poorter, Moerman, & Hoebeke,

2018). The frequency profile of a chirp starts at a given initial fre-
quency, increases until the upper limits of the band, jumps to the lower
limit of the band, and keeps increasing until returning to the initial
frequency (Reynders, Meert, & Pollin, 2017). It follows that the whole
band is swapped during each symbol and the information is encoded
in the value of the initial frequency (Liando, Gamage, Tengourtius,
 Li, 2019; Reynders et al., 2017). The resulting data-rate can reach

values up to 27Kbit/s (Liando et al., 2019) and up to 50Kbit/s with
channel aggregation (Augustin, Yi, Clausen, & Townsley, 2016). This
solution proves to be extremely robust to frequency offset, possibly
allowing to save costs of sophisticated hardware (Augustin et al., 2016).
imilarly to DSSS, since the entire spectrum is used, transmissions are

robust to external noise. The low bitrate is beneficial to increase the
ommunication range.

At the MAC layer transmissions follow the traditional ALOHA algo-
rithm (with varying packet length) where a user attempts to transmit as
soon as data is generated (Augustin et al., 2016). This strategy is ben-
eficial to save energy since listening and waiting periods are avoided.

owever, since no carrier sense procedure is employed, collisions are
possible (Augustin et al., 2016). An evaluation of the packet losses due
o collisions for different channel loads has been done by Augustin
t al. (2016). The allocation of downlink transmissions depends on
he receiver setup. Depending on the device, downlink transmissions
re scheduled either in two windows following an uplink transmission
rom the same device, in specific windows communicated in advance,
r in any time instants. The three configurations have different energy
onsumption due to the different amounts of time the device is required

to be awake and to listen to the channel. It must be noted that a
device cannot directly communicate with another device (Augustin
t al., 2016).

LoRaWAN operates at the license-free ISM band. According to the
urrent regulation, devices have to follow a duty cycle of 1%, which

strongly reduces the possible packet rate (Augustin et al., 2016).
An alternative solution is the proprietary standard SigFox. At the

HY layer, it adopts Ultra-Narrow Band modulation type which guar-
antees a good SNR even with low transmitted power or long distances
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(Lavric, Petrariu, & Popa, 2019). Of course, this comes with really
mall data rates, typically less than 100bps. Similarly to LoRaWAN, the

MAC layer employs the simple ALOHA protocol, and downlink trans-
issions are allowed only in specific slots after uplink transmissions.
otably, communications between a device and the user application
ass through the remote proprietary SigFox cloud. Due to the duty-
ycle regulations of the ISM band where SigFox operates and the
xtremely low data rate, a device can transmit at most 140 packets of
2 bytes per day (Lavric et al., 2019).

Interestingly, in the last years, also cellular standards have defined
interfaces for LPWAN. LTE standard has included NB-IoT and eMTC
in later releases, while NR has included since the beginning the afore-
mentioned mMCT technology. Essentially, they consist of simplified
ersions of the communication protocols (PHY and MAC layers) aiming
o reduce power consumption while providing low packet rates and low
ata rates.

3. Wireless control

In this section, we dive into the control aspects of wireless control.
ollowing the typical pipeline of control design, we first start with the
odeling of the wireless network (Section 3.1) and we then outline the

ontrol techniques (Section 3.2, Section 3.3, Section 3.4). As wireless
control has been a highly active research theme for already 20 years
now, a comprehensive review of the main results would take several
pages and it is out of the scope of the paper. We prefer to provide
the main ideas and the mathematical formulations of some relevant
approaches. The objective is to provide a handbook for practitioners
so that they can readily (recover and) implement the controller that
better fits their applications and the available network performances.
At the same time, by describing the solutions devised in the past few
years, we make visible the main current limitations and we envision
the main future challenges of the field.

3.1. Modeling a wireless network for control

As in Fig. 2, a communication network can be represented as a
ynamical system that takes as input the time sequence of data to
ransmit and provides as output the time sequence of received data,
ith disturbance given by the external noise and the interference
ffecting the data transmission. In analogy with dynamical systems,
he function relating the input and the output depends on the param-
ters characterizing the network, the most important of which were
entioned in Section 2.

In this representation, the input signal is affected by the sampling
olicy, while the output signal is affected by packet losses and delays.
odulation, coding scheme, transmission power, channel access, and

o on are parameters of the network. As the output signal is the trans-
ormed version of the input signal through the system, packet losses
nd delays appearing in the output are determined by the network and
epend on the features of the input such as the sampling policy and
n the parameters of the network. For instance, a smaller sampling
eriod results in a higher network load and possibly more packet loss.
 higher-order modulation ideally results in a smaller interval between

he start and the end of the transmission but, for the same level of
xternal noise, the average loss probability is higher. Similarly, the
hannel access scheme affects the delay.

This general representation can be used to model any network stan-
dard and any network configuration. However, when wireless networks
come to control applications, an effective model of the network is
needed. A high-fidelity model taking into account all the features of the
network is in general difficult to derive and is too complex to accommo-
date control design. For this reason, several simpler models have been
proposed. Each model usually focuses on a specific imperfection that
characterizes the communication. In the following, we summarize some

relevant models that have been largely considered in the literature. t

6 
Fig. 2. Wireless network can be seen as a system with inputs, outputs, disturbances,
and characterized by system parameters.

Limited bitrate
Digital communications cannot deliver information at an arbitrarily

igh rate with an arbitrarily high reliability. In information theory, this
limit is formalized by the channel capacity. According to the Shan-
non theorem on channel coding, information rates below the channel
capacity can be achieved with an arbitrarily high reliability. Building
upon this fundamental feature, a wireless network can be modeled as
a reliable link with limited data rate. More formally, symbols from a
finite set are transmitted with a fixed periodicity and received without
errors with negligible delay. Mathematically, this can be formalized as

𝑟out (𝑘) = 𝑟in(𝑘) = 𝑠𝑖𝑘 , 𝑠𝑖𝑘 ∈  = {𝑠𝑖 ∶ 𝑖 = 1,… , 𝑀} (1)

where 𝑟out is the received signal, 𝑟in is the transmitted signal, and the
number of symbols 𝑀 is determined by the data rate. A small data rate
entails a small number of symbols.

As transmission power, fading, and noise all affect the channel
capacity and consequently the data rate, this model can be adapted
o consider these aspects. Also, signal quantization can be readily

included.

Varying transmission intervals
The limited data rate model captures the physical limitation of a

single wireless link but neglects that multiple links are served within
 wireless network. In fact, because data transmission is not instanta-
eous and the network is shared by multiple devices, wireless networks
annot ensure ideal transmission timing. A transmission cannot start
t any arbitrary instant but each device has to wait and to gather
ccess to the network before to transmit data. Moreover, transmission
nstants can depend on scheduling or event-triggered mechanisms. In
rder to capture the resulting behavior, the network can be modeled

by considering varying transmission intervals. Depending on the case,
transmission intervals can be deterministic or randomly distributed.

Mathematically, let {𝑡𝑖} be the sequence of transmission instants.
hen, the network can be modeled as

𝑟out (𝑡) = 𝑟in(𝑡𝑖) 𝑡 ∈ [𝑡𝑖, 𝑡𝑖+1) (2)

namely, the information delivered by the network is updated only at
the transmission instants.

Communication delay
Besides varying transmission intervals due to the network access

protocol, propagation, computation, and retransmissions result into
delays in the end-to-end communications. In the case of multihop
networks, the delay also accumulates over multiple links. Overall, at
the control layer, the wireless network can be modeled as a delay
block. Depending on the setup, it is possible to distinguish between
real-valued delays and integer-valued delays, where it is a multiple
of the sampling period. In general, a random variable can be used to
mathematically model the length of the delay period.

Let {𝑡𝑖} be the sequence of transmission instants and let 𝑑𝑖 ≥ 0 be the
elay of the packet transmitted at time 𝑡𝑖. Under the assumption that
he delay is shorter than the transmission interval, namely 𝑑𝑖 < 𝑡𝑖+1− 𝑡𝑖,
he network can be mathematically modeled as
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Table 3
Different wireless models have been addressed with different approaches.

Wireless model Representative solutions Main approach

Limited bitrate Hespanha, Ortega, and Vasudevan (2002),
Tatikonda and Mitter (2004), Nair and Evans
(2004), Nair and Evans (2004), Tatikonda, Sahai,
and Mitter (2004), Nair, Fagnani, Zampieri, and
Evans (2007),

control with limited bitrate

Varying transmission intervals Walsh, Ye, and Bushnell (2002), Nešić and Teel
(2004), Tabbara, Nesic, and Teel (2007), Tabbara
and Nesic (2008) Carnevale, Teel, and Nešić
(2007), Tabbara et al. (2007), Seuret and
Gouaisbaut (2013), Liu, Fridman, Johansson,
Henrik (2015), Heijmans, Postoyan, Nešić, and
Heemels (2020), Tabuada (2007), Heemels,
Sandee, and Van Den Bosch (2008), Postoyan,
Tabuada, Nešić, and Anta (2014), Donkers and
Heemels (2011), Heemels, Donkers, and Teel
(2012), Heemels and Donkers (2013), Anta and
Tabuada (2010)

emulation-based and event-triggered

Delay real-valued Cloosterman, Van de Wouw, Heemels, and
Nijmeijer (2009), Heemels, Teel, Van de Wouw,
and Nešić (2010), Garcia and Antsaklis (2012),
Dolk, Borgers, and Heemels (2016)

emulation-based and event-triggered

integer-valued Schenato (2008), Pin and Parisini (2010), Seuret,
Gouaisbaut, and Fridman (2015), Seuret and
Gouaisbaut (2013)

Lossy links

i.i.d. Sinopoli et al. (2004), Imer, Yüksel, and Başar
(2006), Gupta, Hassibi, and Murray (2007),
Schenato, Sinopoli, Franceschetti, Poolla, and
Sastry (2007), Garone, Sinopoli, Goldsmith, and
Casavola (2011)

model-based

Gilbert-Elliot Huang and Dey (2007), Sun, Xie, Xiao, and Soh
(2008), You, Fu, and Xie (2011), Mo, Garone, and
Sinopoli (2013), Wu, Shi, Anderson, and
Johansson (2017)

model-based

Markovian Quevedo, Ahlen, and Johansson (2012), Liu,
Quevedo, Li, Johansson, and Vucetic (2021)

model-based

Bounded seq Quevedo, Silva, and Goodwin (2007), Quevedo
and Nešić (2010), Li and Shi (2013)

PPC

Dependent on network params Park, Di Marco, Fischione, and Johansson (2012),
Gatsis, Ribeiro, and Pappas (2014), Gatsis, Ribeiro,
and Pappas (2018), Pezzutto, Tramarin, Dey, and
Schenato (2020)

model-based
a

t

u

𝑟out (𝑡) = 𝑟in(𝑡𝑖) 𝑡 ∈ [𝑡𝑖 + 𝑑𝑖, 𝑡𝑖+1 + 𝑑𝑖+1) (3)

namely, the information delivered by the network is updated a certain
eriod after the transmission instant. In the more general case where
elays are arbitrary and possibly longer than the transmission interval,

received packets can be out-of-order. In that case, a more involved
function is needed to model the network.

Lossy link
External noise and interference might corrupt the transmitted

acket in such a way it cannot be decoded. If retransmissions are not
resent, dropped, or outdated, the control packet is regarded as lost. In
rder to capture this phenomenon, from the control point of view, the
ireless network can be modeled as a lossy link. Intuitively, a lossy

ink can be represented as a switch: a successful communication is
represented as a closed switch, and a lost packet can be represented
as an open switch since it is equivalent to cut the communication link.

Packet loss can be mathematically represented as a binary random
variable.

𝜃𝑘 =

{

1 if packet 𝑟in(𝑘) has arrived
0 otherwise

(4)

Then the network can be mathematically expressed as
𝑟out (𝑘) = 𝜃𝑘𝑟in(𝑘) (5)

7 
so that no information is actually delivered when the packet has not
rrived.

As successful wireless transmissions depend on many network pa-
rameters, such as transmission power, fading, modulation, and coding,
this model can be extended to let the packet loss process depend on
hese parameters.

3.2. Closing the feedback loop over a wireless network

In this section we focus on the case where the wireless network is
sed to close the feedback loop. Fig. 3 depicts the wireless counterpart

of the basic control architecture studied in any control course. The
standard feedback loop is modified by substituting the ideal links
between the plant and the controller with wireless communications.
This architecture can be specialized or generalized to encompass many
other interesting setups. For instance, the link from the controller to
the actuator can be considered as ideal to represent the case where
they are co-located. Similarly, the link from the sensor to the controller
can be considered as ideal when they are co-located. Actuators and
sensors provided with computational capabilities, usually referred to
as smart actuators and smart sensors, respectively, are also considered.
More general setups with multiple actuators and multiple sensors or
with multiple plants and agents (in this case, the setup is closely related
to the centralized control approach) can be immediately obtained
as an extension of the fundamental scheme above. We remark that,
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Fig. 3. Wireless is used to close the feedback loop. This architecture can be generalized
o consider multiple sensors and actuators or multiple systems.

even in the cases where a single system is considered, the network is
implicitly used to connect multiple devices. Limiting the analysis to a
single system and representing the overall network behavoiur through
a specific model are typically needed to make the problem tractable.

Some relevant works on the case where the wireless network is
used to close the feedback loop are reported in Table 3. Different
etwork models have resulted into different control approaches. In the
ollowing, Without being exhaustive, we provide a rough description of
he typical approaches used in the literature. The aim is to rearrange
he main existing frameworks and orient the practitioners toward the
olutions that can better meet their needs. Interested readers can find

more references in targeted surveys such as Baillieul and Antsaklis
(2007), Hespanha, Naghshtabrizi, and Xu (2007), Hetel et al. (2017),
Liu, Selivanov, and Fridman (2019), Nair et al. (2007), Park et al.
(2017), Zhang, Gao, and Kaynak (2012), Zhang et al. (2019).

Control with limited bitrate
Since the bitrate of a wireless link is limited, it is fundamental to

quantify the information rate needed to stabilize the system. This is the
main objective of control with limited bitrate. For clarity of exposition,
let the plant be modeled as a discrete-time linear system

𝑥𝑡+1 = 𝐴𝑥𝑡 + 𝐵 𝑢𝑡 +𝑤𝑡 (6)

𝑦𝑡 = 𝐶 𝑥𝑡 + v𝑡 (7)

where 𝑥𝑡 ∈ R𝑛 is the state, 𝑢𝑡 ∈ R𝑚 is the input, 𝑦𝑡 ∈ R𝑝 is the output,
𝑤𝑡 ∈ R𝑛 is the process noise, and v𝑡 ∈ R𝑝 is the measurement noise.

The network is modeled as a digital link where a symbol from a
finite set is transmitted and received without errors at every sampling
period. The data rate of the communication is limited and computed as
𝑅 = log2(𝑀), where 𝑀 is the number of symbols in the set. The data
rate is assumed to be small and, consequently, the number of symbols
is low. It follows that scalar values cannot be communicated with high
precision and large intervals are mapped to the same symbol.

In the classic setup, represented in Fig. 4, an encoder is present at
the sensor and a decoder is present at the actuator. At each time instant
𝑡 ∈ N, the encoder maps the past measurements and the past symbols
into a new symbol

𝑠𝑡 = (𝑦𝑡, 𝑦𝑡−1,… , 𝑦0, 𝑠𝑡−1,… , 𝑠0) (8)

which is transmitted to the actuator. The decoder, which plays the role
f the controller, maps the received symbols into a control input

𝑢𝑡 = (𝑠𝑡, 𝑠𝑡−1,… , 𝑠0) (9)

and it is applied.
If the full state is measured and no process noise is present, the data

rate theorem (Nair & Evans, 2004) states that a system can be stabilized
if

𝑅 ≥ log2

(

∏

|𝜆𝑢𝑖 |

)

(10)

𝑖

8 
Fig. 4. Typical setup in control with limited bitrate. The network is modeled as a
binary channel with limited data rate.

where 𝜆𝑢𝑖 are the unstable eigenvalues of 𝐴. This fundamental result
shows that there exists a minimum data rate needed to stabilize a
given dynamical system. This approach has been used to study the
tability and state boundedness for systems with unknown bounded

disturbances (Hespanha et al., 2002; Tatikonda & Mitter, 2004) and
mean-square stability for random disturbances with unbounded support
Nair & Evans, 2004; Tatikonda et al., 2004). Performance bounds

achieved with different data rates and the optimal encoder have been
also studied (Nair et al., 2007). More general systems are considered
e.g. in Liberzon (2014), Liberzon and Hespanha (2005). The setup has
lso been generalized e.g. to jointly study limited bitrate and packet
osses (Minero, Franceschetti, Dey, & Nair, 2009; You & Xie, 2010).
esigns oriented to the control performance given the limited data rate
re e.g. Dey, Chiuso, and Schenato (2017), Tanaka, Esfahani, and Mitter

(2017).

Emulation-based control
In automatic control history, when digital microprocessors were

introduced, control engineers kept using standard continuous-time con-
trol design techniques although the new support was intrinsically at
discrete-time. Typically, first, the continuous-time controller was ob-
tained, and then it was sampled and implemented. This approach,
referred to as design by emulation, has proved to be effective and is
actually still used nowadays. It is following the same idea that, with
the advent of communication networks, researchers proposed to first
design the controller as if the links were ideal, namely neglecting the
network effects, and then to check the stability when the network is
present. The focus is thus not on control design but on system analysis
and, typically, bounds on the network performances are derived such
that closed-loop stability is preserved.

In the typical setup, the plant is modeled as a continuous-time
onlinear system

̇ 𝑝 = 𝑓𝑝(𝑥𝑝, ̂𝑢, 𝑤) (11)

𝑦 = 𝑔𝑝(𝑥𝑝) (12)

and a stabilizing continuous-time nonlinear controller is defined as

̇ 𝑐 = 𝑓𝑐 (𝑥𝑐 , 𝑦̂, 𝑤) (13)

𝑢 = 𝑔𝑐 (𝑥𝑐 ) (14)

where 𝑥𝑝 ∈ R𝑛 and 𝑥𝑐 ∈ R𝑞 are the plant and controller state,
respectively, 𝑢 ∈ R𝑚 is the desired control input, 𝑢̂ ∈ R𝑚 is the applied
ontrol input, 𝑦 ∈ R𝑝 is the system output, 𝑦̂ ∈ R𝑝 is the last received

system output, and 𝑤 ∈ R𝑑 is the process noise. In general, the plant
can consist of several subsystems and the overall controller can consist
of several decoupled control units. Multiple spatially distributed sensors
and actuators are present.

Let {𝑡𝑖} be the sequence of transmission instants with 𝑡𝑖+1 > 𝑡𝑖 for
any 𝑖 ∈ N. Between two following transmission instants, the applied
input and the last received output are not updated but kept constant.
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Fig. 5. Typical setup in emulation-based control. Due to the network, system input and
ontroller input are not continuously updated but sampled values are held. Stability of
he networked system with a legacy controller is studied.

In this interval, the network behaves as a Zero-Order Hold. At each
transmission instant, since the network is shared, only one device can
transmit. It follows that only some components of the desired input
or of plant output are transmitted. Assuming that transmission time is
negligible, the resulting behavior can be formalized as

𝑦̂(𝑡+𝑖 ) = 𝑦(𝑡𝑖) + ℎ𝑦(𝑖, 𝑦̂ − 𝑦(𝑡𝑖)) (15)

̂(𝑡+𝑖 ) = 𝑢(𝑡𝑖) + ℎ𝑢(𝑖, ̂𝑢 − 𝑢(𝑡𝑖)) (16)

where 𝑧(𝑡+) = lim𝑠→𝑡,𝑠>𝑡 𝑧(𝑡). The maps ℎ𝑦 and ℎ𝑢 are opportunely
defined to set to zero the components of either 𝑦̂ − 𝑦 or 𝑢̂ − 𝑢 cor-
responding to the device that transmits, while leaving unchanged the
other components. This setup is represented in Fig. 5.

Let 𝑒 ∈ R𝑝+𝑚 be the error induced by the network

𝑒 =
[

𝑒𝑦
𝑒𝑢

]

=
[

𝑦̂ − 𝑦
𝑢̂ − 𝑢

]

(17)

With some manipulations, the system can be written as

̇ = 𝑓 (𝑥, 𝑒, 𝑤) 𝑡 ∈ [𝑡𝑖, 𝑡𝑖+1] (18)

̇ = 𝑔(𝑥, 𝑒, 𝑤) (19)

𝑒(𝑡+𝑖 ) = ℎ(𝑖, 𝑒(𝑡𝑖)) (20)

that is a dynamical system with jumps. The period 𝑡𝑖+1− 𝑡𝑖 captures the
interval occurring between two following transmissions on the network
ue to the physical limitations of wireless links. The map ℎ can be
egarded as the communication protocol. It models the channel access

method and the scheduling.
General descriptions of the most common communication protocols

ave been proposed. A wide class is the set of Uniformly Globally
xponentially Stable (UGES) protocols (Nešić & Teel, 2004). A protocol
is UGES with gain 𝜌 if there exists a Lyapunov function 𝑊 such that

𝑎1|𝑒| ≤ 𝑊 (𝑖, 𝑒) ≤ 𝑎2|𝑒| (21)

𝑊 (𝑖, ℎ(𝑖, 𝑒)) ≤ 𝜌𝑊 (𝑖, 𝑒) (22)

It has been shown that Round Robin (RR) and Try-Once-Discard (TOD)
rotocols are UGES. Other classes of protocols are persistently exciting
rotocols (Tabbara et al., 2007), which can model general CSMA,

stochastic protocols (Tabbara & Nesic, 2008), which can model CSMA
ith waiting times and slotted p-persistent CSMA, almost surely UGES

Tabbara & Nesic, 2008), which can effectively model RR and TOD with
packet losses.

The general model (18) is used to analyze the stability of the
closed-loop system for different communication protocols following a
mall-gain approach. Assume that the protocol ℎ is UGES with gain 𝜌
nd satisfies

⟨

𝜕 𝑊 (𝑖, 𝑒)
𝜕 𝑒 , 𝑔(𝑥, 𝑒, 𝑤)⟩ ≤ 𝐿𝑊 (𝑖, 𝑒) + |𝐻(𝑥) +𝑤| (23)
9 
for some 𝐿 and a desired function 𝐻 . Assume that the original
system 𝑥̇ = 𝑓 (𝑥, 𝑒, 𝑤) with 𝑒 and 𝑤 exogenous inputs is 𝑝 stable from
(𝑒, 𝑤) to 𝐻(𝑥) with gain 𝛾. Assume that 𝜖 < 𝑡𝑖+1 − 𝑡𝑖 < 𝜏𝑀 𝐴𝑇 𝐼 where
𝜖 > 0 and

𝜏𝑀 𝐴𝑇 𝐼 = 1
𝐿

ln
(

𝐿 + 𝛾
𝜌𝐿 + 𝛾

)

(24)

where 𝜏𝑀 𝐴𝑇 𝐼 is called the Maximum Allowable Transmission Interval
(MATI). Then, the overall NCS is 𝑝 stable from 𝑤 to 𝐻(𝑥) (Nešić &
Teel, 2004).

Other bounds have been derived in Carnevale et al. (2007), Heijmans
Postoyan, Nešić, and Heemels (2017), Liu, Fridman, et al. (2015). More
loose conditions on the MATI can be derived by requiring a condition
on the average transmission interval (Heijmans et al., 2020).

The representation of the network behavior through the network-
induced error is particularly convenient to generalize the approach. In
fact, in the view of Fig. 2, while the network behavior is described by
the relation between 𝑟in and 𝑟out , the network-induced error roughly
represents 𝑟in − 𝑟out . Consequently, the dynamics of the error can be
adapted to take into account other network effects, such as limited
bitrate, quantization, and packet loss. In particular, such modifications
to consider also transmission delays (Cloosterman et al., 2009; Heemels
t al., 2010; Maass & Nešić, 2019) and packet disordering (Yu & Chen,

2024) have been investigated. Using a slightly different formulation,
varying transmission intervals and communication delays have been
also addressed with tools from time-delay systems (Gao, Chen, & Lam,
2008; Liu, Fridman, & Hetel, 2012; Seuret & Gouaisbaut, 2013; Seuret
et al., 2015).

Model-based control
Instead of following the emulation-based approach and neglecting

the network effects in the control design, the opposite philosophy can
be pursuit and the communication flaws can be explicitly compensated
through the controller. While emulation-based control takes inspiration
from the design by emulation, this alternative approach follows in
the footsteps of classic stochastic control. It turns out that missing
information can be optimally compensated using the model of the
system. For this reason, this approach is sometimes referred to as
model-based control in the context of networked control systems.

Let the plant be modeled as a discrete-time linear system

𝑥𝑡+1 = 𝐴𝑥𝑡 + 𝐵 𝑢𝑡 +𝑤𝑡 (25)

𝑦𝑡 = 𝐶 𝑥𝑡 + v𝑡 (26)

where 𝑥𝑡 ∈ R𝑛 is the state, 𝑢𝑡 ∈ R𝑚 is the input, 𝑦𝑡 ∈ R𝑝 is the output,
𝑤𝑡 ∈ R𝑛 is the process noise, and v𝑡 ∈ R𝑝 is the measurement noise. We
assume that 𝑥0 ∼  (𝑥̂0, 𝑃0), 𝑤𝑡 ∼  (0, 𝑄), and 𝑣𝑡 ∼  (0, 𝑅) and they
are independent.

At time instant 𝑡 ∈ N, the sensor samples and sends the measure-
ment 𝑦𝑡 to the controller, while the controller computes and transmits
the control input 𝑣𝑡 to the actuator.

In the original setup, represented in Fig. 6, the wireless network is
odeled as a lossy link where the transmitted packet is either arrived

mmediately or lost. The network behavior is described by the two
inary variables 𝛾𝑡, 𝜃𝑡 ∈ {0, 1} defined as

𝛾𝑡 =

{

1 if 𝑦𝑡 has arrived at the controller
0 otherwise

(27)

𝜃𝑡 =

{

1 if 𝑣𝑡 has arrived at the actuator
0 otherwise

(28)

The network can be provided with an ACK mechanism to inform the
controller if the control packet has arrived or not. If ACK is present,
the network is called UDP-like, while, if it is not, the network is called
TCP-like. The information sets available at the controller are

𝑈 𝐷 𝑃
𝑡 =

𝑡
⋃

{

𝜃𝑘, 𝛾𝑘, 𝛾𝑘𝑦𝑘
}

𝑇 𝐶 𝑃
𝑡 =

𝑡
⋃

{

𝛾𝑘, 𝛾𝑘𝑦𝑘
}

(29)

𝑘=0 𝑘=0
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Fig. 6. Typical setup in model-based control. The model is exploited in the optimal
filter and in the optimal controller to compensate network flaws.

respectively. The two information sets differ for the knowledge of the
past realizations of the random variable 𝜃𝑘.

The actuator updates the applied input according to the simple
law

𝑢𝑡 = 𝜃𝑡𝑣𝑡 (30)

namely, when the control packet is lost, the input is set to 0.
Building upon this setup, a natural question is to find what is the

optimal estimator, that is
̂ 𝑡|𝑡 = E

[

𝑥𝑡|𝑡
]

(31)

where 𝑡 is the information set available at the controller at time 𝑡,
nd the optimal controller, that is the solution of the following optimal

control problem

min
{𝑣𝑘}

𝐽 (𝑣0,… , 𝑣𝑁−1, 𝑥̂0, 𝑃0) (32)

with 𝑣𝑡 = 𝑔𝑡(𝑡) where 𝑔𝑡(⋅) is an arbitrary function and 𝐽 (⋅) is the
control cost defined as

𝐽 (𝑣0,… , 𝑣𝑁−1, ̂𝑥0, 𝑃0) = E
[

1
𝑁

𝑁−1
∑

𝑘=0
𝑥′𝑘𝑊 𝑥𝑘 + 𝑢′𝑘𝑈 𝑢𝑘 + 𝑥′𝑁𝑆 𝑥𝑁

|

|

|

|

|

𝑣0,… , 𝑣𝑁−1, ̂𝑥0, 𝑃0

]

(33)

for 𝑊 ≥ 0, 𝑈 ≥ 0, 𝑆 ≥ 0.
With TCP-like networks (𝑡 = 𝑇 𝐶 𝑃

𝑡 ) or for autonomous systems
𝑢𝑡 = 0), the optimal estimator derived in Sinopoli et al. (2004) is
̂ 𝑡|𝑡 = 𝐴 ̂𝑥𝑡−1|𝑡−1 + 𝐵 𝑢𝑡−1 + 𝛾𝑡𝐾𝑡

(

𝐶 𝑦𝑡 − 𝐴 ̂𝑥𝑡−1|𝑡−1
)

(34)

𝐾𝑡 = 𝐴𝑃𝑡−1𝐶
′(𝐶 𝑃𝑡−1𝐶

′ + 𝑅)−1 (35)

𝑃𝑡 = 𝐴𝑃𝑡−1𝐴
′ +𝑄 − 𝛾𝑡𝐴𝑃𝑡−1𝐶

′(𝐶 𝑃𝑡−1𝐶
′ + 𝑅)−1𝐶 𝑃𝑡−1𝐴

′ (36)

Interestingly, the optimal estimator is a modified time-varying Kalman
filter, where the optimal estimate is obtained by applying a closed-
loop update of the standard Kalman filter if the packet is arrived and
pplying an open-loop update using only the model if the packet is
ost. Due to the dependence on the arrival process, the error covariance
oes not converge and the optimal gain is time-varying. It has been

shown that there exists a critical threshold 𝛾𝑐 on the arrival probability
𝛾 = E[𝛾𝑡] below which the expected error covariance diverges (Sinopoli
t al., 2004). The asymptotic behavior of the estimator and the critical
hreshold has been widely studied. For i.i.d. channels, upper and lower
ounds have been provided in Schenato et al. (2007) while analytical

characterization has been studied in Mo and Sinopoli (2008, 2011),
Plarre and Bullo (2009), Rohr, Marelli, and Fu (2014). Properties of the
stationary distribution of the error covariance of the optimal estimator
ave been studied in Censi (2010), Kar, Sinopoli, and Moura (2011),

Mo and Sinopoli (2011), Pezzutto, Schenato, and Dey (2019). Stability
ith Gilber-Elliot model has ben studied in Huang and Dey (2007),

Sun et al. (2008), Wu et al. (2017), You et al. (2011) and for general
Markovian channel in Liu et al. (2021), Quevedo et al. (2012). The
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optimal estimator with multiple sensors, which is indeed the original
motivation to study wireless control, has been studied in Garone et al.
(2011), Liu and Goldsmith (2004). The problem of sensor selection to
minimize the expected error covariance has also been widely studied,
see Leong, Dey, and Quevedo (2016), Mo, Garone, Casavola, and
Sinopoli (2011), Shi, Cheng, and Chen (2011).

With TCP-like networks (Gupta et al., 2007; Imer et al., 2006;
Schenato et al., 2007) shows that the separation principle holds and
the optimal control is
𝑣𝑡 = 𝐿𝑡𝑥̂𝑡|𝑡 (37)

𝐿𝑡 = (𝐵′𝑆𝑡+1𝐵 + 𝑈 )−1𝐵′𝑆𝑡+1𝐴 (38)

𝑡 = 𝐴𝑆𝑡+1𝐴
′ +𝑄 − 𝜃 𝐴𝑆𝑡+1𝐵(𝐵′𝑆𝑡+1𝐵 + 𝑅)−1𝐵′𝑆𝑡+1𝐴

′ (39)

with 𝑆𝑁 = 𝑆 and 𝜃 = E[𝜃𝑡] in the i.i.d. case. The asymptotic behavior
as been studied and, similarly to the optimal filter, it has been shown
hat there exists a critical threshold 𝜃𝑐 on the arrival probability 𝜃 below
hich the cost diverges (Schenato et al., 2007). Generalization to the

case of multiple sensors and actuators has been studied in Garone et al.
(2011), while the case with Gilber-Elliot model has been studied in Mo,
Garone, and Sinopoli (2013). The case where optimal control when the
revious applied input is kept is studied in Schenato (2009), while more
laborated laws are studied in Gupta and Martins (2009), Henriksson,
andberg, and Johansson (2009). The setup has been considered for

more general problems, e.g. disordered packets (Liu, Zhang, Yu, Liu,
hen, Michael ZQ, 2015) or time-varying transmission rates (Pezzutto

et al., 2020), and to derive suboptimal compensation strategies (Kögel,
Blind, Allgöwer, & Findeisen, 2011; Maass, Vargas, & Silva, 2016; Silva
 Solis, 2013; Zhang, Song, & Shi, 2012).

With UDP-like network it has been shown that the separation prin-
ciple does not hold (Schenato et al., 2007). The optimal control is a
nonlinear function of the optimal estimate and the optimal estimate is
a nonlinear function of the optimal control. It has been shown that the
same is true even if the ACK is present but it can be randomly lost
(Garone, Sinopoli, & Casavola, 2010). Since the optimal controller can-
ot be derived in closed form and cannot be implemented in practice,
uboptimal solutions have been studied (Epstein, Shi, & Murray, 2007;

Lin, Su, Shi, Lu, & Wu, 2016; Lin, Su, Shu, Wu, & Xu, 2015; Sinopoli,
chenato, Franceschetti, Poolla, & Sastry, 2008).

In a similar setup but following a different approach, instead of
optimizing the average performance, control can be designed to take
into account the worst-case scenario. This approach is particularly
seful when the delay and the number of consecutive packet losses are
ounded. Moreover, it is interesting for safety-critical applications since
tability can be enforced by design up to certain system uncertainty
r network conditions. This approach has been widely studied in the
iterature. Wireless control in presence of bounded system uncertainty
as been studied in Wang, Yang, Ho, and Liu (2005, 2007), Zhang,
hi, Wang, and Chen (2018), the case of bounded delays has been

considered in Gao and Chen (2007b), Gao, Meng, and Chen (2008),
nd bounded packet losses in Wang, Wang, and Wang (2013), Xiong

and Lam (2007), while their combinations have been considered in Gao
and Chen (2007a), Li and Gao (2011), Qiu, Shi, Pan, and Xu (2016),
Qiu, Shi, Yao, Xu, and Xu (2014).

Packetized predictive control
Following the usual approach of classic control theory, in the ap-

roaches presented so far, only the current input is computed by the
ontroller and forwarded to the actuator. Indeed, no other strategies are

meaningful when links are ideal, since it is always possible to forward
a new input at the next time instant. However, this might not be the
case with wireless links, since the next input might not arrive at the
actuator. In these cases, it is convenient to transmit a sequence of future
control inputs that the actuator can use if future packets are lost. This
is the intuitive idea behind Packetized Predictive Control and other
algorithms based on MPC.
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Fig. 7. Typical setup of packetized predictive control. A control input sequence is
transmitted and a buffer is used by the actuator to store the most recent received
control packet.

In the related literature, the plant is usually modeled as a nonlinear
iscrete-time system

𝑥𝑡+1 = 𝑓 (𝑥𝑡, 𝑢𝑡, 𝑤𝑡) (40)

where 𝑥𝑡 ∈ R𝑛 is the state, 𝑢𝑡 ∈ R𝑚 is the input, and 𝑤𝑡 ∈ R𝑑 is the
process noise. The full state is assumed to be measured. The system is
possibly subject to constraints

𝑥𝑡 ∈ X, 𝑢𝑡 ∈ U (41)

where X ⊆ R𝑛 and U ⊆ R𝑚 are sets. The network behavior is described
by the binary sequences 𝜃𝑡 and 𝛾𝑡 described above.

Similarly to classical MPC, the key ingredient is the finite-horizon
optimization problem (𝑥) defined as

min
{𝑢(𝑘)}

𝑁−1
∑

𝑘=0
𝐿(𝑥(𝑘), 𝑢(𝑘)) + 𝐹 (𝑋(𝑁)) (42)

𝑥(𝑘 + 1) = 𝑓 (𝑥(𝑘), 𝑢(𝑘), 0) 𝑥(0) = 𝑥 (43)

(𝑘) ∈X𝑘, 𝑢(𝑘) ∈U𝑘, 𝑘 = 0,… , 𝑁− 1 (44)

(𝑁) ∈ X𝑁 (45)

which is solved in a receding horizon fashion. At each time instant
𝑡 ∈ N, the optimization problem (𝑥) is solved for a suitable initial
point 𝑥. The optimal control sequence, denoted as 𝑢𝑡(0),… , 𝑢𝑡(𝑁 − 1),
is then suitably packetized in the control packet 𝑈𝑡 and transmitted to
the actuator. A buffer in the actuator is used to store the last admissible
control sequence received. In general, the buffer is updated as

𝐵𝑡 = 𝜃𝑡𝑈𝑡 + (1 − 𝜃𝑡)𝛥𝐵𝑡−1 (46)

where

𝛥 =

⎡

⎢

⎢

⎢

⎢

⎢

⎣

0 𝐼𝑚 0 ⋯ 0
0 0 𝐼𝑚 ⋯ 0

0 0 ⋯ 0 𝐼𝑚
0 0 ⋯ 0 0

⎤

⎥

⎥

⎥

⎥

⎥

⎦

(47)

The first element of the buffer is extracted

𝑢𝑡 = [𝐼𝑚 0 … 0]𝐵𝑡 (48)

and applied. This setup is represented in Fig. 7.
Due to packet losses, the current state might be not available and it

as to be estimated based on the past received measurements and the
ast computed inputs. In the unconstrained case, the main focus is on
he design of the estimator and the characterization of the overall sta-
ility conditions (Mishra, Chatterjee, & Quevedo, 2017, 2020; Quevedo

& Nešić, 2012). In the constrained case, however, an additional issue
arises. In fact, if the past inputs used in the estimation process and
ast inputs applied at the plant are not coincident due to packet losses,
he computed control sequence based on the state estimate is not
11 
necessarily admissible from the actual state and the system might
violate the constraints. This problem is referred to as input consistency
n the literature and it has stimulated different solutions.

In the case where the communication from the sensor to the con-
troller is ideal, i.e. 𝛾𝑡 = 1 ∀𝑡 ≥ 0, it is always possible to set 𝑥̂𝑡 = 𝑥𝑡 and
input consistency is guaranteed (Quevedo et al., 2012, 2007). Under
technical assumptions on the cost and the terminal set, stability is
uaranteed if the number of consecutive packet losses is always smaller
han the control horizon 𝑁 . In the case with reliable acknowledgment
Bahraini, Zanon, Falcone, & Colombo, 2021; Li & Shi, 2013), state

estimate can be obtained as 𝑥̂𝑡 = 𝛾𝑡𝑥𝑡 + (1 − 𝛾𝑡)𝑥̂𝑡|𝑡−1 with 𝑥̂𝑡|𝑡−1 =
 ̂𝑥𝑡 + 𝐵 𝑢𝑡 and input consistency is preserved. If acknowledgment is
ot present, it is possible to guess a possible past input sequence and
hen to check at the actuator if it coincides with the actual applied
nput sequence (Pezzutto, Farina, Carli, & Schenato, 2021). A possible
hoice is 𝑥̂𝑡 = 𝛾𝑡𝑥𝑡 + (1 − 𝛾𝑡)𝑥̂𝑡|𝑡−1 with 𝑥̂𝑡|𝑡−1 = 𝐴 ̂𝑥𝑡 + 𝐵 𝑢𝑡(0). In this

case, input consistency is not automatically guaranteed but a received
control packet has to be discarded if it is computed based on a wrong
state estimate. Formally, this can be achieved using the modified buffer
update rule 𝐵𝑡 = 𝛩𝑡𝑈𝑡 + (1 − 𝛩𝑡)𝛥𝐵𝑡−1 with 𝛩𝑡 =

∏

𝑖=0,…,𝑎𝑡
𝜃𝑡−𝑖 where 𝑎𝑡

is the age of the last received packet at the controller at time 𝑡. On
one hand, in ideal channel conditions, the solution is as prompt as the
wired counterpart. On the other, the performance loss in bad channel
conditions is made more evident because discarded packets are added
to lost packets.

Another approach proposed in the literature consists of introducing
a fictitious delays in the control loop (Findeisen & Varutti, 2009; Pin,
Fenu, Casagrande, Zorzenon, & Parisini, 2020; Pin & Parisini, 2009,
2010). More specifically, at time instant 𝑡, the optimization problem
(𝑥̂𝑡+𝜏|𝑡) is solved with 𝑥̂𝑡+𝑖+1|𝑡 = 𝐴 ̂𝑥𝑡+𝑖|𝑡 + 𝐵 𝑢𝑡+𝑖−𝜏 (0) starting from 𝑥̂𝑡
The control packet is constructed as

𝑈𝑡 = (𝑢𝑡−𝜏 (0), 𝑢𝑡−𝜏+1(0),… , 𝑢𝑡(0), 𝑢𝑡(1),… 𝑢𝑡(𝑁 − 1)) (49)

namely, the first 𝜏 elements are kept from the previous control packet.
n this case, input consistency and stability are guaranteed if the
umber of consecutive packet losses is always smaller than the fictitious
elay 𝜏. With this approach, however, the applied control input is
lways computed 𝜏 steps in advance, degrading the performance even
n ideal channel conditions.

Solutions with a smaller fictitious delay 𝜏 and a suitable discard
olicy in case the number of consecutive losses is longer than 𝜏 can be
n effective trade-off between the system promptness and the number
f discarded packets (Bemporad, 1998; Grüne, Pannek, & Worthmann,

2009). With this approach, a re-synchronization procedure is usually
needed to re-align the state prediction 𝑥̂𝑡+𝜏|𝑡 to the future system state
y properly choosing the inputs to use in the predictor at time 𝑡.

The main focus of the solutions mentioned above is to stabilize
 system while enforcing constraints. From the theoretical point of

view, as we have seen, stability is guaranteed up to a certain delay
or number of consecutive packet losses. From a more practical point of
view, however, even if stability is guaranteed, long open-loop evolu-
tions of unstable systems tend to be unsatisfactory. Motivated by this
observation, along the original idea of Bemporad (1998), Casavola,
Mosca, and Papini (2006), some recent works (Li, Geng, Kolmanovsky
& Girard, 2022; Pezzutto et al., 2021; Pezzutto, Garone, & Schenato,
2019) consider a multi-loop control system where the inner control
loop at the plant side makes use of a simple controller and the outer
control loop closed over wireless adopts a constrained controller. The
emote controller, possibly designed along the lines of Packetized Pre-
ictive Control, is used to enforce constraints while tracking reference
ignals. According to this approach, rather than stabilizing an unstable
emote system, the main objective of wireless control is enforcing
afety, expressed by the constraints, which cannot be guaranteed with
he simple hardware at the plant side.



M. Pezzutto et al.

r
b

n

𝑥

n

c

s

d
a
d

c

R
(

r

Y

w

s

m

o

Annual Reviews in Control 58 (2024) 100972 
Fig. 8. Typical setup in event-triggered control. A legacy controller is used together
with a trigger that, based on the error between the current and the last used state,
decides when to transmit the new input.

Event-triggered control
The control approaches presented above investigate how the net-

work affects the control performances. However, also control influences
the network. If the network is shared by many control systems that
equire frequent transmissions, delays and packet losses are increased
ecause of the higher channel occupancy and collision probability. In

contrast, delays and packet losses can be minimized if communications
are not scheduled at each sampling time but only when necessary.
Interestingly enough, decreasing the number of transmissions is also
beneficial for reducing energy consumption and computational bur-
den. These advantages motivate an alternative setup consisting of two
components, a control law and a transmission trigger based on the
current measurement. The critical point of this approach, called event-
triggered or event-driven control, is deciding when to transmit or not
so as to reduce the network load while not compromising performance
and stability.

In the typical setup, the plant is modeled as a continuous-time
onlinear system

̇ = 𝑓 (𝑥, 𝑢, 𝑤) 𝑢 = 𝑘(𝑥) (50)

where 𝑥 ∈ R𝑛 is the state, 𝑢 ∈ R𝑚 is the input, 𝑤 ∈ R𝑑 is the process
oise, and 𝑘(⋅) is a stabilizing state feedback law.

Instead of classical periodic sampling, in order to decrease the
network load, the control input is updated and transmitted only when
performances are not satisfactory. Such an event can be formalized
through a suitable condition referred to as trigger condition.

Let {𝑡𝑖} be the sequence of triggering instants. Between two follow-
ing triggering instants, the applied input is kept constant

𝑢(𝑡) = 𝑢(𝑡𝑖) = 𝑘(𝑥(𝑡𝑖)) 𝑡 ∈ [𝑡𝑖, 𝑡𝑖+1) (51)

Let 𝑒 ∈ R𝑛 be the error defined as

𝑒(𝑡) = 𝑥(𝑡𝑖) − 𝑥(𝑡) 𝑡 ∈ [𝑡𝑖, 𝑡𝑖+1] (52)

Arbitrary event trigger condition can be formalized as

ℎ(𝑡, 𝑥, 𝑒) = 0 (53)

Triggering instants can be formalized as

𝑡𝑖+1 = inf {𝑡 ∶ 𝑡 > 𝑡𝑖 and ℎ(𝑡, 𝑥, 𝑒) = 0} (54)

This setup is depicted in Fig. 8. In the case without noise, a typical pro-
edure to design the trigger condition (Heemels, Johansson, & Tabuada,

2012; Tabuada, 2007) consists in obtaining a Lyapunov function 𝑉
atisfying
12 
𝛼1(|𝑥|) ≤ 𝑉 (𝑥) ≤ 𝛼2(|𝑥|) (55)
𝜕 𝑉 (𝑥)
𝜕 𝑥 𝑓 (𝑥, 𝑘(𝑥+𝑒)) ≤ −𝛼(|𝑥|) +𝛾(|𝑒|) (56)

where 𝛼1, 𝛼2, 𝛼, and 𝛾 are ∞ functions. With this approach, the
trigger condition

𝛾(|𝑒|) = 𝜎 𝛼(|𝑥|) (57)

with 𝜎 < 1 guarantees that
𝑑 𝑉 (𝑥)
𝑑 𝑡 =

𝜕 𝑉 (𝑥)
𝜕 𝑥 𝑓 (𝑥, 𝑘(𝑥 + 𝑒)) ≤ (𝜎 − 1)𝛼(|𝑥|) ≤ 0 (58)

between any two following triggering instants, namely the cost is
ecreasing along the system trajectory and asymptotic stability is guar-
nteed. This simple yet effective idea has been extended to include
isturbances (Borgers & Heemels, 2014; Lunze & Lehmann, 2010)

and constraints (Brunner, Heemels, & Allgöwer, 2017), as well as to
onsider more general input law (Garcia & Antsaklis, 2012) and dy-

namic trigger conditions (Girard, 2014; Wang, Zheng, & Zhang, 2017).
eformulations based on hybrid systems have been also introduced
Postoyan et al., 2014) particularly effective in dealing with output

feedback (Dolk et al., 2016; Donkers & Heemels, 2011). Event-triggered
control for discrete-time systems, usually referred to as Periodic Event-
triggered control, has been considered (Heemels & Donkers, 2013;
Heemels, Donkers, & Teel, 2012; Heemels et al., 2008; Wang, Pos-
toyan, Nešić, & Heemels, 2019). The approach has been adapted to
consider transmission delays (Dolk et al., 2016; Garcia & Antsaklis,
2012; Tabbara et al., 2007), packet losses (Dolk & Heemels, 2017), and
the coupling with the communication protocol (Kartakis, Fu, Mazo, &
McCann, 2017).

To further reduce the network load and energy consumption, contin-
uous sensing can be avoided by triggering the output sampling together
with input computation. In that case, the controller is provided with
a suitable law determining the next instant when the output has to
be sampled and the input has to be updated. The resulting scheme is
eferred to as self-triggered control (Anta & Tabuada, 2010; Gao, Yu,

Dimarogonas, Johansson, & Xie, 2019; Heemels, Johansson, & Tabuada,
2012; Henriksson, Quevedo, Peters, Sandberg, & Johansson, 2015; Li,

an, & Shi, 2018; Mazo, Anta, & Tabuada, 2010).

3.3. Connecting multiple systems over wireless

The previous subsection, and references therein, focus on the case
here there is a single control unit. Although a single dynamical system

with a single sensor and a single actuator is typically considered, the
case with multiple sensors and multiple actuators has been addressed
too with very similar approaches, simply at the cost of more involved
derivations. Backed on the multi-sensor multi-actuator case, multiple
agents can be treated with no additional effort as a single system model
can be extended to wrap the models of arbitrarily many possibly cou-
pled sub-systems. With this approach, an agent is treated as a mere pair
of a sensor and an actuator governed by a remote centralized controller.
Alternatively, it is possible to use multiple control units collocated on
the agents, spreading the computational power in the system, quitting
centralized control in favor of distributed control. Fig. 9 depicts the
etup consisting of a set of different, possibly heterogeneous, systems

connected over wireless. The setup consists of multiple controllers that
ake local decisions based only on local information.

More formally, the overall system consists of a set of 𝑁 subsystems,
r agents. The overall system structure is mathematically modeled

through the graph  = ( , ) where  = {1, 2,… , 𝑁} is the set of
nodes, representing the agents, and  ⊂  ×  is the set of edges,
representing the connections between agents. In general, agent 𝑖 and
agent 𝑗 are neighbors if (𝑖, 𝑗) ∈  and 𝑖 denotes the set of neighbors of
agent 𝑖. The overall system dynamics is modeled through the dynamics
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Fig. 9. Wireless is used to connect multiple dynamical systems.

of the subsystems. In general, agent 𝑖 is modeled as a continuous-time
linear system

̇ 𝑖(𝑡) = 𝐴𝑖𝑥𝑖(𝑡) + 𝐵𝑖𝑢𝑖(𝑡) +
∑

𝑗∈𝑖

𝐴𝑖𝑗𝑥𝑗 (𝑡) (59)

where 𝑥𝑖 ∈ R𝑛𝑖 is the state of agent 𝑖 and 𝑢𝑖 ∈ R𝑚𝑖 is the input of
gent 𝑖, typically computed as

𝑢𝑖(𝑡) = 𝐾𝑖𝑥𝑖(𝑡) +
∑

𝑗∈𝑖

𝐾𝑖𝑗𝑥𝑗 (𝑡) (60)

In this formulation, the set of neighbors 𝑖 captures both the case
here the dynamics of agent 𝑖 are coupled with the dynamics of agent
and the case where agent 𝑖 has information on the state of agent 𝑗,

ither because it can be measured directly by agent 𝑖 or because it is
ommunicated by agent 𝑗.

The core tool to address this kind of problem is consensus (Fax &
Murray, 2004; Olfati-Saber & Murray, 2004). Roughly speaking, in a
onsensus problem, a set of agents agree upon specific quantities of
nterest. In the original formulation, the dynamics are simplified as
imple integrator without coupling

̇ 𝑖(𝑡) = 𝑢𝑖(𝑡) (61)

and the goal for the agents is to reach the same state. In mobile
robotics, this corresponds to the well-known problem where a set of
simple agents has to meet in a point in the space (rendez vous). The
same framework is used to consider the relevant problem where the
goal is to reach the desired distances between the agents. In mobile
robotics, this corresponds to the problem where agents, instead of
agreeing on the value of the state, need to reach a desired formation
(formation control). Consensus has been generalized to more complex
agent dynamics (Ma & Zhang, 2010; Ren & Beard, 2008). More general
distributed control problems including coupled dynamics and arbitrary
objectives have been considered (Carli, Chiuso, Schenato, & Zampieri,
2008; Casavola, Garone, & Tedesco, 2014; Farina & Scattolini, 2012;
Rawlings & Stewart, 2008).

Technically speaking, in this kind of problem, an agent requires
the measurements of the states of the neighbors, which, in line of
principle, can be directly measured from on-board sensors (e.g. cam-
eras). When the state is not directly accessible through remote sensing,
wireless communication needs to be used. Through wireless, also more
elaborated information can be transmitted, e.g. the current and the
intended future inputs. When information is transmitted over wireless,
since communications are not continuous, the input updates at discrete-
time instants. This has required deriving and studying the discrete-time
counterpart of the problem above. A large body of literature has con-
sidered the case of wireless modeled as an ideal link with discrete-time
 s
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Fig. 10. Wireless exposes the control loop to attacks.

transmissions, e.g. Moreau (2005), Ren and Beard (2005). More accu-
rate models have been lately addressed following similar approaches to
the previous section. In particular, consensus has been studied in the
presence of delays (Hadjicostis & Charalambous, 2013; Xiao & Wang,
2008), with lossy links (Fagnani & Zampieri, 2009; Zhang & Tian,
2010), and in the event-triggered framework (Dimarogonas, Frazzoli, &
Johansson, 2011; Garcia, Cao, & Casbeer, 2014; Seyboth, Dimarogonas,
& Johansson, 2013; Yi, Liu, Dimarogonas, & Johansson, 2018; Zhu,
iang, & Feng, 2014). More general distributed event-triggered control

problems have been studied (Wang & Lemmon, 2009, 2010). The
interested reader is referred to Nowzari, Garcia, and Cortés (2019) for
more references.

3.4. Securing wireless control

The broadcast nature of communications has been both a driving
factor and a critical drawback for wireless control as it exposes the
control loop to eavesdropping and attacks from external malicious
agents. This situation is represented in Fig. 10.

When wireless links are used to close the feedback loop as in
Section 3.2, there are three main classes of attacks. Denial-of-Service
(DoS) attacks consist of overwhelming the network in order to disable
the communications causing the system to evolve in open loop (Amin,
Cárdenas, & Sastry, 2009). False Data Injection (FDI) attacks consist of
transmitting corrupted packets to the controller or to the plant (Mo,
Garone, Casavola, & Sinopoli, 2010). Replay attacks implement eaves-
dropping on communication to later provide false measurements for the
controller that mimic the regular plant behavior while manipulating
the inputs for the actuator (Mo & Sinopoli, 2009). In a simpler version,
he wireless control systems can simply be subject to eavesdropping
sometimes referred to as passive attack) to obtain crucial system
arameter information by rogue agents. Ensuring security against these
ttacks is a fundamental requirement for wireless control systems.

Complementary to the traditional cryptography-based encryption
and authentication-based defense mechanisms, these attacks can also be
ddressed within the design of the control system itself. In the presence
f a DoS attack, some of the wireless control strategies introduced in

Section 3.2 can be implemented to limit the effects of the malicious
agent on the system. In this regard, with the aim of understanding the
ragility of the system, optimal DoS attack strategies and corresponding

defense mechanisms have been studied in Li, Quevedo, Dey, and Shi
(2016), Li, Shi, Cheng, Chen, and Quevedo (2015), Zhang, Cheng,
Shi, and Chen (2015). To further increase the robustness, the con-
troller can be effectively equipped with a detector to detect the attack
Pasqualetti, Dörfler, & Bullo, 2013). From a theoretical point of view,

significant attention has been paid to the detectability of FDI attacks.
In particular, it has been shown that attacks might be undetectable or
tealthy (Bai, Gupta, & Pasqualetti, 2017; Bai et al., 2017) also when
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the adversary has resource constraints (Teixeira, Shames, Sandberg, &
Johansson, 2015). Detection of reply attacks is more complex because
false measurements are based on real past measurements. In particular,
at the steady state, it is enough to replicate the previous outputs
𝑦(𝑘 − 𝑑) in order to preserve the statistics of 𝑦(𝑘) − 𝐶 ̂𝑥(𝑘|𝑘), since
it is an i.i.d. Gaussian vector (Mo, Chabukswar, & Sinopoli, 2013).
To overcome this issue, a typical solution consists of adding to the
ideal (possibly optimal) control input an additional noise term. This
is usually referred to as a watermarking signal (Mo, Weerakkody, &
Sinopoli, 2015). If the variation due to the additional term is not
present in the received measurement, the attack can be detected, at the
price of additional control costs (Mo, Chabukswar, & Sinopoli, 2013).
The design of dynamic watermarking signals in various setups has been
studied in Satchidanandan and Kumar (2016). Alternatively, how to
limit the information revealed at the eavesdroppers, while maintaining
a satisfactory control performance, is studied in Leong, Quevedo, Dolz,
and Dey (2018).

When wireless links are used to connect multiple systems or agents
as in Section 3.2, another class of attacks can be constructed by
misbehaving agents. In this case, the behavior of the malicious agents
may not comply with the communication and algorithmic protocol
designed to achieve the prescribed control task. Due to the coupled
evolution of the agents, the misbehaving agents affect the behavior
of their neighbors and, through cascading, the overall behavior of
the system. Resilience to the misbehaving agents is a fundamental re-
quirement. As a fundamental element of multi-agent control, consensus
has been studied to be robust to misbehaving agents (LeBlanc, Zhang,
Koutsoukos, & Sundaram, 2013). More general problems have also been
studied (Ballotta, Como, Shamma, & Schenato, 2023; Dibaji & Ishii,
2015; Usevitch & Panagou, 2019). The interested reader is referred to
Ishii, Wang, and Feng (2022) for a comprehensive overview.

4. Open vistas on wireless control

While previous sections have sketched the past and the present
of the field, in this section, we try to guess the future evolution of
wireless control. Rather than listing any possible future developments,
we try to identify some of the most promising directions. Among
the possible future developments, we pick up four different topics
that, we believe, can have a huge impact both from the practical
and theoretical point of view in the next decade. In particular, in
Section 4.1 we outline the open questions in the definition of a wire-
less standard that ideally supports control applications. In Section 4.2
we focus on the possibilities and the challenges related to the ex-
pected tremendous number of connected devices and the resulting
massive networked control systems. In Section 4.3 we introduce the
new communication-computation platforms, sometimes referred to as
IoT–Edge–Cloud Continuum, which might support many future control
applications. Finally, in Section 4.4, we outline the great possibilities
enabled by data-driven wireless control.

4.1. New wireless networks for control

If no big changes are envisioned for LRWPANs and LPWANs in
the next future, the newest versions of WLAN and cellular networks
are rapidly progressing. Wi-Fi 7, whose final amendment is expected
in 2024, is an evolution of the currently available Wi-Fi 6 (Garcia-
Rodriguez, López-Pérez, Galati-Giordano, & Geraci, 2021; Khorov, Lev-
itsky, & Akyildiz, 2020). Introducing multi-link operations and adopt-
ing extreme modulation schemes, large bandwidth, and high numbers
of MIMO spatial streams, WiFi 7 promises extremely high throughput
and time-sensitive networking capabilities. Conversely to the imminent
Wi-Fi, 6G standardization is still at its infancy and the final version
is envisioned for 2030 but the hype around it is noticeable (Bhat &
Alqahtani, 2021). Following the direction started with 5G, 6G will
likely consider control applications natively. This emerges from the
14 
Fig. 11. 6G use cases families according to Uusitalo et al. (2022) Two out of five are
explicitly targeting monitoring and control of dynamical systems.

Fig. 12. Control applications and their requirements. The blue area represents the
requirements that are met by wireless nowadays, the gray area represents the desired
next future advances. (For interpretation of the references to color in this figure legend,
the reader is referred to the web version of this article.)

European 6G Flagship Project Hexa-X which has selected as use case
families, reported in Fig. 11, massive digital twining of physical sys-
tems and robots. As pointed out in Uusitalo et al. (2022), there is
agreement among many stakeholders that cyber–physical systems, and
consequently control, are the key target of future 6G.

Cyber–physical systems span a range of applications and have a
range of requirements. Indeed, as outlined in Fig. 12, many control
applications (e.g., monitoring in the industrial environment) are al-
ready feasible over wireless but systems characterized by both high
packet rates and high safety requirements (e.g., manufacturing) are
still not covered. To extend the scope of wireless to include also such
applications, new wireless standards need to be developed to provide
systematically low latency communications, supporting both frequent
packet transmissions and instantaneous successful receptions.

To achieve low latency, a sufficiently high data rate is needed in
order for the packet transmission to be completed as soon as possible
and to occupy the network as few as possible. Latest WLAN and cellular
networks achieve terrific data rates by adopting, as prescribed by
information-theoretic arguments, large packets. Indeed, when commu-
nication is characterized by few and large packets, the length of the
preamble is negligible compared to the amount of data and the effect
of channel access is limited. However, in many control applications,
packets are small, usually consisting of only a few bytes representing
a few real numbers. In this case, the critical network load is not due
to occasional large amounts of data, e.g. when downloading high-
definition video, but when data is generated more frequently, e.g. with
smaller sampling periods and a higher number of connected systems.
For this reason, further increasing the data rate would give only a
marginal improvement and a different network design paradigm is
needed. Novel research works have to characterize the theoretical
principles that govern the transmission of short packets (Durisi, Koch,
& Popovski, 2016). From a more practical point of view, solutions
such as shortening the preamble as much as possible can be effective
(Luvisotto et al., 2019). Research in short packet communication for
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control applications is underway (Gatsis, Hassani, & Pappas, 2020; Liu
t al., 2020) as well as research in higher network layers (Soleymani,
aras, & Johansson, 2019).

To achieve low latency in a consistent way, efficient channel access
is needed. Standardization organizations and vendors are actively try-
ing to develop new wireless standards that enforce determinism in com-
munication by adopting TDMA-like protocols. This is the case e.g. of
WIA/Fi and Flexware. Indeed, TDMA and more elaborate OFDMA
chemes guarantee a known communication schedule and known re-
eption deadlines. On the other hand, they require centralized sched-
lers and complex scheduling algorithms, especially to handle many
evices with wide ranges of sampling periods and to adapt dynamically
hen new devices join the network. The design of an efficient TDMA
ccess protocol poses novel research problems. Alternatively, CSMA can
e a possible solution. CSMA cannot in general guarantee a determinis-
ic reception deadline but allows immediate channel access on average
nd does not require a scheduling process. Strategies to suitably tune
SMA parameters need to be studied. Guaranteeing upper-bounded

atencies with CSMA is also an open problem at the moment.
High reliability is a necessary condition for always small latencies.

n this sense, future wireless standards for control applications should
e able to provide acceptable performances in any condition. Since
nterference will be inevitably present as the number of wireless devices
ncreases, new solutions should be devised able to adapt to the channel
onditions. This can stimulate novel cross-layer design approaches
here the network parameters are set based on the specific control
pplication.

Future wireless standards should meet the variety of requirements
f different wireless control applications. To this end, it is fundamental
o identify the needs of different applications in terms of transmission

rate, packet size, maximum latency, maximum packet losses, and other
features. Potentially, different wireless standards can be devised to
target different control applications or, alternatively, a standard should
allow different adjustments to accommodate different applications.

4.2. Massive networked control systems

As IoT has caught on, a large number of connected devices able
to sense and act has started to be present in the most diverse places,
anging from home deployment to the factory and the city level. By

2030 the number of IoT devices is expected to double (Statista, 2024)
nd IoT technologies will become even more pervasive. As the number
f connected devices continues to grow, future cyber–physical systems
ill include a growing number of sensors and actuators, possibly de-
loyed over wide areas and several interconnected processes, leading
o Massive Networked Control Systems.

Examples of Massive NCSs are the future connected factory and
he future smart city. Also, autonomous connected systems will be
deally supported by the resulting hyper-sensed environment. For in-

stance, autonomous cars and mobile robots can exploit information
from the surrounding connected infrastructure for better localization
nd reconstruction of the environment. Broadly, the resulting systems

consist of multiple inter-dependent sub-systems evolving in a complex
environment with multiple heterogeneous sensors and actuators.

Differently from physical systems of interest for typical control
pplications, the system has high dimensions and spans multiple levels.
or instance, in traffic control for smart cities, the number of variables
s (approximately) equal to the number of intersections. Control of
uch interconnected high-dimensional systems is a challenging task that
alls for a suitable theoretical framework, whose first steps have been
ade in the last years in the area of complex networks (Liu, Slotine,

& Barabási, 2011). However, differently from traditional approaches
n the area, the increase of the number of sensors will allow to collect
arge amounts of data, paving the way for the identification of complex
etworks and, possibly, for data-driven control (Baggio, Bassett, &

Pasqualetti, 2021).
 c
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Compared to traditional control systems, sensing and actuation can
be located at several distinct points. For instance, autonomous cars
can collect data from on-board sensors, from other cars, and from the
nfrastructure. Similarly, in smart grids and smart cities, the same ef-
ects on the system can be obtained by acting on different components.
t follows that sensor and actuator selection is not straightforward

but it needs to be carefully studied. When possibly redundant sensors
and actuators are present (e.g. for traffic control in a smart city), the
most effective way to gather data and take actions has to be selected.
Robustness to devices leaving the network, possibly due to faults, is a
relevant problem that has to be studied.

Applications involving massive number of connected devices impose
trong requirements on the communication protocol. This problem is
idely recognized in the ICT community and has motivated a large
ody of literature (Sotenga, Djouani, & Kurien, 2020). Unfortunately,

these works do not take into account the underlying control applica-
tions. In fact, it has been shown in Kaul, Yates, and Gruteser (2012)
that timely updating, as needed in control, is not the same as maxi-
mizing network utilization or minimizing packet delay, as advocated
for general-purpose communication systems. In order to guarantee the
specific needs of control in terms of timeliness, it is fundamental to
devise communication protocols and transmission scheduling that focus
on how old is the most fresh received packet. This metric is known
as Age of Information and has been largely studied for scheduling in
cyber–physical systems (Yates, Sun, Brown, Kaul, Modiano, & Ulukus,
2021). Solutions targeting specifically control metrics have been stud-
ied also, however, they usually consider simpler setups with only sensor
transmissions and static configurations (Leong et al., 2016). Future
Massive NCSs require the consideration of more general architectures
that include both heterogeneous sensors and actuators (e.g. in a smart
factory) and with devices that can dynamically join and leave the
network (e.g. autonomous cars in intersections).

When many devices coexist in the same environment as in the
case of Massive NCSs, interference is a major issue. When devices are
connected to different networks with overlapping bands, network co-
existence needs to be studied. In particular, transmission power needs
to be selected to guarantee stability and desired control performances
by finding the suitable trade-off between the received power at the
eceiver and the interference caused on other networks. Recent works
ave studied transmission power allocation problems and have pro-
osed policies tailored for specific settings (Eisen & Ribeiro, 2020;

Knorn & Dey, 2017; Ren, Wu, Johansson, Shi, & Shi, 2017). Gener-
alizing these results to the case with an high number of connected
systems is a relevant future direction. When devices are connected to
the same network, interference can be actively removed by properly co-
ordinating the communications through the channel access mechanism.
As the number of devices increases, however, this might be no longer
possible or it might come at the cost of high latencies. Alternatively,
since simultaneous transmissions and successful receptions on the same
time–frequency resources are possible in wireless communications, in-
terference can be explicitly admitted by allowing multiple devices
to communicate. In such cases, Signal-to-Interference-and-Noise-Ratio,
which critically depends on the transmission powers, is the key metric
that determines the correct reception of the multiple signals. Designing
an effective transmission power selection algorithm to enable simulta-
neous communications, possibly prioritizing packets carrying relevant
control information, can be a relevant problem. Although some steps
have been made, existing solutions consider a small number of systems
(Forootani, Iervolino, Tipaldi, & Dey, 2022; Pezzutto, Schenato, & Dey,
2022) and more advanced techniques able to scale with an increasing
number of devices are needed.

As systems become massive in terms of number of devices, they
ight become massive in terms of data traffic generation and covered

rea. The case of massive data is not common for typical control appli-
ations but might be the case of machine learning. In the same way, the
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span of typical control systems is limited to hundreds of square meters
(see e.g. factory plants) but some emerging applications can cover areas
in the range of thousands of square meters (see e.g. smart cities). This
massive condition of future NCSs will require novel communication
solutions that are tailored for control. Moreover, the massive number
of devices entails higher chance of malicious attacks that advocates for
rethinking existing secure control solutions, in particular in terms of
scalability.

4.3. The IoT–edge–cloud continuum

Traditional control systems have always consisted of a physical
plant and a co-located or possibly wired control unit. However, seam-
less wireless connectivity has greatly enlarged the spectrum of possible
architectures, including both decentralized and supervisory control and
a hybrid of the two. Even more, in the last years, the evolution of the
flexible edge–cloud computing architecture has made possible infor-
mation processing and computation to be distributed across multiple
layers. The current trend in the ICT community has conceptualized a
hierarchical three-layered platform consisting of end devices (any IoT
device with sensing, computing, and/or actuating capabilities) at the
bottom level, the middle level comprising edge devices (communication
gateways with possibly high computational capabilities), and cloud sys-
tems (servers with high data storage and high computation resources)
at the top level (Cao, Liu, Meng, & Sun, 2020). Next-generation wireless
networks (5G or even 6G) are expected to provide connectivity among
these various layers. This setup is visually represented in Fig. 13. In this
architecture, also sometimes called the IoT–Edge–Cloud continuum, the
control system is no longer implemented in a single location but it
spreads over different computational units at different layers and can
interact with other control systems over wireless links.

In the single-agent case, the cloud can be used to store complex
models and proprietary control algorithms, the edge can implement
a sophisticated constrained controller while the end device can run
simpler control algorithms. In applications such as safety-constrained
control of autonomous systems, the cloud can implement complex
learning-based controllers to effectively deal with unmodeled uncer-
tainties and nonlinearities, while the edge-based controllers (being
naturally closer to the end devices) can use partial model knowledge to
implement safety certification or a safe backup control law, especially
when the access to the cloud server can be lost intermittently or the
learning-based control results in unsafe strategies.

In the multi-agent case, computational resources at the edge and
at the cloud can be used to improve coordination and cooperation.
Distributed control algorithms implemented at the end device layer can
be combined with centralized strategies at the edge or at the cloud. The
resulting hybrid scheme, naturally supported by the new computation
communication platform, can outperform typical fully distributed or
fully centralized approaches. In an even more general setup, multiple
dynamical systems with multiple dedicated edge resources can be
connected to organically gather and share information on the physical
environment. In this way, more refined models can be obtained, while
decision-making and resource allocation on the large scale can be
effectively optimized.

This new communication-computing architecture and the emerging
networked control applications pose new fundamental theoretical ques-
tions. For the single-agent case, it is interesting to study the optimal
allocation of the control computation. This problem is strictly inter-
twined with the design of an effective hierarchical controller that takes
into account the different computational capabilities and the different
communication limitations while achieving guaranteed safety and high
control performances. This requires handling scenarios where access
to the cloud is lost or interrupted, or delays are incurred in obtaining
control information from the cloud. Some preliminary solutions are Li,
Zhang, Li, Srivastava and and Yin (2022), Skarin, Tärneberg, Årzen,
and Kihl (2018) but several aspects remained unexplored. From a
16 
Fig. 13. IoT–Edge–Cloud continuum.

technological point of view, computation offloading between edge and
cloud requires an effective selection of the relevant information to
transmit and a suitable communication scheduling procedure to opti-
mize the use of the communication resources and energy. Moreover,
new vulnerabilities across the IoT–Edge–Cloud Continuum need to be
suitably addressed. Specialized attacks and detectors have to be studied
and, as different control units might be attacked simultaneously, the
overall effect of multiple attacks has to be characterized.

For the multi-agent case, the optimal coordination with different
information sets available at different controllers is a well-known chal-
lenging problem. A critical aspect is to determine the role to assign to
the centralized controller. For larger-scale applications, distributed op-
timization and learning need to be investigated taking into account the
communication limitations and also privacy requirements for propri-
etary data (Shi, Yang, Jiang, Zhang, & Letaief, 2020). In particular, the
architecture can support federated reinforcement learning procedures
(Gatsis, 2022; Wang, Mitra, Hassani, Pappas & Anderson, 2023; Wang,
Toso, & Felipe and Anderson, 2023) where collaborative learning of
the unknown environment or dynamics can be achieved by small-
scale local learning at the edge servers based on local data sets, with
communication of local feature vectors (e.g. policy gradients) to the
cloud where these are merged to learn a global model, which is then
shared with the agents for control policy updating. Typical to any
networked control system design task, various implementation aspects
of communication and computational resource allocation also need to
be investigated given the specific aspects of the control architecture,
connectivity constraints, and privacy requirements.

4.4. Data-driven wireless control

The machine learning advances over the last decade in tasks such as
image classification, generative models, and game playing, are already
influencing the control system community — see for example the new
venues arising such as the Learning for Dynamics and Control (L4DC)
conference. Equally, there has been significant interest in the wireless
communications community in exploiting machine learning techniques
to design and optimize communication systems (Gündüz et al., 2019). It
is natural to expect that machine learning is going to be a fundamental
tool in the service of wireless control as well.

Here we would like to point out two distinct opportunities for
employing machine learning tools. First, machine learning tools can
be used to derive a data-driven model of the communication network
behavior (O’Shea, Roy, & West, 2019). This is useful when we seek
to expand the deployment of wireless control systems in complex
environments, where it is likely that a complete characterization of
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the communication network, in terms of, for example, the channel
fading distributions, the latency distributions, or the packet success rate
long multiple links, is not a priori known or such characteristics are

varying over time. Instead, these characteristics could be approximated
from collected data before operation or online. Indeed the control
community has been investigating data-driven approaches for modeling
he communication characteristics along these directions (Eisen, Gatsis,

Pappas, & Ribeiro, 2018; Farjam, Wymeersch, & Charalambous, 2021,
2023; Leong, Quevedo, & Liu, 2023; Wu, Ren, Jia, Johansson, & Shi,
2019). These data-driven approaches can be used to approximate the
communication model as in Section 3.1 and subsequently the exist-
ing control approaches of Section 3.2 can be used. However, a key
hallenge is that there is a mismatch between the true underlying
ommunication network and the data-driven approximation, often due
o limited data for training, and as a result these approximation errors
equire revisiting the analysis as well as the control design methods of
ection 3.2. For example, recent literature utilizes techniques from sta-
istical learning theory (Gatsis & Pappas, 2021; Schuurmans, Sopasakis,
 Patrinos, 2019) or investigates regret bounds (Du et al., 2022; Leong

et al., 2023).
The second problem where machine learning tools could be useful

s the co-design of control and communication policies. This is a
reat opportunity to take advantage of the expressive power of ma-
hine learning models, including deep neural networks, to approximate
rbitrarily complex functions used in wireless control systems, for ex-

ample, resource allocation functions that map dynamical system states
and communication states to resources, or controllers mapping system
tates to control inputs. Indeed, as discussed in the existing control

approaches of Section 3.2 optimal solutions can be explicitly computed
only in specific cases. Learning becomes even more promising in the
context of co-design of control and wireless communication policies,
as optimal and computationally practical co-design in the literature is
scarce. Initial approaches, for example, target learning sensor schedul-
ing over networks (Chen et al., 2023; Demirel, Ramaswamy, Quevedo,
& Karl, 2018; Leong, Ramaswamy, Quevedo, Karl, & Shi, 2020; Pang,
Liu, Li, & Vucetic, 2022; Vasconcelos & Mitra, 2021). It is worth
mphasizing that training such policies is often based on reinforcement
earning algorithms, which requires iteratively generating trajectories
f system inputs and responses. The prospect of employing multi-agent
einforcement learning is a promising avenue for jointly learning com-
unication and control policies (Funk, Baumann, Berenz, & Trimpe,

2021; Lima, Eisen, Gatsis, & Ribeiro, 2022). Unfortunately, learned
olicies such as those based on deep neural networks lack theoretical
uarantees, in contrast to standard wireless control approaches in

Section 3.2 that facilitate stability or performance verification. Further-
more, deep neural networks are notorious for their lack of robustness,
which can pose security concerns for wireless control systems. Finally,
uture research will focus on machine learning solutions that can offer
calability to enable Massive NCSs, where, for example, large state and
ction spaces need to be considered (Pang et al., 2022). In addition, se-

lection of appropriate parameterization of the machine learning models
(Kalogerias, Eisen, Pappas, & Ribeiro, 2020) needs to be investigated,
which remains an open challenge.

5. Conclusion

Wireless control has been an active technological area for years and
will likely have an even larger impact in the future. By revising existing
solutions, both in terms of network choice and control design, we aimed
to provide a practical toolkit for the practitioner. However, wireless
control will keep evolving, driven by the technological advances of
networks and novel leading applications. Based on the current trends,
we envisioned as future relevant topics the design of novel wireless
networks for control, the convergence of wireless, control, and learning,
the massive spread of IoT, and the advent of novel communication-
computation infrastructure based on the edge–cloud continuum. We
17 
also foresee, however, that wireless control will find new applications
eyond those identified in this paper.

Declaration of competing interest

The authors declare that they have no known competing finan-
cial interests or personal relationships that could have appeared to
influence the work reported in this paper.

The author Karl H. Johansson is an Editorial Board Member for
Annual Reviews in Control and was not involved in the editorial review
or the decision to publish this article.

Acknowledgment

The work by K.H. Johansson is supported in part by Swedish Re-
earch Council Distinguished Professor Grant 2017-01078, Knut and Al-

ice Wallenberg Foundation Wallenberg Scholar Grant, and the Swedish
Strategic Research Foundation FUSS SUCCESS Grant.

Data availability

No data was used for the research described in the article.

References

Ahlén, A., Akerberg, J., Eriksson, M., Isaksson, A. J., Iwaki, T., Johansson, K. H., et al.
(2019). Toward wireless control in industrial process automation: A case study at
a paper mill. IEEE Control Systems Magazine, 39(5), 36–57.

Amin, S., Cárdenas, A. A., & Sastry, S. S. (2009). Safe and secure networked control
systems under denial-of-service attacks. In Proceedings of the 12th international
conference on hybrid systems: computation and control (pp. 31–45). Springer.

Annaswamy, A. M., Johansson, K. H., & Pappas, G. (2024). Control for societal-scale
challenges: Road map 2030. IEEE Control Systems Magazine, 44(3), 30–32.

Anta, A., & Tabuada, P. (2010). To sample or not to sample: Self-triggered control for
nonlinear systems. IEEE Transactions on Automatic Control, 55(9), 2030–2042.

Araniti, G., Campolo, C., Condoluci, M., Iera, A., & Molinaro, A. (2013). LTE for
vehicular networking: A survey. IEEE Communications Magazine, 51(5), 148–157.

Astély, D., Dahlman, E., Furuskär, A., Jading, Y., Lindström, M., & Parkvall, S. (2009).
LTE: The evolution of mobile broadband. IEEE Communications Magazine, 47(4),
44–51.

Augustin, A., Yi, J., Clausen, T., & Townsley, W. M. (2016). A study of LoRa: Long
range & low power networks for the internet of things. Sensors, 16(9), 1466.

Baggio, G., Bassett, D. S., & Pasqualetti, F. (2021). Data-driven control of complex
networks. Nature Communications, 12(1), 1429.

Bahraini, M., Zanon, M., Falcone, P., & Colombo, A. (2021). Scheduling and robust
invariance in networked control systems. IEEE Transactions on Automatic Control,
67(6), 3075–3082.

Bai, C.-Z., Gupta, V., & Pasqualetti, F. (2017). On Kalman filtering with compromised
sensors: Attack stealthiness and performance bounds. IEEE Transactions on Automatic
Control, 62(12), 6641–6648.

Baillieul, J., & Antsaklis, P. J. (2007). Control and communication challenges in
networked real-time systems. Proceedings of the IEEE, 95(1), 9–28.

Ballotta, L., Como, G., Shamma, J. S., & Schenato, L. (2023). Can competition
outperform collaboration? The role of misbehaving agents. IEEE Transactions on
Automatic Control.

Bemporad, A. (1998). Predictive control of teleoperated constrained systems with
unbounded communication delays. In Proceedings of the 37th IEEE conference on
decision and control, vol. 2 (pp. 2133–2138). IEEE.

Bhat, J. R., & Alqahtani, S. A. (2021). 6G ecosystem: Current status and future
perspective. IEEE Access, 9, 43134–43167.

Borgers, D. P., & Heemels, W. M. H. (2014). Event-separation properties of
event-triggered control systems. IEEE Transactions on Automatic Control, 59(10),
2644–2656.

Branz, F., Antonello, R., Pezzutto, M., Vitturi, S., Tramarin, F., & Schenato, L. (2021).
Drive-by-WiFi: Model-based control over wireless at 1 khz. IEEE Transactions on
Control Systems Technology, 30(3), 1078–1089.

Brunner, F. D., Heemels, W., & Allgöwer, F. (2017). Robust event-triggered MPC with
guaranteed asymptotic bound and average sampling rate. IEEE Transactions on
Automatic Control, 62(11), 5694–5709.

Cao, K., Liu, Y., Meng, G., & Sun, Q. (2020). An overview on edge computing research.
IEEE Access, 8, 85714–85728.

Carli, R., Chiuso, A., Schenato, L., & Zampieri, S. (2008). Distributed Kalman filtering
based on consensus strategies. IEEE Journal on Selected Areas in Communications,
26(4), 622–633.

http://refhub.elsevier.com/S1367-5788(24)00040-3/sb1
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb1
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb1
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb1
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb1
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb2
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb2
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb2
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb2
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb2
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb3
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb3
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb3
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb4
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb4
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb4
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb5
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb5
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb5
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb6
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb6
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb6
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb6
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb6
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb7
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb7
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb7
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb8
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb8
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb8
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb9
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb9
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb9
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb9
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb9
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb10
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb10
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb10
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb10
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb10
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb11
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb11
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb11
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb12
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb12
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb12
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb12
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb12
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb13
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb13
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb13
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb13
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb13
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb14
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb14
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb14
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb15
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb15
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb15
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb15
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb15
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb16
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb16
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb16
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb16
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb16
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb17
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb17
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb17
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb17
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb17
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb18
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb18
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb18
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb19
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb19
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb19
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb19
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb19


M. Pezzutto et al. Annual Reviews in Control 58 (2024) 100972 
Carnevale, D., Teel, A. R., & Nešić, D. (2007). A Lyapunov proof of an improved max-
imum allowable transfer interval for networked control systems. IEEE Transactions
on Automatic Control, 52(5), 892–897.

Casavola, A., Garone, E., & Tedesco, F. (2014). A distributed multi-agent command
governor strategy for the coordination of networked interconnected systems. IEEE
Transactions on Automatic Control, 59(8), 2099–2112.

Casavola, A., Mosca, E., & Papini, M. (2006). Predictive teleoperation of constrained
dynamic systems via internet-like channels. IEEE Transactions on Control Systems
Technology, 14(4), 681–694.

Censi, A. (2010). Kalman filtering with intermittent observations: Convergence for
semi-Markov chains and an intrinsic performance measure. IEEE Transactions on
Automatic Control, 56(2), 376–381.

Chen, J., Liu, W., Quevedo, D. E., Khosravirad, S. R., Li, Y., & Vucetic, B. (2023).
Structure-enhanced DRL for optimal transmission scheduling. IEEE Transactions on
Wireless Communication, 23(1), 379–393.

Cloosterman, M. B., Van de Wouw, N., Heemels, W., & Nijmeijer, H. (2009). Stability
of networked control systems with uncertain time-varying delays. IEEE Transactions
on Automatic Control, 54(7), 1575–1580.

Dahlman, E., Parkvall, S., & Skold, J. (2020). 5G NR: The next generation wireless access
technology. Academic Press.

Demirel, B., Ramaswamy, A., Quevedo, D. E., & Karl, H. (2018). DeepCAS: A deep
reinforcement learning algorithm for control-aware scheduling. IEEE Control Systems
Letters, 2(4), 737–742.

Dey, S., Chiuso, A., & Schenato, L. (2017). Feedback control over lossy SNR-limited
channels: linear encoder–decoder–controller design. IEEE Transactions on Automatic
Control, 62(6), 3054–3061.

Dibaji, S. M., & Ishii, H. (2015). Consensus of second-order multi-agent systems in the
presence of locally bounded faults. Systems & Control Letters, 79, 23–29.

Dimarogonas, D. V., Frazzoli, E., & Johansson, K. H. (2011). Distributed event-triggered
control for multi-agent systems. IEEE Transactions on Automatic Control, 57(5),
1291–1297.

Dolk, V., Borgers, D. P., & Heemels, W. (2016). Output-based and decentralized dynamic
event-triggered control with guaranteed 𝑝-gain performance and zeno-freeness.
IEEE Transactions on Automatic Control, 62(1), 34–49.

Dolk, V., & Heemels, M. (2017). Event-triggered control systems under packet losses.
Automatica, 80, 143–155.

Donkers, M., & Heemels, W. (2011). Output-based event-triggered control with guaran-
teed ∞-gain and improved and decentralized event-triggering. IEEE Transactions
on Automatic Control, 57(6), 1362–1376.

Du, Z., Sattar, Y., Tarzanagh, D. A., Balzano, L., Ozay, N., & Oymak, S. (2022). Data-
driven control of Markov jump systems: Sample complexity and regret bounds. In
Proceedings of the American control conference (pp. 4901–4908). IEEE.

Durisi, G., Koch, T., & Popovski, P. (2016). Toward massive, ultrareliable, and low-
latency wireless communication with short packets. Proceedings of the IEEE, 104(9),
1711–1726.

Eisen, M., Gatsis, K., Pappas, G. J., & Ribeiro, A. (2018). Learning in wireless control
systems over nonstationary channels. IEEE Transactions on Signal Processing, 67(5),
1123–1137.

Eisen, M., & Ribeiro, A. (2020). Optimal wireless resource allocation with random edge
graph neural networks. IEEE Transactions on Signal Processing, 68, 2977–2991.

Emerson (2008). Wireless now. https://www.emerson.com/documents/automation/
article-wireless-now-featured-in-november-2008-issue-of-control-magazine-en-
40872.pdf. (Accessed: 21 January 2024) Control, November 2008 Special Advertising
Supplement .

Epstein, M., Shi, L., & Murray, R. M. (2007). Estimation schemes for networked control
systems using UDP-like communication. In Proceedings of the 46th IEEE conference
on decision and control (pp. 3945–3951). IEEE.

Ergen, S. C. (2004). ZigBee/IEEE802.15.4 summary. UC Berkeley, 10(17), 11.
Fagnani, F., & Zampieri, S. (2009). Average consensus with packet drop communication.

SIAM Journal on Control and Optimization, 48(1), 102–133.
Farina, M., & Scattolini, R. (2012). Distributed predictive control: A non-cooperative

algorithm with neighbor-to-neighbor communication for linear systems. Automatica,
48(6), 1088–1096.

Farjam, T., Wymeersch, H., & Charalambous, T. (2021). Distributed channel access for
control over unknown memoryless communication channels. IEEE Transactions on
Automatic Control, 67(12), 6445–6459.

Farjam, T., Wymeersch, H., & Charalambous, T. (2023). Distributed channel asccess
for control over known and unknown Gilbert-Elliott channels. IEEE Transactions on
Automatic Control, 68(12), 7405–7419.

Fax, J. A., & Murray, R. M. (2004). Information flow and cooperative control of vehicle
formations. IEEE Transactions on Automatic Control, 49(9), 1465–1476.

Fedullo, T., Morato, A., Peserico, G., Trevisan, L., Tramarin, F., Vitturi, S., et al. (2022).
An IoT measurement system based on LoRaWAN for additive manufacturing.
Sensors, 22(15), 5466.

Findeisen, R., & Varutti, P. (2009). Stabilizing nonlinear predictive control over non-
deterministic communication networks. Nonlinear Model Predictive Control: Towards
New Challenging Applications, 167–179.

Forootani, A., Iervolino, R., Tipaldi, M., & Dey, S. (2022). Transmission schedul-
ing for multi-process multi-sensor remote estimation via approximate dynamic
programming. Automatica, 136, Article 110061.
18 
Funk, N., Baumann, D., Berenz, V., & Trimpe, S. (2021). Learning event-triggered
control from data through joint optimization. IFAC Journal of Systems and Control,
16, Article 100144.

Gao, H., & Chen, T. (2007a). ∞ estimation for uncertain systems with lim-
ited communication capacity. IEEE Transactions on Automatic Control, 52(11),
2070–2084.

Gao, H., & Chen, T. (2007b). New results on stability of discrete-time systems with
time-varying state delay. IEEE Transactions on Automatic Control, 52(2), 328–334.

Gao, H., Chen, T., & Lam, J. (2008). A new delay system approach to network-based
control. Automatica, 44(1), 39–52.

Gao, H., Meng, X., & Chen, T. (2008). Stabilization of networked control systems
with a new delay characterization. IEEE Transactions on Automatic Control, 53(9),
2142–2148.

Gao, Y., Yu, P., Dimarogonas, D. V., Johansson, K. H., & Xie, L. (2019). Robust
self-triggered control for time-varying and uncertain constrained systems via
reachability analysis. Automatica, 107, 574–581.

Garcia, E., & Antsaklis, P. J. (2012). Model-based event-triggered control for systems
with quantization and time-varying network delays. IEEE Transactions on Automatic
Control, 58(2), 422–434.

Garcia, E., Cao, Y., & Casbeer, D. W. (2014). Decentralized event-triggered consensus
with general linear dynamics. Automatica, 50(10), 2633–2640.

Garcia-Rodriguez, A., López-Pérez, D., Galati-Giordano, L., & Geraci, G. (2021). IEEE
802.11 be: Wi-fi 7 strikes back. IEEE Communications Magazine, 59(4), 102–108.

Garone, E., Sinopoli, B., & Casavola, A. (2010). LQG control over lossy TCP-like
networks with probabilistic packet acknowledgements. International Journal of
Systems, Control and Communications, 2(1–3), 55–81.

Garone, E., Sinopoli, B., Goldsmith, A., & Casavola, A. (2011). LQG control for
MIMO systems over multiple erasure channels with perfect acknowledgment. IEEE
Transactions on Automatic Control, 57(2), 450–456.

Gatsis, K. (2022). Federated reinforcement learning at the edge: Exploring the learning-
communication tradeoff. In Proceedings of the 23rd European control conference (pp.
1890–1895). IEEE.

Gatsis, K., Hassani, H., & Pappas, G. J. (2020). Latency-reliability tradeoffs for state
estimation. IEEE Transactions on Automatic Control, 66(3), 1009–1023.

Gatsis, K., & Pappas, G. J. (2021). Statistical learning for analysis of networked control
systems over unknown channels. Automatica, 125, Article 109386.

Gatsis, K., Ribeiro, A., & Pappas, G. J. (2014). Optimal power management in wireless
control systems. IEEE Transactions on Automatic Control, 59(6), 1495–1510.

Gatsis, K., Ribeiro, A., & Pappas, G. J. (2018). Random access design for wireless control
systems. Automatica, 91, 1–9.

Gill, K., Yang, S.-H., Yao, F., & Lu, X. (2009). A ZigBee-based home automation system.
IEEE Transactions on Consumer Electronics, 55(2), 422–430.

Girard, A. (2014). Dynamic triggering mechanisms for event-triggered control. IEEE
Transactions on Automatic Control, 60(7), 1992–1997.

Grüne, L., Pannek, J., & Worthmann, K. (2009). A prediction based control scheme for
networked systems with delays and packet dropouts. In Proceedings of the 48h IEEE
conference on decision and control (pp. 537–542). IEEE.

Gündüz, D., de Kerret, P., Sidiropoulos, N. D., Gesbert, D., Murthy, C. R., & van der
Schaar, M. (2019). Machine learning in the air. IEEE Journal on Selected Areas in
Communications, 37(10), 2184–2199.

Gupta, V., Hassibi, B., & Murray, R. M. (2007). Optimal LQG control across
packet-dropping links. Systems & Control Letters, 56(6), 439–446.

Gupta, V., & Martins, N. C. (2009). On stability in the presence of analog erasure
channel between the controller and the actuator. IEEE Transactions on Automatic
Control, 55(1), 175–179.

Gutiérrez, J., Villa-Medina, J. F., Nieto-Garibay, A., & Porta-Gándara, M. Á. (2013).
Automated irrigation system using a wireless sensor network and GPRS module.
IEEE Transactions on Instrumentation and Measurement, 63(1), 166–176.

Hadjicostis, C. N., & Charalambous, T. (2013). Average consensus in the presence of
delays in directed graph topologies. IEEE Transactions on Automatic Control, 59(3),
763–768.

Haxhibeqiri, J., De Poorter, E., Moerman, I., & Hoebeke, J. (2018). A survey of
LoRaWAN for IoT: From technology to application. Sensors, 18(11), 3995.

Heemels, W., & Donkers, M. (2013). Model-based periodic event-triggered control for
linear systems. Automatica, 49(3), 698–711.

Heemels, W. H., Donkers, M., & Teel, A. R. (2012). Periodic event-triggered control for
linear systems. IEEE Transactions on Automatic Control, 58(4), 847–861.

Heemels, W. P., Johansson, K. H., & Tabuada, P. (2012). An introduction to event-
triggered and self-triggered control. In Proceedings of the 51st IEEE conference on
decision and control (pp. 3270–3285). IEEE.

Heemels, W., Sandee, J., & Van Den Bosch, P. (2008). Analysis of event-driven
controllers for linear systems. International Journal of Control, 81(4), 571–590.

Heemels, W. M. H., Teel, A. R., Van de Wouw, N., & Nešić, D. (2010). Networked
control systems with communication constraints: Tradeoffs between transmission
intervals, delays and performance. IEEE Transactions on Automatic Control, 55(8),
1781–1796.

Heijmans, S. H., Postoyan, R., Nešić, D., & Heemels, W. M. H. (2017). Computing
minimal and maximal allowable transmission intervals for networked control
systems using the hybrid systems approach. IEEE Control Systems Letters, 1(1),
56–61.

http://refhub.elsevier.com/S1367-5788(24)00040-3/sb20
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb20
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb20
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb20
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb20
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb21
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb21
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb21
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb21
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb21
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb22
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb22
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb22
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb22
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb22
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb23
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb23
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb23
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb23
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb23
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb24
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb24
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb24
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb24
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb24
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb25
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb25
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb25
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb25
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb25
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb26
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb26
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb26
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb27
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb27
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb27
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb27
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb27
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb28
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb28
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb28
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb28
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb28
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb29
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb29
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb29
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb30
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb30
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb30
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb30
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb30
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb31
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb31
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb31
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb31
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb31
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb32
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb32
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb32
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb33
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb33
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb33
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb33
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb33
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb34
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb34
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb34
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb34
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb34
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb35
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb35
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb35
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb35
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb35
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb36
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb36
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb36
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb36
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb36
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb37
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb37
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb37
https://www.emerson.com/documents/automation/article-wireless-now-featured-in-november-2008-issue-of-control-magazine-en-40872.pdf
https://www.emerson.com/documents/automation/article-wireless-now-featured-in-november-2008-issue-of-control-magazine-en-40872.pdf
https://www.emerson.com/documents/automation/article-wireless-now-featured-in-november-2008-issue-of-control-magazine-en-40872.pdf
https://www.emerson.com/documents/automation/article-wireless-now-featured-in-november-2008-issue-of-control-magazine-en-40872.pdf
https://www.emerson.com/documents/automation/article-wireless-now-featured-in-november-2008-issue-of-control-magazine-en-40872.pdf
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb39
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb39
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb39
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb39
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb39
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb40
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb41
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb41
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb41
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb42
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb42
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb42
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb42
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb42
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb43
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb43
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb43
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb43
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb43
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb44
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb44
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb44
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb44
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb44
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb45
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb45
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb45
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb46
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb46
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb46
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb46
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb46
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb47
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb47
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb47
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb47
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb47
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb48
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb48
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb48
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb48
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb48
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb49
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb49
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb49
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb49
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb49
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb50
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb50
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb50
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb50
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb50
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb51
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb51
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb51
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb52
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb52
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb52
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb53
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb53
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb53
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb53
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb53
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb54
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb54
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb54
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb54
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb54
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb55
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb55
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb55
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb55
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb55
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb56
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb56
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb56
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb57
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb57
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb57
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb58
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb58
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb58
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb58
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb58
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb59
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb59
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb59
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb59
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb59
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb60
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb60
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb60
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb60
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb60
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb61
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb61
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb61
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb62
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb62
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb62
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb63
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb63
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb63
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb64
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb64
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb64
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb65
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb65
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb65
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb66
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb66
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb66
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb67
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb67
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb67
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb67
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb67
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb68
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb68
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb68
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb68
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb68
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb69
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb69
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb69
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb70
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb70
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb70
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb70
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb70
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb71
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb71
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb71
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb71
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb71
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb72
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb72
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb72
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb72
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb72
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb73
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb73
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb73
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb74
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb74
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb74
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb75
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb75
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb75
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb76
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb76
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb76
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb76
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb76
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb77
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb77
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb77
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb78
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb78
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb78
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb78
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb78
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb78
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb78
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb79
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb79
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb79
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb79
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb79
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb79
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb79


M. Pezzutto et al. Annual Reviews in Control 58 (2024) 100972 
Heijmans, S. H., Postoyan, R., Nešić, D., & Heemels, W. M. H. (2020). An average
allowable transmission interval condition for the stability of networked control
systems. IEEE Transactions on Automatic Control, 66(6), 2526–2541.

Henriksson, E., Quevedo, D. E., Peters, E. G., Sandberg, H., & Johansson, K. H. (2015).
Multiple-loop self-triggered model predictive control for network scheduling and
control. IEEE Transactions on Control Systems Technology, 23(6), 2167–2181.

Henriksson, E., Sandberg, H., & Johansson, K. H. (2009). Reduced-order predictive
outage compensators for networked systems. In Proceedings of the 48h IEEE
conference on decision and control (pp. 3775–3780). IEEE.

Hespanha, J. P., Naghshtabrizi, P., & Xu, Y. (2007). A survey of recent results in
networked control systems. Proceedings of the IEEE, 95(1), 138–162.

Hespanha, J., Ortega, A., & Vasudevan, L. (2002). Towards the control of linear systems
with minimum bitrate. In Proceeding of 15th international symposium on mathematical
theory of networks and systems.

Hetel, L., Fiter, C., Omran, H., Seuret, A., Fridman, E., Richard, J.-P., et al. (2017).
Recent developments on the stability of systems with aperiodic sampling: An
overview. Automatica, 76, 309–335.

Huang, M., & Dey, S. (2007). Stability of Kalman filtering with Markovian packet losses.
Automatica, 43(4), 598–607.

Imer, O. C., Yüksel, S., & Başar, T. (2006). Optimal control of LTI systems over
unreliable communication links. Automatica, 42(9), 1429–1439.

Ishii, H., Wang, Y., & Feng, S. (2022). An overview on multi-agent consensus under
adversarial attacks. Annual Reviews in Control, 53, 252–272.

Jiang, T., & Wu, Y. (2008). An overview: Peak-to-average power ratio reduction
techniques for OFDM signals. IEEE Transactions on Broadcasting, 54(2), 257–268.

Kalalas, C., Thrybom, L., & Alonso-Zarate, J. (2016). Cellular communications for smart
grid neighborhood area networks: A survey. IEEE Access, 4, 1469–1493.

Kalogerias, D. S., Eisen, M., Pappas, G. J., & Ribeiro, A. (2020). Model-free learning of
optimal ergodic policies in wireless systems. IEEE Transactions on Signal Processing,
68, 6272–6286.

Kar, S., Sinopoli, B., & Moura, J. M. (2011). Kalman filtering with intermittent
observations: Weak convergence to a stationary distribution. IEEE Transactions on
Automatic Control, 57(2), 405–420.

Kartakis, S., Fu, A., Mazo, M., & McCann, J. A. (2017). Communication schemes for
centralized and decentralized event-triggered control systems. IEEE Transactions on
Control Systems Technology, 26(6), 2035–2048.

Kaul, S., Yates, R., & Gruteser, M. (2012). Real-time status: How often should one
update? In Proceedings of the 2012 IEEE INFOCOM (pp. 2731–2735). IEEE.

Khan, F. (2009). LTE for 4G mobile broadband: air interface technologies and performance.
Cambridge University Press.

Khorov, E., Kiryanov, A., Lyakhov, A., & Bianchi, G. (2018). A tutorial on IEEE 802.11ax
high efficiency WLANs. IEEE Communications Surveys & Tutorials, 21(1), 197–216.

Khorov, E., Levitsky, I., & Akyildiz, I. F. (2020). Current status and directions of IEEE
802.11 be, the future Wi-Fi 7. IEEE Access, 8, 88664–88688.

Kim, S., Pakzad, S., Culler, D., Demmel, J., Fenves, G., Glaser, S., et al. (2007). Health
monitoring of civil infrastructures using wireless sensor networks. In Proceedings
of the 6th international conference on information processing in sensor networks (pp.
254–263).

Knorn, S., & Dey, S. (2017). Optimal energy allocation for linear control with packet
loss under energy harvesting constraints. Automatica, 77, 259–267.

Ko, J., Lim, J. H., Chen, Y., Musvaloiu-E, R., Terzis, A., Masson, G. M., et al. (2010).
MEDiSN: Medical Emergency Detection in Sensor Networks. ACM Transactions on
Embedded Computing Systems, 10(1), 1–29.

Kögel, M., Blind, R., Allgöwer, F., & Findeisen, R. (2011). Optimal and optimal-
linear control over lossy, distributed networks. IFAC Proceedings Volumes, 44(1),
13239–13244.

Lamnabhi-Lagarrigue, F., Annaswamy, A., Engell, S., Isaksson, A., Khargonekar, P.,
Murray, R. M., et al. (2017). Systems and control for the future of humanity,
research agenda: Current and future roles, impact and grand challenges. Annual
Reviews in Control, 43, 1–64.

Lavric, A., Petrariu, A. I., & Popa, V. (2019). Long range SigFox communication
protocol scalability analysis under large-scale, high-density conditions. IEEE Access,
7, 35816–35825.

LeBlanc, H. J., Zhang, H., Koutsoukos, X., & Sundaram, S. (2013). Resilient asymptotic
consensus in robust networks. IEEE Journal on Selected Areas in Communications,
31(4), 766–781.

Leong, A. S., Dey, S., & Quevedo, D. E. (2016). Sensor scheduling in variance based
event triggered estimation with packet drops. IEEE Transactions on Automatic
Control, 62(4), 1880–1895.

Leong, A. S., Quevedo, D. E., Dolz, D., & Dey, S. (2018). Transmission scheduling
for remote state estimation over packet dropping links in the presence of an
eavesdropper. IEEE Transactions on Automatic Control, 64(9), 3732–3739.

Leong, A. S., Quevedo, D. E., & Liu, W. (2023). Stability enforced bandit algorithms
for channel selection in remote state estimation of Gauss-Markov processes. IEEE
Transactions on Automatic Control.

Leong, A. S., Ramaswamy, A., Quevedo, D. E., Karl, H., & Shi, L. (2020). Deep
reinforcement learning for wireless sensor scheduling in cyber–physical systems.
Automatica, 113, Article 108759.

Li, X., & Gao, H. (2011). A new model transformation of discrete-time systems with
time-varying delay and its application to stability analysis. IEEE Transactions on
Automatic Control, 56(9), 2172–2178.
19 
Li, N., Geng, S., Kolmanovsky, I., & Girard, A. (2022). An explicit reference governor
for linear sampled-data systems with disturbance inputs and uncertain time delays.
IEEE Transactions on Automatic Control, 68(1), 440–447.

Li, Y., Quevedo, D. E., Dey, S., & Shi, L. (2016). SINR-based DoS attack on remote
state estimation: A game-theoretic approach. IEEE Transactions on Control of Network
Systems, 4(3), 632–642.

Li, H., & Shi, Y. (2013). Network-based predictive control for constrained nonlinear sys-
tems with two-channel packet dropouts. IEEE Transactions on Industrial Electronics,
61(3), 1574–1582.

Li, Y., Shi, L., Cheng, P., Chen, J., & Quevedo, D. E. (2015). Jamming attacks on
remote state estimation in cyber-physical systems: A game-theoretic approach. IEEE
Transactions on Automatic Control, 60(10), 2831–2836.

Li, H., Yan, W., & Shi, Y. (2018). Triggering and control codesign in self-triggered
model predictive control of constrained systems: With guaranteed performance.
IEEE Transactions on Automatic Control, 63(11), 4008–4015.

Li, N., Zhang, K., Li, Z., Srivastava, V., & Yin, X. (2022). Cloud-assisted nonlinear model
predictive control for finite-duration tasks. IEEE Transactions on Automatic Control,
68(9), 5287–5300.

Liando, J. C., Gamage, A., Tengourtius, A. W., & Li, M. (2019). Known and unknown
facts of LoRa: Experiences from a large-scale measurement study. ACM Transactions
on Sensor Networks, 15(2), 1–35.

Liberzon, D. (2014). Finite data-rate feedback stabilization of switched and hybrid linear
systems. Automatica, 50(2), 409–420.

Liberzon, D., & Hespanha, J. P. (2005). Stabilization of nonlinear systems with limited
information feedback. IEEE Transactions on Automatic Control, 50(6), 910–915.

Lima, V., Eisen, M., Gatsis, K., & Ribeiro, A. (2022). Model-free design of control
systems over wireless fading channels. Signal Processing, 197, Article 108540.

Lin, X., & Lee, N. (2021). 5G and beyond: Fundamentals and standards. Springer Nature.
Lin, H., Su, H., Shi, P., Lu, R., & Wu, Z.-G. (2016). Estimation and LQG control

over unreliable network with acknowledgment randomly lost. IEEE Transactions
on Cybernetics, 47(12), 4074–4085.

Lin, H., Su, H., Shu, Z., Wu, Z.-G., & Xu, Y. (2015). Optimal estimation in UDP-
like networked control systems with intermittent inputs: Stability analysis and
suboptimal filter design. IEEE Transactions on Automatic Control, 61(7), 1794–1809.

Liu, K., Fridman, E., & Hetel, L. (2012). Stability and 2-gain analysis of networked
control systems under Round-Robin scheduling: A time-delay approach. Systems &
Control Letters, 61(5), 666–675.

Liu, K., Fridman, E., & Johansson, K. H. (2015). Networked control with stochastic
scheduling. IEEE Transactions on Automatic Control, 60(11), 3071–3076.

Liu, X., & Goldsmith, A. (2004). Kalman filtering with partial observation losses. 4,
In Proceedings of the 43rd IEEE conference on decision and control (pp. 4180–4186).
IEEE.

Liu, W., Nair, G., Li, Y., Nesic, D., Vucetic, B., & Poor, H. V. (2020). On the latency,
rate, and reliability tradeoff in wireless networked control systems for IIoT. IEEE
Internet of Things Journal, 8(2), 723–733.

Liu, W., Quevedo, D. E., Li, Y., Johansson, K. H., & Vucetic, B. (2021). Remote state
estimation with smart sensors over Markov fading channels. IEEE Transactions on
Automatic Control, 67(6), 2743–2757.

Liu, K., Selivanov, A., & Fridman, E. (2019). Survey on time-delay approach to
networked control. Annual Reviews in Control, 48, 57–79.

Liu, Y.-Y., Slotine, J.-J., & Barabási, A.-L. (2011). Controllability of complex networks.
Nature, 473(7346), 167–173.

Liu, A., Zhang, W.-a., Yu, L., Liu, S., & Chen, M. Z. (2015). New results on stabilization
of networked control systems with packet disordering. Automatica, 52, 255–259.

Lunze, J., & Lehmann, D. (2010). A state-feedback approach to event-based control.
Automatica, 46(1), 211–215.

Luvisotto, M., Pang, Z., & Dzung, D. (2019). High-performance wireless networks for
industrial control applications: New targets and feasibility. Proceedings of the IEEE,
107(6), 1074–1093.

Ma, C.-Q., & Zhang, J.-F. (2010). Necessary and sufficient conditions for consensus-
ability of linear multi-agent systems. IEEE Transactions on Automatic Control, 55(5),
1263–1268.

Maass, A. I., & Nešić, D. (2019). Stabilization of non-linear networked control systems
closed over a lossy WirelessHART network. IEEE Control Systems Letters, 3(4),
996–1001.

Maass, A. I., Vargas, F. J., & Silva, E. I. (2016). Optimal control over multiple erasure
channels using a data dropout compensation scheme. Automatica, 68, 155–161.

Malaver, A., Motta, N., Corke, P., & Gonzalez, F. (2015). Development and integration
of a solar powered unmanned aerial vehicle and a wireless sensor network to
monitor greenhouse gases. Sensors, 15(2), 4072–4096.

Marabissi, D., Mucchi, L., Fantacci, R., Spada, M. R., Massimiani, F., Fratini, A., et al.
(2018). A real case of implementation of the future 5G city. Future Internet, 11(1),
4.

Mazo, M., Jr., Anta, A., & Tabuada, P. (2010). An ISS self-triggered implementation of
linear controllers. Automatica, 46(8), 1310–1314.

Minero, P., Franceschetti, M., Dey, S., & Nair, G. N. (2009). Data rate theorem for
stabilization over time-varying feedback channels. IEEE Transactions on Automatic
Control, 54(2), 243–255.

Mishra, P. K., Chatterjee, D., & Quevedo, D. E. (2017). Stabilizing stochastic predictive
control under Bernoulli dropouts. IEEE Transactions on Automatic Control, 63(6),
1579–1590.

http://refhub.elsevier.com/S1367-5788(24)00040-3/sb80
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb80
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb80
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb80
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb80
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb81
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb81
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb81
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb81
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb81
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb82
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb82
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb82
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb82
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb82
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb83
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb83
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb83
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb84
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb84
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb84
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb84
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb84
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb85
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb85
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb85
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb85
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb85
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb86
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb86
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb86
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb87
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb87
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb87
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb88
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb88
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb88
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb89
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb89
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb89
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb90
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb90
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb90
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb91
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb91
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb91
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb91
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb91
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb92
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb92
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb92
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb92
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb92
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb93
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb93
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb93
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb93
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb93
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb94
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb94
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb94
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb95
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb95
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb95
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb96
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb96
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb96
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb97
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb97
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb97
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb98
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb98
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb98
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb98
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb98
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb98
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb98
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb99
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb99
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb99
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb100
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb100
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb100
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb100
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb100
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb101
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb101
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb101
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb101
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb101
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb102
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb102
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb102
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb102
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb102
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb102
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb102
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb103
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb103
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb103
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb103
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb103
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb104
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb104
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb104
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb104
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb104
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb105
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb105
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb105
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb105
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb105
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb106
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb106
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb106
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb106
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb106
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb107
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb107
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb107
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb107
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb107
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb108
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb108
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb108
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb108
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb108
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb109
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb109
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb109
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb109
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb109
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb110
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb110
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb110
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb110
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb110
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb111
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb111
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb111
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb111
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb111
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb112
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb112
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb112
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb112
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb112
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb113
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb113
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb113
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb113
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb113
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb114
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb114
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb114
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb114
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb114
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb115
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb115
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb115
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb115
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb115
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb116
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb116
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb116
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb116
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb116
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb117
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb117
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb117
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb118
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb118
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb118
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb119
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb119
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb119
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb120
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb121
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb121
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb121
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb121
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb121
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb122
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb122
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb122
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb122
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb122
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb123
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb123
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb123
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb123
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb123
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb124
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb124
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb124
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb125
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb125
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb125
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb125
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb125
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb126
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb126
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb126
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb126
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb126
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb127
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb127
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb127
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb127
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb127
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb128
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb128
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb128
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb129
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb129
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb129
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb130
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb130
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb130
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb131
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb131
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb131
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb132
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb132
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb132
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb132
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb132
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb133
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb133
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb133
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb133
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb133
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb134
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb134
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb134
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb134
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb134
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb135
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb135
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb135
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb136
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb136
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb136
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb136
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb136
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb137
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb137
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb137
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb137
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb137
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb138
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb138
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb138
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb139
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb139
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb139
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb139
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb139
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb140
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb140
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb140
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb140
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb140


M. Pezzutto et al. Annual Reviews in Control 58 (2024) 100972 
Mishra, P. K., Chatterjee, D., & Quevedo, D. E. (2020). Stochastic predictive control
under intermittent observations and unreliable actions. Automatica, 118, Article
109012.

Mo, Y., Chabukswar, R., & Sinopoli, B. (2013). Detecting integrity attacks on SCADA
systems. IEEE Transactions on Control Systems Technology, 22(4), 1396–1407.

Mo, Y., Garone, E., Casavola, A., & Sinopoli, B. (2010). False data injection attacks
against state estimation in wireless sensor networks. In Proceedings of the 49th IEEE
conference on decision and control (pp. 5967–5972). IEEE.

Mo, Y., Garone, E., Casavola, A., & Sinopoli, B. (2011). Stochastic sensor scheduling
for energy constrained estimation in multi-hop wireless sensor networks. IEEE
Transactions on Automatic Control, 56(10), 2489–2495.

Mo, Y., Garone, E., & Sinopoli, B. (2013). LQG control with Markovian packet loss. In
Proceedings of the 12th European control conference (pp. 2380–2385). IEEE.

Mo, Y., & Sinopoli, B. (2008). A characterization of the critical value for Kalman
filtering with intermittent observations. In Proceedings of the 47th IEEE conference
on decision and control (pp. 2692–2697). IEEE.

Mo, Y., & Sinopoli, B. (2009). Secure control against replay attacks. In Proceedings of
the 47th annual Allerton conference on communication, control, and computing (pp.
911–918). IEEE.

Mo, Y., & Sinopoli, B. (2011). Kalman filtering with intermittent observations: Tail
distribution and critical value. IEEE Transactions on Automatic Control, 57(3),
677–689.

Mo, Y., Weerakkody, S., & Sinopoli, B. (2015). Physical authentication of control
systems: Designing watermarked control inputs to detect counterfeit sensor outputs.
IEEE Control Systems Magazine, 35(1), 93–109.

Moreau, L. (2005). Stability of multiagent systems with time-dependent communication
links. IEEE Transactions on Automatic Control, 50(2), 169–182.

Nair, G. N., & Evans, R. J. (2004). Stabilizability of stochastic linear systems with finite
feedback data rates. SIAM Journal on Control and Optimization, 43(2), 413–436.

Nair, G. N., Fagnani, F., Zampieri, S., & Evans, R. J. (2007). Feedback control under
data rate constraints: An overview. Proceedings of the IEEE, 95(1), 108–137.

Nešić, D., & Teel, A. R. (2004). Input-output stability properties of networked control
systems. IEEE Transactions on Automatic Control, 49(10), 1650–1667.

Nowzari, C., Garcia, E., & Cortés, J. (2019). Event-triggered communication and control
of networked systems for multi-agent consensus. Automatica, 105, 1–27.

Olfati-Saber, R., & Murray, R. M. (2004). Consensus problems in networks of agents
with switching topology and time-delays. IEEE Transactions on Automatic Control,
49(9), 1520–1533.

O’Shea, T. J., Roy, T., & West, N. (2019). Approximating the void: Learning stochastic
channel models from observation with variational generative adversarial networks.
In Proceedings of the 2019 international conference on computing, networking and
communications (pp. 681–686). IEEE.

Pang, G., Liu, W., Li, Y., & Vucetic, B. (2022). DRL-based resource allocation in remote
state estimation. IEEE Transactions on Wireless Communication.

Park, P., Di Marco, P., Fischione, C., & Johansson, K. H. (2012). Modeling and
optimization of the IEEE802.15. 4 protocol for reliable and timely communications.
IEEE Transactions on Parallel and Distributed Systems, 24(3), 550–564.

Park, P., Ergen, S. C., Fischione, C., Lu, C., & Johansson, K. H. (2017). Wireless network
design for control systems: A survey. IEEE Communications Surveys & Tutorials,
20(2), 978–1013.

Parkvall, S., Dahlman, E., Furuskar, A., & Frenne, M. (2017). NR: The new 5G radio
access technology. IEEE Communications Standards Magazine, 1(4), 24–30.

Pasqualetti, F., Dörfler, F., & Bullo, F. (2013). Attack detection and identification in
cyber-physical systems. IEEE Transactions on Automatic Control, 58(11), 2715–2729.

Petersen, S., & Carlsen, S. (2011). WirelessHART versus ISA100.11a: The format war
hits the factory floor. IEEE Industrial Electronics Magazine, 5(4), 23–34.

Pezzutto, M., Farina, M., Carli, R., & Schenato, L. (2021). Remote MPC for tracking
over lossy networks. IEEE Control Systems Letters, 6, 1040–1045.

Pezzutto, M., Garone, E., & Schenato, L. (2019). Reference governor for constrained
control over lossy channels. IEEE Control Systems Letters, 4(2), 271–276.

Pezzutto, M., Schenato, L., & Dey, S. (2019). Heavy-tails in Kalman filtering with packet
losses. European Journal of Control, 50, 62–71.

Pezzutto, M., Schenato, L., & Dey, S. (2022). Transmission power allocation for
remote estimation with multi-packet reception capabilities. Automatica, 140, Article
110257.

Pezzutto, M., Tramarin, F., Dey, S., & Schenato, L. (2020). Adaptive transmission
rate for LQG control over Wi-Fi: A cross-layer approach. Automatica, 119, Article
109092.

Pin, G., Fenu, G., Casagrande, V., Zorzenon, D., & Parisini, T. (2020). Robust stabiliza-
tion of a class of nonlinear systems controlled over communication networks. IEEE
Transactions on Automatic Control, 66(7), 3036–3051.

Pin, G., & Parisini, T. (2009). Stabilization of networked control systems by nonlinear
model predictive control: a set invariance approach. Nonlinear Model Predictive
Control: Towards New Challenging Applications, 195–204.

Pin, G., & Parisini, T. (2010). Networked predictive control of uncertain constrained
nonlinear systems: Recursive feasibility and input-to-state stability analysis. IEEE
Transactions on Automatic Control, 56(1), 72–87.

Plarre, K., & Bullo, F. (2009). On Kalman filtering for detectable systems with
intermittent observations. IEEE Transactions on Automatic Control, 54(2), 386–390.
20 
Postoyan, R., Tabuada, P., Nešić, D., & Anta, A. (2014). A framework for the event-
triggered stabilization of nonlinear systems. IEEE Transactions on Automatic Control,
60(4), 982–996.

Proakis, J. G. (2008). Digital communications. McGraw-Hill, Higher Education.
Qiu, L., Shi, Y., Pan, J., & Xu, G. (2016). Networked ∞ controller design for a

direct-drive linear motion control system. IEEE Transactions on Industrial Electronics,
63(10), 6281–6291.

Qiu, L., Shi, Y., Yao, F., Xu, G., & Xu, B. (2014). Network-based robust 2-∞ control
for linear systems with two-channel random packet dropouts and time delays. IEEE
Transactions on Cybernetics, 45(8), 1450–1462.

Quevedo, D. E., Ahlen, A., & Johansson, K. H. (2012). State estimation over sensor
networks with correlated wireless fading channels. IEEE Transactions on Automatic
Control, 58(3), 581–593.

Quevedo, D. E., & Nešić, D. (2010). Input-to-state stability of packetized predictive
control over unreliable networks affected by packet-dropouts. IEEE Transactions on
Automatic Control, 56(2), 370–375.

Quevedo, D. E., & Nešić, D. (2012). Robust stability of packetized predictive control
of nonlinear systems with disturbances and Markovian packet losses. Automatica,
48(8), 1803–1811.

Quevedo, D. E., Silva, E. I., & Goodwin, G. C. (2007). Packetized predictive control over
erasure channels. In Proceedings of the American control conference (pp. 1003–1008).
IEEE.

Rawlings, J. B., & Stewart, B. T. (2008). Coordinating multiple optimization-based
controllers: New opportunities and challenges. Journal of Process Control, 18(9),
839–845.

Ren, W., & Beard, R. W. (2005). Consensus seeking in multiagent systems under
dynamically changing interaction topologies. IEEE Transactions on Automatic Control,
50(5), 655–661.

Ren, W., & Beard, R. W. (2008). Consensus algorithms for double-integrator dynamics.
Distributed Consensus in Multi-vehicle Cooperative Control: Theory and Applications,
77–104.

Ren, X., Wu, J., Johansson, K. H., Shi, G., & Shi, L. (2017). Infinite horizon optimal
transmission power control for remote state estimation over fading channels. IEEE
Transactions on Automatic Control, 63(1), 85–100.

Reynders, B., Meert, W., & Pollin, S. (2017). Power and spreading factor control in low
power wide area networks. In Proceedings of the 2017 IEEE international conference
on communications (pp. 1–6). IEEE.

Rohr, E. R., Marelli, D., & Fu, M. (2014). Kalman filtering with intermittent observa-
tions: On the boundedness of the expected error covariance. IEEE Transactions on
Automatic Control, 59(10), 2724–2738.

Sachs, J., Wikstrom, G., Dudda, T., Baldemair, R., & Kittichokechai, K. (2018). 5G radio
network design for ultra-reliable low-latency communication. IEEE Network, 32(2),
24–31.

Satchidanandan, B., & Kumar, P. R. (2016). Dynamic watermarking: Active defense of
networked cyber–physical systems. Proceedings of the IEEE, 105(2), 219–240.

Schenato, L. (2008). Optimal estimation in networked control systems subject to random
delay and packet drop. IEEE Transactions on Automatic Control, 53(5), 1311–1317.

Schenato, L. (2009). To zero or to hold control inputs with lossy links? IEEE Transactions
on Automatic Control, 54(5), 1093–1099.

Schenato, L., Sinopoli, B., Franceschetti, M., Poolla, K., & Sastry, S. S. (2007).
Foundations of control and estimation over lossy networks. Proceedings of the IEEE,
95(1), 163–187.

Schuurmans, M., Sopasakis, P., & Patrinos, P. (2019). Safe learning-based control of
stochastic jump linear systems: a distributionally robust approach. In Proceedings
of the 58th conference on decision and control (pp. 6498–6503). IEEE.

Seibert, F., & Blevins, T. (2011). WirelessHART successfully handles control. Chemical
Processing, (Accessed: 21 January 2024).

Seuret, A., & Gouaisbaut, F. (2013). Wirtinger-based integral inequality: Application to
time-delay systems. Automatica, 49(9), 2860–2866.

Seuret, A., Gouaisbaut, F., & Fridman, E. (2015). Stability of discrete-time systems
with time-varying delays via a novel summation inequality. IEEE Transactions on
Automatic Control, 60(10), 2740–2745.

Seyboth, G. S., Dimarogonas, D. V., & Johansson, K. H. (2013). Event-based
broadcasting for multi-agent average consensus. Automatica, 49(1), 245–252.

Shah, S. A. A., Ahmed, E., Imran, M., & Zeadally, S. (2018). 5G for vehicular
communications. IEEE Communications Magazine, 56(1), 111–117.

Shi, L., Cheng, P., & Chen, J. (2011). Optimal periodic sensor scheduling with limited
resources. IEEE Transactions on Automatic Control, 56(9), 2190–2195.

Shi, Y., Yang, K., Jiang, T., Zhang, J., & Letaief, K. B. (2020). Communication-efficient
edge AI: Algorithms and systems. IEEE Communications Surveys & Tutorials, 22(4),
2167–2191.

Silva, E. I., & Solis, M. A. (2013). An alternative look at the constant-gain Kalman filter
for state estimation over erasure channels. IEEE Transactions on Automatic Control,
58(12), 3259–3265.

Sinopoli, B., Schenato, L., Franceschetti, M., Poolla, K., Jordan, M. I., & Sastry, S.
S. (2004). Kalman filtering with intermittent observations. IEEE Transactions on
Automatic Control, 49(9), 1453–1464.

Sinopoli, B., Schenato, L., Franceschetti, M., Poolla, K., & Sastry, S. (2008). Optimal
linear LQG control over lossy networks without packet acknowledgment. Asian
Journal of Control, 10(1), 3–13.

http://refhub.elsevier.com/S1367-5788(24)00040-3/sb141
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb141
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb141
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb141
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb141
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb142
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb142
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb142
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb143
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb143
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb143
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb143
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb143
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb144
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb144
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb144
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb144
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb144
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb145
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb145
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb145
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb146
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb146
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb146
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb146
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb146
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb147
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb147
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb147
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb147
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb147
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb148
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb148
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb148
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb148
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb148
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb149
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb149
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb149
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb149
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb149
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb150
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb150
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb150
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb151
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb151
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb151
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb152
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb152
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb152
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb153
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb153
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb153
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb154
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb154
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb154
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb155
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb155
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb155
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb155
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb155
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb156
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb156
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb156
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb156
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb156
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb156
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb156
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb157
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb157
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb157
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb158
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb158
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb158
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb158
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb158
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb159
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb159
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb159
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb159
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb159
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb160
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb160
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb160
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb161
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb161
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb161
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb162
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb162
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb162
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb163
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb163
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb163
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb164
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb164
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb164
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb165
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb165
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb165
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb166
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb166
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb166
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb166
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb166
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb167
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb167
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb167
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb167
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb167
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb168
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb168
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb168
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb168
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb168
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb169
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb169
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb169
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb169
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb169
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb170
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb170
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb170
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb170
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb170
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb171
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb171
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb171
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb172
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb172
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb172
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb172
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb172
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb173
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb174
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb174
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb174
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb174
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb174
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb175
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb175
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb175
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb175
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb175
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb176
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb176
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb176
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb176
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb176
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb177
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb177
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb177
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb177
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb177
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb178
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb178
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb178
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb178
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb178
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb179
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb179
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb179
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb179
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb179
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb180
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb180
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb180
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb180
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb180
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb181
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb181
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb181
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb181
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb181
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb182
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb182
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb182
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb182
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb182
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb183
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb183
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb183
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb183
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb183
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb184
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb184
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb184
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb184
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb184
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb185
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb185
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb185
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb185
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb185
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb186
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb186
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb186
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb186
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb186
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb187
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb187
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb187
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb188
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb188
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb188
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb189
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb189
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb189
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb190
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb190
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb190
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb190
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb190
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb191
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb191
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb191
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb191
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb191
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb192
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb192
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb192
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb193
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb193
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb193
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb194
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb194
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb194
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb194
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb194
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb195
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb195
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb195
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb196
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb196
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb196
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb197
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb197
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb197
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb198
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb198
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb198
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb198
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb198
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb199
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb199
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb199
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb199
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb199
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb200
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb200
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb200
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb200
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb200
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb201
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb201
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb201
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb201
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb201


M. Pezzutto et al. Annual Reviews in Control 58 (2024) 100972 
Skarin, P., Tärneberg, W., Årzen, K.-E., & Kihl, M. (2018). Towards mission-critical
control at the edge and over 5G. In Proceedings of the 2018 IEEE international
conference on edge computing (pp. 50–57). IEEE.

Soleymani, T., Baras, J. S., & Johansson, K. H. (2019). Stochastic control with stale
information–part I: Fully observable systems. In Proceedings of the 58th conference
on decision and control (pp. 4178–4182). IEEE.

Sotenga, P. Z., Djouani, K., & Kurien, A. M. (2020). Media access control in large-scale
internet of things: a review. IEEE Access, 8, 55834–55859.

Statista (2024). Number of internet of things (IoT) connected devices worldwide
from 2019 to 2023 with forecasts from 2022 to 2030. https://www.statista.
com/statistics/1183457/iot-connected-devices-worldwide/. (Accessed: 18 January
2024).

Sun, S., Xie, L., Xiao, W., & Soh, Y. C. (2008). Optimal linear estimation for systems
with multiple packet dropouts. Automatica, 44(5), 1333–1342.

Tabbara, M., & Nesic, D. (2008). Input–output stability of networked control systems
with stochastic protocols and channels. IEEE Transactions on Automatic control,
53(5), 1160–1175.

Tabbara, M., Nesic, D., & Teel, A. R. (2007). Stability of wireless and wire-
line networked control systems. IEEE Transactions on Automatic Control, 52(9),
1615–1630.

Tabuada, P. (2007). Event-triggered real-time scheduling of stabilizing control tasks.
IEEE Transactions on Automatic Control, 52(9), 1680–1685.

Tanaka, T., Esfahani, P. M., & Mitter, S. K. (2017). LQG control with minimum directed
information: Semidefinite programming approach. IEEE Transactions on Automatic
Control, 63(1), 37–52.

Tatikonda, S., & Mitter, S. (2004). Control under communication constraints. IEEE
Transactions on Automatic Control, 49(7), 1056–1068.

Tatikonda, S., Sahai, A., & Mitter, S. (2004). Stochastic linear control over a
communication channel. IEEE Transactions on Automatic Control, 49(9), 1549–1561.

Teixeira, A., Shames, I., Sandberg, H., & Johansson, K. H. (2015). A secure control
framework for resource-limited adversaries. Automatica, 51, 135–148.

Tramarin, F., Mok, A. K., & Han, S. (2019). Real-time and reliable industrial control
over wireless LANs: Algorithms, protocols, and future directions. Proceedings of the
IEEE, 107(6), 1027–1052.

Usevitch, J., & Panagou, D. (2019). Resilient leader-follower consensus to arbitrary
reference values in time-varying graphs. IEEE Transactions on Automatic Control,
65(4), 1755–1762.

Uusitalo, M. A., Rugeland, P., Boldi, M. R., Strinati, E. C., Demestichas, P., Ericson, M.,
et al. (2022). 6G vision, value, use cases and technologies from european 6G
flagship project Hexa-X. IEEE Access, 9, 160004–160020.

Vasconcelos, M. M., & Mitra, U. (2021). Data-driven sensor scheduling for remote
estimation in wireless networks. IEEE Transactions on Control of Network Systems,
8(2), 725–737.

Walsh, G. C., Ye, H., & Bushnell, L. G. (2002). Stability analysis of networked control
systems. IEEE Transactions on Control Systems Technology, 10(3), 438–446.

Wang, Q., & Jiang, J. (2016). Comparative examination on architecture and protocol
of industrial wireless sensor network standards. IEEE Communications Surveys &
Tutorials, 18(3), 2197–2219.

Wang, X., & Lemmon, M. D. (2009). Event-triggering in distributed networked systems
with data dropouts and delays. In Proceedings of the 12th international conference on
hybrid systems: computation and control (pp. 366–380). Springer.

Wang, X., & Lemmon, M. D. (2010). Event-triggering in distributed networked control
systems. IEEE Transactions on Automatic Control, 56(3), 586–601.

Wang, H., Mitra, A., Hassani, H., Pappas, G. J., & Anderson, J. (2023). Federated tem-
poral difference learning with linear function approximation under environmental
heterogeneity. arXiv preprint arXiv:2302.02212.

Wang, W., Postoyan, R., Nešić, D., & Heemels, W. (2019). Periodic event-triggered
control for nonlinear networked control systems. IEEE Transactions on Automatic
Control, 65(2), 620–635.
21 
Wang, H., Toso, L. F., & Anderson, J. (2023). FedSysID: A federated approach to sample-
efficient system identification. In Proceedings of the 5th learning for dynamics and
control conference (pp. 1308–1320). PMLR.

Wang, D., Wang, J., & Wang, W. (2013). ∞ controller design of networked control
systems with Markov packet dropouts. IEEE Transactions on Systems, Man, and
Cybernetics: Systems, 43(3), 689–697.

Wang, Z., Yang, F., Ho, D. W., & Liu, X. (2005). Robust finite-horizon filtering for
stochastic systems with missing measurements. IEEE Signal Processing Letters, 12(6),
437–440.

Wang, Z., Yang, F., Ho, D. W., & Liu, X. (2007). Robust ∞ control for networked sys-
tems with random packet losses. IEEE Transactions on Systems, Man and Cybernetics,
Part B (Cybernetics), 37(4), 916–924.

Wang, Y., Zheng, W. X., & Zhang, H. (2017). Dynamic event-based control of nonlinear
stochastic systems. IEEE Transactions on Automatic Control, 62(12), 6544–6551.

Wu, S., Ren, X., Jia, Q.-S., Johansson, K. H., & Shi, L. (2019). Learning optimal
scheduling policy for remote state estimation under uncertain channel condition.
IEEE Transactions on Control of Network Systems, 7(2), 579–591.

Wu, J., Shi, G., Anderson, B. D., & Johansson, K. H. (2017). Kalman filtering over
Gilbert–Elliott channels: Stability conditions and critical curve. IEEE Transactions
on Automatic Control, 63(4), 1003–1017.

Xiao, F., & Wang, L. (2008). Asynchronous consensus in continuous-time multi-agent
systems with switching topology and time-varying delays. IEEE Transactions on
Automatic Control, 53(8), 1804–1816.

Xiong, J., & Lam, J. (2007). Stabilization of linear systems over networks with bounded
packet loss. Automatica, 43(1), 80–87.

Yates, R. D., Sun, Y., Brown, D. R., Kaul, S. K., Modiano, E., & Ulukus, S. (2021).
Age of information: An introduction and survey. IEEE Journal on Selected Areas in
Communications, 39(5), 1183–1210.

Yi, X., Liu, K., Dimarogonas, D. V., & Johansson, K. H. (2018). Dynamic event-triggered
and self-triggered control for multi-agent systems. IEEE Transactions on Automatic
Control, 64(8), 3300–3307.

You, K., Fu, M., & Xie, L. (2011). Mean square stability for Kalman filtering with
Markovian packet losses. Automatica, 47(12), 2647–2657.

You, K., & Xie, L. (2010). Minimum data rate for mean square stabilization of discrete
LTI systems over lossy channels. IEEE Transactions on Automatic Control, 55(10),
2373–2378.

Yu, H., & Chen, T. (2024). Networked control for nonlinear plants subject to updating
disorder. IEEE Transactions on Automatic Control, 69(8), 4926–4941.

Zhang, S. (2019). An overview of network slicing for 5G. IEEE Wireless Communications,
26(3), 111–117.

Zhang, H., Cheng, P., Shi, L., & Chen, J. (2015). Optimal DoS attack scheduling in
wireless networked control system. IEEE Transactions on Control Systems Technology,
24(3), 843–852.

Zhang, L., Gao, H., & Kaynak, O. (2012). Network-induced constraints in net-
worked control systems—A survey. IEEE Transactions on Industrial Informatics, 9(1),
403–416.

Zhang, X.-M., Han, Q.-L., Ge, X., Ding, D., Ding, L., Yue, D., et al. (2019). Networked
control systems: A survey of trends and techniques. IEEE/CAA Journal of Automatica
Sinica, 7(1), 1–17.

Zhang, H., Shi, Y., Wang, J., & Chen, H. (2018). A new delay-compensation scheme
for networked control systems in controller area networks. IEEE Transactions on
Industrial Electronics, 65(9), 7239–7247.

Zhang, H., Song, X., & Shi, L. (2012). Convergence and mean square stability
of suboptimal estimator for systems with measurement packet dropping. IEEE
Transactions on Automatic Control, 57(5), 1248–1253.

Zhang, Y., & Tian, Y.-P. (2010). Consensus of data-sampled multi-agent systems with
random communication delay and packet loss. IEEE Transactions on Automatic
Control, 55(4), 939–943.

Zhu, W., Jiang, Z.-P., & Feng, G. (2014). Event-based consensus of multi-agent systems
with general linear models. Automatica, 50(2), 552–558.

http://refhub.elsevier.com/S1367-5788(24)00040-3/sb202
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb202
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb202
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb202
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb202
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb203
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb203
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb203
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb203
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb203
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb204
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb204
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb204
https://www.statista.com/statistics/1183457/iot-connected-devices-worldwide/
https://www.statista.com/statistics/1183457/iot-connected-devices-worldwide/
https://www.statista.com/statistics/1183457/iot-connected-devices-worldwide/
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb206
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb206
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb206
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb207
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb207
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb207
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb207
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb207
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb208
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb208
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb208
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb208
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb208
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb209
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb209
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb209
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb210
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb210
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb210
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb210
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb210
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb211
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb211
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb211
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb212
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb212
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb212
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb213
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb213
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb213
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb214
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb214
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb214
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb214
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb214
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb215
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb215
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb215
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb215
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb215
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb216
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb216
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb216
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb216
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb216
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb217
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb217
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb217
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb217
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb217
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb218
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb218
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb218
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb219
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb219
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb219
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb219
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb219
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb220
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb220
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb220
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb220
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb220
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb221
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb221
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb221
http://arxiv.org/abs/2302.02212
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb223
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb223
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb223
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb223
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb223
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb224
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb224
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb224
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb224
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb224
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb225
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb225
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb225
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb225
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb225
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb226
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb226
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb226
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb226
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb226
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb227
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb227
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb227
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb227
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb227
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb228
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb228
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb228
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb229
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb229
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb229
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb229
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb229
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb230
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb230
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb230
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb230
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb230
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb231
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb231
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb231
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb231
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb231
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb232
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb232
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb232
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb233
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb233
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb233
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb233
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb233
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb234
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb234
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb234
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb234
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb234
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb235
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb235
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb235
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb236
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb236
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb236
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb236
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb236
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb237
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb237
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb237
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb238
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb238
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb238
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb239
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb239
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb239
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb239
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb239
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb240
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb240
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb240
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb240
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb240
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb241
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb241
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb241
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb241
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb241
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb242
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb242
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb242
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb242
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb242
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb243
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb243
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb243
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb243
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb243
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb244
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb244
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb244
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb244
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb244
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb245
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb245
http://refhub.elsevier.com/S1367-5788(24)00040-3/sb245

	Wireless control: Retrospective and open vistas
	Introduction
	Wireless Networks
	Low Rate WPAN
	WLAN
	Cellular networks
	LPWAN

	Wireless Control
	Modeling a wireless network for control
	Limited bitrate
	Varying transmission intervals
	Communication delay
	Lossy link

	Closing the feedback loop over a wireless network
	Control with limited bitrate
	Emulation-based control
	Model-based control
	Packetized predictive control
	Event-triggered control

	Connecting multiple systems over wireless
	Securing wireless control

	Open vistas on Wireless Control
	New wireless networks for control
	Massive Networked Control Systems
	The IoT–Edge–Cloud continuum
	Data-driven wireless control

	Conclusion
	Declaration of competing interest
	Acknowledgment
	Data availability
	References


