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Abstract: Recent years have witnessed the surge of interest of security issues in cyber-physical systems. In this paper, we con-
sider malicious cyber attacks in a remote state estimation scenario using time division multiple access communication protocol.
A gateway collects the local measurement innovation of each sensor every time instant, while only transmits data packets to a
remote estimator during specific time slots. It is assumed that a residue-based detection algorithm is used at the remote side to
detect data anomalies. We propose a novel packet-reordering attack strategy where the attacker is able to change the order of
the transmitted data packets, without being detected, by compromising the gateway. Furthermore, the evolution of the remote
estimation error covariance is derived and the degradation of system performance under the proposed attack is analyzed. Finally,
we obtain a sufficient condition for the attack policy to be optimal using the terminal estimation error covariance as a performance
metric. Simulations are provided to illustrate the theoretical results.
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1 INTRODUCTION

Cyber-Physical Systems (CPS) are the next generation of

engineered systems in which sensing, computing, commu-

nication, and control technologies are tightly integrated [1].

Public and private infrastructures today, ranging from large-

scale power grids and intelligent transportations to environ-

ment monitoring and health care systems, are highly depen-

dent on the safe operation of CPS [2, 3].

With an increasing adoption to safety-critical application-

s, CPS security has attracted considerable interest from both

academic and industrial communities in recent years [4]. S-

ince the measurement and control data in CPS are common-

ly transmitted through unprotected wireless communication

networks, such systems are vulnerable to cyber threats. One

recent example is Stuxnet [5], targeted industrial controllers

and modified the monitoring data. Attacks like this can lead

to severe consequences on national economy, social security

or even loss of human lives [6].

The cyber-physical attack space is composed by the adver-

sary’s system knowledge, disclosure resources and disrup-

tion resources [7]. Two major categories of cyber attacks on

CPS: denial-of-service (DoS) and deception attacks are stud-

ied in [8]. DoS attacks, which aim at blocking the communi-

cation channels and preventing the legitimate access to sys-

tem components, were studied for a resource-constrained at-

tacker in [9]. Li et al. [10] proposed a game-theoretic frame-

work to study the interactive decision-making process with

the energy constraints of both the sensor and the attacker. A-

gah et al. [11] formulated a cooperative game to study the

prevention of DoS attacks in wireless sensor networks and

showed that more reliable communication can be achieved

through the cooperation between different sensor nodes.

Deception attacks compromise data integrity by modify-

ing transmitted data packets. The statistical characteristics

The work by Z. Guo and L. Shi is supported by an HKUST Caltech

Partnership FP009. The work by K. H. Johansson is supported by the Knut

and Alice Wallenberg Foundation and the Swedish Research Council.

change if the data are modified by a malicious agent. Hence,

residue-based χ2 false-data detectors are widely deployed

to monitor such system anomalies [12–14]. However, ad-

versaries may bypass the false-data detector by elaborately

design the attack strategy. Liu et al. [13] considered false-

data injection attacks against state estimation in power grids.

Bai et al. [15] analyzed the estimation performance degra-

dation for an ε-stealthiness attacker under arbitrary detection

algorithms using information-theoretic approach. The con-

sequence and the reachable estimation error under false-data

injection attacks have been analyzed in [16]. Furthermore,

a data-driven attack on state estimation was proposed and

analyzed in [17].

In general, it is easy for a malicious agent to launch a DoS

attack since no system knowledge is needed. However, such

an attack is usually easy also to detect [18, 19]. On the other

hand, although a deception attack is subtler, more difficult

to detect, and able to cause more severe damage, it normally

requires perfect information of system parameters [13–15].

To identify the underlying model of a system is usually diffi-

cult and not all the attackers have capability to do so, which

limits the feasibility of deception attacks in many scenarios.

Motivated by these observations, the system architecture

considered in this paper is shown in Fig. 1. At each time

instant k, a smart sensor locally processes the raw measure-

ments and sends its local innovation to a gateway. The gate-

way is allowed to communicate with a remote estimator dur-

ing certain time periods only. We define T ∈ N as the com-

munication period between the gateway and the remote esti-

mator. Consequently, all the collected data packets since the

last communication, zτ+1 to zτ+T (τ = αT, α ∈ N), are

sent through a wireless network. A malicious attacker may

intercept and scramble the data sequence. A false-data de-

tector at the remote side monitors the system behavior and

identifies the potential existence of the attacker.

The main contributions of this paper are summarized as

follows:
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Fig. 1: System Architecture: The attacker is able to reorder

the data packets in the buffer of the gateway. The attack

degrades the remote estimation performance and might not

be detected by the false-data detector.

1) For the above scenario, we propose a novel packet-

reordering attack strategy, which does not need to de-

pend on system knowledge and successfully bypasses

the false-data detector.

2) We compute the evolution of the estimation error co-

variance at the remote estimator and analyze the degra-

dation of system performance (Theorem 1).

3) When using terminal estimation error covariance as per-

formance metric, the optimal packet-reordering attack

strategy is explicitly derived (Theorem 2).

The remainder of the paper is organized as follows. Sec-

tion II presents the system architecture and proposes a nov-

el packet-reordering attack strategy. Section III derives the

evolution of remote estimation error covariance. Section IV

provides the optimal attack strategy for terminal error as the

objective function. Simulation results are provided in Sec-

tion V. Some concluding remarks are given in the end.

Notations: N and R denote the sets of positive integers

and real numbers. Rn is the n-dimensional Euclidean space.

S
n
+ and S

n
++ are the sets of n × n positive semi-definite

and positive definite matrices. When X ∈ S
n
+, we simply

write X ≥ 0 (or X > 0 if X ∈ S
n
++). N (μ,Σ) denotes

Gaussian distribution with mean μ and covariance matrix Σ.

The superscript ′ and Tr(·) stand for the transpose and the

trace of a matrix. E[·] denotes the expectation of a random

variable. For functions f, f1, f2 with appropriate domain,

f1 ◦ f2(x) stands for the function composition f1(f2(x)),
and fn(x) � f(fn−1(x)). The notation zi:j represents the

set {zi, zi+1, . . . , zj}.

2 PROBLEM SETUP

2.1 Process Model
Consider a discrete-time linear time-invariant (LTI) pro-

cess:

xk+1 = Axk + wk, (1)

yk = Cxk + vk, (2)

where k ∈ N is the time index, xk ∈ R
n the vector of pro-

cess states, yk ∈ R
m the vector of sensor measurements,

wk ∈ R
n and vk ∈ R

m are zero-mean i.i.d. Gaussian noises

with covariances Q ≥ 0 and R > 0, respectively. The ini-

tial state x0 is zero-mean Gaussian with covariance matrix

Σ0 ≥ 0, and is independent of wk and vk for all k ≥ 0. The

pair (A,C) is observable and (A,Q) is controllable.

2.2 Smart Sensor
In CPS, sensors are typically equipped with on-board pro-

cessor and have computation capabilities [20]. At each time

k, we assume that the sensor first performs local estimation

based on the process measurements and then transmits its

innovation to the remote estimator. Let us define x̂−
k and x̂k

as the a priori and the a posteriori Minimum Mean Squared

Error (MMSE) estimates of the state xk at the sensor side,

respectively, and P−
k and Pk as the corresponding error co-

variances. They can be calculated by a Kalman filter:

x̂−
k = Ax̂k−1,

P−
k = APk−1A

′ +Q,

Kk = P−
k C ′(CP−

k C ′ +R)−1,

x̂k = x̂−
k +Kk(yk − Cx̂−

k ),

Pk = (I −KkC)P−
k ,

where the recursion starts from x̂0 = 0 and P0 = Σ0 ≥ 0.

To simplify the subsequent discussion, we define the fol-

lowing operators h, g̃ : Sn+ → S
n
+ as

h(X) � AXA′ +Q,

g̃(X) � X −XC ′(CXC ′ +R)−1CX.

It is well known that the gain and the error covariance of the

Kalman filter converge to steady state values from any initial

condition exponentially fast, i.e.,

P̂ � lim
k→+∞

Pk, (3)

P � lim
k→+∞

P−
k , (4)

K � PC ′(CPC ′ +R)−1, (5)

where P̂ and P are the unique positive semi-definite solution

of g̃ ◦ h(X) = X and h ◦ g̃(X) = X , respectively.

The innovation transmitted at time k is defined as:

zk = yk − Cx̂−
k .

It has the following properties:

Lemma 1.
1) zk follows the Gaussian distribution N (0,P), where

P = CPC ′ +R.

2) zi and zj are independent ∀i �= j.

Proof: See [21]. �
Remark 1. The sensor sends the innovation zk rather

than the measurement yk or the local estimate x̂k due to
communication efficiency and detection convenience. A
steady-state Gaussian distribution of the innovation zk fa-
cilitates the direct detection of abnormal data.

2.3 False-Data Detector
False-data detectors are widely used to monitor system be-

havior and detect cyber attacks by checking the statistical

characteristics of received data packets [22]. In this paper, a

residue-based χ2 detector is deployed at the remote estima-

tor to detect system anomalies. At time k, the χ2 detector

performs the hypothesis test:

gk =

k∑
i=k−J+1

z′iP−1zi
H0

≶
H1

δ,

where J is the detection window size, δ is the threshold,

the null hypotheses H0 means that the system is operating
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normally, while the hypotheses H1 is the contrary. Note that

the false alarm rate can be easily calculated since gk is χ2

distributed with mJ degrees of freedom [23]. If gk exceeds

the threshold, the detector will trigger an alarm.

2.4 Packet-Reordering Attack Strategy
According to the TCP/IP protocol, a unique sequence

number (SYN) of each data packet enable the remote esti-

mator to distinguish the order of the received data. We pro-

pose a packet-reordering attack strategy where the malicious

attacker has the capability to

1) intercept all the transmitted data packets; and

2) modify the sequence number in the TCP header.

Suppose that all the data packets collected by the gateway

are sent out during the transmission period. Consequently, T
innovations are buffered in the gateway since last communi-

cation. The attacker is able to arbitrarily shift these T inno-

vations such that the order of the innovation used by the re-

mote estimator is changed, i.e., at time k, the estimator uses

the (wrong) innovation zl(k) rather than zk, where l : N → N

is a function defining the reordering at current time k.

To quantify the estimation performance, we define x̃−
k and

x̃k as the a priori and the a posteriori MMSE estimates of

the state xk at the remote estimator, and P̃−
k and P̃k as the

corresponding error covariances. The problems we are most

interested in contain the estimation error covariance under

the proposed packet-reordering attack and the existence of

the optimal attack strategy in the sense that the estimation

error is maximized, which will be analyzed in the following

two sections.

Remark 2. The proposed attack strategy is quite easy to
implement since it does not need the knowledge of system pa-
rameters. It suffices to hijack the gateway, which may occur
in practice [24, 25].

Remark 3. The proposed packet-reordering attack strat-
egy can bypass the χ2 false-data detector since the distribu-
tion of the modified innovation still follows the same Gaus-
sian distribution N (0,P).

3 PERFORMANCE ANALYSIS UNDER
PACKET-REORDERING ATTACK

To investigate the degradation of system performance un-

der the packet-reordering attack, we focus on the evolution

of the remote estimation error covariance in this section.

Consider the LTI process (1)–(2) under the proposed

packet-reordering attack. The update of the state estimate

at the remote estimator follows

x̃−
k = Ax̃k−1, (6)

x̃k = x̃−
k +Kzl(k), (7)

where the fixed gain K is given in (5), zl(k) represents the

shifted innovation used by the remote estimator at time k.

The state estimate x̃k produced by the remote estimator de-

viates from the true system state and the evolution of the es-

timation error covariance under the packet-reordering attack

is summarizes in the following theorem.

Theorem 1. The iteration of the error covariance at the
remote estimator under the packet-reordering attack follows

the recursion

P̃−
k = AP̃k−1A

′ +Q−
k−1∑
i=0

1l(k−1−i){
Ai+1KC[A(I −KC)]l(k−1−i)−kQ

+Q[(I −KC)′A′]l(k−1−i)−kC ′K ′(A′)i+1

}
, (8)

P̃k = P̃−
k +Δ− 1l(k)

{
P [(I −KC)′A′]l(k)−kC ′K ′

+KC[A(I −KC)]l(k)−kP

}
− (

1− 1l(k)

)
{
Ak−l(k)PC ′K ′ +KCP (A′)k−l(k)

}
, (9)

where Δ = PC ′(CPC ′ +R)−1CP ≥ 0, and

1l(k) =

{
1 if l(k) > k

0 if l(k) ≤ k.

Proof: According to the process model (1)–(2) and the it-

eration of the state estimate (6)– (7), the error covariances at

the remote estimator side can be obtained as

P̃−
k = E[(xk − x̃−

k )(xk − x̃−
k )

′]

= AP̃k−1A
′ +Q+ E[A(xk−1 − x̃k−1)w

′
k−1]

+ E[wk−1(xk−1 − x̃k−1)
′A′], (10)

P̃k = E[(xk − x̃k)(xk − x̃k)
′]

= P̃−
k +K(CPC ′ +R)K ′ − E[(xk − x̃−

k )z
′
l(k)K

′]

− E[Kzl(k)(xk − x̃−
k )

′]. (11)

In order to obtain the iteration of the remote estimation error

covariance, we need to calculate the last two terms of (10)

and (11). We first focus on the a posteriori estimation error

covariance P̃k and evaluate

xk − x̃−
k

= Ak(x0 − x̂−
0 ) +

k−1∑
i=0

Aiwk−1−i −
k−1∑
i=0

Ai+1Kzl(k−1−i),

(12)

based on the assumption x̂−
0 = x̃−

0 . Since zk is an i.i.d.

Gaussian random variable and zl(k) can be regarded as a se-

quence of zk out of order, we obtain that E[zl(i)z
′
l(j)] = 0,

∀i �= j. Thus, we only concern about the correlation be-

tween the first two terms of (12) and zl(k). Then, according

to

xk − x̂−
k = A(I −KC)(xk−1 − x̂−

k−1) + wk−1 −AKvk−1,

we further represent zl(k) in the form of

zl(k) = C[A(I −KC)]l(k)(x0 − x̂−
0 )

+

l(k)−1∑
i=0

C[A(I −KC)]iwl(k)−1−i + V, (13)

7252



where V = vl(k) −
∑l(k)−1

i=0 C[A(I − KC)]iAKvl(k)−1−i

is independent of xk − x̃−
k . It now follows that the second

last term of (11) can be written as

E

[
(xk − x̃−

k )z
′
l(k)K

′
]

= E

[{
Ak(x0 − x̂−

0 ) +

k−1∑
i=0

Aiwk−1−i

}{
C[A(I −KC)]l(k)

× (x0 − x̂−
0 ) +

l(k)−1∑
i=0

C[A(I −KC)]iwl(k)−1−i

}′
K ′

⎤⎦ ,

(14)

from which we can obviously see that the error covariance

generated by the process noise w depends on the relationship

between l(k) and k.

Thus, in the case l(k) > k, (14) becomes

E

[
(xk − x̃−

k )z
′
l(k)K

′
]

=

{
Ak

E[(x0 − x̂−
0 )(x0 − x̂−

0 )
′][(I −KC)′A′]l(k)

+

k−1∑
i=0

Ai
E[wk−1−iw

′
k−1−i][(I −KC)′A′]l(k)−k+i

}
C ′K ′

=

{
AkP [(I −KC)′A′]k +

k−1∑
i=0

AiQ[(I −KC)′A′]i
}

× [(I −KC)′A′]l(k)−kC ′K ′

= P [(I −KC)′A′]l(k)−kC ′K ′, (15)

where the last equality is due to the fact that P is the unique

positive semi-definite fixed point of h◦ g̃, i.e., (h◦ g̃)n(P ) =
P . Similarly, we obtain

E
[
Kzl(k)(xk − x̃−

k )
′] = KC[A(I −KC)]l(k)−kP . (16)

In the case l(k) ≤ k, (14) becomes

E

[
(xk − x̃−

k )z
′
l(k)K

′
]

=

{ l(k)−1∑
i=0

Ak−l(k)+i
E[wl(k)−1−iw

′
l(k)−1−i][(I −KC)′A′]i

+Ak
E[(x0 − x̂−

0 )(x0 − x̂−
0 )

′][(I −KC)′A′]l(k)
}
C ′K ′

= Ak−l(k)

{ l(k)−1∑
i=0

AiQ[(I −KC)′A′]i

+Al(k)P [(I −KC)′A′]l(k)
}
C ′K ′

= Ak−l(k)PC ′K ′. (17)

Similarly, we obtain

E
[
Kzl(k)(xk − x̃−

k )
′] = KCP (A′)k−l(k). (18)

Then the iteration of the a posteriori estimation error co-

variance P̃k can be obtained by substituting (15)–(18) in-

to (11).

Now we move to analyze the a priori estimation error co-

variance P̃−
k and first evaluate

xk−1 − x̃k−1

= Ak−1(x0 − x̂−
0 ) +

k−2∑
i=0

Aiwk−2−i −
k−1∑
i=0

AiKzl(k−1−i),

which follows from (12). Since wk is an i.i.d Gaussian noise,

we obtain that E[wiw
′
j ] = 0, ∀i �= j. According to (13),

when lk−1−i < k, i ∈ {0, 1, . . . , k − 1}, one has

E[zl(k−1−i))w
′
k−1] = 0,

however, when lk−1−i > k, i ∈ {0, 1, . . . , k − 1},

E[zl(k−1−i))w
′
k−1] = C[A(I −KC)]l(k−1−i)−kQ.

It now follows that the second last term of (10) is written as

E[A(xk−1 − x̃−
k−1)w

′
k−1]

= E[A(−
k−1∑
i=0

AiKzl(k−1−i))w
′
k−1]

= −
k−1∑
i=0

1l(k−1−i)A
i+1KC[A(I −KC)]l(k−1−i)−kQ.

(19)

Similarly, we obtain

E[wk−1(xk−1 − x̃−
k−1)

′A′]

= −
k−1∑
i=0

1l(k−1−i)Q[(I −KC)′A′]l(k−1−i)−kC ′K ′(A′)i+1.

(20)

Furthermore, the iteration of the a priori estimation error

covariance P̃−
k can be calculated by substituting (19)– (20)

into (10), which completes the proof. �
4 OPTIMAL PACKET-REORDERING

ATTACK STRATEGIES

Based on the aforementioned attack policy and the evolu-

tion of the estimation error covariance, we find out the op-

timal packet-reordering attack strategy and potential attack

consequences in this section.

We use the terminal estimation error covariance as an ob-

jective function to measure the system performance, i.e.,

J(T ) � Tr(P̃T ),

where we recall that T is the communication period of the

gateway communication protocol (as well as the attack peri-

od of packet-reordering attack). The optimal attack strategy,

in the sense of maximum objective function, is investigated

next, but let us first introduce the following lemma which il-

lustrates the inherent consequence of shifting a sequence of

innovations.

Lemma 2. For a sequence of innovations within the time
interval [τ + 1, τ + T ], τ = αT, α ∈ N, switching any two
innovations, e.g., zl(k1) and zl(k2) with k1, k2, l(k1), l(k2) ∈
[1, T ], leads to a larger terminal estimation error covariance
if at least one of the following conditions is satisfied:
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1) A > 0 is a scalar, and k2 > k1, l(k2) > l(k1); or
2) Tr[(A2T−k−j −A2T−k−t−j)(Aj−i − I)Δ] ≥ 0

∀i, j, k, k + t ∈ [1, T ], k + t > k, j > i, and
k2 > k1, l(k2) > l(k1).

Proof: Suppose that attacks start from steady state. With-

out loss of generality, we let τ = 0 and consider time interval

{1, 2, . . . , k−1, k, k+1, . . . , k+t−1, k+t, k+t+1, . . . , T−
1, T} with innovations {zl(1), zl(2), . . . , zl(k−1), zi, zl(k+1),
. . . , zl(k+t−1), zj , zl(k+t+1), . . . , zl(T−1), zl(T )}. What we

need to prove is that a larger J(T ) will be obtained if we

change the order of zi and zj for any 1 ≤ k < k + t ≤ T
and i < j. The following six situations are needed to be

taken into consideration: (a) i < j ≤ k < k + t; (b)

i ≤ k < j ≤ k + t; (c) i ≤ k < k + t < j; (d)

k < i < j ≤ k + t; (e) k < i ≤ k + t < j; (f)

k < k+t < i < j. The proof is straightforward and omitted,

but the results of above situations are the same and given by

Tr[2(A2T−k−j −A2T−k−t−j)(Aj−i − I)Δ]. (21)

For the scalar case, no matter the system is stable (0 <
A < 1) or not (A ≥ 1), the terminal estimation error co-

variance after switching is always larger than the original

one. For the matrix case, the same result holds if (21) ≥ 0
∀i, j, k, k + t ∈ [1, T ], k + t > k, j > i, which completes

the proof. �
According to the switching principle stated in Lemma 2,

we can now easily find the optimal attack strategy, which is

summarized in the following theorem.

Theorem 2. For the terminal estimation error covariance
as the objective function, i.e., γ = 1, the optimal packet-
reordering attack strategy for the time interval [τ + 1, τ +
T ], τ = αT, α ∈ N, is to rearrange the innovations in a
reverse chronological order if

1) A > 0 is a scalar; or
2) ∀i, j, p, q ∈ [1, T ], q > p, j > i,

Tr[(A2T−p−j −A2T−q−j)(Aj−i − I)Δ] ≥ 0. (22)

Proof: Consider any time horizon [τ + 1, τ + T ],
∀τ = αT , α ∈ N. According to Lemma 2, no mat-

ter we consider a scalar A > 0 or a matrix A satis-

fying (22), if the sequence of the modified innovations

zl(τ+1), zl(τ+2), . . . , zl(τ+T−1), zl(τ+T ) is not in the order

zτ+T , zτ+T−1, . . . , zτ+2, zτ+1, one can always find at least

one attack strategy which yields a larger terminal estima-

tion error by switching the innovation zl(τ+t1) and zl(τ+t2),

where l(τ + t2) > l(τ + t1), t2 > t1. Therefore, a re-

verse chronological ordered sequence of innovations leads

to the worst estimation performance, which is thus the opti-

mal packet-reordering attack strategy. �
For any given process, satisfaction of the second condition

in Lemma 2 can be checked. However, it is not easy to check

for large T , which motivates the sufficient condition in the

following corollary.

Corollary 1. Condition 2 of Lemma 2 and Theorem 2
holds if A ≥ 0.

Proof: According to Schur decomposition [26], for each

A ∈ R
n×n with eigenvalues λ1, λ2, . . . λn in any pre-

scribed order, there exists an orthogonal matrix U satisfy-

ing U ′U = UU ′ = I such that U ′AU = D, where D is
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Fig. 2: Estimation error covariance for stable process.

an upper triangular matrix with diagonal entries dii = λi.

Then for A ≥ 0, it is easy to obtain U ′A�U = D� and

(D�)′ = (U ′A�U)′ = U ′A�U = D�. In this case, D is a

diagonal matrix with dii = λi ≥ 0 such that

D2T−k−t−j(Dt − I)(Dj−i − I) ≥ 0

always holds, which is equivalent to

A2T−k−i +A2T−k−t−j −A2T−k−j −A2T−k−t−i ≥ 0.

Since Δ = PC ′(CPC ′ +R)−1CP ≥ 0,

Tr[(A2T−k−j −A2T−k−t−j)(Aj−i − I)Δ] ≥ 0

is true. �
Remark 4. When the attacker launches attacks repeat-

edly, the objective becomes J(K) � Tr(P̃K), where K =
βT, β ∈ N. The optimal attack in this case is still the reverse
chronological one since the remote estimation error covari-
ances P̃iT+1, P̃iT+2, . . . P̃(i+1)T can be represented as a lin-
ear increasing function of P̃iT , ∀i ∈ {0, 1, . . . , β − 1}.
Therefore, the terminal error during β attack periods is max-
imized when terminal error in each period is maximized.

5 SIMULATION EXAMPLES

To demonstrate the analytical results, we present some nu-

merical simulations in this section.

We first consider a stable process with parameters A =
0.8, C = 2, Q = 1.5, R = 1.2. The simulation result is

shown in Fig. 2. It is assumed that the sensor is able to com-

municate with the remote estimator once every five time s-

lots, i.e., T = 5. During time interval [0, 20], the remote

estimator runs a Kalman filter and enters steady state. At

k = 21, a malicious attacker launches a packet-reordering

attack. The optimal attack strategy which rearranges the in-

novations in a reverse chronological order corresponds to

the magenta diamond line in the figure. The blue star line

represents that the attacker randomly switches the data se-

quence. The red dashed line stands for the estimation error

covariance without attack. In this case, the terminal estima-

tion error of each shifting period under the optimal packet-

reordering attack achieves the largest. Moreover, the error

covariance converges when the process is stable.
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Fig. 3: Estimation error covariance for unstable process.

Fig. 3 shows the error covariances at the remote esti-

mator under the optimal packet-reordering attack, random

attack strategies for an unstable process with parameters

A = 1.05, C = 2, Q = 1, R = 1. It can be observed that the

terminal estimation error is maximized by the optimal attack

strategy. It is also worth noticing that the error covariance

diverges as time goes to infinity in this case.

6 CONCLUSION

In this paper, we proposed a novel packet-reordering at-

tack strategy which can successfully bypass a χ2 false-data

detector in a remote state estimation scenario. We inves-

tigated the evolution of the remote estimation error covari-

ance under the attack and analyzed the degradation of sys-

tem performance. Furthermore, we proved that rearranging

the innovation sequence in a reverse chronological order is

the optimal attack strategy, which yields the largest terminal

estimation error covariance, if A ≥ 0. Simulation examples

demonstrated the analytical results. Future work includes

the analysis of optimal attack strategies for other objective

functions and the development of detection criteria to pre-

vent these attacks.
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