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In this paper, we introduce a set representation called polynomial logical zonotopes for performing
exact and computationally efficient reachability analysis on logical systems. We prove that through this
polynomial-like construction, we are able to perform all of the fundamental logical operations (XOR,
NOT, XNOR, AND, NAND, OR, NOR) between sets of points exactly in a reduced space, i.e., generator
space with reduced complexity. Polynomial logical zonotopes are a generalization of logical zonotopes,
which are able to represent up to 2" binary vectors using only y generators. Due to their construction,
logical zonotopes are only able to support exact computations of some logical operations (XOR, NOT,
XNOR), while other operations (AND, NAND, OR, NOR) result in over-approximations in the generator
space. In order to perform all fundamental logical operations exactly, we formulate a generalization of
logical zonotopes that is constructed by dependent generators and exponent matrices. While we are
able to perform all of the logical operations exactly, this comes with a slight increase in computational
complexity compared to logical zonotopes. To illustrate and showcase the computational benefits of
polynomial logical zonotopes, we present the results of performing reachability analysis on two use
cases: (1) safety verification of an intersection crossing protocol and (2) reachability analysis on a
high-dimensional Boolean function. Moreover, to highlight the extensibility of logical zonotopes, we
include an additional use case where we perform a computationally tractable exhaustive search for

the key of a linear feedback shift register.
© 2024 The Author(s). Published by Elsevier Ltd. This is an open access article under the CC BY-NC license
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1. Introduction

For several decades, logical systems have been used to model
complex behaviors in numerous applications. By modeling a sys-
tem as a collection of logical functions operating in a binary vec-
tor space, we can design models that consist of relatively simple
dynamics but still capture a complex system’s behavior at a suffi-
cient level of abstraction. Some popular approaches to modeling
logical systems are finite automatons, Petri nets, and Boolean
Networks (BNs). Notably, logical systems have been used to suc-
cessfully model the behavior of physical systems such as gene
regulatory networks (Akutsu, Miyano, & Kuhara, 1999; Shmule-
vich, Dougherty, Kim, & Zhang, 2002) and robotics (Roli, Manfroni,
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Pinciroli, & Birattari, 2011; Thunberg, Ogren, & Hu, 2011). One
of the most common types of logical systems, discrete-event
systems, are used for analysis in a variety of applications such
as communication systems (Cassandras & Lafortune, 2008), man-
ufacturing systems (Schuh, Zgorzelski, & Lunze, 2015), and trans-
portation systems (Dallal, Colombo, Del Vecchio, & Lafortune,
2017; Giua & Seatzu, 2008).

1.1. Motivation

Although logical systems have been successfully used to model
complex systems with relatively simple dynamics, analyzing
these models can still pose computational challenges. Notably, for
logical systems defined over Boolean vector spaces with n bits,
analysis that needs to search or propagate the logical dynamics
exhaustively may have exponential computational complexities
in n; in other words, they suffer from the so-called “curse of
dimensionality”.

In the control community, reachability analysis is an essential
form of analysis that often suffers from the curse of dimen-
sionality. Reachability analysis allows us to formally verify the
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behavior of logical systems and provide guarantees that, for ex-
ample, the system will not enter into undesired states. One of
the primary challenges of reachability analysis is the need to
exhaustively explore the system'’s state space, which grows ex-
ponentially with the number of variables. To avoid exponential
computational complexity, many reachability analysis algorithms
leverage representations such as Binary Decision Diagram (BDD).
However, due to drawbacks that we will discuss in the next
section, we propose a new family of representations we call
logical zonotopes.

We are inspired by the role zonotopes and polynomial zono-
topes defined over real vector spaces already play in the reacha-
bility analysis of dynamical systems (Althoff, 2010; Girard, 2005;
Kochdumper & Althoff, 2020). Classical zonotopes are constructed
by taking the Minkowski sum of a real vector center and a
combination of real vector generators. Through this construction,
a set of infinite real vectors can be represented by a finite number
of generators. Then, by leveraging the fact that the Minkowski
sum of two classical zonotopes can be computed through the
concatenation of their generators, researchers have formulated
computationally efficient approaches to reachability analysis (Al-
thoff, 2010). In binary vector spaces, logical zonotopes are able
to represent up to 2% binary vectors using only y generators.
In previous work, we showed that we could apply logical op-
erations to two logical zonotopes and compute either exact or
over-approximated solutions (Alanwar, Jiang, Amin, & Johansson,
2023). In this paper, we address cases where we need only exact
solutions. We will show that by adding polynomial terms into the
construction of logical zonotopes, we formulate polynomial logi-
cal zonotopes that support exact computations of all fundamental
logical operations (XOR, NOT, XNOR, AND, NAND, OR, NOR).

1.2. Related work

As we mentioned in the previous section, many reachability
analysis algorithms avoid exponential computational complex-
ity by leveraging BDDs. Given a proper variable ordering, BDDs
can evaluate Boolean functions with linear complexity in the
number of variables (Hu, 1996). Due to this benefit, BDDs are
widely used for verifying real-world hardware systems (Bingham,
2015) and discrete event systems (Byrod, Lennartson, Vahidi, &
Akesson, 2006). While BDDs play a crucial role in verification,
they have well-known drawbacks, such as requiring an externally
supplied variable ordering, since, in many applications, automat-
ically finding an optimal variable ordering is an NP-complete
problem (Byrod et al., 2006; Cabodi, Camurati, Lavagno, & Quer,
1997). Due to these drawbacks, BDDs are difficult to apply to a
general class of logical systems.

Outside of BDDs, there are also approaches to reachability
analysis for logical systems modeled as BNs, or Boolean Control
Networks (BCNs) for systems with control inputs, that rely on
the semi-tensor product (Li & Tang, 2017). However, these ap-
proaches are point-wise and work with an explicit representation
of sets where all set members are explicitly enumerated, leading
to reachability analysis with computational complexities that are
exponential in the dimension of the system’s state space. Further-
more, the structure matrix used in semi-tensor product-based
approaches also grows exponentially in size with respect to the
number of states and inputs, making it even more challenging
to apply to high-dimensional logical systems (Leifeld, Zhang, &
Zhang, 2019).

Additionally, there is also a body of work proposing new
representations with similar constructions to classical zonotopes.
For example, researchers propose constrained zonotopes (Scott,
Raimondo, Marseglia, & Braatz, 2016), which enable richer anal-
ysis on systems defined over real vector spaces. However, since
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this representation is defined over real vector spaces, it is not di-
rectly applicable to logical systems. To generalize representations
with zonotope-like constructions, Combastel proposed a formu-
lation for functional sets with typed symbols (Combastel, 2022).
Under Combastel’s formulation, logical zonotopes are functional
sets with Boolean symbols. In this work, we overview the use
of polynomial logical zonotopes for the analysis of logical sys-
tems and compare their computational performance with logical
zonotopes, BCNs, and BDDs in three different use cases.

1.3. Contributions

The main contribution of this work is the detailed introduc-
tion of polynomial logical zonotopes and their use in reach-
ability analysis. We are able to perform all logical operations
between sets of points in a reduced space, i.e., the generator
space of polynomial logical zonotopes. Extending our previous
work (Alanwar et al., 2023), in this paper, we present the formu-
lation of polynomial logical zonotopes and discuss the trade-off
of using them instead of their simpler representation: logical
zonotopes. Furthermore, in computations where a polynomial
logical zonotope appears repeatedly, each instance is treated
independently within the framework of Minkowski logical oper-
ations. This occurrence, commonly referred to in the literature
as the “dependency problem”, serves as a motivation for us to
address this challenge. Inspired by the work in Combastel and
Zolghadri (2020), Kochdumper and Althoff (2020), we provide an
approach to resolve the dependency problem and facilitate exact
reachability analysis. Explicitly, the contributions of this work are
summarized by the following contributions.

(1) We present our formulation of polynomial logical zono-
topes as a generalization of logical zonotopes.

(2) We propose performing the logical operations between sets
of points over a reduced space, i.e., the generator space of
polynomial logical zonotopes in exact reachability analysis.

(3) We illustrate the computational benefits of polynomial log-
ical zonotopes and logical zonotopes in three different ap-
plications.

To recreate our results, readers can use our publicly available
logical zonotope library, which contains code for working with
both logical zonotopes and polynomial logical zonotopes.

1.4. Organization

The remainder of the paper is organized as follows. In Sec-
tion 2, we introduce the notation and preliminary definitions
we will use throughout this work. In Section 3, we formulate
polynomial logical zonotopes and detail the different operations
they support. Section 4 compares polynomial logical zonotopes
with logical zonotopes and discusses the trade-off between ac-
curacy and computational complexity. In Section 5, we evalu-
ate the application of polynomial logical zonotopes for verifying
intersection-crossing protocols, performing reachability analysis
on a high-dimensional Boolean function, and the key discovery
of a linear-feedback shift register (LFSR). Finally, in Section 6, we
conclude the work with a discussion about the potential of both
representations and future work.

2. Problem statement and preliminaries
In this section, we introduce details about the notation used

throughout this work, the problem statement, and the prelimi-
nary definitions for logical systems, and reachability analysis.

1 https://github.com/aalanwar/Logical-Zonotope
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2.1. Notation

The set of natural and real numbers are denoted by N and
R, respectively. We denote the binary set {0, 1} by B. The XOR,
NOT, OR, and AND operations are denoted by &, —, Vv, and A,
respectively. Throughout the rest of the work, with a slight abuse
of notation, we omit the A from a A b and write ab instead.
The NAND, NOR, and XNOR are denoted by »,*», and ©, re-
spectively. Later, we use the same notation for both the classical
and Minkowski logical operators, as it will be clear when the
operation is taken between sets or individual vectors. Like the
classical AND operator, we will also omit the Minkowski AND

P
to simplify the presentation. The knlak denotes the ANDing of

ag, Yk = 1,...,p. We use the notation @ for the exact XOR
between sets, and similarly, for other exact logical operations,
we add a bar on top of the notation. Furthermore, B™™ denotes
the binary n x m set. Matrices are denoted by uppercase letters,
e.g., G € B, and sets by uppercase calligraphic letters, e.g., 2 C
B". Vectors and scalars are denoted by lowercase letters, e.g., b €
B". The identity matrix of size n x n is denoted I,,. We denote the
Kronecker product by ®. x € B" is an n x 1 binary vector. Given a
matrix A € B"™™, A; . represents the ith row, A(. j, the jth column,
and A the jth entry of row i. Given a discrete set # € {-}",
|#| = n denotes the cardinality of the set. The max(v, v,) of two
vectors is a vector while taking the maximum value row-wise. A
matrix of ones (resp. zeros) with a size of n x m is denoted by

Tnxm (resp. Opsm)-
2.2. Problem statement

For this work, we consider a system with a logical function
f:B™ x B™ — B™:

X(k + 1) = f (x(k), u(k)) (1)

where x(k) € B™ is the state and u(k) € B™ is the con-
trol input. The logical function f can consist of any combina-
tion of @, —, Vv, &, ¥, ®, and A. We define the reachable sets of
system (1) by the following definition.

Definition 1 (Exact Reachable Set). Given a set of initial states
Xy C B™ and a set of possible inputs i, C B™, the exact
reachable set Ry of (1) after N steps is

Ry = {x(N) e B™ | Vk € {0,...,N— 1} :
x(k + 1) = f(x(k), u(k)), x(0) € Xp, u(k) € Uy}

We aim to compute the exact forward reachable sets of sys-
tems defined by (1) using our new set representation, polynomial
logical zonotope, as a generalization of a logical zonotope.

2.3. Preliminaries

We will represent sets of states and inputs for (1) using logical
zonotopes and polynomial logical zonotopes. As will be shown,
polynomial logical zonotopes are constructed using a Minkowski
XOR operation, which we define as follows.

Definition 2 (Minkowski XOR). Given two sets £ and £, of binary
vectors, the Minkowski XOR is defined between every two points
in the two sets as

L1@ Ly ={z1 D 22|21 € L1,23 € L2} (2)

Similarly, we define the Minkowski NOT, OR, and AND opera-
tions as follows.

=L ={—z1lz1 € L1}, (3)
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L1V Ly ={z1V 23|21 € L1,23 € L2}, (4)
L1Ly ={z12]21 € L1, 22 € Lo}, (5)

Then, to contextualize the introduction of polynomial logical
zonotopes, we introduce a definition of the previously devel-
oped logical zonotope set representation. Inspired by the classical
zonotopic set representation, which is defined in real vector
space (Kiithn, 1998), in previous work (Alanwar et al., 2023),
we proposed logical zonotopes as a computationally efficient set
representation for binary vectors. A logical zonotope is defined as
follows.

Definition 3 (Logical Zonotope (Alanwar et al, 2023)). Given a
point ¢ € B" and y € N generator vectors in a generator matrix
G=lg1, ... g | € BV, alogical zonotope is defined as

EZ{XEB”

Y
x=c® dgp pel0.1)].
i=
We use the shorthand notation £ = (c, G) for a logical zonotope.

Now, starting in the next section, we will extend the formula-
tion of logical zonotopes to develop polynomial logical zonotopes
and discuss the implications of the new representation.

3. Polynomial logical zonotopes

In this section, we present the formulation of polynomial
logical zonotopes. Logical zonotopes, a special case of polynomial
logical zonotopes, can only support exact computations for oper-
ators XOR, NOT, and XNOR and over-approximated computations
for AND, NAND, OR, and NOR in the generator space. Since in
certain applications, one might need to perform an exact analysis
instead of an over-approximated one, we extend the formulation
of logical zonotopes with additional constructions that enable
exact computations for all of the fundamental logical operations
in the generator space. In the next subsections, we introduce this
new construction and how to compute the fundamental logical
operations exactly.

3.1. Set representation
The polynomial logical zonotope is defined as follows.

Definition 4 (Polynomial Logical Zonotope). Given a point ¢ € B",
a dependent generator matrix G = [g1. ..., g] € B™", identifier
id € NP for identifying the dependent factors oy, ..., ap, and
an exponent matrix E € BP*", a polynomial logical zonotope is
defined as

P={xeB”

h /P .
X=c® @ (knlaf“”)gi, o € {0, 1}"} .

i=1\k=
We use the shorthand notation P = (c, G, E, id) for a polynomial
logical zonotope.

Interestingly, polynomial logical zonotopes can be viewed as
functional sets with Boolean symbols (Combastel, 2022). We give
the following example to illustrate the proposed set representa-
tion and its associated binary points.

Example 1. Consider the following polynomial logical zonotope
0 0 1| r 11
751=<1 11, ],[1 2]>. (6)
0 1
0 1 1| L

This is interpreted as the following set

0 0 1
ﬁ]:[ 1({®|1|a1®|1|ajaxy
0 1 1

a1, 0 € {0, 1}}
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By considering all possible binary combination of @y and a5, we
get the following set of points

0 0 1
{ of,|1],]1 }
1 0 0
where the identifier vector id = [1 2] stores the identifier 1 for

the dependent factor «; and the identifier 2 for the dependent
factor o,.

Next, we borrow the operator mergeID from Kochdumper and
Althoff (2020) that is necessary in order to build a common repre-
sentation of exponent matrices and fully exploit the dependencies
between identical dependent factors.

Proposition 1 (Merge ID Kochdumper & Althoff, 2020, Prob 1).
Given two polynomial logical zonotopes, P = {(c1, G, E1, idq) and
Py = (2, Gy, Ey, idy), mergelD returns two adjusted polynomial
logical zonotopes P; and P, with identical identifier vectors that are
equivalent to P, and P,, and has a complexity of O(p1p2):

= ((c1. Gy, Eq. id), (c2, Gy, By, id))

P1 P2

mergelID(P;, Py)

with id = [id; idyay]. H = {i|idy) ¢ idi},

E, = [ E } e B,
O241xh,

. Ey.y, if 3j idg) = idy)
2 O1xn,, Otherwise

where a = |#H| + p1.

Next, we show an example on the operator mergeID.

Example 2. Consider the following polynomial logical zonotope

a=(jof .o 110 o )

0 1 0

This is interpreted as the following set

1 1 0
7522{ 0|®|0|a® | 1|12
0 1 0

o1, 0 € {0, 1}}

where the identifier vector id = [1 3] stores the identifier 1 for
the dependent factor «; and the identifier 3 for the dependent
factor a,. If we apply the operator mergeID(P;, P,) where P is
defined in (6), we get the following sets with common identifiers.

o] [o 1 1
7>1:< : , 12 3]>

—

O = O =
—_ O = =
O = O = =
- OO OO
—_O = O =

7>2=< o 12 3]>

We consider as well an operator uniqueID(p) for generating
unique p ids out of longer repeated ids. This has a complexity of
O(p).

Next, we provide the Minkowski logical operations using poly-
nomial logical zonotopes.

3.2. Minkowski logical operations

We propose to perform the following Minkowski logical op-
erations in the generator space of polynomial logical zonotopes.
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Polynomial logical zonotopes are closed under all logical opera-
tions.

3.2.1. Minkowski XOR (@)
We start with the Minkowski XOR over the generator space of
polynomial logical zonotope as follows.

Lemma 1. Given two polynomial logical zonotopes Py =
(c1, Gy, Eq,idy) and P, = {cy, Go, E,, idy), the Minkowski XOR is
computed as:

E; O .
P1® 7’2=<C1 ® 2. [G1. Gy, |:01 Ez] , uniqueID(p; +P2)>~ (7

Proof. Let us denote the right-hand side of (7) by Pg. We aim to
prove that P; @ P, C Pg and Py € P; @ P,. Choose any z; € P,
and z, € P,

E1 (ki

] (. ))gl i

~ ~E2 (ki
3(){2 12 =C D @ (kn]az k( I))gZ,i .
i=1\k= ’

Ja 21—616969(

Let A 1:p5 = [@1.1p; - @215, | With pe=p1+p2. Given that XOR is
an associative and commutative gate, we have the following:

E 1
2102 =Ce D ea ( H1oz®®k(k )g@,f,

where ¢g = ¢; © ¢3, Gg = [G1 , Gz] with G@=[gea.1, .. ,gea,q@]v

E; O
0 E
Pg. Conversely, let zg € Pg, then

and Eg = . Thus, z1 @ z, € Pg and therefore P; & P, C

hg PEB ~E,
®.0)
bg 12 =Co @ @9( M og i )gea,i-

Partitioning &g, 1.5 = [@1.1:p, » &2.1:p, |, it follows that there exist
z1 € P1and z; € P, such that zg, = z1@z,. Therefore, zg, € P1OP;
and Pe C P @ Py

3.2.2. Minkowski AND
Different from logical zonotopes, Minkowski AND can be per-
formed exactly using polynomial logical zonotopes.

Lemma 2. Given two polynomial logical zonotopes P; =
(c1, G1, Eq,idq) and P, = {(ca, Gy, E,, idy), the Minkowski AND is
computed exactly and leads to P, = (cn, G, EA, idA) where:

CA =C102, (8)
G =[C1g2,1, ey C182,hy5 C281,15 - - - s C281,hy »
81,182,1, 81,182,2, - - - ,gl,hlgz,h2]7 (9)

E, = Opix1 | | Opyxa Ercn]  [Erem
Exen | 7 Exin) | T Opyx1 |77 Opyxt |
Ei(1 Ei(n E1(.hyp)
Exen| (B2 | E2my ||
id, = uniqueID(p1 + p2 + p1p2). (10)

Proof. We aim to prove that P;P, C P, and P, C P;P,. Choose
z1 € P; and z; € P,. Then, we have

hy yP1 ki
=@ @ ( Hall,f"))gu, (11)

h2 P2 E; k,i
34, zz—czea@(na;,f”)gzﬁi. (12)
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ANDing (11) and (12) results in

hy /D2 Ep (ki
~ L2, (k,i)
Z1Zy =C1C2 & (@ ( I 0[2,k )gz_,‘ﬁ

i=1 \k=1

hy,hy Pl Eq (kg ip) P2 E3 (ky.ip)
@ ( ® ( ma,, v )gul (kl'[lozz,kz2 2 )gz,iz . (13)
-

i=11,i=1\k1=1
Concatenating the factors in
@1, @, | (14)

results in having E, and G,. Thus, z1z;
P1P, C P.. Conversely, let z, € P4, then

Up = [al,lzpla Q32 1:py> ¥1,10021, -«

€ P, and therefore

“ ha (PA B, i
dop:zy=cA D D (knlaAAi(((il))gA,i-
i=1\k=1 "

Partitioning 6[/\=[&1,1;p], 6[2‘1;[,2, (’)\11,1&2,1, ey &1,171&24,!’2]' it fol-
lows that there exist z; € P; and z, € P, such that z, = z12,.
Therefore, z, € PP, and thus P, C PP,.

3.2.3. Minkowski NOT (—), XNOR (®), NAND (#), OR (\V), NOR ()
Based on the operations presented so far, we can compute the
Minkowski NOT and XNOR as follows:

~P = (c ® 11, G, E. id) (15)
P1O Py = —(P1 D P2). (16)

Using Minkowski NOT and AND operations, we can compute
the Minkowski NAND (#). We can also compute Minkowski OR
(\v), and NOR (») exactly using the Minkowski NAND:

P1 APy = —(P1P2), (17)
P1V Py = (=P1) A (—P2), (18)
P11 Py = _'(7)1 \ 'Pz). (19)

3.3. Exact logical operations

If a polynomial logical zonotope occurs several times in a
calculation, each occurrence is taken independently during the
Minkowski logical operations. This phenomenon is known in the
literature as the “dependency problem”. This motivates us to in-
troduce an id for each factor inspired by Combastel and Zolghadri
(2020), Kochdumper and Althoff (2020) to solve the dependency
problem and provide an exact reachability analysis.

We present the following logical operations that take into
account the dependency between variables. We start by the exact
XOR (@) over the generator space of the polynomial logical zono-
topes. We execute the exact logical operations after executing the
operator mergeID on the two input polynomial logical zonotopes.

3.3.1. Exact XOR (®)
The exact XOR is performed as follows.

Lemma 3. Given two polynomial logical zonotopes Py =

(c1, Gy, Eq,id) and P, = {c3, Go, E,, id) with a common identifier
vector id, the exact XOR is computed as:

P1 épz = <C1 D cy, [G], Gz] s [E], Ez] s ld> (20)

Proof. The proof is the same as Minkowski XOR while utilizing
the merged identifiers instead of assigning unique identifiers.
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In order to highlight the importance of the exact logical op-
eration, we present the following motivating example of the
dependency problem in set-based theory.

Example 3. Consider the following polynomial logical zonotope
P3 = (0,1, 1, 1), which encapsulates the points 0 and 1. The
Minkowski XOR of

Ps® Py = <0, [1.1]. [é ﬂ [ z]>,

which, if evaluated, results in the following set of points {0, 1}.
On the other hand, the exact XOR results in the following

P3®P; = <0, 0,1, 1>,

which, if evaluated, results in the following set {0}. This aligns
with the expected results of XORing a variable with itself. The
exact XOR comes with a solution for the dependency problem.

Next, we consider the exact ANDing after performing the
operator mergeID.
3.3.2. Exact AND (N)

Lemma 4. Given two polynomial logical zonotopes P; =
(c1, G1, Eq,id) and P, = (cy, Gy, E>, id) with a common identifier
vector id, the exact ANDing leads to Px = (cx, Gx, Ex, id) where:

Ci =C1C, (21)

Gx Z[Clgz,l, s C182,hy> C281,15 « - - » C281,hy

81,1821, 81,1822, - - - 7gl,h1g2,h2i|’ (22)

Ex =|:Ez,(.,1), weos B2 (Uhp)s B 1)s ooes E1(LRy)s

max(ELm), Ezy(‘,l)), max(EL(,,]), Ez,(qz)), veey
max(El,(,,h]), Ez,(,,hz))], (23)

with a row-wise max.

Proof. The proof is the same as Minkowski AND while utilizing
the merged identifiers instead of assigning unique identifiers.

The Minkowski NOT is the same as the exact NOT, as there is
no generator involved in the operation. Given that we are able to
perform the exact AND and NOT operations, we will be able to
perform exact NAND and, thus, all the exact logical operations.

3.4. Containment and generators simplification

In certain scenarios, we might need to find a polynomial logi-
cal zonotope that contains at least the given binary vectors. This
is especially relevant at the beginning of any set-based analysis,
where one usually starts with an initial set of binary vectors from
which a polynomial logical zonotope should be computed. One
way to do that is as follows.

Lemma 5. Given a list S = {s1,...,s,} of p binary vectors in B",
the polynomial logical zonotope P = (c, G, E, id) with s; € P,Vi =
{1, ..., p}, is given by

c =51, (24)
g1=5®c, Yi={2,...,p} (25)
G=1[g,-.-,81l (26)

E =1, (27)

)

id = uniqueID(p). (28
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Algorithm 1 Function simplify to decrease the number of
generators of a polynomial logical zonotope.
Input: A polynomial logical zonotope P = (c, G, E, id) with large
number of h dependent generators and p dependent factors
Output: A polynomial logical zonotope Ps = (c;, G, Es, ids) with
hs; < h dependent generators and ps < p dependent factors
G=¢C
: 8§ = evaluate(P) [/ list of all binary vectors in P
Gs=G,Es=E,id; =id
:fori=1:hdo
Ss = evaluate(P )\ g;) /[ evaluate P without g;
if isequal(s, S;) then
Gs = remove(Gs, &)
(E,idy) = remove((E;, ids),E_j) |/ remove the
corresponding column from Es and the unused identifiers
9: end if
10: end for
11: Py = {(cs, Gs, Es, ids)

PN RN

Proof. By considering the truth table of all values of «, we can
find that the evaluation of P results in ¢ = s; at one point and
g 1Pc=s;®chc=s;,Vi={2,...,p}, at other points.

The drawback of the technique proposed in Lemma 5 is that
it results in generators with a count equal to the number of
points minus one. Thus, after finding a polynomial logical zono-
tope containing the given binary vectors, reducing the number
of generators without sacrificing any unique binary vector would
be helpful. The simplification can be made with a small modifica-
tion of Alanwar et al. (2023, Algorithm 1), where the dependent
generators are checked for possible exclusion. This is shown in
Algorithm 1 in which we simply check the generators and cor-
responding exponents; however, with additional computational
complexity, it is possible to also check the dependent factors
for exclusion. While this approach to simplifying the polynomial
logical zonotopes is straightforward, it can scale exponentially in
complexity with the number of generators. An important future
work will be to develop a simplification approach for polyno-
mial logical zonotopes that leverages approximations for better
computational complexities.

3.5. Reachability analysis

We utilize the polynomial logical zonotope to have an exact
reachable region of (1), as defined in Definition 1 and presented
in Algorithm 2, as follows.

Theorem 1. Given a logical function f : B™ xB™ — B™ in (1) and
starting from initial polynomial logical zonotope Rg C B™, where
x(0) € Ry, with input polynomial logical zonotope U, C B™, then
the exact reachable region computed as

Ries1 = f (Rie, Uk (29)
in the generator space of polynomial logical zonotopes.

Proof. The logical function consists in general of XOR and
NOT operations and any logical operations constructed from
the NAND. Vx(k) € Ry and u(k) € Uy, we are able to com-
pute Minkowski XOR and NOT exactly using Lemma 1 and (15),
Minkowski NAND using (17). Moreover, we are able to compute
the exact XOR and AND operations by Lemmas 3 and 4, respec-
tively, and thus the exact NAND operation based on NOT and
exact AND operations. Given that the NAND is a universal gate, we
can perform all the remaining logical operations in the generator
space.

Algorithm 2 Reachability analysis for N-steps.

Input: A logical function f, an initial set of points Sy, a set of
control input points S, Vk=1,...,N
Output: A reachable polynomial logical zonotope Ry at the N-th
step
1: Rg = enclosePoints(Sy) // Enclose the set of points with a
polynomial logical zonotope using Lemma 5
2: Rg = simplify(Re) [/ Reduce the number of generators
using Algorithm 1

3: Uy = enclosePoints(Syk), Vk=0,...,N —1

4: Uy = simplify(lh), Vk=0,...,N —1

5: fork=0:N—1do

6: Ri+1 = f(Rk, Ux) || Apply Minkowski and exact logical
operations

7: end for

In Algorithm 2, we overview an algorithm based on Theorem 1
for N-step reachability analysis using polynomial logical zono-
topes. First, in line 1, we use Lemma 5 to convert the initial set of
points Sp to get an initial polynomial logical zonotope Ry which
is further simplified to R, as explained in Section 3.4. We apply
the same steps to get the input polynomial logical zonotope 4.
Then, we iterate N times to find the Nth-step reachable set as a
polynomial logical zonotope.

4. Comparison with logical zonotopes

In this section, we compare polynomial logical zonotopes with
their special case, logical zonotopes. We start by reminding the
reader of the application of Minkowski XOR, NOT, XNOR, AND,
NAND, OR, NOR, and reachability analysis to logical zonotopes.
Then, we discuss the computational complexity of both poly-
nomial logical zonotopes and logical zonotopes to highlight the
trade-off between the full and simpler representation.

4.1. Minkowski logical operations with logical zonotopes

In this section, we briefly introduce the application of each
fundamental logical operation on logical zonotopes. We separate
them into two groups: (1) the Minkowski operations that yield
exact solutions and (2) the Minkowski operations that yield over-
approximations. For proofs and more details, we refer readers
to Alanwar et al. (2023).

Logical zonotopes can support exact solutions for Minkowski
XOR, NOT, and XNOR operations. For logical zonotopes, £; =
(c1, G1) and £y = {co, G), the Minkowski XOR, NOT, and XNOR
are computed as follows.

L1 Ly = <C1 ® e, [G1, Gz]>, (30)
Ly = <C1 ® lnx1, G1>, (31)
L10 Ly = (L1 @ L2). (32)

However, due to the limitations of their construction, logi-
cal zonotopes can only support over-approximated solutions for
Minkowski AND, NAND, OR, and NOR as follows.

L1L3 € (162, GA)s (33)

GAZI: C182,1 -+ -+ C182,15> C281,15 - - - » C281,9,»
81,1821, 81,1822, - - -, 81,1, 82,1, ],

L1~ Ly = —(L1£3), (34)
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We list out the Minkowski logical operation computational complexity for polynomial logical zonotopes and logical zonotopes. Note, for logical
zonotopes, the Minkowski AND, NAND, OR, and NOR computations yield over-approximated instead of exact solutions.

Polynomial logical zonotope

Logical zonotope (Alanwar et al., 2023)

o(n)
o(n)
oO(nhyhy)

Operation

Minkowski NOT o(n)

Minkowski XOR, XNOR o(n+pi +p2)

Minkowski AND, NAND, OR, NOR O(nhihy + p1p2)

Exact XOR, XNOR o(n+ pip2)

Exact AND, NAND, OR, NOR O(nhihy + p1p2)
L1V Ly = (=L1) ~(—L2), (35)
LA™ Ly = —'(L:] \ L:z)‘ (36)

The term over-approximation in binary sets with £; C £,
means that £, contains at least all the binary vectors contained
in L.

4.2. Reachability analysis with logical zonotopes

While sometimes we need to compute these operations ex-
actly, there are other cases where over-approximating the so-
lutions to these operations is acceptable. For example, when
computing the reachable sets of a logical system to check if the
system will reach unsafe sets, it is still possible to formulate
safety guarantees based on over-approximated reachable sets. In
these cases, the simpler logical zonotopes may be a better choice
than polynomial logical zonotopes, as some operations have a
greater computational complexity when applied to polynomial
logical zonotopes. The following theorem, which is presented and
proven in our previous work (Alanwar et al., 2023), summarizes
the reachability analysis of logical zonotopes.

Theorem 2. Given a logical function f : B™ x B™ — B™
in (1) and starting from initial logical zonotope Ro C B™, where
x(0) € Ry, with input logical zonotope Uy, C B™, then the reachable
region ﬁkﬂ over-approximates the exact reachable set Ry 1. 7Azk+1
is computed in the generator space of logical zonotopes.

7%;{_;_1 :f(ﬁk, Z/{k) D Ri41- (37)

In the next section, we will discuss the computational trade-
offs between polynomial logical and logical zonotopes in more
detail.

4.3. Computational complexity trade-offs

To compare the computational complexity of the presented
logical operations, let two polynomial logical zonotopes be de-
fined as P = (C], G], Eq, ld]) and Py = (Cz, Gz, E,, idz), where
1,0, €B", Gy € BN E; e BN G, € B™M2, and E, € BP2*"2,
Then, let two logical zonotopes be defined as £; = (c1, G;) and
L, = (¢, G).

We start with the computational complexity of the Minkowski
logical operations. The computational complexity of NOT scales
linearly with the dimension of the binary space, or O(n) for both
logical and polynomial logical zonotopes. For applying XOR and
XNOR to logical zonotopes £1 and £;, the complexity is also linear
in the dimension of the binary space. However, for applying XOR
and XNOR to polynomial logical zonotopes, in addition to scaling
linearly with the dimension of the binary space, the operations
also scale linearly with the sum of the number of dependent
factors of P; and P, due to the uniqueID operation in the XOR,
giving both operations a complexity of O(n + p; + p»). Similarly,
for the AND, NAND, OR, NOR operations, the application of the
operations to £ and £; has a complexity dominated by the AND
operation of O(nhqh;), while the application of the operations

O o) ) o)

@) pi(k +1) (b) ci(k +1)

Fig. 1. Reduced BDDs for the intersection crossing example.

to P; and P, has a complexity of O(nhih, + pip;) due to the
additional uniqueID operation. For the exact XOR, XNOR, AND,
NAND, OR, and NOR operations, the complexity is determined
using the same arguments as the Minkowski ones, however, with
the complexity of the mergeID operation, which has a complexity
of O(p1p,), instead of the uniqueID operations. The exact logical
operations cannot be applied to £ and £, due to the absence of
identifiers.

Currently, one computational challenge when using polyno-
mial logical zonotopes is handling simplifications in cases where
the number of generators grows quickly. The simplify algorithm
outlined in Algorithm 1 depends heavily on the evaluate func-
tion, which builds a list of all the binary vectors contained
within a polynomial logical zonotope. Simple implementations
of evaluate can have complexities that grow exponentially
with the number of dependent factors in the polynomial logical
zonotope. As we show in the following section, there are many
cases and applications that do not prohibitively suffer from this
computational challenge. However, for the general application of
polynomial logical zonotopes, a simplification algorithm with low
computational complexity is an important future work.

In summary, we can see that the increase in complexity for
applying logical operators primarily stems from the management
of dependent factors. As shown in Table 1, when computing the
Minkowski logical operations XOR, XNOR, AND, NAND, OR, and
NOR for polynomial logical zonotopes, there is an increase in
computational complexity. Moreover, when exact XOR, XNOR,
AND, NAND, OR, NOR operations are necessary, polynomial log-
ical zonotopes need to be used. However, in cases where over-
approximations for AND, NAND, OR, NOR can be tolerated, then
logical zonotopes without the exponent matrices and identifiers
can be used to lower computational complexity. In the next
section, we illustrate some of these computational trade-offs
between logical zonotope and polynomial logical zonotope-based
reachability analysis and search algorithms in our case studies.
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5. Case studies

To illustrate the use of operating over the generators’ space of
polynomial logical zonotopes and logical zonotopes, we present
three different use cases. We first formulate an intersection cross-
ing problem, where we compare the computational complexity
of BDDs, BCN-based semi-tensor products, and logical zonotopes
when verifying the safety of four vehicle’s intersection cross-
ing protocol. Then, we demonstrate the use of polynomial log-
ical zonotopes for conducting reachability analysis on a high-
dimensional Boolean function. In addition to the two reachability
analysis use cases, we also include a use case showing how logical
zonotopes can drastically improve the complexity of exhaustively
searching for the key of an LFSR. All of the experiments are
performed on a processor 11th Generation Intel(R) Core(TM)
i7-1185G7 with 16.0 GB RAM.

To compare with BCN-based semi-tensor product approaches,
we use the classical definition for semi-tensor products (Cheng,
Qi, & Xue, 2007). Explicitly, given two matrices M € B™*" and
N € BP*9, the semi-tensor product, denoted by x, is computed
as:

MxN=M®QI)NQI,),

with s as the least common multiple of n and p, s; = s/n, and
s, = s/p. Note that we can apply a semi-tensor product to logical
zonotopes as explained in Alanwar et al. (2023).

5.1. Safety verification of an intersection crossing protocol

We extend the provided example in Alanwar et al. (2023) to
compare against polynomial logical zonotopes. More specifically,
we consider an intersection where four vehicles need to pass
through the intersection, while avoiding collision. For compar-
ison, we encode their respective crossing protocols as logical
functions and verify the safety of their protocols through reach-
ability analysis using BDDs, a BCN semi-tensor product-based
approach, logical zonotopes, and polynomial logical zonotopes.
We denote whether vehicle i is passing the intersection or not
at time k by p;(k). Then, we denote whether vehicle i came first
or not at time k by ci(k). The control inputs uf(k) and uf(k)
denote the decision of vehicle i to pass or to come first at time k,

respectively.

For each vehiclei = 1, ..., 4, the intersection passing protocol
is represented as follows.
pi(k + 1) = uf (k)=pi(k)—ci(k). (38)
Then, the logic behind coming first for each vehiclei =1, ...,4
is written as follows.
ci(k + 1) = =pi(k + 1)(u; (k) v (=pi(k)pi(k + 1))). (39)

To perform reachability analysis, we initialize the crossing prob-
lem with the following conditions: p;(0) = 1, p»(0) € {0, 1},
p3(0) = Oa p4(0) € {07 1}v C](O) =1, CZ(O) € {07 1}s C3(O) =
0, c4(0) € {0, 1}. To verify the passing protocol is always safe,
under any decision made by each vehicle, we perform reach-
ability analysis under the following uncertain control inputs:
uh(k) € {0, 1}, ub(k) = 0, ub(k) € {0, 1}, ul(k) = 0, uS(k) €
{0, 1}, uS(k) € {0, 1}, u§(k) € {0, 1}, and uf(k) € {0,1}, k =
0,...,N—1.

We construct BDDs for each formula and execute the re-
duced form of the BDDs with uncertainty which is illustrated in
Fig. 1. For the semi-tensor product-based approach with BCNs, we
write state x(k)=(x_,pi(k)) x(x%ci(k)). We write input u(k) =
(x& uP(k)) x (=P uf(k)). The structure matrix L, which encodes
(38)=(39), is a 2% x 2'® matrix where 8 is the number of the
states and 16 is the number of states and inputs. We perform
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Table 2
Execution Time (seconds) and number of points in each set (size) for verifying
an intersection crossing protocol.

Steps N Zonotope Poly. Zonotope BDD BCN

Time Size Time Size Time Size Time Size
5 005 16 015 13 1.17 14 3.40 14
10 006 16 0.18 14 3.32 14 7.75 14
50 015 16 025 14 19.87 14 48.40 14
100 026 16 045 14 39.78 14 104.91 14

1000 184 16 284 14 406.60 14 1142.10 14

Table 3
Execution Time (seconds) for reachability analysis of a high-dimensional Boolean
function.

Steps N Zonotope Poly. Zonotope BDD

Time Size Time Size Time Size
2 0.04 768 0.05 211 0.34 211
3 0.05 896 0.06 580 1.86 x 10° 580
4 0.06 896 0.07 580 2.44 x 1082 -
5 0.07 896 0.56 580 > 1067 -

2 Estimated execution times.

reachability analysis for the BCN using x(k+1) = Lx u(k)x x(k) for
all possible combinations. For reachability analysis with logical
zonotopes and polynomial logical zonotopes, we represent each
variable in (38)-(39) with a logical zonotope and polynomial
logical zonotopes. We first compute the initial zonotope R, using
Lemma 5 which contains the initial and certain states. Then, using
Theorems 1 and 2, we compute the next reachable sets as polyno-
mial logical zonotopes and logical zonotopes. The execution time
of the three approaches is presented in seconds in Table 2. We
note that reachability analysis using logical zonotopes provides
the best run-time compared to other techniques. Moreover, as the
reachability analysis’s time horizon increases, its run-time with
logical zonotopes increases slower than the other two methods.
The polynomial logical zonotopes provide exact reachability com-
pared to logical zonotopes at the cost of slightly worse execution.
The term p;(k+ 1) appears twice in (39), which requires the exact
logical operations to take care of the dependency between the
terms for all iterations. On the other hand, we did not find a way
to carry the dependency from one iteration k to the next one k+1
using BDD and BCN. This is the reason for having 13 points for
polynomial logical zonotopes in comparison to 14 for BDD and
BCN with N = 5. Notably, the impact of this dependency issue
did not manifest in the subsequent steps of our example for BDD
and BCN.

5.2. Reachability analysis on a high-dimensional boolean function

We consider the following Boolean functions with B; € B!
and U; e B9, i=1,2, 3.

Bi(k + 1) = Uy(k) v (Ba(k) © B1(k)), (40)
By(k + 1) = By(k) © (B1(k) A Uz(k)), (41)
Bs(k + 1) = Bs(k) # (Uz(k) © Us(k)). (42)

For our reachability analysis, we initially assign sets of two pos-
sible values to B(0), B,(0), and B3(0). Then, we compare the
execution time of reachability analysis starting from this initial
condition using BDDs and logical zonotopes. We do not compare
with the semi-tensor product-based approach in this example
since the size structure matrix is intractable for high-dimensional
systems. For the supplied variable ordering, the reachability anal-
ysis with N = 4 and N = 5 using BDDs was not completed
in a reasonable amount of time, so we instead used the average
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Fig. 2. LFSR A.

execution time for one iteration and multiplied that time to
get the total time for the reachability analysis. The results are
shown in Table 3. The logical zonotopes provide a huge over-
approximation in high-dimensional systems. On the other hand,
polynomial logical zonotopes provide exact reachability analy-
sis with a low execution time. Conducting reachability analysis
over a high number of steps necessitates an effective reduction
function to manage the number of generators, thereby improving
execution time. Developing such a function will be addressed in
future work.

It is worth emphasizing that the execution times listed for
polynomial logical zonotopes and logical zonotopes in Tables 2
and 3 do not include the time spent calculating the set size. To
determine the size of each set, we convert them into discrete
points by considering all possible combinations of the parameters
o and B.

5.3. Exhaustive search for the key of an LFSR

In this use case, we revisit the case presented in Alanwar
et al. (2023) and showcase a practical application where logical
zonotopes can be leveraged to decrease computational complex-
ity while maintaining exact results. In particular, we use logical
zonotopes to reduce the search space when looking for the key
of an LFSR.

LFSRs are used intensively in many stream ciphers in order
to generate pseudo-random longer keys from the input key. For
simplicity we consider 60-bits LFSR A initialized with the input
key K4 with length I;. The operations on the bit level are shown
in Fig. 2, where

A[1] = A[60] @ A[59] @ A[58] @ A[14],
output = A[60] & A[59].

Each bit i of the output of the LFSR is XORed with the message
mali] to obtain one bit of the ciphertext cali].

Now consider that we aim to obtain the input key K4 using
exhaustive search by trying out 2% key values that can generate
the cipher ¢4 from m, with worst-case complexity O(2'k) where
Iy, = 60 is the key length. Instead, we propose to use logical
zonotopes in Algorithm 3 to decrease the complexity of the
search algorithm. Given that the XOR is exact already using logical
zonotopes, we did not need to move forward with polynomial
logical zonotopes. We start by defining a logical zonotope g,
which contains 0 and 1 in line 1. Initially, we assign a logical
zonotope to each bit of LFSR A in line 4 except the first two
bits. Then, we set the first two bits of LESR A to one of the 22
options of comb list in line 7. Then, we call the LFSR with the
assigned key bits to get a list of logical zonotopes G4 with misuse
of notations. The pseudo-random output of logical zonotopes G4
is XORed with the message my to get a list of ciphertext logical
zonotopes C4. If any cipher of the list ¢4 is not included in the
corresponding logical zonotope Cy4, then the assigned two digits
in line 7 are wrong, and we do not need to continue finding values
for the remaining bits of LFSR A. We note that the contains
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Table 4
Execution Time (seconds) of exhaustive key search.
Key size Algorithm 3 Traditional search
30 1.97 1.18 x 105°
60 4.76 1.26 x 10%>?
120 7.95 1.46 x 10°3?

2 Estimated execution times.

Algorithm 3 Exhaustive search for LFSR key using logical
zonotopes.
Input: A sequence of messages my and its ciphertexts ¢4 with
length I,
Output: The used key K4 with length [, in encrypting m,
1: L =enclosePoints([0 1]) // enclose the points 0 and 1 by
a logical zonotope

2: comb = {00, 01, 10, 11}

3: fori=3:1I,do

4: Kalil = £p /[ assign the logical zonotope £ to the key bits

5: end for

6: fori=1:4do

7: Kall: 2] = combli]

8: Ga = LFSR(K,) /| generate pseudo-random numbers from
the key Ka

9: Ca=Gp D my

10: if —contains(Cx,ca) then

11: continue; /[ continue if ¢y ¢ Cs

12: end if

13: forj=3:1,do

14: Kaljl = 0.

15: Ga = LFSR(K4)

16: Cha=GaDmy

17: if —contains(Ca,ca) then

18: Kalil =1/ assign if c4 ¢ Ca

19: end if

20: end for
21: if isequal (K4 @ mg4,c4) then

22: return K4
23: end if
24: end for

function in lines 10 and 17 is implemented in the points domain
by converting the logical zonotope into points and checking the
containment. After finding the correct two bits with ¢4 € Ca,
we continue by assigning a zero to bit by bit in line 14. Then
we generate the pseudo-random numbers G4 and XORed it with
the my to get the list of cipher logical zonotopes C4. The ciphers’
logical zonotopes C, are checked to contain the list of ciphers c4
and assign K, in line 18, accordingly. We measured the execution
time of Algorithm 3 with different key sizes in comparison to the
execution time of traditional search in Table 4. To compute the
execution time of the traditional search, we multiply the number
of iterations by the average execution time of a single iteration.

6. Conclusion

In this work, we propose the use of a generalization of logical
zonotopes called polynomial logical zonotopes for reachability
analysis on logical systems. Polynomial logical zonotopes are
constructed with additional dependent generators and exponent
matrices, which allow for the exact computation of the logi-
cal operations AND, NAND, OR, and NOR. In two different use
cases, we show that polynomial logical zonotopes can be used for
computationally efficient reachability analysis. Then, to illustrate
the extensibility of logical zonotopes, we use them to reduce
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the computational complexity of exhaustive searches on logical
systems. Moreover, we detail the trade-off between computa-
tional complexity and precision when using polynomial logical
zonotopes or logical zonotopes in a computation. In future work,
we will continue exploring the practical application of polynomial
logical zonotopes and investigate new approaches for generator
reduction. Furthermore, we will explore not only new use cases
for polynomial logical zonotope-based reachability analysis but
also other forms of analysis that benefit from the representation,
such as search algorithms.
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