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This paper considers the problem of set-based state estimation for linear time-invariant (LTI) systems
under time-varying sensor attacks. Provided that the LTI system is stable and observable via every sin-
gle sensor and that at least one sensor is uncompromised, we guarantee that the true state is always
contained in the estimated set. We use zonotopes to represent these sets for computational efficiency.
However, we show that intelligently designed stealthy attacks may cause exponential growth in the algo-
rithm’s worst-case complexity. We present several strategies to handle this complexity issue and illustrate
our resilient zonotope-based state estimation algorithm on a rotating target system.

© 2023 The Author(s). Published by Elsevier Ltd on behalf of European Control Association.
This is an open access article under the CC BY license (http://creativecommons.org/licenses/by/4.0/)

1. Introduction

Cyber physical systems are quite vulnerable to attackers who
can maliciously manipulate their sensor measurements and cause
undesirable disruptions in the system. To ensure that the corrupted
sensor data does not degrade estimation accuracy, and thereby
guaranteeing reasonable control performance, several resilient or
secure state estimation techniques have been proposed (c.f. Alan-
war et al. [1], Chong et al. [11], He et al. [13], Kim et al. [15], Pajic
et al. [16], Shoukry et al. [21]). In the presence of additive sen-
sor attacks, these techniques ensure estimation accuracy up to a
certain neighborhood of the true state, modulo noise and distur-
bances, where the estimation error bound remains uninfluenced
by the attacker. However, the error bounds of these estimators are
quite conservative, and it is difficult to obtain precise robust guar-
antees.

For the state estimation of dynamical systems, stochastic fil-
tering approaches, such as Kalman filters, assume that the statis-
tics of the underlying random process generating the process and
measurement noise is known. In applications where noise statis-
tics cannot be known, such filtering approaches perform rather
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poorly [18]. For non-stochastic uncertainties, #H, filters and ob-
servers provide a robust solution to the state estimation problem;
however, they turn out to be overly conservative [22]. To evade
these limitations and at the same time obtain precise robust guar-
antees, the set-based zonotopic filtering paradigm has proven to be
very promising [6,7,12], with many real-world applications includ-
ing fault diagnosis in industrial systems [9], underwater robotics
[14], vehicle localization [10], and leakage detection in water dis-
tribution networks [17].

In safety-critical applications, guaranteed state inclusion in a
bounded set is crucial to provably avoid unsafe regions in the state
space. This motivates the need for set-based state estimation to ob-
tain a set of all possible states under unknown disturbances and
measurement errors belonging to known bounded sets. In this re-
gard, set-based estimation has a long history and was first studied
by [8] in 1971. Recent works on the topic are [6,7] and the refer-
ences therein.

To the best of our knowledge, the literature on resilient set-
based state estimation when some of the sensors are vulnerable
to adversarial attacks is scarce. Only [19] and its journal version
[20] present a set-based resilient state estimation technique that
relies on reachability. However, for obtaining an accurate set-based
estimate, they require that the full state vector can be measured by
any subset of sensors with cardinality equal to the number of safe
sensors, which is quite a restrictive assumption. Without this, their
guarantees on the estimation accuracy become very conservative.
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In this paper, we do not require the full state vector to be mea-
sured by any subset of sensors, but the LTI system is observable
via every sensor. This assumption is required since we do not limit
the number of attacked sensors to be less than half the number of
sensors, and we also allow the attacker to change the set of com-
promised sensors at any time. Subject to these assumptions, we
present a zonotope-based state estimation algorithm for LTI sys-
tems under sensor attacks. We guarantee that the true state is al-
ways included in the estimated set. A strength of our proposed
scheme is that we can handle attacks compromising different sen-
sors over time as long as at least one sensor remains untouched.
Further, if the attacker compromises the same set of attacked sen-
sors over time, we provide a detection scheme to identify the set
of attacked sensors. One major drawback of the zonotope-based
algorithm is its complexity, which can increase exponentially in
the worst-case if stealthy attacks are employed. We discuss and
demonstrate complexity reduction schemes to help with the im-
plementation of our zonotope-based resilient state estimation al-
gorithm. All used data and code to recreate our findings are pub-
licly available.!

The rest of the paper is organized as follows. We define the no-
tations used and background needed in Section 2. Next, the prob-
lem and assumptions are stated in Section 3. We then present the
resilient zonotopic state estimation algorithm and guarantee that
the true state is always within the estimated set in Section 4. In
Section 5, we present cases where our results can be sharpened
and discuss the complexity of the proposed scheme. The efficacy
of the algorithm is illustrated by an example in Section 6. We con-
clude the paper with Section 7.

2. Notations and preliminaries
2.1. Notations

The set of real numbers and integers are denoted by R and
Z, respectively, and Z.; = {i,i+1,i+2,...}. A finite set of integers
{i,i+1,i4+2,...,i+k} is denoted as Z; ;. The Euclidean norm of
a vector x € R" is denoted as ||x|| = +xTx and the maximum norm
as || X[l = MaXjc(q1, _py 1% Given a signal v: Z.o — R", we denote
its restriction to the domain [0, k] by v s}, for some k € Z,. For a
set S, |S| denotes its cardinality. Given sets Sy, ..., Sy, we denote
their collection as S = {‘S"}"Ezn.nr

2.2. Set representations

Given a center ¢, € R" and generator matrix G, € R"™%z, a zono-
tope Z C R" is the set

Z={c;+GB;: B, e]-1, 1]&}

where &, is the number of generators of Z. Since a zonotope can
be completely characterized by its center and generator matrix, the
notation Z = (c,, G;) is used throughout the paper for brevity.

A matrix L e R">" multiplied with a zonotope 2 yields L2 =
(Lcz, LGz). Given two zonotopes Z; = (¢z;, Gz ) and 25 = (cz,, Gz, ),
each being a subset of R", their Minkowski sum is given by

G 1).
A constrained zonotope is given by
Z={c;+GyB,: Br e [-1,11%,AB, = b}

where A € R"%z and b € R" with n € Z_. The radius of a zonotope,
or a constrained zonotope, is given by

rad(Z) = min A subject to Z c AB"(c;)

Z1® 2y = (Czy + (. [Gy

1 https://github.com/aalanwar/Secure-Set-Based-Estimation.
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i.e., the radius A of a minimal n-dimensional Euclidean ball B"(c;)
centered at ¢; and inscribing Z.

To summarize, a zonotope is an affine transformation of a hy-
percube and a constrained zonotope is an affine transformation of
linearly constrained hypercube.

3. Problem definition

Consider an LTI system in discrete-time

x(k+ 1) = Ax(k) + Bu(k) + w(k) (1a)

Yik) = Gx (k) + v (k) + a' (k);

where x(k) e R™ is the state, u(k) € R™ is a known input that
is bounded, and y'(k) e R™ is the measured output of ith sen-
sor with i€ Zj , and p the total number of sensors. The vec-
tor w(k) € W represents the process noise, which is bounded and
assumed to be contained in the zonotope W = (cw, Gw), and the
vector v(k) € V; represents the measurement noise of ith sensor,
which is also bounded and assumed to be contained in the zono-
tope V; = {(c,i, G,i) for every sensor i. Finally, ai(k) e R™ represents
the attack signal injected by the attacker to corrupt the measure-
ment of ith sensor, and it can be arbitrary and unbounded.

ke Z.g (1b)

Assumption 1.

(i) Upper bound on the number of attacked sensors: The at-
tacker can attack up to g < p number of sensors, where q is
known a priori. However, the exact number and set of sen-
sors which have been attacked are unknown.

(ii) Observability from each sensor: For every i € Zjy ), (A, G) is
an observable pair.

(iii) Knowledge of the initial set: The initial state x(0) is con-
tained in a zonotope Ay = (cg, Gg).

(iv) Bounded input bounded state stability: There exists M >
0 such that [[x(k)|lc <M, for any wjg; €W CR™, and

bounded ug ) € R™ with k € Z.

Assumption 1 (i) is fundamental in this paper because it en-
sures that, at every time k € Z, there exists a set of uncompro-
mised sensors Sy C Zy p) With [Sy| = p—q such that a'(k) = Op,
for every i € S;. This, along with Assumption 1(ii), allows us to en-
sure that the true state is included inside the intersection of the
estimated sets of uncompromised sensors. In addition, the assump-
tion entails that the attacker, even though omniscient about the
system dynamics and noise bounds, has limited resources at hand.
We remark that this assumption is certainly not restrictive, because
it neither restricts the set of attacked sensors to be static with re-
spect to time nor requires that g is less than half the number of
sensors p. In contrast, at any time instant, the attacker can inject
arbitrary attack signals to any subset of sensors with cardinality
less than or equal to q, where q is only required to be strictly less
than p.

Assumption 1 (ii) is required to enable decentralized set-based
operations for resilient estimation without violating the robustness
guarantees. Moreover, because Assumption 1(i) allows the attacker
to attack up to p — 1 sensors, it is necessary that the observability
is guaranteed from any sensor.

Assumption 1 (iii) can be easily satisfied from the operating
conditions of the system, and it is not restrictive because the size
of Xp is not required to be small.

Finally, Assumption 1(iv) demarcates the class of systems con-
sidered in this paper and assumes bounded input bounded state
(BIBS) stability, which is equivalent to saying that state matrix A is
Schur stable (i.e., p(A) < 1). While this may appear to be restric-
tive in comparison to other resilient state estimation schemes for
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LTI systems where the A matrix does not need to be Schur stable
(discrete-time systems), or Hurwitz (continuous-time systems), we
argue that the class of BIBS stable systems is not restrictive as it is
a property all control systems strive to achieve via feedback.

Under the standing assumptions stated above, we formulate the
problem statement as follows.

Problem Statement

Given the model A, (..., Cp, noise zonotopes W and
Vi, ..., Vp, output measurements y!(k),...,yP(k), and the maxi-
mum number q of sensors that can be attacked at any time k, we
aim to estimate a set &), guaranteeing the inclusion x(k) € X, for
every k € Z-o, where x(k) is the true state of system (1).

This paper achieves the aforementioned resilient set-based state
estimation problem via zonotopic filtering, which we will develop
in the forthcoming sections.

4. Resilient zonotopic filtering

In this section, we propose our main algorithm for resilient set-
based state estimation, which is summarized below.

4.1. Reachable set and time update step

The reachable set R at time k € Z.( is the set of states to
which the system may evolve given the input u(k — 1), and a guar-
antee that the previous state is contained in R;_; > x(k—1) and
the process noise in W > w(k — 1), i.e.,

Rk =ARy_1 ®Bu(k—-1) @ W. (2)

Because of the open-loop computation of the reachable set, i.e., it
is not corrected using the sensor measurements, it turns out to be
quite conservative for larger values of time k. Nonetheless, the Eq.
(2) is particularly important in the time update step, also known as
the prediction step, of our proposed filtering algorithm. The time
update is given by

Xk = A% g1 @ Buk—1) @ W (3)

where R is replaced by the time update A?k“H and the pre-
vious reachable set R,_; by the previous measurement update
A?k_”k_]. The measurement update, also known as the correction
step, is described in Section 4.3. Notice that the attacker cannot
directly influence the time update (3), but it can influence (3) in-
directly through the measurement update &j_;;_. Thus, it is im-
portant to carefully devise the measurement update, which we do
in Section 4.3, for achieving resilience against sensor attacks.

4.2. State space region consistent with the measurements

Before presenting the measurement update, we estimate a sub-
set of state space that is consistent with the sensor measurements.
Given the output Eq. (1b), output matrix C;, and the measurement
noise bound V;, a method to find a subset of state space consistent
with the sensor i’s measurement y!(k) is provided in the follow-
ing lemma, which is inspired by Alanwar et al. [3], 4]. To this end,
we employ the singular value decomposition (SVD) of the output

matrix of the ith sensor
Orxinery | |Vi©
Om;—ryx(mexr || V2

- _[pi pi Xy

G= [P1 Pz] [o(miri)xri

where rank(G) =r; <m;, Pl e RM*Ti P} e RMix(Mi=1i) Vi e
R™>Ti Vie R (i) and X, e Ri*i is a positive definite
diagonal matrix. Then, the pseudo-inverse of C; is given
by CJ:V{Erij{T. If G is full row rank, ie, r;=m; then
' =cl@ch.
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Lemma 1. Let Assumption 1(ii) and (iv) hold. Then, for every ie
2y, p) the state space region consistent with the measurement y*(k) =
Cix(k) +vi(k) + d! (k) is given by the zonotope

Vi = (i (k), G, (k)), where (4a)
cik)y = ¢ (V' (k) = cy)
{G (k) = [cc, Myl )

where M is given by Assumption 1(iv).
Moreover, if i € S, where Sy, is the set of uncompromised sensors
at time k, then x(k) € Y, for every k € Z.

Proof. Since (A, G) is observable for every i € S, we have that the
solution to

Yik) = CGx (k) + Vi (k) = Gx(k) + v (k) + x(k) — x(k)
given by
x(k) = €T (i (k) = V' (k) + (I, — C'C)x(k)

is non-trivial, where a(k) = Om; since i e Sy. By Assumption 1(iv),
x(k) € (0, Mly,), which implies that

x(k) € CT(y' (k) = V) @ (I, — C'C;) (0, Mly,)

To show that the right hand side of the above inclusion equals y;;,
note that

im(V}) = im(ly, — C'G) = ker(Gy).
Therefore, (I, — CITC,-)x(k) € im(sz), implying
(I, = C/G)(0. Mly,) = Vi{0. Ml ).
Hence,
(k) = V) @ (I, — C/C:) {0, Mly,)

=C (k) - V) @ Vi(0, My, 1)

=C (k) - V) @ (0, MVi)
which completes the proof. O

By Assumption 1(iv), the state space is given by the zonotope
(0, MI,, ). Subject to this assumption, (4) in the above lemma com-
putes a subset of (0, MIy,,) that is consistent with the sensor i's
measurement. Thus, if sensor i is unattacked at time k, it is guar-
anteed that the true state x(k) is inside the set y,"{ . However, the
guarantee doesn’t hold when i is under attack at time k. To ver-
ify if a subset of sensors is not attacked and can be trusted, it
is necessary that the intersection of their consistent sets yields a
non-empty set. This intersection will discard all the sensors whose
measurements are corrupted by large attack signals. However, sen-
sors that are injected by stealthy attack signals, i.e., signals within
the noise bounds, remain undetected. Nonetheless, we can ensure
that there is at least one subset of sensors with cardinality p —q
that is guaranteed to contain the true state x(k).

Theorem 2. Let Assumption 1 hold. Then, there exists an index set
J C Zyy,p) with cardinality |J| = p — q such that x(k) € Z;, where T,
is a constrained zonotope given by

Ik = ﬂ y]i (5)
iel

with Y given in (4).

Proof. By Assumption 1(i), the number of uncompromised sensors

|Skl = p — q, because the attacker can attack only up to q sensors.
Thus, there exists J C Z[; p; with cardinality |J| = p — g containing
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only the uncompromised sensors, i.e., J € S;. Since the inclusion
x(k) y;'( for every i € S is guaranteed by Lemma 1, and there ex-
ists J with cardinality |J| = p—q such that J CS;, the inclusion
x(k) € 7, is guaranteed with Z;, given in (5). O

We have shown that there exists a subset of sensors whose
consistent sets yield a non-empty intersection, and the intersection
contains the true state. However, in the presence of stealthy at-
tacks, it is not possible to completely discard the attacked sensors.
There could be multiple subsets of sensors whose consistent sets
yield non-empty intersections, but only some of them may contain
the true state.

4.3. Measurement update step

Measurement update Q?k‘k corrects the conservative estimate of
the model-based time update by incorporating new information
from the sensor measurements (4). In other words, the measure-
ment update step involves intersecting the time update set 2?,(“{,1
with the state space regions consistent with the sensor measure-
ments.

4.3.1. Measurement update in the absence of attacks
First, consider the following result in the absence of the at-
tacker.

Lemma 3. Let Assumption 1 hold with the number of attacks q =0
for every k € Z, ie., a = Om, for every i € Zy p). Then, for every k e
Zs4, it holds that x(k) € Xy, where Xy is a constrained zonotope
given by

Bu= a0 (134) (6)

i1
and Xy is given in (3) with 29 = AXp @ Bu(0) & W.

Proof. Since x(0) € &y by Assumption 1(iii), we have that x(1) ¢
X0 Also, by Lemma 1, x(1) € Vi for every i € Z; . Therefore, we
have x(1) e Xy;;. This, in turn, implies that x(2) e &,;. By apply-
ing Lemma 1 again, we have that x(2) /’\?2‘2. Thus, by induction,
for every ke Z.q, x(k—1) € & _y_; implies x(k) € &y,_;, which
guarantees x(k) € £, by Lemma 1. O

The Eq. (6) is the usual measurement update in the absence of
attacker, which is central to zonotopic filtering [12]. However, this
measurement update may yield an empty estimated set fklk =0
even when only one sensor is under attack. In this case, the at-
tacker has to only ensure that the attack signal is large enough
so that the consistent sets yield an empty intersection. Therefore,
when considering that a subset of sensors might be attacked, a
more sophisticated way of performing measurement update is de-
veloped next.

4.3.2. Measurement update in the presence of attacks

To obtain the measurement update /’\?k|k in the presence of at-
tacker, we propose to intersect the time update &j_; with the
state space regions consistent with the measurements of all sub-
sets of sensors with cardinality p — . That is, for every index set
Jn C 2y p) with cardinality [J;| = p —gq, compute the intersection
of consistent sets

7= )

Jjedn

where h=1,...,n with

_( p\___p!
n_(pq>_q!(pq)!' ®)
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Then, the measurement update /’\?Hk is obtained as

Xk = Xieer N {I,’:}hezm (9)

where we note that X, is a collection of multiple constrained
zonotopes.

Theorem 4. Let Assumption 1 hold. Then, given the measurement up-
date /’\?k‘k from (9), the inclusion x(k) € 2?k|k is guaranteed for every
ke Zzl~

Proof idea. The inclusion can be guaranteed through the same ar-
guments as in the proof of Lemma 3 but using Theorem 2 instead
of Lemma 1. O

Although the inclusion of the true state is guaranteed by the
above theorem, it is important to remark that the number of sets
in the measurement update (9) may increase with respect to time
under stealthy attacks. We address this issue in Section 4.5 by
proposing several techniques that facilitate computational effi-
ciency of the algorithm.

It is worth mentioning that the proposed algorithm is resilient
because the attacker cannot deteriorate the estimation accuracy
over time. If a subset J, contains a sensor which is injected by
a large attack signal, it will be automatically discarded because of
an empty intersection I{{l in (7). Therefore, in order to yield a non-
empty intersection, the attacker can only inject small attack sig-
nals whose magnitude is within the measurement noise bounds
V;, which does not deteriorate the estimation accuracy.

4.4. Bound on the estimation error

Since Theorem 4 guarantees that the true state x(k) of sys-
tem (1) lies in at least one of the zonotopes in the measure-
ment update /’\?k‘k at each ke Z.y, it must also lie in a zono-
tope that overbounds /‘\?k“<. That is, we overbound the collection
of constrained zonotopes in 2?k|,< by another constrained zonotope
2, = (¢,(k), G;(k)), which is obtained by solving

minrad(Z;) subject to £y C 2. (10)
Then, the estimation error can be bounded by
l[€:(k) = x(k) || < rad(Z,).

It can be proven that the error computed above is upper bounded
asymptotically because of the stable time-update step (Section 4.1).
Moreover, in practice, this error bound is significantly smaller
than the error bounds obtained by point-based resilient estimators
[13,16].

4.5. Methods to reduce the complexity

The major computational challenge of Algorithm 1 that can be
exploited by the attacker lies in the measurement update step
(9) for computing A?k‘k, which is a collection of zonotopes whose
cardinality (i.e., the number of zonotopes) could grow over time.
To reduce computational complexity resulting from the increasing
cardinality of the measurement update, we propose several prun-
ing methods. The first step is to remove the empty sets or sub-
sets of other sets in the measurement update intersection (9). It is
also possible to obtain a single overbounding zonotope of ??k|1< as
in (10), and use it in the next time update step. However, a better
trade-off between accuracy and complexity is to not overbound the
whole collection, but only the intersecting zonotopes in the collec-
tion Xy . This may not make the cardinality of X equal to one,
but it reduces it significantly by allowing minimal loss of accuracy.

Another method is employ a point-based resilient estimator,
if it exists, in parallel with the set-based resilient estimator. In
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Algorithm 1 Resilient zonotope-based state estimation.

Require: System matrices A, B, and C;, and noise zonotopes W and
V;, for every i€ Zj ,); time sequence of sensor measurements
(). y2 k), . YP () hkez_y -

: Initialize: Xy = Xp :

for k=1,2,3,... do

Time update: ‘)2’(“('71 = Ai’k*”k*l (&) Bu(k - 1) 4%
Obtain Y, = (cy,- (k),Gyi (k)) using (4), for every sensor ie

Zp1,p)-

5: Obtain I,’{’ using (7) for every index set J, C Zy p with car-

dinality [Jy| = p—q and h € Zy ;).

6:  Measurement update: &y, = L1 N {I,’:}hez“m

7: end for

AW N =

this case, we may consider only those candidates in the measure-
ment update collection that lie within the intersection of /’\?k‘k and
an error margin generated by a point-based resilient state esti-
mator. However, the existing point-based resilient state estima-
tors [11,13,15,16,21] require that the total number of sensors be
strictly greater than twice the number of compromised sensors
q < p/2 and the members of the attacked sensors also remain
unchanged over time, which are tighter requirements than our
standing Assumption 1(i). Moreover, the error margins obtained by
point-based estimators are usually very conservative.

Additionally, one may also employ zonotope reduction methods
(see Yang and Scott [23] and the references therein) to reduce the
number of generators in the zonotopes, which is often increased by
the Minkowski sum operation. However, this technique may result
in larger radius of 2, in (10).

5. Case studies

In this section, we discuss three scenarios to evaluate the de-
tection mechanisms and complexity under the proposed resilient
zonotope-based state estimation algorithm.

5.1. Detection under time-invariant attacks

A notable relaxation of the set-based state estimation scheme in
this paper over other resilient schemes is Assumption 1(i), which
allows the attacker to compromise a different set of sensors over
time. However, in the case where the set of attacked sensors is
time-invariant, we can detect the set of compromised sensors by
identifying the y;‘( in (4) which do not intersect with each other
or the time update set Q?k‘k. To be precise, under time-invariant
sensor attacks, a subset of compromised sensors can be detected

+ True state z(k)
Safe Y}, Vi
6 Attacked Y 6
Time update X1
—Meas. update ¥y,

2 2 2
4 4
6 -6
-5 -3 -1 1 3 5 -5 -3
(a) Time k = 4

(b) Time k = 12
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over time by building the following index set
Dy ={ieZpy: VN B 1 =0, for k' <k} (11)

where the cardinality |Dy| is a non-decreasing function of time k.
Notice that the detector (11) may not detect stealthy attacks, where
the magnitude of attack signals is within the measurement noise
bound. Nonetheless, in certain cases, the attacker can be detected
as illustrated in Fig. 1(c).

5.2. Naive attacks are discarded automatically

In the case where we have a naive attacker who injects large
attack signals or random attack signals, the attacked sensors may
be automatically discarded by our proposed Algorithm 1. As dis-
cussed already in Section 4.2, large attack signals are automatically
discarded because they result in an empty intersection in (7). Ran-
dom attack signals, even if within the noise bounds, can also be
detected eventually if the attacker is not smart enough to discount
for the changing orientation of the time update set and consistent
sets of other sensors. Figure 1(c) illustrates such a scenario.

Sensor faults like denial of service (DoS) and intermittent trans-
missions come under naive attacks in our proposed framework,
and they can be easily handled by Algorithm 1. Random attack sig-
nals injected by the attacker may result from their limited knowl-
edge of the system or the noise bounds. It could also result from
the fact that the attacker has limited resources at hand and cannot
generate an optimal attack signal to ensure worst-case complex-
ity at every time instant k. Under such assumptions, the attacked
sensors can be discarded, which results in significant reduction of
complexity of the measurement update step (9).

5.3. Stealthy attacks can increase complexity exponentially in the
worst-case scenario

Stealthy attacks on sensors result in sets y,"( , for i€ Zp p\ S
that may not yield any empty intersection in (7) in the worst-case
scenario. This can increase the complexity of Algorithm 1, where
the number of sets may increase exponentially with respect to
time, which can overwhelm the available computation resources.
To be precise, the number of zonotopes in the measurement up-
date collection /‘?klk can be on the order of n* in the worst-case
scenario, where 7 is given in (8). Therefore, the methods discussed
in Section 4.5 are very crucial to ensure computational feasibility
of the proposed algorithm at the next time instant k + 1. Since
each complexity reduction method offers a trade-off between es-
timation accuracy and complexity, the best method is the one that
offers maximum accuracy under the available computational re-
sources.

« True state a(k) + Thue state o(k)

Safe Y}, ¥} Safe Y}, V2
Attacked Y} Attacked Y}
Time update &j—; Time update &,
—Meas. update X, —Meas. update Xy
4
2 =
<> 0 ' <> :
2 y ;
N
-4
6 |
1 3 5 -5 -3 -1 1 3 5

(c) Time k =23

Fig. 1. Snapshots of estimated sets at different times using Algorithm 1 under random attacks.
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8 8
« True state z(k)
Safe V2, Vi
6 Attacked Y} 6
Time update Xjj—1
—Meas. update X
4 4
2 S . 2
= k / =
- ' % i
2 . A 2
4 4
6 -6
5 3 1 1 3 5 5 3
z1(k)

(a) Time k = 3, Sensor 1 attacked

(b) Time k = 4, Sensor 2 attacked
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« True state z(k) « True state z(k)

Safe Y}, M} Safe Y}, V2
Attacked V2 6 Attacked Y}
Time update Xy Time update Xy,

—Meas. update i —Meas. update Xy

4 N
) ,

z5(k)

(c) Time k = S, Sensor 3 attacked

Fig. 2. Snapshots of estimated sets using Algorithm 1 under time-varying attack, where different sensors are attacked at different times.

6. Evaluation

We evaluate our method by considering an input-driven variant
of the rotating target described in Alanwar et al. [2]. The known
input u(k) € R is sampled uniformly at random from the set &/ =
(0, 10) at every time k. We have

0.9455 —0.2426 0.1
A:[ 0.9455]’ B:[o]' (12)

0.2486
With the number of sensors p =3, we consider output matrices
and respective measurement noise zonotopes as follows

-08 0.2
0 0.7

Vi=(0.1), V2 =(0.1), V3= ([0 0]". ).

The process noise signal w(k) are bounded by the zonotope W =
([0 0]7,0.021,). The noise signals vi(k) and w(k) are sampled uni-
formly at random from their respective zonotope sets using the
function randPoint(Z) in CORA [5]. The simulation was per-
formed on the 11th Generation Intel(R) Core(TM) i7-1185G7 pro-
cessor with 16.0 GB RAM, which took 0.273 s on average per iter-
ation.

Fig. 1 presents three snapshots of the time-updated sets from
the previous step (green), safe measurement consistent sets (blue),
attacked measurement consistent set (red), and the final estimated
measurement update sets (black). The time update sets (green) are
computed using (2). Lemma 1 is used to compute the state space
regions consistent with the measurements (blue) in which one of
them is under attack (red). The measurement update sets (black)
are computed according to (9). It is to be noted that the true state
always remains inside the measurement update sets (Theorem 4).

Fig. 1 (a) and (b) show different scenarios in which the at-
tacked set is intersecting with the intersection of the time update
set and the safe sets. On the other hand, Fig. 1(c) shows a scenario
in which the attacked set is not intersecting with the intersection
of the safe and time update sets, which allows us to discard the
attacked set and obtain a single measurement update set. Such a
scenario may arise in non-intelligent stealthy attacks, where the
attack signals are generated randomly at every time.

Fig. 2 shows a more powerful, time varying attack in which
the attacker attacks a different sensor at different time steps. In
Fig. 2(a), Sensor 1 is under attack and we have two estimated mea-
surement update sets (black). Then, Sensor 2 is attacked in Fig. 2(b)
in which the number of estimated measurement update sets is in-
creasing due to having a small attack value. Finally, Sensor 3 is at-
tacked in Fig. 2(c) with a larger attack value. Although the com-
plexity increases in such attacks, it is worth noting that the true
state x(k) remains enclosed by the estimated measurement update

G=[1 04]. G=[09 -12] C3=|:

« True state (k)

—Safe Y}, y,g

6 —— Attacked Y}
Time update Aj—1

—Meas. update 2\?;6|k

\ PN
21 \\\ ///// \/>
SR
0 P 2
\
) T Za\\ \
e 7 7 - \\ \
< N \
> \ >
4 L N
-y - . d
5 ) -1 1 3 5

Fig. 3. Over-bounding two intersecting safe sets in Fig. 1(a) by a single set to re-
duce complexity.

sets at all time steps. Also, the estimation error remains bounded
and the attacker cannot destroy the accuracy of the set-based state
estimate.

Finally, the question of reducing the complexity by minimally
compromising on the accuracy remains. To this end, Fig. 3 il-
lustrates one of the complexity reduction methods discussed in
Section 4.5, where we over-bound multiple intersecting sets by a
single constrained zonotope. This significantly reduces the number
of sets in the measurement update collection.

7. Conclusions and future outlook

We have presented a resilient zonotope-based state estimation
scheme for LTI systems with multiple redundant sensors, i.e., the
pair (A,G) is observable from every sensor i. We show that our
scheme ensures that the true state lies within the estimated set.
We acknowledge that the scheme suffers from the curse of dimen-
sionality and we discuss complexity reduction methods. We dis-
cuss cases under which our proposed algorithm can be sharpened,
by the design of a detection algorithm in the case where the set of
attacked sensors remain constant and when the attacker performs
naive attacks. On the other hand, stealthy attacks can also increase
the complexity of the scheme, which underlines the importance of
methods for reduction.
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Future work will focus on relaxing the current observable via
every sensor assumption to the case where the system is observ-
able through a subset of sensors, which will increase the applica-
bility of the scheme.
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