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Quantized Privacy-Preserving Algorithms for
Homogeneous and Heterogeneous Networks
With Finite Transmission Guarantees

Apostolos I. Rikos

Abstract—Privacy protection is increasingly critical in
various applications due to the prevalence of networked
systems. In this article, we focus on preserving the privacy
of nodes’ initial states while computing their average in a
network. Curious nodes attempt to identify the initial states
of other nodes without interfering in the computation. To
address this challenge, we propose two privacy-preserving
algorithms. The first algorithm operates over homogeneous
networks, i.e., nodes have consistent processing delays
and are able to communicate in a synchronous fashion. The
second algorithm operates over heterogeneous networks,
i.e., nodes have varying processing delays and communi-
cate in an asynchronous fashion. Our algorithms exhibit
efficient communication, finite-time convergence, and oper-
ation termination after convergence, making them suitable
for resource-constrained environments. We also present
topological conditions under which our algorithms enable
privacy preservation. Finally, we apply our algorithms to a
smart grid system and compare their performance against
other algorithms, emphasizing their advantages in commu-
nication efficiency, convergence rate, and privacy preserva-
tion.

Index Terms—Distributed algorithms, finite-time conver-
gence, finite transmission, privacy-preserving average con-
sensus, quantized communication, smart grid.

Received 10 June 2024; revised 5 August 2024; accepted 8 Septem-
ber 2024. Date of publication 25 September 2024; date of current
version 20 March 2025. This work was supported in part by Knut
and Alice Wallenberg Foundation and in part by Swedish Research
Council. An earlier version of this article was presented in part at
the 2022 IEEE 61st Conference on Decision and Control (CDC) [DOI:
10.1109/CDC51059.2022.9993299]. Recommended by Associate Edi-
tor Y. Wang. (Corresponding author: Apostolos I. Rikos.)

Apostolos |. Rikos is with the Artificial Intelligence Thrust of the
Information Hub, Hong Kong University of Science and Technology
(Guangzhou), Guangzhou 511453, China, and also with the Depart-
ment of Computer Science and Engineering, Hong Kong University of
Science and Technology, Clear Water Bay, Hong Kong (e-mail: apos-
tolosr@hkust-gz.edu.cn).

Christoforos N. Hadjicostis is with the Department of Electrical and
Computer Engineering, University of Cyprus, 1678 Nicosia, Cyprus (e-
mail: hadjicostis.christoforos@ucy.ac.cy).

Karl H. Johansson is with the Division of Decision and Control Sys-
tems, KTH Royal Institute of Technology, SE-100 44 Stockholm, Swe-
den, and also with Digital Futures, SE-100 44 Stockholm, Sweden
(e-mail: kallej@kth.se).

Digital Object Identifier 10.1109/TCNS.2024.3468990

, Member, IEEE, Christoforos N. Hadjicostis
and Karl H. Johansson

, Fellow, IEEE,
, Fellow, IEEE

[. INTRODUCTION

ETWORKED systems consist of interconnected nodes,
N such as sensors and computers, working together to solve
specific problems [2]. They are commonly used in applications
where fixed communication infrastructure is unavailable. The
heterogeneity of nodes (with varying capabilities and character-
istics) poses challenges for energy efficiency and system per-
formance. For instance, nodes with higher energy consumption
can lead to premature battery depletion, reducing the network’s
operational lifespan. Extending node lifetime has thus become
a significant area of research. Various techniques (e.g., event-
triggered operations, transmission stopping guarantees, and
quantized processing and communication) have been explored
to reduce energy consumption and improve energy efficiency in
networked systems [3]. Overall, their aim is to optimize energy
usage and ultimately enhance system performance.

The unattended operation of networked systems in hostile
environments, while advantageous, poses privacy risks from
curious nodes aiming to extract sensitive data. This leads to
potential financial, operational, and reputational damages. The
heterogeneity of nodes in such systems further complicates
security and privacy measures. Thus, researchers have devel-
oped mechanisms to mitigate these privacy vulnerabilities in
networked systems. One common approach involves injecting
noise into message exchanges, making it difficult for curious
nodes to discern patterns or extract specific information from the
messages [4], [5], [6], [7], [8], [9], [10]. State decomposition [11]
and random coupling weights [12] are other strategies to enhance
privacy. In addition, hot-pluggable methods [13] and two-phase
algorithms for data aggregation [ 14] have been proposed to pro-
tect sensitive information. Encryption techniques offer security
by rendering data unreadable without the decryption key [15],
[16], [17]. Some recent works include privacy-preserving al-
gorithms with quantized communication [18], [19], [20], [21],
which optimize efficiency and convergence. However, most
algorithms in the literature operate over homogeneous networks
with nodes exchanging real-valued messages without any trans-
mission stopping guarantees. As a result, the development of
privacy-preserving algorithms for energy-constrained nodes and
heterogeneous networks remains an area largely unexplored.

The main contributions of this article are the following. We
present two novel privacy-preserving distributed event-triggered
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algorithms that operate with quantized values over homogeneous
or heterogeneous networks, and are able to calculate the exact
average of the initial states in a privacy-preserving manner
(see Algorithms 1 and 2). We show that both our proposed
privacy-preserving algorithms converge after a finite number of
iterations (for which we provide polynomial upper bounds), and
that they exhibit transmission stopping guarantees (see Theo-
rems 1 and 3). We also present sufficient topological conditions
that ensure privacy preservation for the nodes that follow our
proposed algorithms (see Theorems 2 and 4). Finally, we provide
a case study of our algorithms applied to a smart grid system
and demonstrate their ability to successfully achieve the desired
objectives (see Section VII).

The algorithm discussed in [22] serves as the backbone for
our privacy-preserving strategies. However, algorithm in [22]
is not directly related to our privacy algorithms as it is not
privacy-preserving. Instead, our privacy strategies are designed
to leverage the characteristics of [22], such as its finite-time oper-
ation, transmission ceasing capabilities, and the use of quantized
values. In addition, our privacy strategies adapt the event trigger
conditions from [22] to achieve the desired summation while
ensuring privacy preservation.

II. NOTATION AND BACKGROUND

The sets of real, rational, natural, integer, and nonnegative in-
teger numbers are denoted by R, Q, N, Z, and Z , , respectively.

A. Graph-Theoretic Notions

Consider a network of n (n > 2) agents communicating only
with their immediate neighbors. The communication topol-
ogy can be captured by a directed graph (digraph) defined as
Ga = (V,E), where V = {v1,va,...,v,} is the set of nodes
and £ CV xV — {(v;,v;) | v; € V} is the set of edges (self-
edges excluded). A directed edge from node v; to node v; is
denoted by m;; = (vj,v;) € &, and captures the fact that node
v; can receive information from node v; (but not the other
way around). We assume that the given digraph G4 = (V, &)
is strongly connected (i.e., for each pair of nodes v;,v; € V,
vj # vy, there exists a directed path from v; to v;). The subset of
nodes that can directly transmit information to node v; is called
the set of in-neighbors of v; and is represented by /\/j_ ={v; €
V| (vj,v;) € £}. The subset of nodes that can directly receive
information from node v; is called the set of out-neighbors of
v; and is represented by /\/'J-Jr ={v €V | (u,v;) € E}. The
cardinality of J\/'j’ is called the in-degree of v; and is denoted by
D; = \./\f]’ |. The cardinality of J\/'j+ is called the out-degree of
v; and is denoted by D;-' = \J\/']+|

B. Node Variable Notation

With respect to quantization of information flow, we have
that at time step k € Z ., each node v; € V maintains 1) the
state variables y; k], 25 [k], and g;[k] (where y; (k] € Z, 25 [k] €
2. and )16 = 51
(where y;[k] € Z and z;[k] € Z); 3) the substate counter s;

); 2) the mass variables y;[k] and z;[k],

(where s; € N); 4) the privacy variables u}[s;] and u}[s;]
(where uf[s;] € Z and u}[s;] € Z); and 5) the transmission
variables S_br; and M _tr; (where S_br; € N and M_tr; €
N). Note here that for every node v;, the state variables
y; [k, 23 [k], and g}[k] are used to store the received messages
and calculate the quantized average of the initial values; the
mass variables y;[k] and z;[k] are used to communicate with
other nodes by either transmitting or receiving messages; the
substate counter s; is used to transmit the privacy variables; the
privacy variables uf[s;], u%[s;], u?+[sj], w3 [s;], and u¥; for
every v; € /\fj’ are used to preserve the privacy of the initial
state; and the transmission variables S_br; (or M _tr;) are used
to decide whether the state variables will be broadcasted (or the

mass variables will be transmitted).

C. Node Transmission Strategy

In our framework, each node has knowledge of its out-
neighbors and can send messages directly to them. However,
it cannot necessarily receive directly messages from them. In
our proposed algorithms, each node v; assigns a unique order
in the set 0,1,.. ., D;f — 1 to each of its outgoing edges m;;,
where v; € J\/’jf This predetermined order F;; is utilized during
the execution of our distributed algorithms to enable each node
v; to directly transmit messages to its out-neighbors in a round-
robin fashion. This means that each node v; transmits to its
out-neighbors one at a time, following the predetermined order.
The next time it performs a transmission, it continues from the
outgoing edge it stopped the previous time and cycles through the
edges in a round-robin fashion according to the predetermined
order P;.

I1l. PROBLEM FORMULATION

Let us consider a strongly connected digraph G4 = (V, £). At
time step £ = 0, each node v; € V has an initial quantized value
y;]0] (for simplicity y,[0] € Z). The node set V is partitioned
into three subsets: 1) the subset of nodes v; € V,, C V that wish
to preserve their privacy by not revealing their initial states
y;[0] to other nodes, 2) the subset of nodes v. € V., C V that
are curious and try to identify the initial states y[0] of all (or
a subset of) nodes in the network, and 3) the rest of the nodes
v; € V,, C V that neither wish to preserve their privacy nor to
identify the states of other nodes. We assume that curious nodes
in V. can collaborate arbitrarily in order to identify the initial
states of other nodes.

In this article, we develop two distributed algorithms that
allow nodes to address the Problems P1 and P2, while processing
and transmitting guantized information.

PI1—Every node:

a. vj € V obtains, after a finite number of steps, a fraction

q;, which is equal to the exact average g of the initial states
of the nodes, given as

g= 21 (0] . (1)
n
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Specifically, we argue that there exists kg so that for every
k > ko we have

i = =0 g g = )
where o € N. This means that
q;[k] = i wf0])/a —y 3)

n/a

for every v; € V, i.e., for k > kg, every node v; has
calculated q as the ratio of two integer values (and there is
no quantization error).

b. v; € V, preserves the privacy of its initial state y;[0] (i.e.,
curious nodes cannot determine a finite range in which the
initial state y; [0] lies; see Definition 1) when it exchanges
quantized information with neighboring nodes, while cal-
culating ¢ in (1) [so that eventually its state variables y7,
z;, and ¢j fulfill (2) and (3), respectively].

c. v; €V stops performing transmissions toward its out-
neighbors v; € N + soon after its state variables Yjs 25,
and ¢; fulfill (2) and (3), respectively.

d. v; € Vis able to perform transmissions in a synchronous
manner with every other node in the network, i.e., the
network is homogeneous.

P2—FEvery node:

a. Same as P1-a.

b. Same as P1-b.

c. Same as Pl-c.

d. v; € V performs transmissions in an asynchronous man-
ner with other nodes, i.e., the network is heterogeneous.

Concept of privacy: During the developments in this article,
we define privacy as the protection of critical information that is
stored, processed, or transmitted by a particular node within the
network. We consider that the information of interest for each
node v; € V is its initial state y/;[0]. The notion of privacy that
we adopt aims to ensure that value y;[0] cannot be inferred by
curious nodes with any given accuracy. This definition of privacy
relates to notions of possible innocence in theoretical computer
science [23], [24] in the sense that there is some uncertainty
about y;[0].

Definition 1 (Privacy definition [19]): A node v; € V), pre-
serves the privacy of its initial state y,[0] € Z if y,[0] cannot
be inferred by curious nodes v. € V. at any point during the
operation of the algorithm. More specifically, curious nodes in
V. cannot determine a finite range [a, 5] (where o < § and
a, B € R) in which the initial state y;[0] lies.

Remark 1: Definition 1 is similar to the notion of privacy
in [11]. It emphasizes that a curious node cannot even determine
a finite range of values when attempting to estimate the states
of other nodes. This definition is stronger compared to the one
proposed in [4] and [7], where privacy is defined as the inability
of curious nodes to uniquely identify the protected value. In ad-
dition, following Definition 1, the privacy algorithms proposed
in the remainder of this article are robust to privacy leaks because
curious nodes have to consider unbounded intervals when they
attempt to estimate a finite range in which the initial states of
the private nodes belong. This uncertainty makes it impossible
for curious nodes to gain any useful information, effectively

preventing any information leakage (at least in the absence of
any probabilistic description of how initial values and other
algorithmic parameters are chosen). Note here that an extended
analysis on information leakage in the presence of probabilistic
information and/or bounded ranges of legitimate initial values is
not within the scope of this article, but will be explored in future
work.

IV. SYNCHRONOUS PRIVACY-PRESERVING ALGORITHM

In this section, we present a distributed algorithm that ad-
dresses problem P1, presented in Section III.

Assumption 1: Each node v; € V has knowledge of the
maximum out-degree in the network D, = max,,cy D;f.

Assumption 1 is important for preserving privacy and guar-
anteeing convergence to the average of the initial states. In case
Assumption 1 does not hold, then our algorithm may fail to
preserve privacy and the nodes may converge to a value that is
not equal to the average of the initial states (i.e., nodes simply
achieve consensus). Note that nodes can obtain knowledge of
the maximum out-degree in the network by executing a max-
consensus algorithm for a finite number of time steps [25].

A. Privacy-Preserving Strategy for Synchronous
Operation

Our strategy is based on [22] with some modifications
(since the strategy in [22] is not privacy-preserving). Our privacy
strategy requires eachnode v; € V), to decompose its initial state
y;[0] into Dy, + 2 substates, whose average is equal to v;’s
initial state. One substate is utilized as the node’s initial state.
Then, the remaining substates are transmitted each to a different
out-neighbor at a different time step, effectively preserving the
privacy of the initial state y;[0]. Furthermore, each node v,
maintains its substate counter s; € N, and its privacy variables
uf[s;] € Z andu}[s;] € Z. Atinitialization, each node v; € V),
chooses the privacy variables uf[s;] € Z, u3[s;] € Z, for s; €

{0,1,2,..., D} + 1}, to satisfy the following constraints:
uls;l € Z V¥ sj €0, D +1] (4a)
uls;] =0 Vs; >Di, +1 (4b)
uils;] =1 Vs;€0,Df,, +1] (4c)
uils;] =0 Vs; >Df +1 (4d)

o uls]
y510] D12 (4e)

Constraints (4a)—(4e) are explicitly described as follows.

1) In (4a), each substate ué’ [s;] needs to have a quantized
value.

2) In (4b), each node v; stops injecting nonzero substates
after D}, + 2 time steps in order not to intervene with
the calculation of the quantized average. This allows each
node to calculate the exact quantized average of the initial
states without any error.

3) In(4c), the substate u?[s;], which s injected to the network
by node v;, needs to be equal to 1 so that a) the event-
triggered conditions of the presented algorithm hold and
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b) the operation of the algorithm leads to the calculation
of the exact average.

4) In (4d), each node v; stops injecting nonzero substates
after D + 1 time steps, which allows the calculation
of the quantized average without any error.

5) In (4e), the average of the total injected substates in the
network by node v; needs to be equal to node v;’s initial
state y; [0]. This means that each node v; creates Dy}, + 2
substates of its initial state, which have arbitrary u}[s;]
values. These substates allow the calculation of the exact
quantized average of the initial states without any error.

The above choices imply that each node v; € V, generates

Dy ax + 2 substates uf/[s;], u7[s;] of its initial state y; [0]. Then,
during each time step s; € [0, Dy, + 1], node v, injects in the
network the substates u [s ;] and u [s;]. This leads to the calcula-
tion of the exact quantized average in a privacy-preserving man-
ner. Note thateachnode v; ¢ V,,, which does not wish to preserve
its privacy sets uf[s;] = y;[0], forevery s; € [0, D, + 1],and
follows the same operation.

B. Synchronous Privacy-Preserving Algorithm With
Multiple State Decomposition and Finite Transmissions

The details of the synchronous privacy-preserving distributed
algorithm can be seen in Algorithm 1.

The intuition behind Algorithm 1 is the following. Initially,
each node decomposes its initial state into multiple substates
according to (4a)—(4e). The number of substates of each node is
D7 _ + 2. Each node uses the first substate as its initial state,

max

and performs obligatory directed transmissions for Dt + 1
time steps. During these transmissions, the remaining substates
are being transmitted, each to a different out-neighbor. After the
obligatory directed transmissions have been performed, each
node executes the underlying averaging algorithm [22]. During
the execution of the algorithm in [22], the initial states of nodes
are collected and aggregated to one node (or some nodes) in the
network. Then, this node (or nodes) informs the other nodes of
the exact average. Communication and processing of nodes rely
on the event-triggered conditions in Algorithm 1.A. For more
details, refer to [22].

C. Convergence Analysis of Algorithm 1

Before analyzing the deterministic convergence of Algo-
rithm 1, we consider the following setup.

Setup: Consider a strongly connected digraph G; = (V, €)
with n = [V| nodes and m = |£] edges. During the execution of
Algorithm 1, at time step ko, there is at least one node v, € V,

for which

Then, among the nodes v; for which (5) holds, there is at least
one node v; for which

yilko] > wilko], where v;,v; € {vj € V| (5) holds}. (6)

For notational convenience, we will call the mass variables of
node v; for which (5) and (6) hold as the “leading mass” (or
“leading masses”).

Algorithm 1: Synchronous Privacy-Preserving Algorithm
With Multiple State Decomposition and Finite Transmis-
sions.

Input: A strongly connected digraph G; = (V, £) with

n = |V| nodes and m = |£| edges. Each node v; € V has
an initial state y;[0] € Z and Assumption 1 holds.

Output: (3) holds for every v; € V.

Initialization: Each node v; € V does the following:

1) Assigns to each outgoing edge v; € ./\/;r a unique
order P in the set {0, 1,...,D; —1}.

2) Chooses u? [s5], u? [s;] according to (4a)—(4e).

3) Sets counter s; = 0.

4)  Sets y;[0] = uf[s;], 2;[0] = ui[s;], 25[0] = 2;{0],
;10 = (0], (0] = y3[0)/24[0]. 5, = s, + L and
S_brj = 0, M_t?“j =0.

5)  Broadcasts z5[0], y3[0] to every v; € N

Iteration: For k = 0,1,2,..., eachnode v; € V:

1) Receives y7[k], 27 [k] from every v; € N (if no
message is received it sets y7 [k] = 0, 27 [k] = 0).

2) Receives y;[k], z;[k] from each v; € N and sets

yilk +1] = y;lk] + D wjilklyilk],
v,-E/\fj’

Zilk+ 1] =z [k + Y wjilk]zk],
viEJ\/j’

where wj; (k] = 1 if a message with y;[k], z;[k] is
received from in-neighbor v;, otherwise wj; [k] = 0.

3) M w;i[k] # 0 or z7[k] # O for some v; € N~ then
sets 23 [k + 1] = z5[k], y3 [k + 1] = y3[k], and calls
Algorithm (1.A).

4)  Sets M_tr; = max{M_tr;,u5[s;]}.

5) If M_tr; = 1 then (i) sets
yjlk + 1] = y;[k + 1] + uf[s;],
zjlk + 1] = z;[k + 1] 4 u3[s;], and (ii) chooses
v € /\fj+ according to Fj; (in a round-robin fashion)
and transmits y; [k + 1], z;[k + 1]. Then, sets
yj[k'—f— 1] =0, Zj[k‘—l- 1] =0, M_ﬁ?“j =0,
55 =s; + L

6) If S_br; = 1 then broadcasts zj[k + 1], y;[k + 1] to
every v, € N7; then, sets S_br; = 0.

7) Repeats (increases k to k + 1 and goes to Step 1).

Lemma 1 (See [22]): If, during time step kg of Algorithm 1,
the mass variables of node v; fulfill (5) and (6), then the state
variables of every node v; € V satisfy

z;[ko] < zj[ko] @)
or
2; [ko] = 2j[ko] and y;[ko] < y;[ko]- ®)

Lemma 2 (See [22]): If, during time step k¢ of Algorithm 1,
the mass variables of each node v; with nonzero mass vari-
ables fulfill (5) and (6), then we have only “leading masses”
and no “follower masses.” This means that the “Event Trigger
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Algorithm 1.A: Event-Triggered Conditions for Algo-
rithm 1 (For Each Node v;).

Input: y7 k], 27 [k, ¢; (K], y;[k + 1], 25 [k + 1], y; [k + 1],
zjlk + 1], S_br;, M _tr; and the received y; [k], 27 [k]
from every v; € N

Output: y? [k + 1], 23 [k + 1], qa; [k +1], S_br;, M_tr;.

Execution: Node v; checks:

1) Event Trigger Conditions 1: If

Condition (7): z7[k] > z;[k], or
Condition (77): z{[k] = 23 [k] and y7 [k] > y3[k],

then sets
22k + 1] = max z;[k], and
ST+ 1] = mae 2
Sk 4+ 1] = max ;K]
y][ ] viE{v,;IG-/\/;‘Zf/[k]:Z; [k+1]} vi [ ]
and sets q; [k + 1} = %, and S_b’f‘j =1.

2) Event Trigger Conditions 2: If
Condition (2): z;j[k + 1] > zj[k + 1], or
Condition (ii): z;[k + 1] = 25[k + 1] and
yilk + 1] > yi[k + 1],
then sets 25 [k + 1] = 2z;[k + 1], yi[k + 1] = y;[k + 1]

and sets ¢; [k + 1] = Z; {:iﬂ and S_br; = 1.
3) Event Trigger Conditions 3: If
Condition (i): 0 < z;[k + 1] < zi[k + 1] or
Condition (ii): z;[k + 1] = zj[k + 1] and
yilk +1] < yilk + 1],
then sets M _tr; = 1.

Conditions 2” will never hold again for future time steps k& > k.
As a result, the transmissions that (may) take place will only be
via broadcasting (from “Event Trigger Conditions 1 and 3”) for
at most n — 1 time steps and then they will cease.

The following theorem characterizes the convergence of Al-
gorithm 1. Its proof can be found in Appendix A.

Theorem 1: Consider a strongly connected digraph G; =
(V, &) with n = |V| nodes and m = || edges. The execution
of Algorithm 1 allows each node v; € V to calculate the exact
average of the initial states after a finite number of time steps k
upper bounded by 1+ D, + n? + (n — 1)m?, where D},
is the maximum out-degree in the network. Furthermore, each
node stops transmitting once quantized average consensus is
reached.

D. Topological Conditions for Privacy Preservation of
Algorithm 1

Theorem 2: Consider a fixed strongly connected digraph
Ga = (V, &) withn = V| nodes. Assume that a subset of nodes
v; € V, follow Algorithm 1, where they choose the set of
substates as in (4a)—(4e). Curious nodes v, € V.. will not be able
to determine a finite range in which the initial state y;[0] lies as
long as v; has connected to it at least one in- or out-neighbor
vy € V), that aims to preserve its privacy.

Proof: Our proof establishes sufficient topological conditions
to ensure privacy preservation.

A. Suppose one out-neighbor of node v;, say vy, is following
the privacy-preserving strategy (i.e., vy € V) and (as a worst-
case assumption) all other in- and out-neighbors of both nodes v,
and vy are curious (i.e., v; € V. Vv; € (N U N;)\ {vy, v},
and v, € Ve Yoy € (N} U NGF) \ {v;, vr}). During the Iter-
ation procedure, curious nodes will not be able to infer the
substates transmitted from node v; to node vy. Furthermore,
curious nodes will not be able to infer the substates of node vy
that are summed with the substates received from node v; (and
then submitted to vy ’s out-neighbors). As a result, curious nodes
will not be able to infer the initial state of node v; or the initial
state of node vy . Thus, in this case, node v; preserves the privacy
of its initial state.

B. The case where only one in-neighbor of v, say vy, is
following the privacy-preserving strategy and all other in- and
out-neighbors of v; and vy are curious can be analyzed as
Case A.

From Cases A and B, we have that a node v; € V), is able to
preserve its privacy if it has at least one in- or out-neighbor (say
vy or vy) who also wants to preserve its privacy and follows
the proposed privacy-preserving strategy. Furthermore, curious
nodes will not be able to determine 1) the values of the messages
transmitted from vy to v;, and 2) the values of the messages
transmitted from v; to vy. This means that curious nodes will
not be able to determine a finite range [«, 5] (where o < 3
and «, 8 € R) in which the initial state y;[0] lies (as already
mentioned in Definition 1).

Remark 2 (Inability of Algorithm 1 to Preserve Privacy): If
the conditions in Theorem 2 do not hold, then privacy may not
be preserved. Two topological instances where nodes are unable
to preserve their privacy are the following.

1) Letus suppose that all in- and out-neighbors of node v; are
curious (i.e., v; € V. Vv; € Aff’ andv; € V.V, € ./\fjJr).
Since the curious in- and out-neighbors can communicate
with each other, node v; € V,, will not be able to preserve
its privacy. At Initialization, curious nodes will know
ué’ [0]. Then, during the Iteration procedure, curious nodes
will know the messages v; has received and transmitted.
This means that they will be able to determine the values of
ul[s;] € Z, for s; € {0,1,..., D, + 1}. Note that the
average of every u[s;], for s; € {0,1,2,..., D + 1},
is equal to v;’s initial state y;[0]. This means that curious
nodes will be able to determine the initial state y;[0].

2) Let us suppose that one out-neighbor of node v;, say vy,
is neither curious nor following the privacy-preserving
strategy (i.e., vy € V), and all other in- and out-neighbors
of both nodes v; and vy are curious (ie., v; € V.
Yu; € (./\/ji U NT)\{Uj,Ulr},al’ld’Ul eV .V € (./\/‘J+ @]
N;F)\{v;,vr}). During the Initialization procedure, cu-
rious nodes will know y;[0], and the messages v; has
received and transmitted (with the exception of the trans-
missions to vy ). However, curious nodes can infer the input
that node vy received from v; based on its output. Then,
they will be able to extract the messages of node v; (as if
a curious node was directly connected to node v;). Thus,
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in this case, v; does not preserve the privacy of its initial
state.

Remark 3: Note here that decomposing the initial state of
every v; € V, into D}, + 2 substates is essential for privacy
preservation. For every node, the first substate is used as the
initial state. Then, every node transmits the remaining D5, + 1
substates toward its out-neighbors. This means that v; transmits
at least one set of privacy variables to each out-neighbor. As
a result, if vy € V), (where vy € J\/']-J“), then vy receives (and
sums with its own mass variables) at least one set of v;’s private
substates before it transmits every set of its own private variables
toward its out-neighbors.

V. ASYNCHRONOUS PRIVACY-PRESERVING ALGORITHM

In this section, we present a distributed algorithm that ad-
dresses problem P2, presented in Section III.

Assumption 2: At each time step k, each node v; € V
undergoes an a priori unknown processing delay 7; [k] for which
we have 0 < 7;[k] <7 < ooVu; € V (i.e., delays are bounded).

Assumption 2 implies that each node’s state is obtained at
a random future time step, accounting for delays introduced
by the necessary processing operations. This assumption is
important for guaranteeing convergence to the average of the
initial states. In case Assumption 2 does not hold, this means
that node v; may process for infinite time, never transmitting
its subsets in the network. In this case, our algorithm may
converge to a value that is not equal to the average of the initial
states.

A. Main Idea of Asynchronous Privacy-Preserving
Algorithm

Realistic computer networks often consist of interconnected
nodes and links of various types, and are known as hetero-
geneous networks [26], [27]. These networks connect devices
where the operating capabilities and protocols have signifi-
cant differences. In distributed computing over heterogeneous
networks, synchronizing the operation of multiple nodes may
be inefficient. For this reason, there is a growing need for
asynchronous algorithms for distributed networks, as they offer
greater flexibility, scalability, and efficiency compared to syn-
chronous algorithms.

The main idea of this section is to design a privacy preserva-
tion strategy that can operate over heterogeneous networks. In
heterogeneous networks, nodes may have different processing
capabilities and thus they may perform transmissions in an asyn-
chronous fashion. The operation of Algorithm 1 and its privacy-
preserving strategy (described in Section IV-A) assumes that
nodes perform transmissions in a synchronous fashion, and may
fail when Algorithm 1 operates over heterogeneous networks. To
justify this statement, we examine the following scenario: let us
consider node v; € V, and an out-neighbor of node v;, say vy,
that is following the privacy-preserving strategy (i.e., vy € V),
whereas all other in- and out-neighbors of both nodes v; and
vp are curious (i.e., v; € Ve Yu; € (N U N)\ {vy, o},
and v; € V. Yo, € (J\/;+ U NN\ {v;, v }). If both nodes v,
and vy do not suffer from processing delays, then according

to Theorem 2, node v; will be able to preserve the privacy
of its initial state. However, let us now consider that, during
every time step k, the operation of nodes v; and vy undergoes a
priori unknown processing delays 7;[k] and 7y [k], respectively,
and 7;[k] > 7y[k]. In this case, if nodes v; and vy execute
Algorithm 1, then node vy may transmitallits D+ 1 subsets
before it receives a message from node v;. From the proof of
Theorem 2, Case A, let us recall that node v; is able to preserve
its privacy if curious nodes are not able to infer the substate of
node vy that is summed with the substate received from node
v; (and then submitted to v;’s out-neighbors). However, when
7;[k] > 7y[k], node vy may transmit all its substates before
receiving any message from v; (i.e., vy will not be able to sum its
substates with the substates received from node v;). As aresult,
in this case, node v; will not be able to preserve the privacy of
its initial state (see Remark 2).

Considering the above limitation of Algorithm 1, we propose
aprivacy-preserving algorithm for asynchronous node operation
over heterogeneous networks. The main idea is the following:
each node vy € V), decomposes its initial state into multiple
substates. One substate is used as the initial state, and the other
substates are assigned to each incoming and outgoing edge (akey
difference from Algorithm 1). It transmits the substates assigned
to its outgoing edges toward its out-neighbors. The substates
assigned to its incoming edges are summed with the messages
received from the corresponding edge. In this way, node vy
is able to sum its substates with the substates received from
in-neighbor v; regardless of the time step at which v; performs
a transmission toward vy (i.e., regardless of the processing
delays). Our privacy algorithm is designed for heterogeneous
networks provided that the processing delays of every node are
bounded (see Assumption 2).

B. Privacy-Preserving Strategy for Asynchronous
Operation

Our strategy is again based on the event-triggered determin-
istic algorithm in [22]. In our strategy, we require each node
v; € V, to decompose its initial state y,[0] into D;F +D; +1
substates whose sum is equal to the initial state. Each of the D;
substates is transmitted to a different out-neighbor at a different
time step. Each node v; maintains a substate counter s; € N,
and its privacy variables ug+[sj]7u§+[sj} €Z, v €N and
chooses the privacy variables ug
isfy the following constraints:

u;, € Zforeveryv; € J\/j_ . Atinitialization, eachnode v; € V,

s, w3t [s;], and u; to sat-

u!T[s;] € Z Vs; €[0,Df] (9a)

ufy €Z Vv € Ny (9b)
uéﬁ[sj] =0 Vs; >Dj, andul; =0, Vo, ¢ N ()
wit[0] =1 (9d)
wit[s;] =0 Vs; >0 (%e)
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Zuy+ sj +Zuﬂ.

5;=0

(91

Constraints (9a)—(9f) are explicitly analyzed as follows.
1) In (9a), each substate u?+ [s;] has a quantized value.

2) In (9b), each substate ué’; has a quantized value.

3) In (9¢), each node v; stops injecting nonzero substates
after D;L time steps in order not to intervene with the
calculation of the quantized average.

4) In (9d), each substate u';-*[sj] is used to inject a nonzero

y+[

substate u?/ " [s;] for the first time step.

5) In (9e), each u§+[5j] becomes equal to zero for s; > 0

because the injection of the nonzero substates u§4+
been completed.

6) In (9f), the sum of the total injected substates in the

network by node v; needs to be equal to node v;’s initial
state y/;[0].

According to the above choices, each node v; € V), that
wishes to preserve its privacy generates D7L + 1 substates
u?+ [s;] and D substates u};" of its initial state y;[0], for which
(92)—(9f) hold. One substate is used as the initial state of v;.
Then, v; injects the substates 1) uy+ [s;], 55 € [0, D], to the
sz ./\/j’, to the received

messages (each u]; is mJected to the message received from
node v;). Furthermore, each node v; ¢ V,, which does not

+ % 0
s = s

Vi € N .

[s;] has

transmitted messages, and 2) u

wish to preserve its privacy sets u. for every

+ _ _ vil[0]
€ [0,D;"], and u¥, D++D e

C. Asynchronous Privacy-Preserving Algorithm With
Multiple State Decomposition and Finite Transmissions

The details of the asynchronous privacy-preserving dis-
tributed algorithm can be seen in Algorithm 2.

The intuition of Algorithm 2 is the following. Initially, each
node decomposes its initial state into multiple substates ac-
cording to (9a)—(9f). The number of substates is equal to one
plus the number of outgoing and incoming edges of the node.
The first substate is used as the initial state, and the rest are
assigned to every outgoing and every incoming edge. Each node
performs obligatory directed transmissions for a specific number
of time steps equal to the node’s outgoing edges. During these
transmissions, the substates assigned to the outgoing edges are
sent. If a node receives a transmission from an in-neighbor,
it adds the substate assigned to the corresponding incoming
edge. After the obligatory transmissions, each node executes
underlying averaging algorithm [22].

D. Convergence Analysis of Algorithm 2

The following theorem characterizes the convergence of Al-
gorithm 2. Its proof can be found in Appendix B.

Theorem 3: Consider a strongly connected digraph G, =
(V, &) with n = |V| nodes and m = |£]| edges for which As-
sumption 2 holds. The execution of Algorithm 2 allows each
node v; € V to calculate the exact average of the initial states

Algorithm 2: Asynchronous Privacy-Preserving Algorithm
With Multiple State Decomposition and Finite Transmis-
sions.
Input: Same as Input of Algorithm 1, Assumption 2 holds,
Assumption 1 need not to hold.
Output: (3) holds for every v; € V.
Initialization: Each node v; € V does the following:
1) Same as Initialization-Step 1 of Algorithm 1.
2) Chooses uy+ EnB uj+[sj] ufl according to (9a)—(91).
3) Same as In1t1alizat10n Step 3 of Algorithm 1.
4)  Sets y;[0] = ul " [s;], 2[0] = 1, 23[0] = z;[0],
310] = (0], (0] = 93 [0)/2[0]" 5, = s, + 1 and
S_brj =0, M_tr; = 0.
5) Same as Initialization-Step 5 of Algorithm 1.
Iteration: For k = 0,1,2,..., eachnode v; € V:
1) Same as Iteration-Step 1 of Algorithm 1.
2) Same as Iteration-Step 2 of Algorithm 1.
3) Ifwj;[k] # 0 for one (or more) v; € /\/ then sets
y;lk + 1] = y;[k + 1] + uf;, and uf; = 0, for every
v; € N for which wj;[k] # 0.
4) Same as Iteration-Step 3 of Algorithm 1.
5) Sets M_tr; = max{M_trj,ujJr[sj]}.
6) If M_tr; = 1 then (i) sets
yilk + 1] = [k + 1] + u) "]
v € /\/j+ according to F; (in a round-robin fashion)
and transmits y; [k + 1], z;[k + 1]. Then, sets
yj[k/’ + 1] =0, ZJ[kJ + 1] =0, M_t’l“j =0,
s; =s;+ L.
7) Same as Iteration-Step 6 of Algorithm 1.
8) Repeats (increases k to k + 1 and goes to Step 1).

s;], and (ii) chooses

after a ﬁnite number of time steps kg, upper bounded by

7(Df, +n? + (n — 1)m?), where D _is the maximum out-
degree in the network. Furthermore, each node stops transmit-
ting toward its out-neighbors once quantized average consensus

is reached.

E. Topological Conditions for Privacy Preservation
of Algorithm 2

Theorem 4: Consider a fixed strongly connected digraph
Ga = (V, €) withn = |V| nodes for which Assumption 2 holds.
Assume thata subsetof nodes v; € V), follow Algorithm 2 where
they choose the set of substates as in (9a)—(9f). Curious nodes
v. € V. will not be able to determine a finite range in which
the initial state y;[0] lies, as long as v; has connected to it at
least one in- or out-neighbor v, € V), that aims to preserve its
privacy.

Proof: Our proof examines various topological cases for
Algorithm 2. By summarizing, we derive sufficient topological
conditions that ensure privacy preservation. Without loss of
generality, for the following scenarios, we consider the case
Tilk] < T [k] Yoy € J\/j', and 7;[k] < 7y [k] Yoy € N, forall
k. Note that the cases: 1) 7;[k| > 7p[k] and 7;[k| > 74 (k], 2)
7;k] < mlk] and 7;[k] < 7y[K], 3) 7;[k] > 7 [k] and 7;[k] >
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Ty [k, 4) Tj[k] > Tp[k] and 7;[k] < Ty [k], etc., for one or more
vy € ./\/j+ and vy € N, can be proven identically.

A. Suppose that one in-neighbor of node v;, say vy, is fol-
lowing the privacy-preserving strategy (i.e., vy € V) and all
other in- and out-neighbors of both nodes v; and vy are cu-
rious (i.e., v; € V. Yu,; € (./\/'J_ U N;)\ {vj,vr}, and vy € V.
Yo, € (/\/’;r U N;)\ {vj, v }). During the Iteration procedure,
curious nodes will not be able to infer the substate u}/" [s;],
sy € [0, Dzﬂ , transmitted from node vy to node v;. Furthermore,
curious nodes will not be able to infer v;’s substate ué’; that
is summed with the substate received from node v;. As a
result, curious nodes will not be able to infer the initial state
of node v; or the initial state of node vy. Thus, in this case,
node v; (as well as node v;) preserves the privacy of its initial
state.

B. The case where one out-neighbor of v;, say vy, is fol-
lowing the privacy-preserving strategy and all other in- and
out-neighbors of these two nodes are curious can be analyzed in
a manner similar to Case A.

From Cases A and B, we have that a node v; € V), is able to
preserve its privacy if it has at least one in- or out-neighbor (say
vy or vyp) that also wants to preserve its privacy and follows
the proposed privacy-preserving strategy. Note here that the
existence of at least one in- or out-neighbor that also wants to
preserve its privacy and follows the proposed privacy-preserving
strategy is a sufficient condition regardless of the processing
delays that affect the operation of nodes in the network. Further-
more, it is important to note that curious nodes will not be able
to determine 1) the values of the messages transmitted from vy
to v;, and/or 2) the values of the messages transmitted from v; to
vy. This means that curious nodes will not be able to determine
a finite range [, 8] (where o < (8 and «, 8 € R) in which the
initial state y;[0] lies (as we mentioned in Definition 1). O

Remark 4 (Inability of Algorithm 2 to preserve privacy): If
the conditions in Theorem 4 do not hold, then privacy may not
be preserved. Two examples where nodes are unable to preserve
their privacy are the following.

1) Suppose all in- and out-neighbors of node v; are curious
(i.e., v; €V, Yo, € J\/’j’, and v; € V., Y, € j\f;r). Since
the curious in- and out-neighbors can communicate with
each other, node v; €V, will not be able to preserve
its privacy. Specifically, at Initialization, curious nodes
will know u?Jr [0]. Then, during the Iteration procedure,

curious nodes will know the messages v; has received

and the messages v; has transmitted. This means that they
will be able to determine the values of u;” [s;] € Z, for
sj €{1,2,..., D}, and uf; Vo; € N . Note that the
sum of every uéﬂ' [s5], and u¥;", is equal to v;’s initial state

y;10] (see (9f)). This means that curious nodes will be able

to determine the initial state y; [0]. As a result, for the case

when all in- and out-neighbors of node v; are curious,
node v; is not able to preserve the privacy of its initial
state.

2) One out-neighbor of node v;, say vy, is neither curious nor
following the privacy-preserving strategy (i.e., vy € Vp),
and all other in- and out-neighbors of both nodes v; and vy

are curious (i.e., v; € V. Yo; € (N7 U Np) \ {v;, o},
and v; € V. Vo, € (N} U N;F) \ {v;, vr}). During the
Initialization procedure, curious nodes will know y;[0].
Also, during the Iteration procedure, curious nodes will
know the messages v; has received and the messages v;
has transmitted, with the exception of the message sent
to node vy. However, curious nodes can infer the input
of node vy from its output. Then, they will be able to
extract the messages of node v; (as if a curious node was
directly connected to node v;). As a result, for the case
where one out-neighbor of node v; is neither curious nor
following the privacy-preserving protocol and all other
in- and out-neighbors of node v; are curious, v; does not
preserve the privacy of its initial state.

F. Main Differences of Algorithm 1 and Algorithm 2

The operation of both Algorithms 1 and 2 is adjusted to
the nature of the underlying network, resulting in important
differences between the two algorithms. Algorithm 1 is designed
for situations where each node needs only knowledge of its
out-neighbors and the maximum number of out-neighbors in the
network. Knowledge of the maximum number of out-neighbors
in the network can be obtained at every node in finite time
via a max-consensus algorithm (see Assumption 1). This con-
figuration allows for a quick implementation of the proposed
privacy strategy requiring D} + 1 time steps. However, strong
privacy guarantees are applied only in homogeneous networks
where nodes have similar processing capabilities. Conversely,
Algorithm 2 is designed to overcome the limitations of Al-
gorithm 1 in heterogeneous networks. Here, nodes do not re-
quire knowledge of global parameters, such as the maximum
number of out-neighbors. Instead, they only require knowledge
regarding their own number of in- and out-neighbors. During
Algorithm 2, nodes can obtain knowledge of their in-degree by
sending a 1-bit signal at Initialization. Subsequently, each node
counts the number of 1-bit signals it receives. In this way, each
node v; can calculate the number of its in-neighbors. During
Algorithm 2, each node must have a unique ID as this ensures
that the incoming signals at each node are distinguishable. The
ability to operate over heterogeneous networks comes at the cost
of a longer implementation time, as it depends on the maximum
processing delay in the network. However, Algorithm 2 can
provide robust privacy guarantees in heterogeneous networks
as long as the processing delay of each node remains bounded
(see Assumption 2).

VI. OPERATIONAL ADVANTAGES

There have been different approaches for dealing with the
problem of calculating the average of the initial states with
privacy preservation guarantees. In [5] and [6], the authors
explore differential privacy (DP), involving uncorrelated noise
injection into exchanged messages. However, this approach
sacrifices the exact average of initial states for the sake of
privacy [6]. In contrast, Manitara and Hadjicostis [4] proposed
injecting correlated noise for a finite period, ensuring both
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privacy and convergence to the exact average. The work in [7]
asymptotically subtracts the injected initial offsets, the work in
[9] addresses privacy-preserving average computation over a
continuous-time weight-balanced network, and the work in [12]
utilizes random coupling weights for privacy in directed graphs.
In [14], a two-phase algorithm collaboratively aggregates pri-
vate data, and Charalambous et al. [8] proposed an asymptotic
privacy-preserving average consensus mechanism considering
offset injection. The work in [11] calculates the average of
initial states privately through state decomposition, while the
work in [13] discusses the problem under specific topological
conditions with a hot-pluggable strategy. Liu et al. [10] pre-
sented a differentially private algorithm for continuous-time
heterogeneous systems. Homomorphic encryption [15], [16],
[17] guarantees privacy but requires trusted nodes, intensive
computational resources, and is susceptible to single points of
failure. In [20], the privacy-preserving algorithm combines the
benefits of both secure multiparty computation and DP while
leveraging quantized communication. The work in [21] extends
the application of DP strategies to quantized communication
environments. In [18], an event-based offset algorithm employs
quantized communication to calculate the exact quantized av-
erage in a finite number of steps but requires many steps for
full convergence. Finally, in [19], an initial zero-sum offset
algorithm leads to fast finite-time convergence to the exact
average, but its multiple simultaneous transmissions increase
the message overhead.

Algorithms 1 and 2 differ significantly from existing privacy
algorithms in the literature. Compared to [4], [5], [6], [ 7], [8], [9],
[10], [11], [12], [13], and [14], both Algorithms 1 and 2 exhibit
more efficient operation as nodes are processing and transmitting
quantized values. Note that quantization reduces the amount of
data that need to be transmitted between nodes. This reduces
communication overhead and improves the system performance.
Compared to [4], [5], [6], [7], [8], [9], [10], [11], [12], [13],
[14], [15], [16], [17], [20], and [21], Algorithms 1 and 2 exhibit
finite-time convergence to the exact average of the nodes’ initial
states, which enhances the reliability for our algorithms and is
important for applications where accuracy and consistency are
critical. Compared to [15], [16], [17], [18], [19], [20], and [21],
both Algorithms 1 and 2 exhibit finite transmission guarantees.
More specifically, the privacy protocols in Algorithms 1 and 2
are adjusted to the finite transmission nature of the underlying
averaging operation. The protocols in [18], [19], [20], and [21]
do not allow termination of transmissions once the average of
the initials states is calculated. Furthermore, the finite transmis-
sion characteristic leads to the reduction of network congestion
and improves the network’s operational efficiency. Compared
to [15], [16], and [17], our algorithms do not require encryption
of the messages transmitted between nodes, which can be power
consuming (especially in resource-constrained environments).
Therefore, compared to [15], [16], and [17], our algorithms are
more efficient in terms of power consumption and computational
resources. Finally, compared to [8], [10], and [14], Algorithm 2
focuses on the presence of heterogeneous nodes in the network.
Heterogeneity of a network introduces processing delays and
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Fig. 1. Example of a digraph representing a smart grid consisting of a
neighborhood of five households (nodes) vi—vs, a smart meter vy, a
substation vgy,, and a power generator vpGen-

asynchronicity. Algorithm 2 is able to operate over heteroge-
neous networks and provides sufficient privacy guarantees while
maintaining efficient operation (i.e., quantized communication
and processing) and convergence to the exact result in finite time.

VII. APPLICATION: PRIVACY-PRESERVING POWER
REQUEST IN SMART GRIDS

We now present an application of Algorithms 1 and 2. Our
application is borrowed from [19], but is adjusted in the context
of (possibly) heterogeneous networks, which require finite trans-
mission guarantees. We focus on the scenario where a neigh-
borhood of interconnected households need the total demanded
power (or offered power for the case where households produce
electricity, e.g., via photovoltaic panels) from a smart meter
in a privacy-preserving manner [28]. In our application, each
household has its own embedded computing system and uses
it for electricity demand forecasting, e.g., by using machine
learning techniques [29]. We analyze the following two cases:
1) all households utilize homogeneous computing systems for
demand forecasting, and 2) all households utilize heterogeneous
computing systems for demand forecasting. In the first case, the
processing delay is expected to be consistent across all devices,
and households are able to perform transmissions to their neigh-
boring households in a synchronous fashion. In the second case,
the processing delay can vary significantly between different
devices or components, and households perform transmissions
to their neighboring households in an asynchronous fashion.
We will show that Algorithms 1 and 2 allow households to
make power requests in a privacy-preserving manner for the two
aforementioned scenarios, respectively, and then terminate their
operations.

Our example smart grid network is shown in Fig. 1. It con-
sists of five households V = {vy,...,v5}, a smart meter vy, a
substation vy, and a power generator vpge,. In our scenario,
we assume that any household may become a curious entity
and attempt to infer the initial state (i.e., demanded power)
of one or more other households. The use of Algorithm 1
or Algorithm 2 enables nodes to calculate the total requested
power in a privacy-preserving manner, effectively securing their
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privacy against any household acting as a curious entity. During
the smart grid operation, households 1) utilize their embedded
computing systems to calculate their local power demand, and
2) calculate the average electricity demand per household in
the neighborhood in a privacy-preserving manner by utilizing
Algorithm 1 or Algorithm 2 (for each household, the result
of the embedded computing system serves as that household’s
initial state when executing the chosen algorithm). After these
two steps, the smart meter vy, collects the daily demands
(or offers) through v; (since the state of vy is equal to the
average of the daily demanded/offered power from all house-
holds in the neighborhood). Then, vy, multiplies the state of
v1 with the number of houses in the neighborhood in order to
calculate the total demanded/offered power. The smart meter
Usm transmits the total demanded/offered power to the power
generator vpgen. Finally, the power generator vpgen produces
and delivers the demanded electricity to the substation vgyp, and
the electricity is claimed/offered from/to the substation to the
households.

In our application, we utilize Algorithms 1 and 2 to com-
pute the total requested/offered power during a specific day by
the set of interconnected households in a privacy-preserving
manner. For the neighborhood in Fig. 1, let us consider the
amount of requested power as C = {68, 73,69, 79,36}. Note
that the requested power is represented using integer values
to simplify the application of our algorithms in the smart grid
scenario. If the requested power is expressed as decimal values,
these can be converted to rational numbers (i.e., as fractions
of two integers). Nodes can then perform a max-consensus
to determine the maximum denominator (to ensure that all
nodes utilize the same denominator for representing the ratio-
nal numbers). Subsequently, nodes can execute our proposed
algorithms using these rational numbers as inputs. The average
power demand is equal to 65 and the total power demand is
equal to 325. For the case where households are utilizing ho-
mogeneous computing systems, we assume that each household
v; undergoes a processing delay 7;[k] = 0, during every time
step of the executed algorithm (i.e., since computing systems
are homogeneous, they experience similar processing delays).
Furthermore, for the case where households are utilizing het-
erogeneous computing systems, we assume that each household
v; undergoes a processing delay 7;[k] randomly chosen with
uniform probability from the set {1,2,3}, during every time
step of the executed algorithm. For the case where households
utilize homogeneous(/heterogeneous) computing systems, we
show the execution Algorithm 1(/Algorithm 2) in Fig. 2(/Fig. 3).
In Figs. 2 and 3, we can see that both Algorithms 1 and 2 are
able to calculate the average requested power per household in
the neighborhood. Furthermore, we can see that Algorithm 1
in Fig. 2 converges faster compared to Algorithm 2 in Fig. 3.
However, during Algorithm 2, households perform fewer trans-
missions (i.e., 26 total transmissions) compared to Algorithm 1
(i.e., 36 total transmissions). This is due to the fact that during
Algorithm 2, each household performs Dj transmissions for
executing the privacy protocol, while during Algorithm 1, each
household performs Dy, + 1 transmissions for the privacy
protocol.
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Fig. 2. Execution of Algorithm 1 for the household network in Fig. 1.

Top figure: Average requested power per household with privacy preser-

vation for day 1 plotted against the number of iterations. Middle Figure:

Average total number of transmissions plotted against the number of

iterations. Bottom Figure: Average number of households performing
transmissions plotted against the number of iterations.

=100
N AN e
i>é Sop X: 11
: O 1 Y: 65 1 Il L ]
2o 10 20 30 40 50
Number of Iterations (k)
@
gYr
& ]
g20r X: 11
I Y:2
g O 1 1 Il L ]
0 10 20 30 40 50
Number of Iterations (k)
220
=
«©
E10f X: 1
é Y:0
z 0 .

0 10 20 30 40 50
Number of Iterations (k)

Fig. 3. Execution of Algorithm 2 for the household network in Fig. 1.
Top figure: Average requested power per household with privacy preser-
vation for day 1 plotted against the number of iterations. Middle figure:
Average total number of transmissions plotted against the number of
iterations. Bottom figure: Average number of households performing
transmissions plotted against the number of iterations.

VIIl. CoMPARISON WITH LITERATURE

In Fig. 4, we compare Algorithms 1 and 2 against [4], [7],
[11], [19, Algorithm 1], and [19, Algorithm 2]. We plot the
error e[k] := (3_, oy |q;[k] —J])/[V| against the number of
iterations. The error is averaged over 50 random digraphs.
The average of the nodes’ initial states is y = 23.625. The
random digraphs were generated using the Erdos—Renyi model,
and the initial state of each node was kept constant across all
50 digraphs (resulting in a fixed 7 equal to 23.625). The param-
eters for each algorithm (e.g., substate values) were randomly
chosen, leading to different initial error values e[0] in Fig. 4. To
ensure a fair comparison across all algorithms, we eliminated the
impact of processing delays for Algorithm 2 by setting 7;[k] = 0
for every node v; € V. From Fig. 4, we observe that Algo-
rithms 1 and 2 exhibit the fastest convergence speed among the
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Fig. 4. Comparison between Algorithm 1, Algorithm 2, [4], [7], [11],

[19, Algorithm 1], and [19, Algorithm 2].

compared algorithms, with Algorithm 2 being slightly faster than
Algorithm 1. In addition, the algorithms in [4] and [7] require
an identical number of time steps for convergence, and the same
holds also for [11] and [19, Algorithm 2]. The largest number
of time steps for convergence is required by [19, Algorithm 1]
due to its event-triggered conditions for communication among
nodes. In general, Algorithms 1 and 2 offer significant advan-
tages over existing algorithms from the literature. Also they are
the first in the literature to achieve three key properties simulta-
neously: 1) ensuring privacy preservation, 2) calculating the ex-
act quantized average in finite time, and 3) ceasing transmissions
after convergence. Algorithm 2 has also the capability to handle
node processing delays (which is a critical feature as delays
can potentially compromise privacy guarantees, as discussed in
Section V-A).

IX. CONCLUSION

We proposed two privacy-preserving event-triggered quan-
tized averaging algorithms for homogeneous and heterogeneous
networks. Key features of our algorithms include ensuring pri-
vacy preservation through topological conditions, calculating
the exact quantized average in finite time, and automatically
terminating transmissions after convergence, with one algorithm
being also able to handle node processing delays. We analyzed
our algorithms’ operation, derived an upper bound on conver-
gence time, and provided necessary and sufficient topologi-
cal conditions for achieving privacy preservation. Finally, we
presented an application over smart grids and compared their
performance against the literature.

In our future work, we intend to conduct an extended
study on analyzing and preventing possible information leak-
age from our algorithms when probabilistic information about
the initial states and the choice of algorithmic parameters is
available to the curious nodes. In addition, we plan to an-
alyze and extend our privacy strategies for the case where
the communication network is dynamically changing over
time.

APPENDIX A
PROOF OF THEOREM 1

In this proof, we will show that there exists ky € Z, for
which the mass variables of every node v; (for which z; k] > 0)
fulfill (5) and (6), for every k > k¢. This means that for k > ko,

we have only leading masses. Note here that, during the execu-
tion of Algorithm 1, the leading mass will not fulfill the Event
Trigger Conditions 3 (in Execution Step 3 of Algorithm (1.A)).
This means that the corresponding node (say v;) will not transmit
its mass variables to its out-neighbors v; € N 7»+ according to its
predetermined priority. Furthermore, from Lemma 2, we will
also show that there exists k; > kg (k1 € Z.), where for every
k > ky, the state variables of every v; € V fulfill (2) and (3) for
a € Z 4 (i.e., every node has reached quantized consensus) and
thus transmissions cease.

During the Initialization steps of Algorithm (1.A), each node
v;j will 1) decompose its initial state y;[0] into D, + 2 sub-
states uf[s;] € Z, for s; € {0,1,2,..., D, + 1}, 2) set its
initial state y;[0] to be equal to u}[0], 3) increase the sub-
state counter s;, and 4) broadcast its state variables to every
out-neighbor. Then, during Iteration Step 1, each node will 1)
receive and update its state variables, 2) receive and update its
mass variables, and 3) call Algorithm (1.A) to check Event
Trigger Conditions 1, Event Trigger Conditions 2, and Event
Trigger Conditions 3. However, note here that regardless of the
output of Algorithm (1.A), each node v; will utilize the privacy-
preserving strategy for the first Dt + 1 time steps (i.e., for

max

k=0,1,...,D; ). This means that for the first D}, . + 1 time
steps of the Iteration procedure, each node v; will inject to
its mass variables and the set of substates uj[s;] and u}[s;],
for s; € {1,2,...,Df . + 1}. Then, it will transmit its mass
variables to an out-neighbor according to the order Fj;. Thus,
after D, + 1 time steps, each node v; will have injected
in the network every set of substates u[s;] and u[s;]. For
the analysis of the execution of Algorithm 1 for time steps
k > D+ 1, we can use steps similar as [22, Thm. 1]. As
a result, combining 1+ D;. . (which represents the number
of iterations required for completing the privacy protocol) and
n? + (n — 1)m? (which is the upper bound on the number of
iterations for the algorithm proposed in [22] to converge), we can
conclude that the required number of iterations for Algorithm 2
is upper bounded by 1+ D, +n? + (n — 1)m?.

Let us now highlight our algorithm’s exact convergence. In
Algorithm 1, the sum of u[s;] values for every node v; (where
s; € [0, D, + 1)) is equal to (Dy,, + 2) times the sum of
y;[0] values of every node v;. Furthermore, the sum of u?[s;]
values for every node v; (where s; € [0, D}, + 1]) is equal to
(D« + 2) times the total number of nodes in the network n.
Dividing these two sums yields the correct average. Therefore,
Algorithm 1 is able to converge to the exact average.

Remark 5 (Analysis of operational advantages): Let us
note that the upper bound on the convergence time is deter-
mined by network parameters, such as diameter, number of
edges, maximum out-degree, and number of nodes. Changing
these parameters affects the time steps needed for convergence
(e.g., increasing the number of nodes in the network means our
algorithms may require more time steps to converge). However,
the convergence time also relies on the network structure, since
nodes are transmitting data between each other. In this arti-
cle, our aim is to utilize the network parameters to derive an
upper bound on the required number of time steps. While an
in-depth analysis of how the aforementioned parameters affect
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our proposed algorithms’ performance is beyond this article’s
scope, it will be considered in future research. In addition, the
usage of quantized values enhances operational efficiency but
does not affect finite-time convergence. Specifically, during the
execution of our algorithms, nodes are able to calculate the
exact average even for the case when they exchange real-valued
messages (an advantage of particular importance as most algo-
rithms in the literature exhibit asymptotic convergence). Finally,
our algorithms ensure finite-time convergence and operation
termination, irrespective of network parameters, as long as the
network is strongly connected.

APPENDIX B
PROOF OF THEOREM 3

During the Initialization steps of Algorithm 2, each node
v; will 1) decompose its initial state y;[0] into D} +D; + 1
substates (specifically, into D; + 1 substates u?+[sj] € Z, for
s; €{0,1,2,.. .,D;'}, and D; substates uf; Vv; € ), 2)
set its initial state y;[0] to be equal to u§¥+[0], 3) increase the
substate counter s;, and 4) broadcast its state variables to every
out-neighbor. Then, during Iteration Step 1, each node will 1)
receive and update its state variables, 2) receive and update its
mass variables, and 3) call Algorithm (1.A) to check Event Trig-
ger Conditions 1, Event Trigger Conditions 2, and Event Trigger
Conditions 3. However, note here that regardless of the output of
Algorithm (1.A), each node v; will utilize the privacy-preserving
strategy for at most ?Dj-' time steps. Specifically, during the time

interval [0, ?Dj'], it will perform at least D}" transmissions, one
transmission toward each outgoing link. This means that for
the first FD;—F time steps of the Iteration procedure, each node
v; will inject 1) to the mass variables it transmits the set of
substates uf[s;] and uZ[s;], for s; € {0,1,2,..., D}, — 1},

and 2) to the mass variables it receives the set of substates u;’; ,

forevery v; € j\/j’. Then, it will transmit its mass variables to an
out-neighbor according to the order P;;. Thus, after 7D}, time
steps, each node v; will have injected in the network every set of
substates uY[s;], fors; € {0,1,2,..., D] },andul; Yo; € N .

For the analysis of the execution of Algorithm 2 for time
steps k > ?Dfnax, we can use steps similar as [22, Thm. 1],
adjusted to the heterogeneous nature of the network (i.e., each
transmission is performed after at most 7 time steps). As a result,
combining 7D} (which represents the upper bound on the
number of iterations for completing the privacy protocol) and
7(n? + (n — 1)m?) (which is the upper bound on the number of
iterations for the algorithm proposed in [22] to converge), we can
conclude that the required number of iterations for Algorithm 2
is upper bounded by 7(Dy,. + n? + (n — 1)m?).

Finally, regarding the operation of Algorithm 2, we observe

that the sum of ug"’ [sj] and u;" values for every node v; (where
s; €10, D;f]) is equal to the sum of y;[0] values of every node
v;. Furthermore, the sum of u}™[s;] values for every node v;

(where s; € [0, D;f]) is equal to the total number of nodes n.
Dividing these two sums provides the average, which means
that Algorithm 2 is able to converge to the exact average.
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