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Abstract

Networked Control Systems (NCSs) are integral in critical infrastructures such as power grids, transportation net-
works, and production systems. Ensuring the resilient operation of these large-scale NCSs against cyber-attacks is
crucial for societal well-being. Over the past two decades, extensive research has been focused on developing metrics
to quantify the vulnerabilities of NCSs against attacks. Once the vulnerabilities are quantified, mitigation strategies
can be employed to enhance system resilience. This article provides a comprehensive overview of methods developed
for assessing NCS vulnerabilities and the corresponding mitigation strategies. Furthermore, we emphasize the impor-
tance of probabilistic risk metrics to model vulnerabilities under adversaries with imperfect process knowledge. The
article concludes by outlining promising directions for future research.
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1. Introduction

On a daily basis, traffic lights coordinate to reduce
congestion [1], power grids balance energy demands in
real-time [2], and water distribution systems monitor
and adjust flow to meet changing needs [3]. Since these
systems are essential for the nation’s economy, public
health, and safety, they are termed Critical infrastruc-
tures. These critical infrastructures are effectively man-
aged by a group of automated decision-making mecha-
nisms. The combination of the decision-making mech-
anisms and physical processes is called a control system
that keeps critical infrastructure operating smoothly.

As technology evolves and human demands increase,
control systems are becoming more complex, intelli-
gent, and interconnected (often through wireless net-
works and the internet). Equipped with these intercon-
nections, control systems evolve into networked control
systems (NCSs). However, due to these interconnec-
tions, NCSs also open the door to cyber threats that were
unfortunately unimaginable when these new technolo-
gies were first designed. These cyber threats, deployed
by malicious adversaries, lead not only to eavesdrop-
ping on confidential information in NCSs but also to
catastrophic physical damages [4].

Proactive actions against these adversaries are obvi-
ously demanded by the defender, which leads to re-
search on security in NCSs. Security in NCSs is a soci-
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Figure 1: An NCS under sensor and actuator attacks.

etal issue rather than just a technical one. A malicious
attack on a power grid can cause blackouts that disrupt
lives, economies, and even healthcare [5]. An inten-
tional discharge of sewage from a water treatment sys-
tem can poison a large living area of creatures and civil-
ians [6]. These are not science fiction scenarios since
they have already happened in Ukraine [5], Australia
[6], Europe [7], and Israel [8].

To enhance the security of NCSs, sophisticated cryp-
tographic methods have been developed by Information
Technology (IT) researchers. However, such techniques
can introduce time delays and quantization errors [9],
which can potentially cause instability [10]. NCS also
has strict performance requirements that are difficult to
achieve under time delays [11]. Additionally, unlike
IT security, which deals with data breaches, security
in NCS must address both data breaches and potential
physical consequences. In other words, an attack on an
NCS can not only steal confidential information but also
change the behavior of physical processes. To prevent
such consequences, researchers and engineers do need
ways to quantify how secure an NCS is, i.e., how eas-
ily the system can be attacked, how much damage can
be caused, and how quickly it can recover. To this end,
NCS security has received increased research interest
from the control community [12], which will be the fo-
cus of this review article.

Typically, an NCS (see Figure 1) consists of a physi-
cal process on one side of the network and a controller
and detector on the other side. The sensor data from
the physical process are sent over a wireless communi-
cation channel to the controller and detector for control
and monitoring. As mentioned before, the communica-
tion channels used in NCSs are generally (but not lim-
ited to) radio waves and the internet [13], which might
be accessible by adversaries.

To mitigate such adversaries, the security of NCS has
been reviewed from various perspectives in the past. An
overview of the works can be found in Table 1, most
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Figure 2: Secure control system design approach using risk manage-
ment framework adopted from [31, 13]. Identifying attack scenar-
ios is discussed in [32], methods to estimate impact are discussed in
Section 3, and methods to estimate attack likelihood are discussed in
Section 4. Risk response strategies are discussed in detail in [12, Sec-
tion V], whereas we discuss some mitigation strategies in Section 7.

of which adopt a control-theoretic viewpoint. In par-
allel, security has also been studied from neighboring
communities such as computer security, systems engi-
neering, and industrial automation. For example, [14]
provides an early overview of NCS vulnerabilities from
a cybersecurity standpoint, while [15, 16] presents tax-
onomies of threats and defenses grounded in informa-
tion security and system architecture. Industry-focused
reviews such as [17] emphasize operational risks and at-
tack scenarios drawn from real-world incidents. How-
ever, these works often abstract away the dynamic,
feedback-driven structure that defines NCS. Thus, in
this review, we revisit NCS security from a control-
theoretic viewpoint.

In particular, we examine one particular as-
pect of NCS security: quantifying security.

The need to quantify security is explained using the
risk management framework (see Figure 2), where a
lower value of security is related to higher attack im-
pact or higher likelihood associated with a given attack
scenario. The consensus in the risk management liter-
ature is that to manage risks (or attacks), the defender1

must follow the three steps: risk assessment, response,
and monitoring. The risk assessment step aims to iden-
tify attack scenarios, estimate likelihood, and estimate
the impact (physical degradation) caused. The risk re-
sponse step focuses on designing risk prevention, detec-
tion, or mitigation strategies. The risk monitoring step
aims to identify new vulnerabilities. Thus, quantifying
the impact (physical degradation) and likelihood is an
important step toward designing a secure NCS.

As noted in [32], the likelihood of a stealthy attack
is influenced by the minimum number of components

1Here, the terms defender and operator are used interchangeably.
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Table 1: Selected Survey and Review Works on NCS Security

Reference(s) Description
[12, 18, 19, 20, 21] Tutorial-style introductions to NCS security from a control-theoretic perspective.
[22] Reviews bibliographical definitions and taxonomies of cyber-physical attack types.
[23, 24] Discuss security concerns in distributed model predictive control frameworks.
[25] Explores security challenges in reinforcement learning-based NCSs.
[26, 27] Investigate vulnerabilities in consensus protocols within multi-agent systems.
[28] Proposes mitigation strategies based on system reconfiguration in response to attacks.
[29] Examines the cyber-physical security of smart building control systems.
[30] Applies formal methods to enable secure-by-design approaches in NCS.

that needs to be compromised by the adversary (see Ex-
ample 3). This minimal set of components is hereafter
referred to as resources. Drawing analogies from com-
puter security [33], the required adversarial resources
serve as a proxy for attack feasibility: the fewer the re-
sources needed, the higher the likelihood of an attack,
and vice versa. The explicit modeling of adversarial
resources is also a central theme in security research
[34, 35]. Motivated by the above arguments, we for-
mulate the problem addressed in this review article.

What methods are available in the literature
to quantify the attack impact and resources?
How can the quantified metrics be used to
mitigate attacks? What are the related open
research challenges?

No other work in the literature systematically re-
views the methods to quantify attack impact and re-
sources. Related work was conducted in [36], where the
authors present an overview of security challenges in
robotic systems, highlighting the importance of quan-
titative metrics for security. Game theory is presented
as an effective framework to quantify security, and the
work discusses existing game theoretic algorithms in
a tutorial fashion where the game payoffs are fully
known. Alongside this progress, the present article re-
views methods to model and compute the game payoffs.
The work [37] reviews metrics for quantifying security
from an IT perspective without considering the physical
degradation, which is also dealt with in the sequel.

1.1. Outline

The remainder of this article is organized as follows
and is also depicted in Figure 3. The system architecture
and formal definitions of impact metric and resource
metric are presented in Section 2. In Section 3, we re-
view metrics that quantify the attack impact (physical
degradation) caused by attacks. We review the metrics

to quantify attack resources in Section 4. Probabilistic
risk metrics are used to quantify the impact of adver-
saries with imperfect process knowledge in Section 5.
The impact and resource metrics developed for specific
applications are discussed in Section 6. The attack mit-
igation strategies are detailed in Section 7. We con-
clude the paper and provide avenues for future research
in Section 8.

1.2. Notation
Throughout this article, R,R+,C,Z, and Z+ denote

the sets of real numbers, non-negative real numbers,
complex numbers, integers, and non-negative integers,
respectively. The Kullback-Leibler (KL) divergence be-
tween the distributions q1 and q2 over a sample space X
is denoted as

D(q1∥q2) =
∫
X

q1(x) log
q1(x)
q2(x)

dx,

whereD(q1∥q2) = 0 iff q1(x) = q2(x),∀x ∈ X.
Given a vector x ∈ Rn, let xi denote its ith element.

We define the norms

∥x∥∞ = max
i
|xi|,

∥x∥p =

 n∑
i=1

|xi|
p

1/p

, p > 0,

∥x∥0 = #{i | xi , 0},

and in words, ∥x∥0 represents the number of nonzero
elements in the vector x.

Let x : Z → Rn be a discrete-time signal, with
x[k] denoting its value at time step k. The p-norm of
the signal x over the time horizon [0,N] is denoted by
∥x∥p,[0,N]. Similarly, the ℓp-norm is denoted as

∥x∥ℓp,[0,N] ≜
N∑

k=0

∥x[k]∥p,
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and the ℓ2-norm over the horizon [0,N] is denoted as

∥x∥2ℓ2,[0,N] ≜
N∑

k=0

x[k]⊤x[k].

For simplicity, we denote the ℓ2-norm over the infinite
horizon [0,∞] as ∥x∥2ℓ2 . The space of square-integrable
signals is defined as

ℓ2 ≜
{
x : Z+ → Rn

∣∣∣ ∥x∥2ℓ2 = ∥x∥2ℓ2,[0,∞] < ∞
}
.

and the extended signal space be defined as

ℓ2e ≜ {x : Z+ → Rn| ||x||2ℓ2,[0,N] < ∞,∀N ∈ Z+}

Given a square matrix A ∈ Rn×n, the largest singular
value of A is denoted by σ̄(A), and trace(A) denotes the
sum of its diagonal elements.

Given a discrete-time transfer function G(z), its
norms are defined as

∥G∥2 =

√
1

2π

∫ π

−π

trace
[
G(e jω)∗G(e jω)

]
dω,

∥G∥∞ = sup
ω∈[0,2π]

σ̄
(
G(e jω)

)
,

where (·)∗ denotes the conjugate transpose.

2. Problem Setup

In this section, we describe the structure of the
closed-loop NCS, the adversarial policy, and the detec-
tion scheme. We then formulate the problem studied.

2.1. System description

We consider a linear time-invariant (LTI) discrete-
time (DT) plant/process described as

Process:


x[k + 1] = Ax[k] + Bũ[k] + ω[k]

y[k] = Cx[k] + v[k]
yp[k] = Cpx[k]

(1)

where x ∈ Rn is the state of the plant, y ∈ Rm is the
measurement from the sensors, ũ ∈ Rq is the control
input applied, and yp ∈ Rs is the virtual performance
loss output. Similar to robust control, the performance
of the process is said to be good when the performance
loss output is close to zero, e.g., tracking error. The i.i.d
process noise and measurement noise are represented
by ω ∈ N(0,Σw) and v ∈ N(0,Σv), respectively. All the
matrices are of appropriate dimension.

Assumption 1. The tuple (A, B) is controllable and the
tuple (A,C) is observable. ◁

We consider the process to be controlled using a full-
order LTI output-feedback controller

Controller:
z[k + 1] = Acz[k] + Bcỹ[k]

u[k] = Ccz[k] + Dcỹ[k]
(2)

where z ∈ Rnc is the state of the controller which can in-
clude the tracking/estimation error estimates, ỹ ∈ Rm is
the measurement received by the controller, and u ∈ Rq

is the control input generated by the controller. It is
worth noting that the control input applied ũ and the
measurement received ỹ might be different from the de-
signed control input u and the measurement output y due
to cyber-attacks (see Figure 1).

To detect attacks, the operator employs a residue gen-
erator as follows

Detector:


x̂[k + 1] = Ax̂[k] + Bu[k] + Kyr[k]

yr[k] = ỹ[k] −Cx̂[k]
r[k] = Vyr[k]

(3)

where r ∈ Rd is the residue evaluated to detect attacks,
x̂ ∈ Rn is the state estimate, ŷ ∈ Rm is the output esti-
mate, and K and V are detector gains which are design
parameters. Since the plant and the controller are linear,
r ∼ N(0,Σr) where Σr ≻ 0.

A summary of the detection logic used in the litera-
ture to identify attacks using the residue signal r is pro-
vided in Table 2. To express the detection logic com-
pactly, we adopt the following notation

fD(r) ≤ τ =⇒ no alarm,
fD(r) > τ =⇒ alarm

(4)

where the function fD(r) represents one of the detection
logics from Table 2, and τ is the detection threshold.
The threshold τ is designed to trade off between attack
impact and false alarm rate [45]. An alarm indicates that
the operator believes an attack is occurring.

Remark 1. The matrix V is designed with an empty
null space so that any changes in yr affect the residual
signal. The variance of the residue Σr can be computed
using the variances Σw and Σv [46]. ◁

2.2. Adversarial description

This section introduces the adversary, its resources,
and its strategy.
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Table 2: Overview of detection logics. Here Σr represents the variance of the residues when there is no attack, r0 represents the residual signal when
there is no attack, CUSUM refers to CUmulative SUM, AMW refers to Average over a Moving Window, and MEWMA refers to Multivariate
Exponentially Weighted Moving Average. The χ2 detector is a special case of the MEWMA detector when β = 1. From samples r0[·] and r[·], the
KL divergence can be estimated efficiently [38].

Name Detection logic Design parameters

CUSUM detector [39]

S +[0] = 0, S −[0] = 0
S +[k + 1] = max (0, S [k] + r[k] − b)

S −[k + 1] = max (0, S [k] − r[k] − b)

min
(
S +[k], S −[k]

)
≥ τ =⇒ alarm

two-sided CUSUM test
b- bias
τ- threshold

χ2 detector [40] r[k]TΣ−1
r r[k] ≥ τ =⇒ alarm τ - threshold

AMW p-detector [41]
∑k

t=k−L+1 ∥r[t]∥p ≥ τ =⇒ alarm
L- window length
τ- threshold

ℓp detector [42] ∥r∥ℓp ≥ τ =⇒ alarm τ- threshold

KL detector [43] D(r0[k − L : k]∥r[k − L : k]) ≥ τ

L- window length
τ- threshold

r0- nominal residues

MEWMA detector [44]

xD[0] = 0, xD[k + 1] = βΣ−0.5
r r[k] + (1 − β)xD[k]

yD[k + 1] =
2 − β
β
∥xD[k + 1]∥22

yD[k] ≥ τ =⇒ alarm

β ∈ (0, 1]
τ- threshold
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2.2.1. System knowledge
In much of the literature, the adversary is commonly

assumed to have full knowledge of the system dynam-
ics, including the plant, controller, detector, and detec-
tion scheme. While this may not reflect all practical sce-
narios, where the adversary’s knowledge can range from
none to partial (see Section 5), this assumption provides
a useful worst-case benchmark for evaluating detection
performance. We adopt this assumption for consistency
with existing works unless otherwise specified. Works
that relax this assumption are discussed in Section 5.

Assumption 2. The adversary is assumed to know the
matrices in (1), (2), (3), the detection function (4), and
the threshold τ. ◁

2.2.2. Disclosure and disruption resources
Similar to computer security, we assume that the ad-

versary has certain resources in order to conduct an at-
tack. In particular, we consider that the adversary can
access some of the sensor/actuator channels and read
and alter the transmitted sensor/control data. In other
words, we consider that[

ũ[k]
ỹ[k]

]
=

[
u[k]
y[k]

]
+

[
Ea 0
0 Fa

] [
au[k]
ay[k]

]
(5)

where au ∈ Rq and ay ∈ Rm are the attack signals
injected by the adversary into the actuator and sensor
channels, respectively. Such attack strategies are called
False Data Injection (FDI) attacks [32]. In this paper,
we mainly focus on FDI attacks since it is widely stud-
ied in the literature. Some results pertaining to Denial-
of-Service (DoS) attacks are discussed in Section 4.3.

The matrix Ea(Fa) in (5) is a diagonal matrix with
Ea(i, i) = 1 (Fa(i, i) = 1), if the actuator (sensor) chan-
nel i is under attack and 0 otherwise. A common as-
sumption in the literature is that the adversary cannot si-
multaneously manipulate both sensor and actuator chan-
nels. While this assumption may not hold in all practical
scenarios, it simplifies the analysis and reflects a more
constrained adversary model. We adopt this assumption
unless otherwise stated.

Assumption 3. The adversary attacks either the sen-
sors or the actuators, but not both. ◁

If the adversary can access both the sensor and actua-
tor channels, they may inject a covert attack [47]. Under
Assumption 2, such attacks are provably undetectable.
The impact of covert attacks under imperfect adversar-
ial knowledge is explored in Section 3.6.

Controller

Attack

Tank 1

Water supply

Tank 2

Tank 4 Tank 3

Tank 5 Tank 6 Tank 7

Figure 4: Pictorial representation of interconnected reservoir system
under an actuator attack. The solid lines represent the physical compo-
nents/connections. The dashed-dotted lines represent the cyber com-
ponents. The controller is designed such that Tank 1 retains r (in ab-
solute units) amount of water.

2.2.3. Attack constraints
When there is no attack, it follows that r ∼ N(0,Σr)

where r is the residue signal in (3). However, under at-
tack, the mean of the residue signal deviates from zero.
If the residue signal deviates sufficiently, it triggers an
alarm at the detector. Due to the fact that an adversary,
who is detected, can be mitigated effectively, we con-
sider a worst-case stealthy adversary that injects an at-
tack signal such that no alarm is raised.

Definition 1 (Stealthy attack/adversary). An attack sig-
nal is defined as stealthy if fD(r) ≤ τ. An adversary that
injects a stealthy attack is called a stealthy adversary. ◁

In this paper, we consider stealthy adversaries that
satisfy fD(r) ≤ τ where τ is the alarm threshold defined
in (4). Some works consider an adversary that satisfies
fD(r) ≤ τ+δτ, where δτ is the adversary’s willingness to
risk detection. Interested readers are referred to [48] for
more details. Next, we show the importance of studying
stealthy attacks through a numerical example.

Example 1. Let us consider an interconnected reservoir
system as represented in Figure 4 [49, Example 17]. Let
xi, 1 ≤ i ≤ 7 denote each tank’s state, representing the
amount of water (in absolute units) retained in the tank.
For convenience, we denote the state of the entire sys-
tem as x ≜ [x1, x2, . . . , x7]T . Let ki, 1 ≤ i ≤ 7 denote
the parameter of each tank that represents the capacity
of tank i to retain water. The pipeline that distributes

6
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Figure 5: (Top) The attack signal in (6) (Middle) ℓ2 norm of the de-
tection output r, and the detection threshold τ (Bottom) ℓ2 norm of the
performance output yJ .

the water from the supply/tank to other water tanks is
called a distribution line. There are 4 distribution lines
in Figure 4, and α j, 1 ≤ i ≤ 4, α j represents the ratio of
water distributed between the output tanks.

The operator can measure the water level in tank 1
and control the input supplied to tanks 1 (and tank 2)
using a proportional controller. The performance of the
reservoir system is evaluated based on the deviation of
the water level in tank 6 from a reference level r̄. Thus,
the controller gain KP is designed to maintain a constant
water level in tank 1, which in turn helps maintain the
reference level r̄ in tank 6.

We consider an adversary injects attacks into the actu-
ator channel. Since the operator can measure the water
level in tank 1, an ℓ2 detector (see Table 2) is deployed
in tank 1. In other words, an alarm is raised if |x1|ℓ2 > τ.

To recall, we aim to discuss the effect of a stealthy
attack signal on the closed-loop system. Due to the lin-
earity, the response of the closed-loop system can be
given as the sum of the response due to the reference
signal r, the attack signals a, and the initial condition
x[0]. Since we only aim to characterize the performance
loss caused by attacks, we disregard the reference signal
and the initial condition for now. Then, the closed-loop
system from the attack input to the detection output yr

and the performance output yp can be represented as

x[k + 1] = Acx[k] + Bca[k],
yp[k] = Cpx[k],
yr[k] = Cr x[k]

where

Table 3: Parameter for interconnected reservoirs.
KP 1.3 k1 0.999 k2 0.2
k3 0.3 k4 0.1 k5 0.9
k6 0.999 k7 0.99 α1 0.1
α2 0.1 α3 0.9 α3 0.3

Ac(1, 1) = k1 − α1KP, Ac(2, 2) = k2 − (1 − α1)KP,

Ac(3, 3) = k3, Ac(4, 4) = k4, Ac(5, 5) = k5,

Ac(6, 6) = k6, Ac(7, 7) = k7,

Ac(3, 1) = (1 − α2)(1 − k1), Ac(4, 1) = α2(1 − k1),
Ac(6, 2) = α3(1 − k2), Ac(7, 2) = (1 − α3)(1 − k2),
Ac(5, 4) = α4(1 − k4), Ac(6, 4) = (1 − α4)(1 − k4),
and all other entries of Ac are zero,

Bc =
[
α1 (1 − α1) 01×5

]T

Cp =
[
01×5 1 0

]
,Cr =

[
1 01×6

]
,

and the parameters are given in Table 3.
Next, let us consider an attack signal of the form

a[k] = 1 − 1.2mod(k, 3) + 0.1sin[k] (6)

where mod(·, ·) represents the modulus operation. The
effect of the attack (6) on the detection and performance
output is represented in Figure 5. From Figure 5 (mid-
dle), the attack is stealthy since the ℓ1 norm of the de-
tection output is below the detection threshold of τ = 1.
For such a stealthy attack, we can see that the perfor-
mance loss in Figure 5 (bottom) is significant, depicting
the significance of studying stealthy attacks. ◁

2.2.4. Attack policy
In general, two different adversaries are considered

in the literature: (a) a maximum disruption adversary,
which helps us to quantify attack impact, and (b) a min-
imum resource adversary, which is related to attack like-
lihood. We next formulate the attack policy for the
aforementioned adversaries.

Maximum disruption stealthy adversary: We con-
sider an adversary that injects a stealthy attack signal
to worsen the closed-loop system’s performance. Let
the performance of the closed-loop system be governed
by J , which is generally convex in the attack signal a.
Here, J can represent the norm of the state-estimation
error e[k] = x[k]− x̂[k], or tracking error e[k] = y[k]−r∗

over a given horizon length, where r∗ represents a given
constant reference signal. Then, we consider an adver-
sary that injects an attack signal by solving the opti-

7



mization problem

I ≜


sup

a
J

s.t. fD(r) ≤ τ
(1) − (5)

(7)

where a represents au or ay depending on a sensor or
actuator attack scenario considered, and I represents the
maximum performance loss caused. If the value of the
performance loss I is high (low), then the NCS is non-
robust (robust) against attacks. Henceforth, the opti-
mization problem (7) is referred to as impact metric.

Definition 2 (Impact metric). The optimization prob-
lem in (7), which maps the system dynamics in (1)-(4)
to the performance loss caused by a stealthy adversary,
is defined as an impact metric. ◁

Minimum resource stealthy adversary: Let us con-
sider that the adversary injects an attack ay j into the sen-
sor channel y j. To remain stealthy, the adversary also
has to inject attacks into some of the other sensor chan-
nels. The necessity to corrupt additional channels to re-
main stealthy might not be immediately apparent to the
readers. To this end, we explain using an example.

Example 2. Consider a DC motor where the sensor
measurements of speed (revolutions per minute) and
torque (Newton meter) are transmitted over the network
to a controller. In general, DC motors have a torque-
speed operating curve. In other words, given a motor
speed, the corresponding maximum torque should lie
below a particular value. Then, if the adversary alters
only the value of the speed by injecting an attack sig-
nal, such attacks can be easily detected. This is because
the operator can infer that for the given speed measure-
ments, the torque values do not satisfy the limits of the
operating curve. Thus, in order to remain stealthy, the
adversary also has to attack the torque values, demand-
ing the adversary to corrupt additional channels. ◁

Thus, given an adversary attacking a sensor chan-
nel y j, other channels must be additionally corrupted
such that the adversary remains stealthy. A minimum
resource adversary maintains stealthiness by corrupting
the least number of sensor channels. In other words,
we consider an adversary that injects attack signals by
solving the following optimization problem

S j ≜



inf
ay
∥ay∥p

s.t. fD(r) ≤ τ
∥ay j∥p ≥ ϵ, 1 ≤ j ≤ m

(1) − (5)

(8)

where S j represents the least resources needed by the
adversary to maintain stealthiness when sensor y j is un-
der attack, and ϵ ∈ R+ represents the minimum en-
ergy of the attack injected into sensor channel y j. If the
value S j is high (low), then the attacker has to corrupt
a high (low) number of sensor channels to stay stealthy.
Thus, the value S j relates to the difficulty of maintain-
ing stealthiness when sensor channel j is under attack.
In other words, the value of S j relates to the inverse of
the attack likelihood of sensor channel j. We next pro-
vide the definition of a resource metric after which we
depict the relation between attack likelihood and attack
resources using a numerical example.

Definition 3 (Resource metric). The optimization prob-
lem in (8), which maps the system dynamics (1)-(4) to
the minimum resources needed by the stealthy adver-
sary is defined as a resource metric. ◁

Example 3 ([50]). Consider the benchmark IEEE 14-
bus power network depicted in Figure 6. The network
is controlled using N = 5 generators, and the operator
has access to the measurements θ1, θ3, θ5, θ7, θ9 and θ11.
Here, θi is the voltage angle of bus i ∈ {1, . . . , 14}. We
also consider the loads at bus 2, 5, 9, and 14 as actuators
since they have considerable effect on the network. As
mentioned in [51], the network can be described by an
LTI system around a stable operating point.

Now, given that a generator (actuator) G j, j ∈
{1, . . . , 5} is under attack, we aim to determine the min-
imum amount of additional actuators that needs to be
corrupted in order to conduct a perfectly undetectable
attack, i.e., r = 0. In other words, we aim to solve the

Figure 6: A pictorial representation of the IEEE 14-bus network under
attack, where buses 2, 5, 9, and 14; and all the generators are attacked.
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Table 4: Value of resource metric for IEEE 14-bus power network.
Attacked
generator

Resource
metric S j

Attack
likelihood

G1 4 Medium
G2 2 High
G3 5 Low
G4 4 Medium
G5 6 Low

optimization problem (8) where the detection constraint
is replaced with r = 0. The results are given in Table 4.

As mentioned before, the resource metric relates to
the effort the adversary needs to invest to conduct a
stealthy attack (r = 0). Thus, for a minimum-resource
stealthy adversary, the resources related to the inverse of
the attack likelihood. The less the number of resources
required, the higher the attack likelihood. ◁

2.3. Problem statement

The objective of this paper is to provide a compre-
hensive overview of the methods from the literature to
determine the value of the impact/resource metric in (7)
or (8). Once these values are determined, the operator
can improve security by minimizing (7) or maximizing
(8) through various techniques reviewed in Section 7.

3. Impact metrics

In this section, we review articles that aim to solve
the optimization problem (7).

3.1. Volume of the reachable states

In control theory, the reachable set at a given time
refers to the collection of all states that a dynamical sys-
tem can reach from a specified initial condition, under
all admissible control inputs, within a finite time inter-
val. It follows that the reachable set is altered in the
presence of an adversary.

To assess this impact, any measure of the reachable
set such as volume, diameter, or surface area can serve
as a metric for evaluating system security and resilience.
These measures quantify the “spread” or “reach” of the
system under potential attack.

The work [40] considers an NCS with a χ2 detector
and an adversary injecting stealthy attacks into sensor
measurements. Let the set of all possible error trajecto-
ries (e[k] ≜ x[k]− x̂[k]) at time instant k ∈ Z be denoted
as R. Then, the main idea in [40] is to use the volume
of the set R as a measure of impact (see Figure 7).

The authors remark that determining the set R is a
non-convex optimization problem in general. Thus, the

−2.5 2.5

Reachable set
Outer bound

Figure 7: Pictorial representation of the reachable set of states and an
ellipsoidal convex outer approximation discussed in Section 3.1.

authors derive an ellipsoidal outer approximation for the
set R, say Re. That is, the following holds Re ⊇ Rwhere

R =

{
e[k] ∈ Rn

∣∣∣∣ay , 0, (1) − (4),∀k ≥ k∗
}
, (9)

for any given k∗ and Re is an ellipsoid. The authors then
use the volume of the setRe as a measure of impact. The
extension of the work [40] proposes a method to derive
the volume of the setRe through a convex Semi-Definite
Program (SDP) (see [52, Section 4.1]).

Then, for the metric proposed in [52] J and fD in (7)
denotes the volume of Re, and the χ2 detector respec-
tively. However, since the ellipsoidal approximation can
be quite loose, the impact metric can be conservative. A
geometric approach was proposed in [53, Section III.B]
to overcomes the conservativeness.

The concept of reachable states was first studied in
[54], where the authors provided a method to compute
the outer and inner approximations of the set of states
reachable by the adversary under a KL detector. Set-
based metrics were also adopted in [55] to quantify the
impact on switching systems, and in [56] to study the
impact of joint sensor and actuator attacks. A volumet-
ric metric was also adopted in the IT research field [57].

Reachable sets can also be computed for nonlinear
systems. The work [58] proposes a Sum-of-Squares
(SOS) program to determine the forward reachable set
for polynomial systems. The authors extend their work
to sector-bounded non-linearities in [59].

3.2. Distance between the reachable and safe sets

When the collection of the critical states of an NCS
is defined as a safe set Sx, the impact metric is defined
by the minimum distance between the reachable set of
states by the adversary (Rx) and the set of critical states

9
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Figure 8: Pictorial representation of the shortest distance between the
outer approximation of the reachable set and the safe set.

(Sx) [52, Section 4.2]. In other words, let us consider
the NCS under sensor attacks and define the sets

R ⊇ Rx =

{
x ∈ Rn

∣∣∣∣ay , 0, (1) − (4)
}
, (10)

Sx =

{
x ∈ Rn

∣∣∣∣xT Qx ≤ 1
}
. (11)

Then for the metric proposed in [52, Section 4.2],J and
fD in (7) denotes the inverse of the minimum distance
between Rx and Sx and the χ2 detector respectively. As
mentioned before, since the set Rx is non-convex, the
authors use the distance between the ellipsoidal outer
approximation of the set Rx and the Sx as the impact
(see Figure 8). A similar metric was adopted in [60].

A binary security metric was proposed in [61, Prob-
lem 2]. Here, the NCS is defined to be secure if the
reachable set Rx does not intersect with a predefined
dangerous set Dx. For instance, the dangerous set can
be defined asDx = Rn\Sx, where Sx is defined in (11).

3.3. Maximum state degradation
In [39], the authors designate m CUSUM detectors

at the controller side, where m is the number of sensor
measurements. Then, [39, Proposition 1] gives an upper
bound on the Euclidean norm of the worst-case state de-
viation caused by a stealthy adversary. In other words,
the work [39] determines the value of

lim
k→∞

∣∣∣E[x[k]]
∣∣∣. (12)

Thus, for such a metric, J and fD in (7) denotes (12)
and a CUSUM detector, respectively. The work was
also extended to a vector case, where all the sensor out-
puts are considered in a single detector [62, 63].

Instead of considering the maximum state degrada-
tion, another approach is to consider the worst-case er-
ror induced by any stealthy adversary. For instance, the

work [64] considers a metric similar to (12) where

J ≜ lim
k→∞

∣∣∣E[e[k]]
∣∣∣. (13)

and e[k] = x[k] − x̂[k]. The authors give a (possibly
loose) upper bound of the maximum state degradation
caused [64, Theorem 3]. The conditions under which
the NCS is vulnerable to undetectable attacks are char-
acterized in [64, Theorem 1]. Similar approaches were
adopted in [65, 66].

The work [67] considers a setup where the adversary
aims to drive the plant to a desired state x∗ ∈ Rn in a
finite horizon. Then, the authors quantify the error be-
tween the true state and the desired state x∗. Here, the
adversary is not constrained to be stealthy; however, the
innovations of the Kalman filter under attack are con-
strained to be instantaneously bounded.

Instead of considering a specific structure of the de-
tection logic, the work [68] considers a generic detec-
tion logic that conducts ergodicity-based tests on the
residue signals (see [68, Assumption 2] for the defi-
nition of ergodicity-based tests). Then, the work pro-
vides closed-form expressions for the mean squared er-
ror (MSE) of the state estimate [68, Theorem 1] for a
single-input single-output (SISO) scalar system. The
authors relax the ergodicity assumption in [69] and pro-
vide bounds on the worst-case MSE.

A bound on the asymptotic estimation error (13) was
derived for nonlinear systems in [70, Theorem 1]. Here,
the authors do not consider any detector but assume that
the attack energy is bounded. Similarly, the work [71]
considers a KL detector and derives the maximum state
deviation an attacker can induce on a nonlinear system.

3.4. Maximum performance degradation

The performance of the NCS is usually governed by
the norm of a virtual performance loss signal (yp in (1)),
similar to robust or Linear Quadratic (LQ) control. The
performance of the closed-loop NCS is deemed to be
good when the value of the performance loss signal is
small (over a horizon). In this section, we consider an
adversary that aims to maximize the performance loss.
In other words, this section aims to quantify the maxi-
mum degradation of the virtual performance loss output
in the presence of stealthy attacks. When the perfor-
mance loss signal is defined as the state measurement
error, the results in this section reduce to the results dis-
cussed in Section 3.3.

This subsection is divided into three parts. In Sec-
tion 3.4.1, we consider impact metrics that quantify se-
curity as the maximum performance degradation caused
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by stealthy attacks in the finite horizon. In Sec-
tion 3.4.2, we consider metrics that quantify the perfor-
mance degradation caused in the infinite horizon, and in
Section 3.4.3, we consider impact metrics with stochas-
tic constraints or objective function.

3.4.1. Impact metrics: Finite horizon
The work [72] considers an ℓp detector in the finite

horizon and an adversary injecting stealthy attacks into
the sensors or actuators. The authors quantify impact as
the value of the optimization problem (7) with

J ≜ ∥yp[k0 : k0+N]∥p, fD(r) ≜ ∥r[k0 : k0+N]∥q. (14)

Then, [72, Theorem 1] establishes the conditions un-
der which the impact metric remains bounded (see Re-
mark 2). For the case where p = q = 2, [72, Theo-
rem 2] provides a closed-form expression for the impact
value, along with the corresponding attack signal. Re-
lated work along similar lines can be found in [73, 74].

The work [75] quantifies the impact as the value of
the optimization problem

sup
a
J ≜ ∥yp[k0 : k0 + N]∥∞

subject to u ≤ ua ≤ ū, au = 0
(15)

where ua is the input generated by the feedback con-
troller when the sensors are under attack, u and ū are
the control limits the attacker has to obey to maintain
stealth. It is worth noting that the stealthiness con-
straint in (15) can be cast similar to (7) when fD ≜
|ua− (ū+u)/2| and τ ≜ (ū−u)/2. Here, the performance
degradation is considered over a finite horizon of length
N, and there are no explicit stealthiness constraint. The
authors also show that the value of the problem (15) can
be determined using a Linear Program (LP).

The work [76] considers an impact metric similar
to (15) under three detectors: an AMW detector, a
CUSUM detector, and a MEWMA detector (see Ta-
ble 2). The authors provide an LP to determine the
attack impact under the detectors mentioned above for
many classes of attacks, such as DoS attacks [77], rout-
ing attacks [78], and replay attacks [79].

A metric similar to (15), but based on an ℓ∞ detec-
tor, was considered in [80]. An ℓ∞ detector constrains
the maximum value of the residue signal under attack
to remain below the detection threshold τ. The authors
formulate a linear program (LP) to compute the optimal
attack vector and the corresponding impact.

The work [81] quantifies impact as the weighted sum
of the finite horizon H2 norm from the attack input to

the performance output and the H2 norm from the at-
tack input to the measurement output. The H2 norm
quantifies the norm of the process output when the in-
put is a white noise. Thus, in [81], the authors consider
the adversary injecting white noise and aim to measure
the impact caused. Here, the authors do not consider
any explicit detector. The value of the metric can be
determined by solving an edge weight biclique prob-
lem, whose solution can be approximated by a variety
of methods from the literature [82].

Remark 2. It is critical to understand the different im-
plications of an unbounded value of the impact metric.
Firstly, it indicates the existence of an attack vector ca-
pable of causing infinite performance degradation with-
out detection. Thus, it exposes a critical vulnerability
of the NCS. Secondly, it is not necessary that an un-
bounded impact can only be caused by an attack vec-
tor of unbounded energy. For instance, when the pro-
cess is unstable, the attacker can cause infinite estima-
tion error (see the discussion around equation (9)-(10)
in [83]). Finally, since the metric is unbounded, the cor-
responding design problem, which aims to design the
controller gains to minimize attack impact, becomes ill-
posed. Thus, the metric has to be amended to make
the design problem well-posed. For instance, the works
[84, 85] propose an amended design problem for the ill-
posed design problem in [42]. ◁

3.4.2. Impact metrics: Infinite horizon
Solving for impact metrics over a finite horizon has

two main disadvantages. First, it requires computing
Toeplitz matrices to evaluate the impact [72, (12)]. As
the horizon length increases, these Toeplitz matrices can
become numerically ill-conditioned, particularly when
the system dynamics are nearly unstable, resulting in
poor numerical accuracy. Second, there are no general
guidelines for selecting an appropriate horizon length
for evaluating security.

To address these issues, this section reviews impact
metrics that quantify performance degradation over an
infinite horizon. However, the norm of the performance
signal over an infinite horizon is unbounded in the pres-
ence of noise. Consequently, the works discussed in this
subsection assume the absence of process and measure-
ment noise (see Remark 3).

The work [42] extends the impact metric in (14),
which is defined over a finite horizon, to an infinite hori-
zon setting. In other words, [42] defines impact as the
optimization problem (7) with

J ≜ ∥yp∥
2
ℓ2
, fD(r) ≜ ∥r∥2ℓ2 , (16)
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whose value is referred to as the Output-to-Output Gain
(OOG). Using dissipative system theory [86] and strong
duality [87, Chapter 4], the value of the impact metric
with (16) is shown to be equivalent to an SDP [88].

The necessary and sufficient conditions for the value
of the OOG to be bounded are defined in terms of unsta-
ble zeros of the NCS. More specifically, the value of the
OOG is unbounded for a system with unstable zeros [42,
Theorem 2]. Thus, if one is interested in re-designing
the controller gain to minimize the attack impact, which
is characterized by the OOG, the design problem would
be infeasible for a closed-loop system with unstable ze-
ros. In the following, we review two extended versions
of the OOG, addressing this limitation.

Firstly, an impact metric called the cyclic OOG was
proposed in [89] where the authors consider the opti-
mization problem (7) with (16) and the constraint

lim
k→∞

x̄[k] = 0. (17)

where x̄[k] denotes the states of the closed-loop system.
If the adversary injects an attack for a finite time hori-
zon (say N), then the constraint (17) is satisfied for any
asymptotically stable closed-loop system (albeit N be-
ing unknown). Thus, when the constraint (17) is im-
posed on (16), it was shown in [89] that the value of the
optimization problem can be determined using an SDP;
however, the boundedness conditions depend only on
the zeros on the unit circle, not the unstable zeros.

Secondly, a metric called the Attack energy-
constrained OOG (AEC-OOG) was proposed in [90]
where the constraint ∥a∥2ℓ2 ≤ ϵr was added to the opti-
mization problem (16). The value of the AEC-OOG can
be determined using an SDP, and the metric is bounded
if the closed-loop NCS is stable.

The AEC-OOG was further extended to use the in-
duced ℓ1 norm instead of the ℓ2 norm in [91]. In other
words, the authors consider an adversary that aims to
maximize the absolute sum of the performance loss out-
put when maintaining the absolute sum of the residue
below a threshold. More specifically, [91] defines the
impact as the optimization problem (7) with

J ≜ ∥yp∥ℓ1 , fD(r) ≜ ∥r∥ℓ1 .

When the closed-loop system is positive [92], the AEC-
OOG was proven to be equivalent to an LP. This is one
of the few works that quantifies impact in the infinite
horizon using an LP. Since the impact is determined us-
ing an LP instead of an SDP, the metric is also scalable.
Similar scalability arguments were also made in [93].

Remark 3. Let us consider the attack vector to be in-
dependent of the noise signals ω[·] and v[·]. Then, due
to the superposition principle of linear system, we can
denote x̄[k] = xa[k]+ xn[k] where x̄[k] is the state of the
closed-loop NCS, and xa and xn denote the influence
of attack and noise on the state, respectively. Thus, we
can describe the closed-loop NCS as the summation of
two systems. Once we compute the maximum perfor-
mance degradation caused by attacks (say I1), we can
compute the degradation caused by the worst-case pro-
cess noise (say I2). Thus, the total impact is I1 + I2.
However, since I2 is not a function of a[k], we assume
that ω[k] = 0, v[k] = 0 ∀ k ≥ 0. ◁

Remark 4. Using strong duality, the OOG in (16) can
be rewritten as

sup
a

∥yp∥
2
ℓ2

∥yr∥
2
ℓ2

. (18)

The OOG in (18) can be easily misconstrued as the ratio
of H∞ norm of two transfer functions such as

sup
ω

σ̄(Ga→yp (e jω))
σ̄(Ga→yr (e jω))

. (19)

However, the value of (18) and (19) are not equal. In-
stead, the OOG is the ratio of the H∞ norm and the H_
index [94]. More details about the relationship between
(18) and (19) can be found in [95, Section 4.1.2]. ◁

3.4.3. Impact metrics: stochastic constraints or objec-
tive functions

In this section, we consider impact metrics with prob-
abilistic constraints or objective functions. For instance,
[48] considers an adversary that aims to increase the
performance loss by injecting a constant bias into sen-
sor channels. The adversary also aims to maintain the
false alarm rate of the χ2 detector below a predefined
threshold α. Thus [48] quantifies impact as the value of
the optimization problem (7) where

J ≜ lim
k→∞
|E[e[k]]|, fd(r) ≜ FAR of χ2 detector. (20)

The authors show that under mild assumptions, the
value of (20) can be determined using a quadratically
constrained quadratic program (QCQP), for which effi-
cient numerical solvers exist [96]. A similar problem
setup was also considered in [97].

The work [46] quantifies impact as the mean perfor-
mance degradation caused under a KL-detector, which
can be formulated as the optimization problem (7) with

J ≜ E[∥yp[k0 : k0 + N]∥∞],

fD(r) ≜ D(r0[k0 : k0 + N]∥r[k0 : k0 + N]),
(21)
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where r0 represents the residual signal in the absence
of attacks, and is determined apriori. The authors show
that the optimal value of (21) can be obtained through a
series of convex optimization problems [46, Theorem 1,
Algorithm 1]. When the objective function J in (21) is
replaced with the asymptotic state estimation error, the
corresponding impact is studied in [98].

The paper [46] also considers a setup where impact
is defined as the probability the states leave a safe set
Sx. In other words, [46] defines impact metric as the
optimization problem (7) with

J ≜ P[|yi
p[k0 : k0 + N]| > 1],

fD(r) ≜ D(r0[k0 : k0 + N]∥r[k0 : k0 + N]),
(22)

where yp ∈ Rq. Although an algorithm to determine the
exact value of (22) is missing, [46, Theorem 2] proposes
a convex optimization problem to derive tight upper and
lower bounds for the impact metric (22). The impact
metric is also shown to be applicable to other classes of
attacks, such as DoS and replay attacks.

A metric similar to (21) was proposed for nonlinear
time-delayed systems in [99]. Here, the authors con-
sider sector nonlinearities and the attack to be stochastic
and bounded. In particular, the impact metric is defined
as the optimization problem (7) where

J ≜ E[∥e[k]∥∞],

and there are no detection constraints. The authors pro-
vide state estimation error bounds using the attack en-
ergy, and noise bounds.

The work [100] considers a nonlinear control system
under actuator attacks. The authors model the dynamics
using a finite horizon discrete Markov Decision Process
(MDP) where the attacker can arbitrarily change the ac-
tions while remaining stealthy. Here, the adversary is
defined as stealthy if the FAR does not exceed a prede-
fined threshold. The authors assume that the states that
trigger a detection alarm are predefined and known. The
alarm states are embedded into the MDP, and the impact
metric is defined as the optimization problem (7) where

J ≜ E
 T∑

k=0

R(k)

 ,
and R(k) is the reward received by the adversary, and the
expectation is taken over all the admissible adversarial
policies. The authors observe that the impact becomes
computationally intractable. This is because the opti-
mal attack policy depends not only on the current state
but also on the entire history of states. By augmenting

the MDP states with the alarm state, [100] proposes a
method to address the intractability. The work was ex-
tended to continuous MDPs in [101].

The authors in [102] consider a nonlinear NCS
(nonlinear control affine process and controller) under
bounded sensor and actuator attacks with known bounds
and no stealthiness constraints. The paper then provides
(nonlinear) sufficient conditions in [102, Theorem 1] for
the closed-loop NCS to satisfy the safety constraint

P[|yi
p[k0 : k0 + N]| < 1].

This result provides a probabilistic guarantee on safety
under bounded nonlinear attacks.

In summary, the results in subsection provides a
method to determine impact through probabilistic ob-
jectives or constraints for linear and nonlinear systems.
However, analyzing attack impact at a system-wide
level becomes increasingly important. Thus, in the next
subsection, we shift focus to impact metrics designed
specifically for large-scale NCS.

3.5. Impact metrics for large-scale systems

For efficient analysis and design, large-scale control
systems are typically divided into interconnected sub-
systems, often referred to as multi-agent systems [103].
A significant advantage of this approach is the ability to
represent subsystem interconnections using graph the-
ory, wherein the system is modeled as a graph. From
a security perspective, such graph-theoretic models en-
able the quantification of security metrics via intuitive
and scalable properties [104], making them well-suited
for large-scale systems. We illustrate this scalability ad-
vantage with the following example.

Example 4. Consider the large-scale Nordic power
transmission grid, Nordic490, introduced in [105] and
illustrated in Figure 9. The power injected at each node
(bus) is governed by the nonlinear swing equations [51,
Chapter 8.1.2]. Assuming the grid operates near a sta-
ble equilibrium, the swing equations can be linearized
into second-order differential equations. Thus, the dy-
namics of the Nordic grid can be described by a graph
with N = 498 nodes, where each node exhibits second-
order dynamics. The structure of the grid is represented
by a graph in which edges correspond to the intercon-
nections between buses. Thus, we can model the Nordic
power transmission grid as a multi-agent system. ◁

One of the earliest applications of the multi-agent
system approach to security is presented in [106], where
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Figure 9: The Nordic490 power transmission grid comprises 498
buses (nodes) and 673 transmission lines (edges), spanning Sweden
(blue), Northern Denmark (red), Norway (black), and Finland (pur-
ple), with connections outside the Nordic region excluded.

the impact metric is defined using the betweenness cen-
trality [107] of the graph representing the control sys-
tem. While no specific detection mechanism is intro-
duced, the model assumes that the malicious impact is
zero if the attacker and defender target the same node,
irrespective of its centrality. As a result, given an attack
node a and defender node d, the impact metric J in (7)
is formulated as follows

J ≜ Cb(a) ×
(

1 − Id(a)
)
, (23)

where Cb(a) is the betweenness centrality measure of
node a and Id(a) is an indicator function that takes 1 if
a ≡ d and 0 otherwise. However, [106] does not account
for system dynamics, and thus no detection model fD(r)
is specified. A similar graph-theoretic approach without
dynamics is applied in [108] to evaluate vulnerabilities
in the Nordic power system topology.

To address the omission of system dynamics in [106,
108], the study [109] introduces an impact metric lever-
aging the grounded Laplacian matrix, denoted as Lg (A
in (1) replaced with −Lg ). A grounded Laplacian ma-
trix is obtained by removing rows and columns corre-
sponding to some nodes called grounded nodes [110].
The positivity of −Lg allows for quantifying worst-case
energy transfer from attack nodes to performance nodes
using the inverse grounded Laplacian matrix.

In order to help us define the impact matrix, we in-
troduce some notation. Let us consider a multi-agent

system where the augmented state of the network is de-
noted by x. When there is an attack input, let Ea rep-
resent the attack input matrix. Let there be an agent
whose states, denoted by ym, are monitored for attack.
Similarly, let there be an agent whose states, denoted by
ym, represent the performance of the entire network. In
other words, the closed loop from the attack input to the
performance and monitor output can be given as

ẋ = Ax + Eaa, yp = Cpx, ym = Cx.

Using the notations above, [109] define the impact met-
ric as (7) where

J ≜ λ σ̄
(
C⊤p L−1

g Ea
)
− σ̄

(
C⊤L−1

g Ea
)
, (24)

where λ > 0 is the trade-off between the performance
loss and the detection energy, similar to [81]. In the
grounded Laplacian dynamics [109], the largest singu-
lar value σ̄(·) is equivalent to the DC-gain [92].

It is worth noting that instead of using stealthiness
condition ( fD(r) < τ in (7)), the impact metric (24) in-
corporates the malicious impact and detection impact
in one equation, enabling the security analysis to solely
rely on the inverse of grounded Laplacian matrix. This
inverse is also used to compute the trace of the observ-
ability Gramian, which measures the average malicious
impact of attack nodes on the entire network [111].

With the same spirit as (24), the work [112] formu-
lates the impact metric in terms of reachability/control-
lability set with attack nodes as inputs. More specifi-
cally, the impact metric for a set of attack nodes A in
(7) is formulated as follows

J ≜ λ |Cr(A)| −
(
gnr(R(A)) − n

)
, (25)

where λ > 0 is the trade-off between the performance
loss and the detection energy, n is the number of nodes
in the graph describing the system, Cr(A) is the set of
nodes that can be reached from a node inA, gnr(R(A))
is the generic rank of the following Rosenbrock pencil
matrix with inputs from nodes inA

R(A) ≜
[

A − zI Ea

C 0

]
, for almost all z ∈ C.

Given the structural metric (25), one can leverage re-
sults from structural system theory [113] to obtain well-
established solutions to security problems without intro-
ducing new methods.

Another approach incorporating the system dynamics
into the impact (23) studies the fundamental limitations
of stealthy attack policies [114, 115, 116, 117], which
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guarantee the stealthiness condition fD(r) < τ for classi-
cal anomaly detection mechanisms (see Table 2). These
studies formulate the impact metric (7) as follows

J ≜ I∞ ×
(
1 − IF (A)

)
, (26)

where I∞ is the unbounded malicious impact and F is
the set of nodes with some fundamental limitations, i.e.,
if the set of attack nodes A is contained by F , then the
impact J = 0, otherwise J = I∞. Note that we can
consider an unbounded malicious impact I∞ in theory
but in practice where I∞ can be considered as a very
high malicious impact. As a consequence, the metric
(26) is binary, 0 or I∞. The work [114, 115] considers
the sparse observability limitation, which was proposed
in [118]. The perfectly undetectable limitation is con-
sidered in [116, 117].

A straightforward approach in [119] extends impact
metrics originally designed for small-scale systems to
large-scale systems by leveraging structural properties
through a graph-theoretical representation. Specifically,
the authors adopt the impact metric in (16), where yp

denotes the outputs of performance nodes and r cor-
responds to the outputs of monitor nodes. While this
formulation remains valid for large-scale systems, eval-
uating the impact in (16) becomes computationally in-
tensive as system size increases.

To address this challenge, inspired by (26), a graph-
theoretical limitation in terms of dominating sets that
yields infinite malicious impact is reported in [119].
Building on this foundation, [120] explores how central-
ity measures [121, Chapter 3], when combined with the
impact metric in (16), can be used to guide the strategic
placement of monitor nodes.

3.6. Impact of covert attacks under uncertain process
knowledge

In this section, we relax the Assumption 2 and 3. In
other words, we consider covert attacks [47] where both
sensor and actuator are under attack. A covert attack
policy can be described as follows (also see Figure 10).

Consider the attacker injecting a signal au into the ac-
tuator channels. Since the adversary knows the process
dynamics, the adversary computes the process output
ay = Gau and injects the signal −ay into the sensor chan-
nels, thereby canceling the effect of the attack from the
measurement sent to the detector. Here G represents the
transfer matrix of the process (1). Since the effects of
the attack signals do not reach the detector, covert at-
tacks are hard to detect.

In this section, we review works that quantify the im-
pact of covert attacks. However, as mentioned before,

Figure 10: Networked control system under covert attack.

the impact (performance loss) caused by covert attacks
is unbounded when the adversary has perfect system
knowledge. Considering imperfect adversarial knowl-
edge of the process is critical to developing impact met-
rics for covert attacks.

The paper [122] considers that the adversary injects
an attack signal to change the reference signal followed
by the plant. When the adversary has access to only the
nominal model of the plant, but not the true model, the
paper [122] quantifies the impact of covert attack as

∥Gr̃→e∥
2
2 + ∥Gω→e∥

2
2 + ∥Gr→e∥

2
2 (27)

where Gr̃→e,Gω→e and Gr→e are the transfer matrices
from the reference trajectory of the adversary, the dis-
turbance signal and the reference signal to the tracking
error, respectively. Thus, the metric (27) captures the
sum of the H2 norm of the transfer matrices. However,
the metric does not consider any detection constraints.

The work [123] considers a multiplicative watermark
to detect covert attacks. The concept of multiplicative
watermarking can be explained as follows using Fig-
ure 11. Consider that the plant output is fed to an in-
vertible linear system W, the output of which is sent
over the wireless network. The signal received by the
controller is again fed through a linear system Q, the
output of which is used to estimate the plant states. If
W = Q−1, then the plant states are estimated accurately
in the absence of attacks.

The paper [123] considers an adversary that does not
have knowledge about the filter dynamicsW. Then, the
authors use OOG, defined in (16), to study the impact
of covert attacks. The AEC-OOG has also been used to
study the impact of covert attacks in [124].

In summary, in this section we reviewed the litera-
ture on methods to quantify the impact of FDI attacks.
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Figure 11: Networked control system with multiplicative watermarks
under covert attack.

An overview of the methods discussed in this section
is provided in Table 5. In the next section, we provide
an overview of the methods that quantify the resource
needed by a stealthy adversary.

4. Resource metrics

In this section, we review articles that quantify the
resources needed by the adversary to conduct a stealthy
attack (8). As discussed in Example 3, the resources
relate to the likelihood of an attack. Similar to computer
security [33], if the resources needed by the adversary
are low (high), then the likelihood of the attack scenario
can be presumed high (low).

4.1. Resource metrics for stealthy attacks

The work [125] considers an autonomous system
where the sensor measurements are transmitted for
monitoring over the network. Let B represent the set of
nominal output trajectories of the autonomous system.
Then [125] defines a resource metric as the number of
sensors that need to be corrupted to ensure that the at-
tacked output trajectory ỹ stays within B, i.e., ỹ ∈ B. In
other words, [125] defines the resource metric as

inf
0,ỹ∈B

∥a∥0, (28)

where ∥a∥0 indicates the number of non-zero entries of
a. Thus the metric in (28) is equivalent to the optimiza-
tion problem (8) when p = 0 and the detection con-
straint is replaced by ỹ ∈ B. The paper [125] also de-
scribes five different methods to efficiently compute the
resource metric (28). The work was extended to sys-
tems with external inputs in the noise-free case in [126]
and kernel representations in [128].

The H∞ metric [129] is a classical metric used to
quantify the performance degradation caused by distur-
bances. The H∞ metric was modified and used to quan-
tify security in [130]. To detail, the paper [130] consid-
ers that both the sensors and actuators are under attack.
Then [130] quantifies security as the maximum energy
of the attack input for which the attack is stealthy. In
other words, the resource metric is defined as

sup
a

{
∥a∥2ℓ2

∣∣∣ ∥r∥2ℓ2 ≤ τ} (29)

The metric (29) is shown to be equivalent to a convex
SDP. Such energy metrics have also been used to ana-
lyze the security of power grids (see Section 6).

As (28) postulates, maintaining stealthiness only
when the sensors are under attack is quite hard. In re-
ality, the adversary can also gain access to some of the
actuators. Thus, the paper [127] postulates a resource
metric of an actuator (say Ai) as the minimum number
of sensors and actuators that needs to be compromised
in addition to Ai, such that a perfectly undetectable at-
tack is possible. Here, an attack is defined as perfectly
undetectable when r = 0 is in the presence of attacks.
In other words, [127] defines the security metric as the
value of the optimization problem

inf
0,a

{
∥a∥0

∣∣∣ r = 0
}

(30)

whose value can be found using algebraic conditions
[127, Theorem 1] for small scale systems.

It is shown in [50] that the optimization problem (30)
is NP-hard for large-scale systems. Thus, [50, Section
IV] proposes an upper bound of the resource metric (30)
which can be computed using polynomial time s − t
cut algorithm [131]. The upper bound of the resource
metric can be efficiently computed for large-scale sys-
tems. The authors also provide sufficient conditions for
the upper bound to exist.

Another issue with the security metric in (30) is
fragility. Consider a large-scale system where the sys-
tem parameters change over time. When the parameters
change, the security metric (30) changes drastically [50,
Example 2]. Thus, if the system is secure (acceptable
value of the metric) with one set of parameters, the sys-
tem might not be secure when the parameter changes.
For instance, if a power grid is secure in one config-
uration, it might not be secure when a microgrid de-
taches. Thus, using structural system framework [132],
the work [133] develops a security index impervious to
variations in system parameters. Next, we review met-
rics developed for multi-agent systems.
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Table 5: Summary of impact metrics discussed in section 3. Here, SDP represents a Semi-definite Program, QLCP represents a Quadratically
constrained Linear Program, QCQP represents a Quadratically Constrained Quadratic Program, LP represents a Linear Program, MDP represents
Markov Decision Process, and BMI represents a Bi-linear Matrix Inequality.

J in (7) fD(r) in (7) Constraints on
au/ay

Paper Problem
structure

Remarks

lim
k→∞
|E[x[k]]| CUSUM None [39] SDP

Volume(Re) χ2 None [52] SDP Re is defined in (9)
None [53] SDP Geometric approach

(min .dist[Rx,Sx])−1 χ2 None [52] SDP Rx and Sx defined in
(10), (11)

lim
k→∞
∥e[k]]∥2 KL detector None [64] Closed-form(

E
[

N∑
k=0
∥x[k] − x∗∥Q

])−1

∥ϵ[k]∥2 ≤ τ,∀k None [67] Closed-form
x∗- target state
ϵ- Innovation

lim
k→∞
|E[e2[k]]| Generic None [68] Closed-form Scalar system

lim
k→∞
|E[e[k]]| None |ay[k]| ≤ ā, ∀k [70] Closed-form Non-linear input-affine

process
∥yp[k0 : k0 + N]∥p ℓq detector None [72] Closed-form,

SDP
∥yp[k0 : k0 + N]∥∞ None |ua[k]| ≤ ū, ∀k [75, 76] LP ua is the control signal

under attack.
∥x[k]∥ KL detector None [71] None Nonlinear process
∥yp[k0 : k0 + N]∥∞ ℓ∞ detector None [80] LP
∥yp∥ℓ2 ℓ2 detector None [42] SDP
∥yp∥ℓ2 ℓ2 detector lim

k→∞
x[k] = 0 [85, 89] SDP Extensions for uncer-

tain systems
∥yp∥ℓ2 ℓ2 detector ∥au∥ℓ2 ≤ ϵa [90] SDP
∥yp∥ℓ1 ℓ1 detector ∥au∥ℓ1 ≤ ϵa [91] LP Positive systems
lim
k→∞
|E[e[k]]| FAR ≤ α None [75] QCQP

E[∥yp[k0 : k0 + N]∥∞] KL detector None [46] Iterative
algorithm

E[∥e[k]∥∞] None |au[k]| ≤ ā ∀k [99] Closed-form Process with sector
non-linearities

E
[∑N

k=0 R(k)
]

FAR ≤ α None [100] LP MDP, R(·) - reward
P[|yp[k0 : k0+N]| > 1] KL detector None [46] Iterative

algorithm
Yields an upper bound

P[|yp[k0 : k0+N]| > 1] None |au[k]| ≤ ā ∀k [102] Nonlinear
sufficient
conditions

Nonlinear control-
affine process

Cb(a) ×
(

1 − Id(a)
)

None None [106] Greedy
search

Cb(·) is a centrality
measure

λ σ̄
(
C⊤p L−1

g Ea
)
−

σ̄
(
C⊤L−1

g Ea
) None ∥a∥0 ≤ ā [109] Closed-form ā - maximum number

of attack nodes,
λ |Cr(A)| −(
gnr(R(A)) − n

) None ∥a∥0 ≤ ā [112] Closed-form λ - trade-off parameter,
gnr(·) - generic rank

∥Gr̃→e∥
2
2 + ∥Gω→e∥

2
2+

∥Gr→e∥
2
2

None White noise [122] QLCP Covert attack

∥yp∥
2
ℓ2

ℓ2 detector None [123] BMI Covert attack
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Table 6: Summary of resource metrics.

Objective in
(8)

Constraint in
(8)

Constraints
on au/ay

Paper Problem structure Remarks

∥ay∥0 0 , ỹ ∈ B None [125] LP
B : nominal outputs
Autonomous system

[126] Iterative algorithm external inputs∥∥∥∥∥∥
[
au\ j

ay

] ∥∥∥∥∥∥
0

r = 0, a j , 0 None [127] s − t cut algorithm Security of actuator j

∥a∥0 (A, C−∥a∥0 ) is
unobservable

None [114, 115] Greedy algorithm Economical sensor
placement

4.2. Resource metrics for multi-agent systems

As described in Section 3.5, multi-agent systems are
described by graphs, and in general, we aim to provide
graph-theoretic results/intuition/interpretation for secu-
rity. The resource metric of perfectly undetectable at-
tacks (30) is considered in the context of multi-agent
systems [116, 133, 134]. A notion of vertex separa-
tor to isolate two given nodes is introduced in [116],
which is the backbone of a perfectly undetectable at-
tack. Meanwhile, bipartite graphs describing input, out-
put, and state nodes are utilized to provide algorithms
for computing the resource metric (30) in [133].

In the problem of secure state estimation, a funda-
mental limitation on the sparse observability is intro-
duced in [118], i.e., for p attacked sensor nodes, 2p-
sparse observability is needed to provide a resilient state
estimate. This fundamental limitation implies that a sys-
tem remains observable after removing arbitrary 2p sen-
sor nodes. As a consequence, the following resource
metric can be considered

inf
a
∥a∥0

s.t. (A, C−∥a∥0 ) is unobservable,
(31)

where C−∥a∥0 is the measurement matrix C in (1) af-
ter removing arbitrary ∥a∥0 rows. The problem (31) is
NP-hard in general. However, multi-agent systems de-
scribed by graphs enable the work [114, 115] to show
that (31) is coNP-complete (see [135] for the defini-
tion of NP-hard and coNP-complete). Finally, we note
that if a solution to the optimization problem (31) does
not exist, then it guarantees that there exists a resilient
state estimator. To address the fundamental limitation
of 2p-sparse observability and to enhance the system
resilience, the authors in [136] propose a selection algo-
rithm for protecting several sensor nodes to increase the
adversarial resource metrics (31).

The work [137] develops conditions under which an
attack is undetectable. It is shown if an agent that is the
root of a rooted spanning tree is under a cyber attack, the
attack is undetectable by any agent in the entire network
(see [138] for the definition of a rooted spanning tree).
Thus, while studying security, the probability of such
nodes being attacked must be high.

4.3. Resilience metrics

A different approach to quantifying security is to con-
sider resilience [139]. Previously, we defined security as
the resources the adversary needs to conduct a stealthy
attack. Resilience, on the other hand, quantifies the abil-
ity of an NCS to withstand the adversary, and the ability
of the system to recover from a severe attack.

For example, [140, 141] define resilience as the max-
imum duration a DoS attack can persist while still main-
taining the stability of the closed-loop system. This
allowable duration is typically characterized using a
semidefinite program (SDP). Similar frameworks have
been explored in [142, 143]. In [144], the authors con-
sider asynchronous state updates, while [145] empha-
sizes safety guarantees. In [145], the notion of a safe set
is defined similar to (11).

The work [146] first computes the probability that a
given sensor or actuator is under attack (similar to re-
source metrics) using a Bayesian network. Using these
probabilities as inputs, [146, Section V.D.] quantifies re-
silience as the amount of time the NCS can be under
attack before the safety constraint is violated.

The article [147] defines resilience as the ratio of time
the attack signal is visible in the detection output yr to
the amount of time the effect of attack signals is visible
in the performance output. The attack is said to be vis-
ible in the signal yr if yr ≥ δ for a given δ. The work
provides algebraic conditions to determine if the system
is vulnerable to attack.
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Figure 12: Different information structure for the operator and the ad-
versary (Figure adapted from [151]). The works [152, 122, 89] con-
sider the structure (1, 1), the works [153, 154, 155] consider the in-
formation structure (2, 1), the work [156] consider the structure (1, 2),
and the works [80, 52] consider the structure (2, 2).

The work [148] defines resilience using the charac-
teristics of the closed-loop step response. In particu-
lar, when a change (such as attacks) affects the system,
[148] quantifies resilience using the following metrics

1. Settling time: Time between attack onset and the
time the states reach their nominal values.

2. Peak overshoot: The maximum state deviation
caused from the nominal state values (in %).

3. Peak time: The time taken to cause the maximum
state deviation.

4. γ-percentile time: The time taken to reach γ% of
the peak overshoot.

In the context of multi-agent systems, [149] defines
resilience in terms of structural controllability. Specifi-
cally, the work defines resilience as the maximum num-
ber of edges that can be removed while maintaining
network controllability. In contrast to analytical ap-
proaches, the work [150] provides a learning-based ap-
proach to quantify resilience for multi-agent systems.

5. Risk metrics

Until now, we reviewed methods from the literature
to quantify security for an NCS with a given set of pa-
rameters. In other words, given the plant’s parameters
are constant and known, we defined methods to quan-
tify security. However, the parameters of the plant need
not be known accurately. Then, the risk metrics provide
a way to quantify security against cyber-attacks. This is
explained with an example next.

Table 7: Comment on various information structures. Here, A repre-
sents an adversary, and O represents an operator. Since the operator
might have some process knowledge available, we can consider (1, 1)
as a realistic setup. If we consider that the adversary has less knowl-
edge about the process dynamics than the operator (2, 1), then it is
an optimistic setup. On the other hand, if the adversary has complete
system knowledge, we consider it to be the worst-case, i.e., (1, 2) and
(2, 2).

Structure Remark
(1, 1) A realistic setup
(2, 1) An optimistic setup
(1, 2) A worst-case A and a realistic O
(2, 2) A worst-case A and an optimistic O

Example 5 (Impact metric). Consider an electric motor
controlled over a network. The motor’s time constant τc

is not accurately known, i.e., τc = τ+δ, δ ∈ Ωwhere τ is
the known nominal value andΩ is a discrete set. In other
words, we consider that the matrices A, B,C in (1) are
uncertain (similar to adaptive control). When the value
of δ is known to the operator and the adversary, then
we can quantify the impact by the methods discussed in
Section 3. However, risk Rm represents a measure of the
performance loss over all possible time constant τc. ◁

Before we delve into the articles that quantify risk, it
is important to ask the question

If the parameters of the plant (1) are uncer-
tain, as discussed in Example 5, who is uncer-
tain - the adversary or the operator?

To answer the above questions, consider two players:
the adversary and the operator. We define a player as
perfect (imperfect) when s/he knows the process param-
eters accurately (with some uncertainty). Then, differ-
ent information structures arise, as depicted in Figure 12
and Figure 13, with some comments in Table 7.

Remark 5. The definition of risk measures used in this
section [157] is different from the one in [158]. In [158],
the authors define risk as the tuple Risk ≜ {Scenario,
Impact, Likelihood} where the impact and likelihood are
quantified by methods similar to the ones described in
Section 3 and 4, respectively. ◁

5.1. Perfect knowledge for both players

In this scenario, the adversary and the operator have
perfect process knowledge. Although such a setup is far
from reality, most works in the literature consider such
a setup. The advantage of this setup is that it helps us
analyze the worst-case impact and develop a worst-case
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mitigation strategy. When both players have perfect in-
formation, the value of the impact/resource metrics can
be determined as mentioned in Section 3 and Section 4,
respectively. Here, there is no need for risk metrics.

5.2. Imperfect operator and perfect adversary
Consider an imperfect operator as described in Exam-

ple 5. Let the set of all models consistent with process
data be represented by P. We assume the set P to be
finite (see remark 6) and known to the operator. Let us
denote the true process model as Pt. We consider that
the adversary knows Pt (a worst-case setup) and injects
an attack by solving the following optimization problem

Im(Pt) ≜


sup

a
Jt

s.t. fD(rt) ≤ τ
,

where Jt represent the performance loss of the true
plant, and rt is the residual signal generated by the true
plant. Since the operator only knows the distribution
P, the exact performance loss caused by the adversary
on the true plant cannot be determined. However, the
expected performance loss can be computed as

EP∼P[Im(P)] =
N∑

i=1

Im(Pi) p(Pi), (32)

where {Pi}
N
i=1 are the possible realizations of the plant,

p(Pi) is the probability mass function of P, and N = |P|.
In (32), the impact Im(·) is a function of the random

variable Pi, and thus the risk, which is a measure of
performance loss over all possible models P, can be ob-
tained using risk metrics. For instance, the paper [156]
quantifies risk as follows

Rm ≜ RP∈P (Im(P)) ,

where Rm denotes the value of risk measuring the per-
formance loss over all possible P ∈ P, and R represents
a risk measure such as Value-at-Risk (VaR), Conditional
VaR (CVaR), the expected loss (used in (32)), nominal
loss, or worst-vase loss. A pictorial representation of
the various risk measures for a generic loss function is
represented in Figure 14. Choosing a risk measure R is
a design choice for the operator. For instance, the pa-
pers [75, 159, 89] use the expected loss, [156] use the
Value-at-Risk, [122, 160, 90, 161] use the CVaR, and
[122, 90] uses the worst-case loss.

Remark 6. If P is a continuous set, we can quantify the
risk using a finite number of sample scenarios from P.
Probabilistic risk guarantees on the original setP can be
given using scenario approach [162]. ◁

5.3. Imperfect adversary
Let us consider an imperfect adversary that only

knows the set P. For any given plant model P ∈ P,
let us define the following

X(P, a) ≜ J(P, a) × I
[
fD (r (P, a)) ≤ τ

]
,

where J(P, a) and r (P, a) denotes the performance loss
and residual signal caused by any attack vector a on a
plant P ∈ P. Here I(a < b) denotes an indicator function
that takes a value of 1 when a < b and 0 otherwise.

Since the adversary only knows P, the adversary in-
jects an attack signal to increase the risk Rm by solving
the following optimization problem [89]

Rm ≜ sup
a
R

P∈P
[X(P, a)] ,

where R denotes a risk measure.
The risk measure R selected by the adversary is

closely tied to the operator’s knowledge of the process
dynamics. For example, consider a perfect operator as
described in Figure 12. If the adversary designs an at-
tack which is stealthy for the nominal plant, the perfect
operator can easily detect such an attack. In this case,
the worst-case stealthy attack against a perfect opera-
tor is an attack that remains stealthy across all possible
plant models P ∈ P. On the other hand, if the attack
is designed to be stealthy only with respect to the nom-
inal model, an imperfect operator may misinterpret the
resulting signals as consequences of model mismatch
rather than malicious activity.

6. Metrics for specific applications

In this section, we review the works that develop se-
curity metrics for power grids. We also review applica-
tions used as numerical examples in the security litera-
ture to depict the effectiveness of attack policies.

6.1. Power grids
It was first pointed out in [163] that a coordinated

attack can be staged in a power grid without being
detected at the Bad Data Detector (BDD). The paper
also provided an undetectable attack design algorithm
against power grids. Thenceforth, the security of power
grids has been studied extensively.

Suppose an adversary injects false data into one of
the measurement signals i ∈ M, whereM is the set of
all measurements in a power grid. Then, similar to (8),
[164, (11)] defines a security metric as the number of
measurements j ∈ M\i that has to be corrupted to re-
main stealthy. Let us denote this metric as M1, which
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Figure 13: A pictorial representation of the information available to each player [151]. Here, the players are the adversary, the operator, and nature.
The dashed lines from player A to player B represent information from player A available to player B. The solid lines represent the actions of
the players. The nature is modeled as a player whose action δ ∈ Ω is a random variable. The figure in the top right represents a setup where the
realization of the uncertainty is known to both the adversary and the operator. The figure in the top left represents a setup where the realization of the
uncertainty is known to the adversary but not the operator. In reality, it is hard for an adversary to know the true realization of the uncertainty. Thus,
an omniscient adversarial setup is far from reality, but it can help us study a worst-case scenario. The figure in the bottom left (right) represents a
setup where the realization of the uncertainty is unknown to the adversary and (known) to the operator.

Figure 14: Pictorial representation of probabilistic risk metrics for a loss function ℓ(x) : R → R, where x is a discrete random variable distributed
normally (left) and uniformly (right). The expected loss is the mean loss value given by E[ℓ] =

∑
x ℓ(x) p[ℓ(x)], where p[ℓ(x)] denotes the

probability mass function of ℓ(x). The worst-case loss is the maximum value of the loss function given by supx ℓ(x). For any given α ∈ (0, 1), the
Value-at-Risk (VaR) at level α is defined as VaRα(ℓ) = inf

{
ℓ̄ ∈ R | P[ℓ(x) ≤ ℓ̄] ≥ 1 − α

}
. Thus, VaRα is the smallest threshold ℓ̄ such that, with

probability at least 1 − α, the loss ℓ(x) does not exceed ℓ̄. Similarly, the Conditional Value-at-Risk (CVaR) at level α is defined as the average of
the loss values exceeding VaRα: E[ℓ(x)|ℓ(x) ≥ VaRα(ℓ)]. Finally, the nominal loss is defined as the loss under nominal conditions: NL(ℓ) = ℓ(0).
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is identified to be non-convex and NP-hard [165, Theo-
rem 1]. However, an upper bound for the metric can be
easily computed as pointed out in [166, Section III.B.1].
Under some assumptions, a method to recover the value
of the metric M1 using the upper bound was proposed
in [166, Section III.C].

A metric similar to M1 was studied in [167, (11)].
Computing the metric is identified to be NP-hard, and
thus an ℓ1 norm-based relaxation is adopted [167, (12)].
The conditions to recover the value of the metric M1
exactly, using the solution of the ℓ1 norm-based relaxed
metric, was studied in [168].

The metric M1 studied in [164] does not consider the
magnitude of the attack vector. To this end, [164, (13)]
defines a security metric that quantifies the least amount
of energy required to be injected in the measurement
signals j ∈ M\i by the adversary to remain stealthy. Let
us denote the metric by M2. The value of the metric can
be determined using an LP and was demonstrated on an
IEEE 39 bus [169]. The paper [159] extends the metric
proposed in [164, (11)] to consider both DoS attacks and
data injection attacks. The authors show that the value
of the metric for such joint attacks can be determined
using a Mixed Integer Linear Program (MILP).

The distributed state estimation algorithm was con-
sidered in [170]. Then, the security metric was de-
fined similarly to M1. For different attack strategies
(see [170, Section 3.2]), an approximate solution to the
non-convex security metric M1 was obtained. The per-
formance of the attack strategies was demonstrated via
numerical simulations on an IEEE 118 bus.

When the state estimates of the power network un-
der attacks are severely biased, the operator is forced to
close the loop over the corrupted state estimate. This
can correspond to re-dispatching in power networks.
Thus, [171] defines the security index as the number of
corrupted sensors needed to cause the operator to initi-
ate a re-dispatch. In a similar line of work, [172] defines
impact index as the maximum state deviation caused.

The security of a High Voltage Direct Current
(HVDC) transmission system is studied in [173]. Using
a small-signal model, the authors model the closed-loop
using a continuous-time LTI system. The adversary is
modeled as an additive uncertainty [173, (16)]. Secu-
rity is quantified as the largest 2-norm of the additive
uncertainty block under which the closed-loop system
is stable. If the plant dynamics are unknown, [174] pro-
poses a data-driven method to estimate the plant’s H∞
norm. The security metric in [173] is then given by the
inverse of the H∞ gain (small-gain theorem).

6.2. Other applications

Before we conclude this section, we aim to give read-
ers practical examples widely used in the literature to
study the security of NCS. By doing so, we hope to pro-
vide a foundation of common examples that researchers
can use to compare the effectiveness of different security
metrics, helping to create a starting point for a bench-
mark example for studying security in NCSs.

For instance, the set-based impact metrics were used
to study the security of cooperative adaptive cruise con-
trol [175, 176], automated vehicles [177], cooperative
driving [178]. The reachable set of an adversary in the
finite horizon was demonstrated on a two-stage water
distribution plant in [60]. The set-based impact metrics
were also studied to study the security of a water dis-
tribution network [179], a chemical plant [180, 76], and
a chemical plant with a heat exchanger [63] which is a
benchmark in fault detection literature [181].

The impact metrics for aging attacks described in
[61] were demonstrated on a DC motor [182, 183].
The resource-based metric proposed in [50] was demon-
strated in an IEEE-14 bus model [184].

The performance degradation caused by stealthy at-
tacks, characterized by cyclic output-to-output gain
(17), was used to study the security of a power generat-
ing system with a hydro turbine [89]. The power gener-
ating system was also used to depict the threat of zero-
dynamics attack in [185], and covert attacks in [124].
The metric output-to-output gain (16) was used to study
the security of the Swedish power transmission grid in
[186], and the IEEE 14-bus network in [187].

Instead of developing metrics for generic LTI sys-
tems, the work [188] studies the effect of nine differ-
ent attack types on water distribution networks. The
effects of the attacks are quantified using three differ-
ent metrics: (a) total tank overflow, (b) total time at a
low level, and (c) relative variation in the pumps’ total
power consumption. The effect of the attack was stud-
ied on a benchmark water distribution network [189].
Similarly, the effect of the resilience metrics proposed
in [139] was studied using the Tennessee Eastman (TE)
control challenge problem [190].

7. Attack mitigation

Until now, we discussed methods to quantify secu-
rity using (a) the impact caused by adversaries and (b)
the resources needed by the adversary. Once security
is quantified, the next step is to design a secure NCS.
In this section, we recall the works mentioned in the
previous sections and discuss the mitigation strategies
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associated with each security metric. A brief summary
of the various works reviewed, the metric they use, and
their mitigation strategies are presented in Table 8.

7.1. Optimal controller and detector design
When the impact is quantified as the volume of the

reachable set of states by the adversary (9), the works
[191, 52] propose a convex algorithm to design the ob-
server gain (K in (3)) and the fault detectors (V in (3))
that minimizes the impact. However, when solving such
design problems for a stable plant, a trivial solution is to
set the controller and detector gain to zero. Setting the
feedback gain to zero guarantees that the attacks over
the network do not affect the control performance. To
avoid this trivial solution, [192] proposes an approach
by introducing additional constraints.

When the impact is quantified using the OOG in (16),
the design problem might be ill-posed for a system with
unstable zeros [85]. The work [84] proposes an algo-
rithm to design the controller gain that minimizes the
impact in (16) in the presence of unstable zeros. The
framework was extended to uncertain systems (infor-
mation structure (1, 2) in Figure 12) in [160]. The work
[74] considers a metric similar to the OOG in the finite
horizon. For a prescribed value of the metric (say β),
the work proposes an attack design algorithm such that
the impact is not smaller than β.

The work [193] considers a linear parameter varying
system under DoS attacks. Then, the authors propose
a gain-scheduling state-feedback convex controller de-
sign algorithm to stabilize the closed-loop system.

The work [122] proposes a convex design algorithm
against covert attacks. Here, the authors consider a set
of finite impulse response (FIR) filters (say C). Then,
the controller design problem reduces to finding a con-
vex combination of the predefined filter to minimize the
impact of covert attacks, which is given by (27). The
design algorithm was extended from [211].

The work [194] proposes an algorithm to design im-
pulsive controllers that maximize the duration for which
the closed-loop system is stable under a DoS attack.
Here, an impulsive controller uses dynamical observers
with measurements-triggered state resetting. In the case
of full-state measurement, the authors show that the im-
pulsive controller is optimal. In the case of partial feed-
back, the authors quantify the optimality gap. A similar
resilient control design was proposed for sampled-data
control systems in [195].

7.2. Secondary controller design
When the plant is (marginally) unstable, it would be

unwise to stabilize the plant over the network. In such

a scenario, consider a controller with two parts: a pri-
mary controller, which is over the network, and a sec-
ondary controller, which is free of attacks and stabi-
lizes the plant. Thus, the control input to the plant is
the sum of inputs from the primary and secondary con-
trollers. Given a set of attack-free sensor inputs for the
secondary controller, the work [196] derives sufficient
conditions that ensure the states always stay within a
predefined safe set. Such conditions can be checked us-
ing convex SDP. The design algorithms are extended for
non-linear systems in [58, 59].

7.3. Input filter design

The work [197] proposes an algorithm to design the
saturation limits of the actuator (similar to ū and u in
(15)) to reduce the reachable set of states by the ad-
versary defined in (10). Designing the saturation limits
conservatively can also affect the nominal performance.
The paper [198] develops a design tradeoff between the
nominal and attack performance.

Attacks on the actuator channels can also cause rapid
aging of the physical actuators. The paper [61] studies
the effect of aging attacks and proposes an algorithm to
design the actuation limits such that the reachable set
of states does not intersect the dangerous states. The
design algorithm was extended for unstable systems in
[199]. Such aging attacks can also be predicted and pre-
vented by simulation techniques [212].

Another mitigation technique is to design an input fil-
ter on the plant side that filters any harmful attacks. Ap-
plying such filtering techniques, [200] and [201] guar-
antee that the plant states do not leave the safe set for
actuator and sensor attacks, respectively. Consider an
NCS equipped with a χ2 detector and an adversary in-
jecting stealthy sensor attacks. Then [213] constructs a
set of all possible inputs u[k] such that the states of the
plant always lie in the safe set Sx defined in (11). In
other words, let us define the set

Ru,k =

{
u[k] ∈ Rq

∣∣∣∣au = 0, (1) − (4), (11)
}

The paper [213] proposes a convex SDP to determine
an ellipsoidal outer approximation of the set Ru,k. The
plant is considered safe if the input generated by the
controller (which is affected by the attack signal) lies in
the outer approximation of the set Ru,k.

An extension to the filter design approach in [200]
is to design dynamic filters at both the plant and the
controller. Such a technique is called multiplicative wa-
termarking [123] and does not suffer from performance
losses in the presence of attacks (see Figure 11). In
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Table 8: Summary of impact metrics and corresponding mitigation techniques.

Paper Reference Impact Metric Mitigation Technique
[52, 191, 192] Volume of reachable states Controller/detector design.
[84] OOG in (16) Controller/detector design.
[160] OOG for uncertain systems Controller design.
[193] Closed-loop stability Gain-scheduled controller design.
[122] H2 norm (27) FIR controller design.
[194, 195] Stability duration under DoS Impulsive controller design.
[196, 58] State safety under attacks Secondary controller design.
[197, 198] Reachable set volume Input saturation limit design.
[61, 199] State safety under attacks Input saturation limit design.
[200, 201] State safety under attacks Input filter design.
[123, 124] OOG Multiplicative watermarking (input filtering).
[202] None Two-way coding (input filtering).
[39, 62, 83, 203] Alarm threshold vs FAR Detector tuning.
[50] Resource metric Sensor allocation.
[204] Scenario-specific impact scores Sensor allocation.
[205, 161, 187, 119, 206] OOG Sensor allocation.
[128, 207, 208, 209, 210] Attack detectability Sensor attack correction.

a nutshell, multiplicative watermarking assigns a dy-
namic filter, say F1, at the sensor output and assigns a
filter with the dynamics F −1

1 at the actuator. The filters
are designed such that when the adversary does not pre-
cisely know the filter dynamics, the value of the worst-
case performance loss in (16) caused is minimized. To
obscure the dynamics of the filters from the adversary, a
switching multiplicative watermarking was proposed in
[124]. The two-way coding algorithm proposed in [202]
is a special case of multiplicative watermarking.

7.4. Detector tuning

The attack impact is a function of the alarm thresh-
old τ [83]. To detail, when the detector threshold is low,
the attacker causes low impact, but the operator suffers
a high FAR. On the other hand, when the threshold is
high, the attacker causes a high impact, and the operator
has a lower FAR. Clearly, there is a relation between at-
tack impact and FAR [214]. In [39], the authors provide
a constructive approach to design the detector threshold
that satisfies the FAR when each sensor measurement is
endowed with a CUSUM detector. The work was ex-
tended to a vector case in [62]. In [203], the authors
propose a Bayesian game-theoretic approach to design
the threshold that minimizes the impact.

7.5. Sensor/actuator placement

It was shown in [50] that placing additional sensors,
albeit unprotected, can increase the resource metric.

Since a high value of resource metric can indicate re-
duced attack likelihood, the paper proposes a polyno-
mial time algorithm to (sub)optimally place the sensors
to increase the value of resource metric.

If an operator is interested in allocating protected sen-
sors/actuators without solving for the impact, as it can
be computationally intensive, then [204] proposes an al-
gorithm where each scenario is associated with a pre-
defined value of impact. That is, in the case of zero-
dynamics attacks, [204, Table 1] proposes an impact
value of 0/1/2/3 depending on the feasibility of the at-
tack. Once such a map for impact is defined, the alloca-
tion problem can be solved in polynomial time.

For multi-agent systems, where the individual agents
are modeled by a single integrator dynamics, the sen-
sor allocation algorithm was studied in [205]. Here, the
objective was to allocate the sensors to minimize the im-
pact in (16). The work was extended to uncertain sys-
tems [161] and double integrator dynamics [187]. The
double integrator dynamics was applied to study the se-
curity of an IEEE-14 model. Finally, the computation
complexity of the allocation algorithm was addressed in
[119] and [206] using the concept of dominating sets
[119, Definition 3] and positivity [49], respectively.

7.6. Attack correction
Let us consider that some of the sensors are under

attack. The work [126] establishes the conditions un-
der which the attack-free sensor output can be recon-
structed. The attack correction algorithms were dis-
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cussed in [128, Section 7]. Other related attack correc-
tion algorithms can be found in [207, 208, 209, 210].

8. Outlook

This survey provided a comprehensive overview of
the current landscape of the security literature. How-
ever, several topics lie beyond the scope of this review.
For instance, security can be quantified the detector
output such as True Positive detection Rate (TPR) and
False Positive detection Rate (FPR). In this article, we
did not focus on these metrics but rather on quantifying
the physical damage caused by the adversary. Readers
interested in quantifying security using FPR and TPR
are referred to the work [215, Table 1].

Similarly, some mitigation strategies, such as the
multi-observer approach [210], are not stated here since
they do not consider the impact inflicted on the closed-
loop system or the resources needed for the adversary.
In the remainder of this section, we highlight several
promising avenues where further research investigation
could yield valuable insights.

8.1. Scalable metrics
The security metrics are usually determined by solv-

ing an SDP, except for very few works [75, 80, 91]. An
SDP has at least a cubic time complexity in the size of
the system state [96]. Thus, numerical solvers can easily
determine the SDP-based metrics for small-scale sys-
tems. However, the methods do not scale well for large-
scale systems [119, 216] such as the Swedish power
grid, which has approximately 3100 states [217]. Thus,
scalable metrics are missing from the literature. An ini-
tial promising direction is to explore the impact on pos-
itive systems since they are shown to possess scalable
properties in general [93].

8.2. Metrics for nonlinear systems
The security metrics in the literature are usually de-

veloped for a linear system, and the works that con-
sider nonlinear systems do not consider any stealthi-
ness constraints[71, 99]. Thus, there is a lack of met-
rics to quantify the security of nonlinear systems against
stealthy attacks. Although addressing this issue can
be challenging, restricting the class of nonlinearities
(as incrementally exponentially stable nonlinear sys-
tems [71], parameter varying systems [193]) or the class
of attacks (denial-of-service attacks [142, 218], zero-
dynamics attack [219]), or explicitly designing the at-
tack policy [220] can be a promising research direction.
A few related works on nonlinear system security can
be found in [221] and references therein.

8.3. Metrics for data-driven control algorithms

The data-driven control (DDC) paradigm has recently
gained attention in the control community [222, 223]. In
short, DDC aims to design a control algorithm without
any knowledge of the model. There are several chal-
lenges in studying the security of DDC. Firstly, since
most of the literature considers a model-based detector,
a challenge lies in developing a data-driven detection
algorithm [224, 225, 226]. Secondly, developing data-
driven detectors might be more challenging when no
attack-free data is available [227, 228]. Thirdly, if the
operator is implementing a DDC (as it has no process
knowledge), how do we define the knowledge/policy of
the adversary [229]? Do we consider a model-based
attacker to analyze the worst-case or a data-driven at-
tacker? Providing insights into these research questions
can be impactful to the research community. Some re-
lated works on security of DDC are briefly presented
next. The work [230] develops a robust learning frame-
work when some portions of the data are corrupted. The
work [152, 231, 232] develops a data-driven attack de-
sign strategy, whereas the works [233, 234] design an
attack policy against data-driven controllers.

8.4. Realistic knowledge setups

As mentioned before in Section 5, most of the lit-
erature considers a problem setup where the adversary
and the operator have access to accurate process knowl-
edge, which is an unrealistic assumption. Since most
of the literature assumes a worst-case setup, the miti-
gation strategies can yield poor nominal performance.
Thus, characterizing the impact of other knowledge se-
tups discussed in Figure 13 and developing correspond-
ing mitigation strategies is an open research direction.

8.5. Integrated attack-resilient control framework

The control network is usually affected by issues such
as interference, delays [235], packet dropouts [236],
bandwidth limitations, etc. The literature presents var-
ious algorithms to design controllers that are resilient
to these issues [237]. Attack-resilient control strategies
that are also resilient to such network issues are lacking
in the literature. Similarly, the IT literature has devel-
oped various methods to mitigate network attacks. De-
veloping mitigation strategies by combining ideas from
IT security and control-theoretic security, such as en-
crypted control [238], is an interesting research avenue.

8.6. Impact of attack combinations

In general, the security of data injection attack is stud-
ied in majority of the literature. The security of other
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classes of attacks, such as replay attacks, DoS attacks,
and routing attacks, is not well-studied. Additionally, it
is not necessary for an adversary to conduct only one
class of attacks. For instance, an adversary can perform
a DoS attack on some sensor channels and inject false
data in other channels [159, 239]. Quantifying the se-
curity of generic attack classes and combinations of at-
tacks is an open research venue.

8.7. Design for privacy and security

The notions of security and privacy are usually con-
sidered separately. In general, an NCS is defined as se-
cure when there are minimal performance losses in the
presence of attacks. Similarly, an NCS is defined as pri-
vate if an adversary is unable to learn the internal dy-
namics of the NCS using the data transmitted over the
network. Thus, it is logical to expect that security and
privacy issues are related. For instance, when there is
a privacy breach, the adversary can develop an approxi-
mate plant model based on the disclosed data. Based on
the model, the adversary can construct stealthy attack
signals that go unnoticed by the operator, resulting in a
security breach. Although intuition presents that secu-
rity and privacy issues are related, many of the works
in the literature consider them as standalone problems.
Thus, developing mitigation strategies by considering
both privacy and security is an open research avenue.
Some initial results were discussed in [154, 240].

9. Conclusions

This review article explored the area of quantifying
security in NCSs. Unlike traditional computer secu-
rity frameworks, which often neglect the physical con-
sequences of attacks, we focus on the analysis and mit-
igation of physical degradation caused by attacks. We
divided the existing literature into two broad categories:
impact metrics which quantify the physical degradation
a stealthy attack, and resource metrics which is related
to the likelihood of an attack scenario.

We also highlighted the metrics developed for large-
scale multi-agent systems and power grids. Finally, we
discussed how the uncertainty of the operator and/or
the adversary about the process knowledge can be built
into the impact metrics using probabilistic risk metrics.
Together, these metrics serve as tools for designing re-
silient and proactive mitigation strategies. We also dis-
cussed the mitigation strategies developed for each met-
ric in the literature.

Despite substantial progress, several open challenges
remain. Existing methods often rely on idealized as-

sumptions such as complete knowledge of the sys-
tem dynamics. Moreover, computational tractabil-
ity remains a bottleneck for many real-world applica-
tions. Additionally, integrating these quantification ap-
proaches into system design tools could further advance
the goal of secure-by-design NCSs.

In summary, this review underscores that quantifica-
tion of NCS security is not merely an academic exer-
cise but a necessary step toward designing resilient net-
worked control systems. As NCSs continue to form
the backbone of critical infrastructure, developing ro-
bust methods for quantifying and mitigating cyber risks
remains a pressing area of research.
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[76] J. Milošević, D. Umsonst, H. Sandberg, K. H. Jo-
hansson, Quantifying the impact of cyber-attack
strategies for control systems equipped with an
anomaly detector, in: 2018 European Control
Conference (ECC), IEEE, 2018, pp. 331–337.

[77] S. Amin, A. A. Cárdenas, S. S. Sastry, Safe and
secure networked control systems under denial-
of-service attacks, in: Hybrid Systems: Com-
putation and Control: 12th International Con-
ference, HSCC 2009, San Francisco, CA, USA,
April 13-15, 2009. Proceedings 12, Springer,
2009, pp. 31–45.

[78] R. M. Ferrari, A. M. Teixeira, Detection and iso-
lation of routing attacks through sensor water-
marking, in: 2017 American Control Conference
(ACC), IEEE, 2017, pp. 5436–5442.

[79] Y. Mo, B. Sinopoli, Secure control against replay
attacks, in: 2009 47th annual Allerton confer-
ence on communication, control, and computing
(Allerton), IEEE, 2009, pp. 911–918.

[80] N. H. Hirzallah, P. G. Voulgaris, On the compu-
tation of worst attacks: a LP framework, in: 2018
Annual American Control Conference (ACC),
IEEE, 2018, pp. 4527–4532.

[81] I. Shames, F. Farokhi, T. H. Summers, Security
analysis of cyber-physical systems using norm,
IET Control Theory & Applications 11 (11)
(2017) 1749–1755.

[82] M. Dawande, P. Keskinocak, J. M. Swaminathan,
S. Tayur, On bipartite and multipartite clique
problems, Journal of Algorithms 41 (2) (2001)
388–403.

[83] D. Umsonst, H. Sandberg, A game-theoretic
approach for choosing a detector tuning under
stealthy sensor data attacks, in: 2018 IEEE Con-
ference on Decision and Control (CDC), IEEE,
2018, pp. 5975–5981.

[84] S. C. Anand, A. M. Teixeira, Joint controller
and detector design against data injection attacks
on actuators, IFAC-PapersOnLine 53 (2) (2020)
7439–7445.

[85] A. M. Teixeira, Optimal stealthy attacks on ac-
tuators for strictly proper systems, in: 2019
IEEE 58th Conference on Decision and Control
(CDC), IEEE, 2019, pp. 4385–4390.

[86] P. Moylan, Dissipative systems and stability, Lec-
ture Notes in collaboration with D. Hill, Univer-
sity of Newcastle, www. pmoylan. org (2014).

[87] I. R. Petersen, V. A. Ugrinovskii, A. V.
Savkin, Robust control design using H∞ meth-
ods, Springer Science & Business Media, 2012.

[88] S. C. Anand, A. M. Teixeira, A. Ahlén, Risk
assessment of stealthy attacks on uncertain con-
trol systems, arXiv preprint arXiv:2106.07071v1
(2021).

[89] S. C. Anand, A. M. Teixeira, A. Ahlén, Risk as-
sessment of stealthy attacks on uncertain control
systems, IEEE Transactions on Automatic Con-
trol 69 (5) (2023) 3214–3221.

[90] S. C. Anand, A. M. Teixeira, Risk-based security
measure allocation against actuator attacks, IEEE
Open Journal of Control Systems 2 (2023) 297–
309.

[91] S. C. Anand, C. Grussler, A. M. Teixeira, Scal-
able metrics to quantify security of large-scale
systems, in: 2024 IEEE 63rd Conference on
Decision and Control (CDC), IEEE, 2024, pp.
7624–7630.

[92] L. Farina, S. Rinaldi, Positive linear systems:
theory and applications, John Wiley & Sons,
2011.

[93] A. Rantzer, M. E. Valcher, A tutorial on positive
systems and large scale control, in: 2018 IEEE
Conference on Decision and Control (CDC),
IEEE, 2018, pp. 3686–3697.

30



[94] J. Liu, J. L. Wang, G.-H. Yang, An LMI ap-
proach to minimum sensitivity analysis with ap-
plication to fault detection, Automatica 41 (11)
(2005) 1995–2004.

[95] A. M. Teixeira, Security metrics for control sys-
tems, in: Safety, Security and Privacy for Cyber-
Physical Systems, Springer, 2021, pp. 99–121.

[96] S. Boyd, L. Vandenberghe, Convex optimization,
Cambridge university press, 2004.

[97] G. Gualandi, A. V. Papadopoulos, Worst-Case
Impact Assessment of Multi-Alarm Stealth At-
tacks Against Control Systems with CUSUM-
Based Anomaly Detection, in: 2023 IEEE Inter-
national Conference on Autonomic Computing
and Self-Organizing Systems (ACSOS), IEEE,
2023, pp. 117–126.

[98] C. Fang, Y. Qi, J. Chen, R. Tan, W. X. Zheng,
Stealthy actuator signal attacks in stochastic con-
trol systems: Performance and limitations, IEEE
Transactions on Automatic Control 65 (9) (2019)
3927–3934.

[99] D. Wang, Z. Wang, B. Shen, F. E. Alsaadi,
Security-guaranteed filtering for discrete-time
stochastic delayed systems with randomly occur-
ring sensor saturations and deception attacks, In-
ternational Journal of Robust and Nonlinear Con-
trol 27 (7) (2017) 1194–1208.

[100] H. Sasahara, T. Tanaka, H. Sandberg, Attack im-
pact evaluation by exact convexification through
state space augmentation, in: 2022 IEEE 61st
Conference on Decision and Control (CDC),
IEEE, 2022, pp. 7084–7089.

[101] H. Sasahara, T. Tanaka, H. Sandberg, Attack
impact evaluation for stochastic control systems
through alarm flag state augmentation, arXiv
preprint arXiv:2301.12684 (2023).

[102] D. Ding, Z. Wang, Q.-L. Han, G. Wei, Security
control for discrete-time stochastic nonlinear sys-
tems subject to deception attacks, IEEE Transac-
tions on Systems, Man, and Cybernetics: Sys-
tems 48 (5) (2016) 779–789.

[103] R. Olfati-Saber, J. A. Fax, R. M. Murray, Con-
sensus and cooperation in networked multi-agent
systems, Proceedings of the IEEE 95 (1) (2007)
215–233.

[104] D. B. West, et al., Introduction to graph theory,
Vol. 2, Prentice hall Upper Saddle River, 2001.

[105] A. S. Kumar, I. Kouveliotis-Lysikatos, E. Nycan-
der, J. Olauson, M. Marin, M. Amelin, L. Söder,
Open nodal power flow model of the Nordic
power system, in: 2021 IEEE Madrid Pow-
erTech, IEEE, 2021, pp. 1–6.

[106] J. R. Riehl, M. Cao, A centrality-based secu-
rity game for multihop networks, IEEE Transac-
tions on Control of Network Systems 5 (4) (2017)
1507–1516.

[107] L. Freeman, A set of measures of centrality based
on betweenness, Sociometry (1977).

[108] S. Forsberg, K. Thomas, M. Bergkvist, Power
grid vulnerability analysis using complex net-
work theory: A topological study of the Nordic
transmission grid, Physica A: Statistical Mechan-
ics and its Applications 626 (2023) 129072.

[109] M. Pirani, E. Nekouei, H. Sandberg, K. H.
Johansson, A game-theoretic framework for
security-aware sensor placement problem in net-
worked control systems, IEEE Transactions on
Automatic Control 67 (7) (2021) 3699–3706.

[110] M. Pirani, S. Sundaram, On the smallest eigen-
value of grounded laplacian matrices, IEEE
Transactions on Automatic Control 61 (2) (2015)
509–514.

[111] M. Pirani, E. Nekouei, H. Sandberg, K. H. Jo-
hansson, A graph-theoretic equilibrium analysis
of attacker-defender game on consensus dynam-
ics underH2 performance metric, IEEE Transac-
tions on Network Science and Engineering 8 (3)
(2020) 1991–2000.

[112] M. Pirani, J. A. Taylor, B. Sinopoli, Strategic sen-
sor placement on graphs, Systems & Control Let-
ters 148 (2021) 104855.

[113] G. Ramos, A. P. Aguiar, S. Pequito, An overview
of structural systems theory, Automatica 140
(2022) 110229.

[114] T. Shinohara, T. Namerikawa, Optimal resilient
sensor placement problem for secure state esti-
mation, Automatica 160 (2024) 111454.

[115] T. Shinohara, T. Namerikawa, Optimal security
investment problem for secure state estimation
on cyber-physical systems, IEEE Transactions on
Automatic Control (2024).

31



[116] S. Weerakkody, X. Liu, S. H. Son, B. Sinopoli,
A graph-theoretic characterization of perfect at-
tackability for secure design of distributed con-
trol systems, IEEE Transactions on Control of
Network Systems 4 (1) (2016) 60–70.

[117] K. Zhang, A. Kasis, M. M. Polycarpou,
T. Parisini, Structural analysis and design for se-
curity against actuator stealthy attacks in uncer-
tain systems, in: 2023 62nd IEEE Conference
on Decision and Control (CDC), IEEE, 2023, pp.
8051–8056.

[118] Y. Nakahira, Y. Mo, Attack-resilient H2, H∞,
andL1 state estimator, IEEE Transactions on Au-
tomatic Control 63 (12) (2018) 4353–4360.

[119] A. T. Nguyen, A. M. H. Teixeira, A. Medvedev,
Security allocation in networked control systems
under stealthy attacks, IEEE Transactions on
Control of Network Systems 12 (1) (2025) 216–
227.

[120] A. T. Nguyen, A. Hertzberg, A. M. Teixeira,
Centrality-based security allocation in networked
control systems, in: International Conference
on Critical Information Infrastructures Security,
Springer, 2024, pp. 212–230.

[121] J. Golbeck, Analyzing the social web, Newnes,
2013.

[122] M. I. Müller, J. Milošević, H. Sandberg, C. R.
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