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 a b s t r a c t

This paper explores the cubic-regularized Newton method within a federated learning framework 
while addressing two major concerns: privacy leakage and communication bottlenecks. We propose 
the Differentially Private Federated Cubic Regularized Newton (DP-FCRN) algorithm, which lever-
ages second-order techniques to achieve lower iteration complexity than first-order methods. We 
incorporate noise perturbation during local computations to ensure privacy. Furthermore, we employ 
sparsification in uplink transmission, which not only reduces the communication costs but also 
amplifies the privacy guarantee. Specifically, this approach reduces the necessary noise intensity 
without compromising privacy protection. We analyze the convergence properties of our algorithm 
and establish the privacy guarantee. Finally, we validate the effectiveness of the proposed algorithm 
through experiments on a benchmark dataset.

© 2025 Elsevier Ltd. All rights are reserved, including those for text and data mining, AI training, and 
similar technologies.
1. Introduction

As big data grows and privacy concerns rise, conventional 
centralized methods for optimizing model parameters encounter 
substantial challenges. Federated learning (FL) has emerged as a 
promising approach, allowing multiple devices to collaboratively 
optimize a shared model under the coordination of the central 
server, without sharing local data. FL has found applications in 
fields such as robotics (Yuan et al., 2024) and autonomous driv-
ing (Nguyen et al., 2022). The prevailing FL algorithm is Fed-SGD, 
based on stochastic gradient descent (SGD) (Lowy & Razaviyayn, 
2023). In this approach, each client trains a local model using SGD 
and uploads the gradient to the central server, which averages 
the gradients and updates the model. However, such first-order 
methods suffer from slow convergence, which can hinder appli-
cations requiring fast processing, such as autonomous vehicles, 
where timely and accurate predictions are critical. Newton’s tech-
nique, a second-order method, offers faster convergence, but its 
integration into FL represents challenges. The key obstacle is the 
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non-linear nature of aggregating solutions from local optimiza-
tion problems for second-order approximations, in contrast to the 
simpler gradient aggregation used in first-order methods. This 
complexity is evident in recent algorithms like GIANT (Maritan 
et al., 2023).

While aggregating local Hessians is theoretically feasible,
uploading Hessian matrices at each round incurs significant com-
munication costs. Even without transmitting matrices, commu-
nication efficiency remains a critical bottleneck in FL. For
instance, mobile devices, which are commonly used as clients, 
often have limited communication bandwidth. Traditional first-
order optimization methods improve communication efficiency 
through techniques such as compression (Richtárik et al., 2021) 
and event trigger (Huo, Tsang, et al., 2024). Recent second-
order methods, like federated Newton learning (Safaryan et al., 
2021), incorporate contractive compression and partial partici-
pation to reduce communication costs. Building on this, Zhang 
et al. (2024) further reduced communication rounds with lazy 
aggregation and enhanced convergence using cubic and gradient-
regularized Newton methods. Liu et al. (2023) developed a
distributed Newton’s method with improved communication ef-
ficiency and achieved super-linear convergence. Dal Fabbro et al. 
(2024) presented a Newton-type algorithm to accelerate FL while 
addressing communication constraints.

In addition to slow convergence and communication costs, 
privacy leakage is another significant concern in FL. Simply stor-
ing data locally on clients does not guarantee adequate privacy. 
data mining, AI training, and similar technologies.
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Recent inference attacks (Liu et al., 2022; Zhu, Liu & Han, 2019) 
show that sharing local model updates or gradients between 
clients and the server can result in privacy breaches. Sharing 
second-order information can also expose sensitive client data. 
For instance, Yin et al. (2014) showed that eigenvalues of the 
Hessian matrix can leak critical information from input images. 
In algorithms transmitting compressed Hessians (Safaryan et al., 
2021; Zhang et al., 2024), if compression does not significantly 
alter the eigenvalues, sensitive data may still be exposed. There-
fore, privacy preservation is vital in second-order FL. Differential 
privacy (DP), introduced by Dwork (2006), has been the stan-
dard framework for privacy preservation due to its effectiveness 
in data analysis tasks. For example, Huang et al. (2024) uti-
lized Laplacian noise for differentially private distributed gradient 
tracking. Wang et al. (2023) explored the relationship between 
differential initial-value privacy and observability in linear dy-
namical systems. Wang et al. (2024) proposed a distributed shuf-
fling mechanism based on the Paillier cryptosystem to enhance 
the accuracy-privacy trade-off in DP-preserving average consen-
sus algorithms. In differentially private Fed-SGD, the gradient is 
typically augmented with Gaussian noise to achieve DP (Lowy 
& Razaviyayn, 2023). Due to the composition of DP, the re-
quired noise level is influenced by the number of iterations. Re-
cently, Ganesh et al. (2024) devised a second-order, differentially 
private optimization method that achieves (ε, δ)-DP with utility 
loss O(d/ε2) for d-dimensional model, which is optimal, i.e., the 
best achievable, for differentially private optimization (Bassily 
et al., 2014; Kairouz et al., 2021). However, this method is re-
stricted to centralized settings. Ensuring DP for second-order 
optimization in FL remains a challenge, requiring the integra-
tion of noise perturbation with communication-efficient meth-
ods and addressing trade-offs between privacy, accuracy, and 
communication across clients.

Motivated by the above observations, we aim to investigate 
federated Newton learning while jointly considering DP and com-
munication issues in the algorithm design. Prior research
predominantly considers DP and communication efficiency as 
separate entities (Li et al., 2022; Zhang et al., 2020). While 
some research has explored the joint trade-off among privacy, 
accuracy, and communication (Chen et al., 2021; Mohammadi 
et al., 2021), they tackled the communication and privacy in a cas-
caded fashion, i.e., their communication schemes do not directly 
impact privacy preservation. In contrast, our study investigates 
the interplay between communication and privacy guarantees. 
Although some recent studies have employed compression in up-
link transmission to improve the trade-off (Chen et al., 2024; Hu 
et al., 2023), these approaches are limited to first-order learning 
with slow convergence. Besides, Chen et al. (2024) exclusively 
addressed central DP, which is less robust compared to privacy 
mechanisms at the client level. Specifically, we propose that each 
local machine uses a cubic regularized Newton method for model 
updates, incorporating noise perturbation during local compu-
tation. In FL, where local model updates are typically sparse, 
we combine perturbation with random sparsification to enhance 
privacy. Sparsification reduces the sensitivity of updates to raw 
data by zeroing out some coordinates, thereby lowering privacy 
loss during communication. We show that the noise intensity 
required for DP is proportional to the number of transmitted 
coordinates, meaning improved communication efficiency can 
reduce the noise without compromising privacy. Furthermore, 
we illustrate that our algorithm’s iteration complexity exhibits 
an exponential improvement compared to first-order methods, 
further reducing noise intensity and enhancing the trade-off 
between privacy and convergence. Comparison of some related 
works with ours is shown in Table  1.
2

Our main contributions are summarized as follows:

(1) We develop the DP-FCRN algorithm (Algorithm 1), which 
leverages second-order Newton methods for faster conver-
gence. We exploit noise perturbation in local computations 
to guarantee privacy preservation (Algorithm 2) and use 
sparsification to improve communication efficiency. Unlike 
previous studies that treat DP and communication burden 
separately (Chen et al., 2021; Li et al., 2022; Mohammadi 
et al., 2021; Zhang et al., 2020), we use the inherent char-
acteristic of sparsification to simultaneously enhance both 
privacy and communication efficiency.

(2) We analyze the impact of sparsification on the privacy-
accuracy trade-off. Specifically, we show that sparsification 
reduces the required noise intensity (Theorem  1), allowing 
for lower Gaussian noise while maintaining privacy. We 
also conduct a non-asymptotic analysis of utility loss and 
complexity (Theorem  2), demonstrating that the utility loss 
is optimal and that the iteration complexity improves over 
first-order methods.

(3) We evaluate our method on the benchmark dataset. Exper-
iment results show that our algorithm improves the model 
accuracy, and at the same time saves communication costs 
compared to Fed-SGD under the same DP guarantee.

The remainder of the paper is organized as follows. Prelim-
inaries and the problem formulation are provided in Section 2. 
In Section 3, a federated cubic regularized Newton learning algo-
rithm with sparsification-amplified DP is proposed. Then, details 
on the DP analysis are shown in Section 4 and the convergence 
analysis is presented in Section 5. In Section 6, numerical sim-
ulations are presented to illustrate the obtained results. Finally, 
the conclusion and future research directions are discussed in 
Section 7.
Notations: Let Rp and Rp×q represent the set of p-dimensional 
vectors and p × q-dimensional matrices, respectively. Ip ∈ Rp×p

represents a p×p-dimensional identity matrix. With any positive 
integer, we denote [d] as the set of integers {1, 2, . . . , d}. We 
use [·]j to denote the jth coordinate of a vector and jth row of 
a matrix. Let c represent a set of integers, and we denote [X]c as 
a vector containing elements [X]j for j ∈ c if X is a vector, and 
as a matrix with row vectors [X]j for j ∈ c if X is a matrix. Let 
∥ · ∥ be the ℓ2-norm vector norm. For a convex and closed subset 
X ⊆ Rd, let ΠX : Rd

→ X  be the Euclidean projection operator, 
given by ΠX (x) = argminy∈X ∥y− x∥. We use P{A} to represent 
the probability of an event A, and E[x] to be the expected value 
of a random variable x.

The notation O(·) is used to describe the asymptotic upper 
bound. Mathematically, h(n) = O(g(n)) if there exist positive 
constants C and n0 such that 0 ≤ h(n) ≤ Cg(n) for all n ≥ n0. 
Similarly, the notation Ω(·) provides the asymptotic lower bound, 
i.e., h(n) = Ω(g(n)) if there exist positive constants C and n0 such 
that 0 ≤ Cg(n) ≤ h(n) for all n ≥ n0. The notation Õ(·) is a variant 
of O(·) that ignores logarithmic factors, that is, h(n) = Õ(g(n)) is 
equivalent to h(n) = O

(
g(n)logkn

)
 for some k > 0. The notation 

Θ(·) is defined as the tightest bound, i.e., h(n) is said to be Θ(g(n))
if h(n) = O(g(n)) and h(n) = Ω(g(n)).

2. Preliminaries and problem formulation

This section introduces the fundamental setup of FL along with 
key concepts on Newton’s methods with cubic regularization and 
DP. Subsequently, we outline the considered problem.
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Table 1
Comparison of some existing works with ours.
 Work Efficient 

communication
Optimization DP Impact of efficient communication on 

DP
 

 Bassily et al. (2014), Kairouz et al. (2021) × First-order Client-DP ×  
 Chen et al. (2021, 2024) Compressed 

vectors
First-order Central DP Increased compression did not 

improve privacy and reduced 
accuracy

 

 Safaryan et al. (2021) Compressed 
matrices

Second-order × ×  

 Zhang et al. (2024) Compressed 
matrices

Second-order × ×  

 Ours Compressed 
vectors

Second-order Client-DP Increased compression enhances 
privacy and improves accuracy

 

2.1. Basic setup

We consider a federated setting with n clients and a central 
server. Each client i ∈ [n] possesses a private local dataset 
ζi = {ζ

(1)
i , . . . , ζ

(m)
i } containing a finite set of m data samples. 

Moreover, each client has a private local cost function fi(x) =
1
m

∑m
j=1 l(x, ζ

(j)
i ), where l(x, ζ (j)

i ) is the loss of model x over the 
data instance ζ (j)

i  for j ∈ [m]. With the coordination of the central 
server, all clients aim to train a global model x by solving the 
following problem while maintaining their data locally: 

min
x∈X

f (x) =
1
n

n∑
i=1

fi(x), (1)

where X ⊆ Rd is a convex and closed box constraint. Specifically, 
the model training process takes place locally on each client, 
and only the updates are sent to the server for aggregation and 
global updates. The optimal model parameter is defined as x∗ =
argminx∈X f (x).

Assumption 1.  The optimization problem (1) satisfies the fol-
lowing conditions:

(i) The parameter set X  has finite diameter D.
(ii) The loss function l(·, ζ ) is L0-Lipschitz, L1-smooth, and has 

an L2-Lipschitz Hessian for any ζ  over X .
(iii) The loss function l(·, ζ ) is µ-strongly convex for any ζ  over 

X .

From Assumption  1, we infer that also fi(·) and f (·) are µ-
strongly convex, L0-Lipschitz, L1-smooth, and have L2-Lipschitz 
Hessian over X .

2.2. Newton methods with cubic regularization

Newton methods (Boyd & Vandenberghe, 2004) iteratively 
minimize a quadratic approximation of the function f (·) as 

xt+1 = argmin
x∈X

{
f (xt )+ ⟨∇f (xt ), x− xt⟩

+
1
2

⟨
∇

2f (xt )(x− xt ), x− xt
⟩ }

.

(2)

The Hessian matrix ∇2f (xt ) provides curvature information about 
f (·) at xt . Newton’s methods significantly improve the conver-
gence speed of gradient descent by automatically adjusting the 
step size along each dimension based on the local curvature at 
each step.

The cubic regularized Newton method, initially introduced 
by Nesterov and Polyak (2006), incorporates a second-order Tay-
lor expansion with a cubic regularization term. In particular, the 
3

update is 

xt+1 = argmin
x∈X

{
f (xt )+ ⟨∇f (xt ), x− xt⟩

+
1
2

⟨
∇

2f (xt )(x− xt ), x− xt
⟩

+
L2
6
∥x− xt∥3

}
,

(3)

where L2 is the Lipschitz Hessian constant in Assumption  2. The 
cubic upper bound of f (xt ) in (3) serves as a universal upper 
bound regardless of the specific characteristics of the objective 
function. However, the function to minimize in each step of (3) 
does not have a closed-form solution and it is limited to a cen-
tralized single node setting, which our algorithm addresses in 
a federated setting as discussed in Section 3. Cubic regulariza-
tion ensures globally convergent second-order optimization with 
adaptive step control, avoiding the instability and exact Hessian 
inversion requirements of Newton’s methods while maintaining 
efficiency in non-convex or distributed settings.

2.3. Threat model and DP

Local datasets contain sensitive user information. If prob-
lem (1) is addressed in an insecure environment, information 
leakage could jeopardize both personal and property privacy. This 
paper considers the following adversary model: 

Definition 1 (Adversary Model). Adversaries can be
(i) an honest-but-curious central server that follows the proto-

col but may attempt to infer private client information from 
the received messages.

(ii) colluding clients or clients collaborating with the central 
server to deduce private information about other legal
clients.

(iii) an outside eavesdropper who intercepts all transmitted 
messages without actively destroying communication.

Our adversary model is much stronger than some works that 
require a trusted third party (Chen et al., 2024; Hao et al., 2019).

DP is a widely used concept for quantifying privacy risk. It 
ensures that the presence or absence of any individual in a dataset 
cannot be inferred from the output of a randomized algorithm 
A (Dwork, 2006). Below, we present the formal definition of DP 
within the context of FL.

Definition 2 ((ε, δ).-DP) The algorithm A is called (ε, δ)-DP, if for 
any neighboring dataset pair ζ = ∪i∈[n]ζi and ζ ′ = ∪i∈[n]ζ

′

i  that 
differ in one data instance and every measurable O ⊆ Range(A),1 

1 Range(A) denotes the set of all possible observation sequences under the 
algorithm A.
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the output distribution satisfies 
P{A(ζ ) ∈ O} ≤ eεP{A(ζ ′) ∈ O} + δ, (4)

where the probability P{·} is taken over the randomness of A.

Definition  2 states that the output distributions of neighboring 
datasets exhibit small variation. The factor ε in (4) represents 
the upper bound of privacy loss by algorithm A, and δ denotes 
the probability of breaking this bound. Therefore, a smaller ε
corresponds to a stronger privacy guarantee. Both Laplace and 
Gaussian noise can achieve DP. However, Gaussian noise, with its 
more concentrated distribution and superior composition prop-
erties, offers a better balance between privacy and accuracy. 
Therefore, we focus on the Gaussian mechanism in this work.

Lemma 1 (Gaussian Mechanism Balle & Wang, 2018). A Gaussian 
mechanism G for a vector-valued computation r : ζ → Rd is 
obtained by computing the function r on the input data ζi ∈ ζ  and 
then adding random Gaussian noise perturbation ν ∼ N (0, σ 2Id) to 
the output, i.e,
G = r(ζ )+ ν.

The Gaussian mechanism G is 
(√

2 log(1.25/δ)∆
σ

, δ

)
-DP for any neigh-

boring dataset ζ  and ζ ′, where ∆ denotes the sensitivity of r, 
i.e., ∆ = supζ ,ζ ′ ∥r(ζ )− r(ζ ′)∥.

Lemma  1 indicates that achieving (ε, δ)-DP requires adjusting 
the noise intensity based on the privacy guarantee ε and δ, as well 
as the sensitivity ∆.

2.4. Problem statement

This paper aims to answer the following questions:

(a) How can we develop a cubic regularized Newton algorithm 
for solving (1) in a federated setting?

(b) Can we explore the sparsification scheme to reduce com-
munication costs while amplifying the privacy guarantee, 
i.e., achieving a smaller ε given σ  or requiring a smaller σ
given ε?

(c) What level of noise intensity, i.e., σ , is necessary to attain 
(ε, δ)-DP in the proposed algorithm?

(d) Is it possible to attain the best achievable utility loss under 
DP, i.e., f (xT ) − f (x∗) = O(d/ε2) with the output xT? If 
achievable, what is the iteration complexity for achieving 
this optimal utility loss?

3. Main algorithm

In this section, we present Algorithms 1 and 2 to answer 
problems (a) and (b) in Section 2.4.

In general, there are two approaches for integrating sparsifi-
cation and privacy in FL: (1) perturb first, then sparsify, and (2) 
sparsify first, then perturb. The first approach is direct and adapt-
able since sparsification preserves DP and integrates smoothly 
with all current privacy mechanisms. However, in the second 
approach, perturbation may compromise the communication sav-
ings achieved through sparsification. Furthermore, empirical ob-
servations suggest that the first approach outperforms the second 
one in some scenarios (Ding et al., 2021). Therefore, we adopt the 
first approach in this study.

As shown in Algorithm 1, during iteration t , the server broad-
casts the parameter xt to the clients. Then, client i randomly 
samples a data instance ζi,t ∈ ζi, estimates the local gradient 
ĝ = ∇l(x , ζ ) and the local Hessian Ĥ = ∇

2l(x , ζ ) using 
i,t t i,t i,t t i,t

4

Algorithm 1  DP-FCRN
1: Input: Clients’ data ζ1, . . . , ζn, sparsification parameter k, DP 

parameters (ε, δ), and step size α.
2: Initialization: Model parameter x0.
3: for t = 0, 1, . . . , T − 1 do
4:  ▶ Server broadcasts
5:  Broadcast xt to all clients
6:  ▶ Clients update and upload
7:  for each client i ∈ [n] in parallel do
8:  Sample ζi,t uniformly from {ζ (1)

i , . . . , ζ
(m)
i } and com-

pute the local estimate gradient ĝi,t = ∇l(xt , ζi,t ) and the local 
estimate Hessian Ĥi,t = ∇

2l(xt , ζi,t )
9:  xi,t+1 = GMSolver(xt , ĝi,t , Ĥi,t , τ , σ )

10:  yi,t ← α(xi,t+1 − xt ) and upload S(yi,t ) to the server
11:  end for
12:  ▶ Server updates
13:  xt+1 = xt + 1

n

∑
i∈It

S(yi,t )
14: end for

Algorithm 2  GMSolver
1: Input: Initialization θ0, gradient g , Hessian H , the number of 

iterations τ , and the noise parameter σ .
2: for s = 0, 1, . . . , τ − 1 do
3:  ηs =

2
µ(s+2)

4:  grads = g + H(θs − θ0)+
L2
2 ∥θs − θ0∥(θs − θ0)

5:  θs+1 = ΠX [θs − ηs(grads + bs)], where bs ∼ N(0, σ 2Id)
6: end for
7: Return 

∑τ−1
s=0

2(s+1)
τ (τ+1)θs

its local data to minimize a local cubic-regularized upper bound 
of its loss function, and then does the following update 

xi,t+1 = argmin
x∈X

{
fi(xt )+

⟨
ĝi,t , x− xt

⟩
+

1
2

⟨
Ĥi,t (x− xt ), x− xt

⟩
+

L2
6
∥x− xt∥3

}
.

(5)

As there is no closed form for optimal solution to (5), the client 
instead employs the gradient descent method to compute xi,t+1. 
To privately minimize the local cubic upper bound, Gaussian 
noise is added to perturb the gradient. This local solver utilizing 
the Gaussian mechanism is denoted GMSolver and is detailed in 
Algorithm 2.

Following the update of the local model parameter, each client 
uploads its model update xi,t+1 − xt to the server. To address the 
communication challenges in uplink transmissions, the random-k
sparsifier is employed to reduce the size of the transmitted mes-
sage by a factor of k/d (Li & Richtárik, 2021): 

Definition 3 (Random-k Sparsification). For x ∈ Rd and a parame-
ter k ∈ [d], the random-k sparsification operator is

S(x) :=
d
k
(ξk ⊙ x),

where ξk ∈ {0, 1}d is a uniformly random binary vector with k
nonzero entries, i.e., ∥ξk∥0 = k and ⊙ represents the element-
wise Hadamard product.

Integrating private GMSolver and random-k sparsification, the 
proposed algorithm simultaneously addresses privacy preserva-
tion and communication efficiency as depicted in Algorithm 1. A 
scaling factor α > 0 is introduced for convergence analysis.
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Remark 1.  As pointed out by Lacoste-Julien et al. (2012), the out-
put of Algorithm 2 can be computed online. Specifically, setting 
z0 = θ0, and recursively defining zs = ρsθs + (1 − ρs)zs−1 for 
s ≥ 1, with ρs =

2
s+1 . It is a straightforward calculation to check 

that zτ =
∑τ−1

s=0
2s

τ (τ+1)θs.

Remark 2.  Solving (3) directly requires significant computa-
tional resources. To improve efficiency, we use parallel coopera-
tive solving across multiple clients. Since (5) lacks a closed-form 
solution, we propose a local training approach for its resolu-
tion. Privacy is preserved through noise perturbation during local 
training, while sparsification in uplink transmission reduces com-
munication costs and further enhances privacy protection. Unlike 
existing methods that transmit compressed Hessian matrices (Sa-
faryan et al., 2021; Zhang et al., 2024), we transmit compressed 
vectors to further minimize communication overhead.

4. Privacy analysis

In this section, we prove the privacy guarantee provided by 
Algorithm 1. To facilitate privacy analysis, we make the following 
assumption. 

Assumption 2.  For any data sample ζ (j)
i ∈ ζi and h ∈ [d], we 

have⏐⏐⏐[∇l(x, ζ (j)
i )
]
h

⏐⏐⏐ ≤ L0
√
d
,

[∇2l(x, ζ (j)
i )
]
h

 ≤ L1
√
d

for any x, v ∈ X  and i ∈ [n].

Assumption  2 characterizes the sensitivity of each coordinate 
of the gradient ∇l(x, ζ (j)

i ) and each row of the Hessian ∇2l(x, ζ (j)
i ). 

This assumption is crucial for analyzing the interaction between 
element selection via sparsification and privacy amplification, as 
discussed in Chen et al. (2024), Hu et al. (2023). It implies that ∇l(x, ζ (j)

i )
 ≤ L0 and 

∇2l(x, ζ (j)
i )

2
≤

∇2l(x, ζ (j)
i )

F
≤ L1, 

which holds under the assumption of a bounded parameter set.
To analyze the interplay between the sparsification and pri-

vacy, let cti  denote the randomly selected coordinate set for client 
i at round t , i.e., S(·) = d

k [·]cti
.

An important observation is that only the values in cti  are 
transmitted to the central server, i.e.,

S(yi,t ) =
d
k

[
α(xi,t+1 − xi,t )

]
cti
=

αd
k

(
[xi,t+1]cti − [xi,t ]cti

)
.

The gradient update information is contained in [xi,t+1]cti  and

[xi,t+1]cti =

[
τ−1∑
s=0

2(s+ 1)
τ (τ + 1)

θ
t,s
i

]
cti

=

τ−1∑
s=0

2(s+ 1)
τ (τ + 1)

[θ
t,s
i ]cti

,

where θ t,s
i  denotes the optimization variable used by client i at 

iteration s in Algorithm 2 and the communication round t in 
Algorithm 1. Based on step 4 in the GMSolver, we have

[θ
t,s+1
i ]cti

=
[
ΠX

[
θ
t,s
i − ηs(grad

t,s
i + bt,si )

]]
cti
,

where gradt,s
i  and bt,si  are the gradient and noise used by client i at 

iteration s in GMSolver and the communication round t in Algo-
rithm 1, respectively. Since projection into a box constraint does 
not influence the set of selected coordinators cti , what matters in 
local computation is[
θ
t,s
i − ηs(grad

t,s
i + bt,si )

]
cti
= [θ

t,s
i ]cti
− ηs[grad

t,s
i + bt,si ]cti

.

5

According to the above analysis, we conclude that the crucial 
aspect of privacy protection lies in the sparsified noisy gradient 
update, which can be expressed as
[gradt,s

i + bt,si ]cti
= [gradt,s

i ]cti
+ [bt,si ]cti

.

We observe that the sparsification makes Gaussian noises only 
perturb the values at coordinates within cti . If noise is added only 
at the selected coordinates, the level of privacy remains the same. 
In other words, we ensure the same privacy level even when 
incorporating a diminished amount of additional noise, thereby 
enhancing the optimization accuracy. Subsequently, we only need 
to analyze the privacy budget of [gradt,s

i ]cti
 after adding noise 

[bt,si ]cti
.

For client i, considering any two neighboring dataset ζi and 
ζ ′i  of the same size m but with only one data sample different 
(e.g., ζ j0

i  and ζ j0′
i ). Denote ∆ as the ℓ2-sensitivity of [gradt,s

i ]cti
, and 

we have
∆2

=max
ζ ,ζ ′

 [ĝi,t]cti − [ĝ ′i,t]cti + [Ĥi,t (θ
t,s
i − xt )

]
cti

−

[
Ĥ ′i,t (θ

t,s
i − xt )

]
cti

2
=max

ζ ,ζ ′

 [∇l(xt , ζ j0
i )−∇l(xt , ζ

j0′
i )
]
cti

+

[
(∇2l(xt , ζ

j0
i )−∇2l(xt , ζ

j0′
i ))(θ t,s

i − xt )
]
cti

2
≤
4k(L0 + L1D)2

d
, (6)

where the last inequality holds from [∇l(xt , ζ j0
i )−∇l(xt , ζ

j0′
i )
]
cti

+

[
(∇2l(xt , ζ

j0
i )−∇2l(xt , ζ

j0′
i ))(θ t,s

i − xt )
]
cti


≤

[∇l(xt , ζ j0
i )−∇l(xt , ζ

j0′
i )
]
cti


+

[∇2l(xt , ζ
j0
i )−∇2l(xt , ζ

j0′
i )
]
cti

[
θ
t,s
i − xt

]
cti


≤
2
√
kL0
√
d
+

2
√
kL1D
√
d

.

Lemma  1 indicates that the noise intensity required to achieve 
(ε, δ)-DP relies on the sensitivity. From (6), sparsification reduces 
the conventional sensitivity 2(L0 + L1D) by a factor of 

√
k/d, 

thereby decreasing sensitivity and reducing the required noise 
intensity. For each client’s sensitive local dataset ζi, ∀i ∈ [n], if 
we treat DP-FCRN as the algorithm A defined in Definition  2, the 
worst-case observation by the attacker A(ζi) = {S(yi,t )|0 ≤ t ≤
T }. Theorem  1 states a sufficient condition for achieving (ε, δ)-DP 
based on the reduced sensitivity resulting from sparsification.

Theorem 1.  Suppose Assumption  1 holds, and the random-k
sparsifier with k ≤ d is used in Algorithm 1. Given m, τ , ε ∈ (0, 1], 
and δ0 ∈ (0, 1], if the noise variance 

σ 2
≥

160τTk log(1.25/δ0)(L0 + L1D)2

ε2m2d
(7)

and T ≥ ε2

4τ , then DP-FCRN is (ε, δ)-DP for ζi, ∀i ∈ [n], with some 
constant δ ∈ (0, 1]. Specifically, for any output set of DP-FCRN, A(ζi), 
we have 
P{A(ζ ) ∈ O} ≤ eεP{A(ζ ′) ∈ O} + δ. (8)
i i
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Proof.  The proof is provided in Appendix B (Huo, Liu, et al., 2024).

Remark 3.  The required noise intensity is proportional to the 
sparsification ratio, k/d. Therefore, to achieve the same level of 
DP, the required noise under our algorithm can be reduced by 
decreasing k. In other words, the fewer transmitted bits, the less 
noise required for (ε, δ)-DP. The assumption that ε ∈ (0, 1] is 
motivated by the need to ensure the validity of theoretical results, 
such as composition theorems and privacy amplification, which 
often require ε to be small. Additionally, small ε aligns with the 
goal of providing strong privacy guarantees, making this range 
both theoretically and practically relevant for differential privacy 
research.

Remark 4.  Common compression methods include quantizers 
and sparsifiers. However, quantization can increase the sensitiv-
ity of gradient updates and disrupt the distribution of Gaussian 
perturbations, making both algorithm design and analysis more 
difficult. In contrast, sparsifiers simply set some elements to zero, 
reducing the sensitivity of the messages and making privacy 
amplification more tractable. Moreover, compared to the Top-k
sparsifier, the random-k sparsifier introduces additional random-
ness, further enhancing the privacy guarantee. In the future, it 
will be interesting to study the potential privacy amplification 
under other compression schemes.

5. Convergence analysis

This section presents the convergence analysis of Algorithm 1. 
In each step of the algorithm, a global cubic upper bound function 
φ : X × X → R for f (w) is constructed as
φ(v;w)

≜f (w)+ ⟨∇f (w), v − w⟩ +
1
2

⟨
∇

2f (w)(v − w), v − w
⟩

+
M
6
∥v − w∥3, ∀v ∈ X ,

and local cubic upper bound functions φi : X × X → R for fi(w), 
i ∈ {1, 2, . . . , n}, as
φi(v;w)

≜fi(w)+ ⟨∇fi(w), v − w⟩ +
1
2

⟨
∇

2fi(w)(v − w), v − w
⟩

+
M
6
∥v − w∥3, ∀v ∈ X . (9)

Algorithm 2 uses the standard SGD to solve (5) and the local 
cubic upper bound φi(x; xt ) is a strongly convex function. Since 
each sample ζ (j)

i  is chosen with equal probability, i.e., P(ζ (j)
i ) =

1/m, E[ĝi,t ] =
∑m

j=1 ∇l(x, ζ
(j)
i )P(ζ (j)

i ) = ∇fi(x) and E[Ĥi,t ] =∑m
j=1 ∇

2l(x, ζ (j)
i )P(ζ (j)

i ) = ∇2fi(x) are unbiased estimates. There-
fore, we can obtain the suboptimality gap based on the typical 
SGD analysis.

Lemma 2.  Suppose that Assumptions  2–1 hold. Given parameters 
ε ∈ (0, 1], δ0 ∈ (0, 1], and w ∈ X  the output of Algorithm 2, if we 
set the number of local iterations as 

τ =
(L0 + L1D+MD2/2)2ε2m2

kT log(1/δ0)(L0 + L1D)2
, (10)

and the noise as (7), then v̂ satisfies 
E[φi,t (v̂;w)] −min

v∈X
φi,t (v;w)

=O
(
k log(1/δ0)(L0 + L1D)2T

2 2

)
.

(11)
ε m µ

6

Proof.  The proof is provided in Appendix C (Huo, Liu, et al., 2024).
Lemma  2 quantifies the suboptimal gap when solving (5) with 

Algorithm 2 for each client in every communication round. Based 
on this result, we are in a position to provide the convergence of 
DP-FCRN. 

Theorem 2.  Suppose that Assumptions  2–1 hold and the random-k
sparsifier with k ≤ d is used in Algorithm 1. Given parameters m
and ε ∈ (0, 1], δ0 ∈ (0, 1], by setting the number of local iterations 
as (10), the step size as α > 1 and

α = O
(

k log(1/δ0)(L0 + L1D)2T
ε2m2µ(L0 + L1D+MD2/2)D

)
,

and the number of iterations in DP-FCRN to

T = Θ

(√
L2(f (x0)− f (x∗))

1
4

µ
3
4

+ log log
(

εm
√
k log(1/δ0)

) )
,

then the output of DP-FCRN, that is, xT , preserves (ε, δ)-DP and
E[f (xT )] − f (x∗)

≤Õ

(
k log(1/δ0)(L0 + L1D)2

ε2m2µ
·

√
L2(f (x0)− f (x∗))

1
4

µ
3
4

)
.

Proof.  The proof is provided in Appendix D (Huo, Liu, et al., 
2024).

Remark 5.  With the boundedness established in Assumption  2, 
existing DP algorithms for strongly convex functions achieve the 
best bound for optimization error, O

(
d
ε2

)
 (Bassily et al., 2014; 

Kairouz et al., 2021). This indicates that the error bound derived 
in Theorem  2 is optimal w.r.t. the privacy loss ε. Furthermore, our 
result O

(
k
ε2

)
 reduces the error bound by a factor k/d, attributed 

to sparsification. This result underscores how efficient communi-
cation better balances the trade-off between privacy and utility. 
Unlike the recent algorithm in Chen et al. (2024), which assumes 
a trusted central server, we adopt a client-level differential pri-
vacy (DP) approach that offers stronger and more robust privacy 
protection. Furthermore, the error bound in Chen et al. (2024) 
increases when fewer coordinates are transmitted, implying that 
higher communication efficiency leads to worse convergence ac-
curacy. In contrast, the error bound of our algorithm shows that 
more efficient communication reduces convergence error. Thus, 
in the context of federated second-order learning, we are the first 
to improve the trade-off between privacy and accuracy through 
efficient communication.

Remark 6.  While DP-FCRN does not explicitly include a switch-
ing step, the proof of Theorem  2 indicates that DP-FCRN operates 
in two distinct phases. Initially, when xt is distant from x∗, the 
convergence rate is 1/T 4. Subsequently, as xt approaches x∗, 
the algorithm transitions to the second phase with a conver-
gence rate of exp(exp(−T )). In summary, leveraging second-order 
techniques in our algorithm significantly improves the oracle 
complexity compared to first-order methods (Liu et al., 2024).

Remark 7.  The privacy analysis is independent of convexity 
assumptions. While many non-convex algorithms focus on first-
order stationary points, which may be poor local minima or 
saddle points, future work will explore convergence to second-
order stationary points using cubic regularization. This can reduce 
the risk of saddle points and improve local minima. Addition-
ally, time-varying step sizes will be essential for optimizing the 
achievable bounds.
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6. Numerical evaluation

In this section, we evaluate the effectiveness of DP-FCRN with 
different sparsification ratios and compare them to the first-order 
Fed-SGD with DP (Lowy & Razaviyayn, 2023).

6.1. Experimental setup

We test our algorithm on the benchmark datasets epsilon (Son-
nenburg et al., 2006), which include 400,000 samples and 2,000 
features for each sample. The data samples are evenly and ran-
domly allocated among the n = 40 clients. The clients coopera-
tively solve the following logistic regression problem:

min
x∈X

f (x) =
1
n

n∑
i=1

fi(x),

where

fi(x) =
1
m

m∑
j=1

log(1+ exp(−bja⊤j x))+
1
2m
∥x∥2,

X ⊆ [−0.5, 0.5]d, m is the number of samples in the local dataset, 
and aj ∈ Rd and bj ∈ {−1, 1} are the data samples.

As DP parameters, we consider ε ∈ {0.4, 0.6, 0.8, 1} and δ0 =
0.01. The random noise is generated according to (7). We choose 
α = 1. As for Fed-SGD, we set the learning rate as one. Moreover, 
L0 = 0.1, L1 = 1, M = 1, D = 0.1, δ0 = 0.01, and we calculate 
the value of τ  using (10). In iteration t , client i processes one 
data point from ζi and the server updates xt accordingly. Upon 
finishing processing the entire dataset, one epoch is completed. 
We conduct the algorithm for four epochs and repeat each ex-
periment five times. We show the mean curve along with the 
region representing one standard deviation. The convergence per-
formance of the algorithm is evaluated by training suboptimality 
and testing accuracy over iterations. Training suboptimality is 
calculated by f (xt ) − f (x∗), where f (x∗) is obtained using the 
LogisticSGD optimizer from scikit-learn (Pedregosa et al., 2011). 
Testing accuracy is determined by applying the logistic function 
to the entire dataset. It is calculated as the percentage of correct 
predictions out of the total number of predictions.

6.2. Performance and comparison with Fed-SGD

By setting the privacy budget as ε = 0.8, we compare the 
convergence performance between first-order Fed-SGD with DP 
and Algorithm 1 with different choices of sparsification ratio 
k/d ∈ {0.08, 0.1, 0.2, 1}. Fig.  1 implies that DP-FCRN outper-
forms Fed-SGD with DP in terms of optimization accuracy and 
convergence speed. Moreover, employing a larger sparsification 
ratio k/d in DP-FCRN results in worse training suboptimality, 
verifying Theorem  2. We find that keeping more coordinates in 
sparsification leads to more complete information transmission 
together with increased noise. The results shown in Fig.  1 indi-
cate that, in certain settings, the benefit of noise reduction for 
convergence performance may outweigh the negative impacts 
arising from information completeness. On the other hand, there 
is no obvious difference in testing accuracy with different spar-
sification ratios, which indicates that the performance under the 
proposed DP-FCRN does not deteriorate much while reducing the 
communication burden.
7

Fig. 1. Performance comparison between Fed-SGD with DP and DP-FCRN with 
ε = 0.8.

Fig. 2. Performance comparison between Fed-SGD and DP-FCRN under different 
DP parameters.

6.3. Trade-off between privacy and utility

Fig.  2 illustrates the trade-off between privacy and utility. 
It shows that when we increase the value of ε, i.e., relax the 
privacy requirement, the suboptimality will decrease across all 
the methods.

Additionally, under a tighter DP requirement, i.e., smaller ε, 
the performance between DP-FCRN and Fed-SGD is more signifi-
cant.

7. Conclusion and future work

This paper explores communication efficiency and differential 
privacy within federated second-order methods. We demonstrate 
that the inherent sparsification characteristic can bolster privacy 
protection. Moreover, employing second-order methods in a pri-
vacy setting can achieve the worst-case convergence guarantees 
and a faster convergence rate. Experiment results illustrate that 
our algorithm substantially outperforms first-order Fed-SGD in 
terms of utility loss.

There are several promising directions for future research. 
Firstly, investigating methods to reduce the computational com-
plexity of federated second-order learning approaches is valuable. 
Additionally, exploring communication-efficient and privacy-
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preserving variants of advanced federated second-order algo-
rithms, such as GIANT and SHED, presents promising research 
directions.
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