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This work studies the distributed empirical risk minimization (ERM) problem under differential
privacy (DP) constraint. Standard distributed algorithms achieve DP typically by perturbing all local
subgradients with noise, leading to significantly degenerated utility. To tackle this issue, we develop
a class of private distributed dual averaging (DDA) algorithms, which activates a fraction of nodes
to perform optimization. Such subsampling procedure provably amplifies the DP guarantee, thereby
achieving an equivalent level of DP with reduced noise. We prove that the proposed algorithms
have utility loss comparable to centralized private algorithms for both general and strongly convex
problems. When removing the noise, our algorithm attains the optimal O(1/t) convergence for non-
smooth stochastic optimization. Finally, experimental results on two benchmark datasets are given to
verify the effectiveness of the proposed algorithms.
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1. Introduction

Consider a group of n nodes, where each node i has a local
dataset D; = {Ei(l),...,:fi(q)} that contains a finite number ¢

of data samples. The nodes are connected via a communication
network. They aim to collaboratively solve the empirical risk min-
imization (ERM) problem, where the machine learning models are
trained by minimizing the average of empirical prediction loss
over known data samples. Formally, the optimization problem is
given by

n
min | F(x) == ~ D X +hx) (1)
XeRM n i1

where fi(x) = % ;'I=1 Li(x, é,-m) represents the empirical risk on
node i, li(x, &) is the loss of the model x over the data instance &,
and h(x) is the regularization term shared across the nodes. This
setup has been commonly considered in machine learning (Lian
et al., 2017), where h(x) is used to promote sparsity or model the
constraints.
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As the loss and its gradient in ERM are characterized by data
samples, potential privacy issues arise when the datasets are
sensitive (Bassily, Smith, & Thakurta, 2014). In particular, when
I; is the hinge loss, the solution to Problem (1), i.e., support
vector machine (SVM), in its dual form typically discloses data
points (Bassily et al., 2014). Advanced attacks such as input data
reconstruction (Zhu & Han, 2020) and attribute inference (Melis,
Song, De Cristofaro, & Shmatikov, 2019) can extract private infor-
mation from the gradients. To defend privacy attacks, differential
privacy (DP) has become prevalent in cryptography and machine
learning (Abadi et al., 2016; Dwork, 2006), due to its precise
notion and computational simplicity. Informally, DP requires the
outcome of an algorithm to remain stable under any possible
changes to an individual in the database, and therefore protects
individuals from attacks that try to steal the information particu-
lar to them. The DP constraint induces a tradeoff between privacy
and utility in learning algorithms (Bassily et al., 2014; Chaudhuri,
Sarwate, & Sinha, 2012; Kifer, Smith, & Thakurta, 2012; Wang, Ye,
& Xu, 2017).

In this work, we are interested in solving Problem (1) while
providing rigorous DP guarantee for each data sample in D =
UL D;.

1.1. Related work

For problems without regularization, i.e., h = 0, Huang, Mitra,
and Vaidya (2015) developed a differentially private distributed
gradient descent (DGD) algorithm by perturbing the local output
with Laplace noise. Notably, the learning rate is designed to be
linearly decaying such that the sensitivity of the algorithm also
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decreases linearly. Then, one can decompose the prescribed DP
parameter ¢ into a sequence {g};>1, such that Zfoz] g, = ¢ and
the operation at each time instant t can be made &,-DP. How-
ever, such choice of learning rate slows down the convergence
dramatically and results in a utility loss in the order of ©(m/e?),
where m denotes the dimension of the decision variable. Under
the more reasonable learning rate ©(1/4/t), the utility loss can be

improved to O ((‘/mnz/e) (Han, Topcu, & Pappas, 2016), where n

denotes the number of nodes. Along this line of research, Han, Liu,
Lin, and Xia (2022), Xiong, Xu, You, Liu, and Wu (2020) and Zhu,
Xu, Guan, and Wu (2018) extended the algorithm to time-varying
objective functions, and Ding, Zhu, He, Chen, and Guan (2021)
advanced the convergence rate to linear based on an additional
gradient-tracking scheme. Wang, Zhang, and He (2022) developed
a distributed algorithm with DP for stochastic aggregative games.
The differentially private distributed optimization problem with
coupled equality constraints has been studied in Chen, Chen,
Xiang, and Ren (2021). In these works, however, ¢-DP is proved
only for each iteration, leading to a cumulative privacy loss of
te after t iterations. To attenuate the noise effect while ensuring
DP, Vlaski and Sayed (2021) constructed topology-aware noise,
with which each node perturbs the messages to its neighbors
(including itself) with different perturbations whose weighted
sum is 0.

For federated learning (FL) with heterogeneous data, Hu, Guo,
Li, Pei, and Gong (2020) developed a personalized linear model
training algorithm with DP. In Noble, Bellet, and Dieuleveut
(2022), general models were considered. In particular, the sub-
sampling of users and local data has been explicitly considered
to amplify the DP guarantee and improve the utility.

To tackle regularized learning problems, the alternating di-
rection method of multipliers (ADMM) has been used to design
distributed algorithms with DP (Zhang, Ahmad and Wang, 2018;
Zhang, Khalili and Liu, 2018; Zhang & Zhu, 2016). However,
an explicit tradeoff analysis between privacy and utility was
missing. Xiao and Devadas (2021) investigated the privacy guar-
antee produced not only by random noise injection but also by
mixup (Zhang, Cisse, Dauphin and Lopez-Paz, 2018), i.e., a random
convex combination of inputs. Approximate DP and advanced
composition (Kairouz, Oh, & Viswanath, 2015) were used to keep
track of the cumulative privacy loss. The privacy-utility trade-
off in linearized ADMM and DGD were captured by the bound
O (m/(y/ne)).

To summarize, existing private distributed optimization algo-
rithms applied to Problem (1) typically require each node to make
a gradient query to the local dataset at each time instant. Since
the sizes of local datasets are considerably smaller than that of
the original dataset, local gradient queries have larger sensitivity
parameters than that in centralized settings. Therefore, private
distributed optimization paradigms in the literature typically em-
ployed a larger magnitude of noise to secure the same level of
DP, and suffered from relatively low utility. Recently, an asyn-
chronous DGD method with DP was developed in Xu, Zhang, and
Wang (2021), which achieved a lower utility loss. The algorithm
assumed that each local mini-batch is a subset of data instances
uniformly sampled from the overall dataset without replacement,
which appears to be restrictive in distributed settings.

1.2. Contribution

We develop a class of differentially private distributed dual
averaging (DDA) algorithms for solving Problem (1). At each
iteration, a fraction of nodes is activated uniformly at random
to perform local stochastic subgradient query and local update
with perturbed subgradient. Such subsampling procedure prov-
ably amplifies the DP guarantee and therefore helps achieve the
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same level of DP with weaker noise. To ensure a user-defined
level of DP, we provide sufficient conditions on the noise variance
in Theorem 1, which admits a smaller bound of variance than
existing results.

The properties of the proposed algorithms in terms of conver-
gence and the privacy-utility tradeoff are analyzed. First, a non-
asymptotic convergence analysis is conducted for dual averaging
with inexact oracles under general choices of hyperparameters,
and the results are summarized in Theorem 2. This piece of result
illustrates how the lack of global information and the DP noise
in private DDA quantitatively affect the convergence, which lays
the foundation for subsequent analysis. Then, we investigate the
convergence rate of the non-private (noiseless) version of DDA
for both strongly convex and general convex objective functions
under two sets of hyperparameters in Corollaries 1 and 2, re-
spectively. We remark that Corollary 1 advances the best known
convergence rate of DDA for nonsmooth stochastic optimization,
i.e., O(1/4/t), to O(1/t). The key to obtaining the improved rate
is the use of a new class of parameters.

The privacy-utility tradeoff of the proposed algorithm is ex-
amined in Corollaries 3 and 4. In particular, when the objective
function is non-smooth and strongly convex, the utility loss is
characterized by ©(m:?/(g*€?)), where m, (, q, & denote the vari-
able dimension, node sampling ratio, number of samples per
node, and DP parameter, respectively. For comparison, we present
in Table 1 a comparison of some of the most relevant works.'

Finally, we verify the effectiveness of the proposed algorithms
via distributed SVM on two open-source datasets. Several com-
parison results are also presented to support our theoretical
findings.

1.3. Outline

The rest of the paper is organized as follows. Section 2 intro-
duces some preliminaries. We present our algorithms and their
theoretical properties in Section 3, whose proofs are postponed
to Section 4. Some experimental results are given in Section 5.
Section 6 concludes the paper.

2. Preliminaries
2.1. Basic setup

We consider the distributed ERM in (1), in which h is a closed
convex function with non-empty domain dom(h). Examples of
h(x) include [;-regularization, i.e., h(x) = A||x||1, A > 0, and the
indicator function of a closed convex set. The regularization term
h and the loss functions [; for alli = 1, ..., n satisfy the following
assumptions.

Assumption 1. (i) h(-) is a proper closed convex (strongly convex)
function with modulus © = 0 (resp. u > 0), i.e., for any x,y €
dom(h),

pa(l — o)
hlax + (1 = a)y) < ah() + (1 = @)h(y) = —————llx = yl*
(ii) each Ii(-, &) is convex on dom(h).
When ¢ = 1, Problem (1) reduces to a deterministic dis-

tributed optimization problem. In Problem (1), the information
exchange only occurs between connected nodes. Similar to ex-
isting research (Duchi, Agarwal, & Wainwright, 2011; Nedic &

1 Table 1 presents the dependence on variable dimension m, number of nodes
n, number of samples q per node, sampling ratio ¢ o« 1/n, and ¢ for utility loss.
The work in Xu et al. (2021) considered nonconvex problems, and the results
are adapted to convex problems for comparison in Table 1.
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Table 1
A comparison of some related works.
Privacy Noise Perturbed Utility upper bound Non-smooth
term Convex Strongly convex regularizer
Noble et al. (2022) (FL) (e, §)-DP Gaussian Gradient o (;%) o (,,ZqLZFZ) No
Huang et al. (2015) &-DP Laplace Output - o) No
Xiao and Devadas (2021) (ADMM) (&, 8)-DP Gaussian Output o (”Br/nzg) - No
Xiao and Devadas (2021) (DGD) (e, 8)-DP Gaussian Gradient O(ﬁ) - No
Xu et al. (2021) (e, 8)-DP Gaussian Gradient O(g) - No
This work (e, §)-DP Gaussian Gradient o0 (‘{7—':7‘) o (;;’—fz) Yes

Ozdaglar, 2009), we use a doubly stochastic matrix W € [0, 1]™"
to encode the network topology and the weights of connected
links at time t. In particular, its (i, j)-th entry, wj, denotes the
weight used by i when counting the message from j. When wj; =
0, nodes i and j are disconnected.

2.2. Conventional DDA

The DDA algorithm originally proposed by Duchi et al. (2011)
can be applied to solve Problem (1). In particular, let d(-) > 0 be a
strongly convex function with modulus 1 on dom(h). Each node,
starting with zim = 0, iteratively generates {z.(t) X0

;75 X; ' }e=1 according
to

X = argmin | ", %) + t(h(0) + yed(0)} 2)
XeRM
and
n
400 =3y (47 +7). (3)
j=1

where {y;}r>1 is a non-decreasing sequence of parameters, wj;
is the (i, j)th entry of matrix W, Qj(t) € al]-(x](t), sj(t)) denotes the
stochastic subgradient of local loss over xj(.t) with Sj(t) uniformly

sampled from D;, and Blj(x]([), ‘;‘j([)) represents the corresponding
subdifferential. Throughout the process, each node only passes
z; to its immediate neighbors and updates x; according to (2).
Existing DDA algorithms, when applied to solve Problem (1),
converge as O(1/+/t) (Colin, Bellet, Salmon, & Clémencon, 2016;
Duchi et al., 2011).

2.3. Threat model and DP

In a distributed optimization algorithm, messages bearing in-
formation about the local training data are exchanged among the
nodes, which leads to privacy risk. In this work, we consider the
following two types of attackers.

o Honest-but-curious nodes are assumed to follow the algo-
rithm to perform communication and computation. How-
ever, they may record the intermediate results to infer the
sensitive information about the other nodes.

e External eavesdroppers stealthily listen to the private com-
munications between the nodes.

By collecting the confidential messages, the attackers are able
to infer private information about the users (Zhu & Han, 2020).
To defend them, we employ tools from DP. Indeed, DP has been
recognized as the gold standard in quantifying individual privacy
preservation for randomized algorithms. It refers to the property
of a randomized algorithm that the presence or absence of an
individual in a dataset cannot be distinguished based on the

output of the algorithm. Formally, we introduce the following
definition of DP for distributed optimization algorithms (Zhang,
Khalili et al., 2018).

Definition 1. Consider a communication network, in which each
node has its own dataset D;. Let {zl.(t) : i = 1,...,n} denote
the set of messages exchanged among the nodes at iteration t. A
distributed algorithm satisfies (&, §)-DP during T iterations, if for
every pair of neighboring datasets D = U ;D; and D" = U, Dj,
and for any set of possible outputs O during T iterations we have

Pz, i=1,...,n)l_, € O|D]
<epPriiz",i=1,...,n)_ € 0D +56.
3. Differentially private DDA algorithm

In this section, we develop the differentially private DDA algo-
rithm, followed by its privacy-preserving and convergence prop-
erties.

3.1. Node subsampling in distributed optimization

As explained in Section 1, parallelized local gradient queries in
distributed optimization necessitate stronger noise to achieve DP
and therefore deteriorate utility. To circumvent this problem, we
only activate a random fraction of the nodes at each time instant
to perform averaging and local optimization. This allows us to
amplify the privacy of the algorithm, and thereby achieving the
same level of DP with noise weaker than in existing works.

Definition 2. For every t > 1, an integer number of it nodes are
sampled uniformly at random with some ¢ € (0, 1].

The sampling procedure gives rise to a time-varying stochastic
communication network. Slightly adjusted to the notation in Sec-
tion 2.1, we let W € [0, 1]™" be a random gossip matrix at time
t, where the (i, j)th entry, ngt), denotes the weight of the link (i, j)
at time t. Denote by A and AV = {jlj # i, ngt) > 0} the set of
activated nodes and the set of i’s neighbors at time ¢, respectively.
It is worthwhile to point out that W and : are dependent. That
is, we have () > 0 fori € N andj € A", and w’ = 0
otherwise.

For the gossip matrix W), we assume the following standard
condition (Liu, Zhou, Pei, Zhang and Shi, 2022).

Assumption 2. For every t > 1, (i) W® is doubly stochastic?; (ii)

W is independent of the random events that occur up to time
t — 1; and (iii) there exists a constant 8 € (0, 1) such that

\/p (Ew [W(r)TW(r)] _ %) <8, (4)

2 w1 = 1 and 1"'W® = 17 where 1 denotes the all-one vector of
dimensionality n.
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Algorithm 1 Differentially Private DDA

Input: & > 0, a > 0, a strongly convex function d with
modulus 1 on dom(h),and T > 0
output: X" = A7 ST ax

“) = 0 and identify x

1: Initialize: set z;
i=1,
2 fort: 1,2,...,Tdo
For active nodes i € N'©;

according to (6) for all

3. &Y ~ Uniform(1, ..., q} and v(t) ~ N0, o2I)
4: release §,.m + ul.(t)

. (t) 5(t) (t) . (t)
5. collect z + at(gj +y ) from all nodes j € N,
6: update zi(tﬂ) by (5)

7: compute x(tH) by (6)

For inactive nodes i ¢ N
8: set zf (t) and x(tH) xgt)
9: end for

where p(-) denotes the spectral radius and the expectation E[-]
is taken with respect to the distribution of W) at time t.

3.2, Private DDA with stochastic subgradient perturbation

Next, we introduce a differentially private DDA algorithm pre-
sented as Algorithm 1.

The update for the local dual variable zi(f) reads

(t+1 Z w(r) (z + a[n(t)g_J ) ’ (5)

© _ g".j(t 4 v(f) .t ~ N(O 021) gj(f) c al( E(f))
with sj” uniformly sampled from Dj, 771. ) indicates whether node
i performs local update at time t, i.e.,

([)_{1,
n = 0

and {a; > O0};>1 is a sequence of non-decreasing parameters.
The non-decreasing property of {a;};>1 is motivated by that,
when the objective exhibits some desirable properties, e.g., strong
convexity, assigning heavier weights to fresher subgradients can
speed up convergence (Lu, Freund, & Nesterov, 2018; Tao, Li, Pan,
& Tao, 2021). In the special case where a; = 1, ngr) =1lando =0,
(5) reduces to the conventional update in (3).

Equipped with (5), node i, active at time t, can perform a local
computation to derive its estimate about the global optimum:

where g

if i active
otherwise

X = argmin { (2, %) + e h(x) + vead(9)] (6)
XxeR

where ¢ is defined in Definition 2, A; = Ztr:1 a; and {y;}i>1 is a

non-decreasing sequence of positive parameters. By convention,

we let Ag =ap=0and yp =0.

For general regularization h(x), the update in (6) requires the
knowledge of . This requirement is necessary due to technical
reasons. More precisely, due to node sampling, the term (z (tH), X)
in (6) serves as a linear approximation of «fi(x)/n rather than
fi(x)/n in standard DDA (Duchi et al., 2011). Thus, one scales up
h(x) also with ¢ in (6) in order to solve the original problem in
(1). In the special case where h(x) is the indicator function of a
convex set, the knowledge of ¢ is not needed since th(x) = h(x).

The overall procedure is summarized in Algorithm 1. Each
node i = 1,...,n initializes me = 0 in Step 1. At each time
instant t, only active nodes i € N update zi(tﬂ) and x?”l) by
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following Steps 3-7. In particular, each active node computes
and then perturbs the local stochastic subgradient in Step 3
and 4, respectively, followed by the information exchange with
neighboring nodes in Step 5. Then, zi(tﬂ) and xEtH) are updated
in Steps 6 and 7. For inactive nodes at each time instant t, they
simply set z(tH) (t) and x(”’l) (f)

Remark 1. There are two common approaches to achieve DP
for optimization methods. The first type disturbs the output of a
non-private algorithm (Zhang, Zheng, Mou, & Wang, 2017), and
the second type perturbs the subgradient (Bassily et al., 2014;
Wang et al., 2017). The former involves recursively estimating the
(time-varying) sensitivity of updates (Wang & Nedi¢, 2023). This
makes the propagation of DP noise and its effect on convergence
difficult to quantify (Wang & Nedi¢, 2023). In this work, we adopt
the latter approach in Algorithm 1, where we introduce Gaussian
noise to perturb the stochastic subgradient g;. By leveraging the
time-invariant sensitivity of the gradient query, we can effec-
tively conduct both privacy and utility analyses in the presence
of non-smooth regularization. It is worth noting that, in this
scenario, the step-size scheduling rule allows for control over
utility.

3.3. Privacy analysis

To establish the privacy-preserving property of Algorithm 1,
we make the following assumption.

Assumption 3.
dom(h),

[li(x, &) — L(y, &)l < Llx —yll.

By Assumption 3, we readily have that each fi(-) is L-Lipschitz.
Next, we state the privacy guarantee for Algorithm 1. The proof
can be found in Section 4.1.

Each (-, &) is L-Lipschitz, i.e., for any x,y €

Theorem 1. Suppose Assumption 3 is satisfied, and a random
fraction of the nodes with ratio « € (0, 1] is active at each time
instant. Given parameters q, ¢ € (0, 1], and &y € (0, 1], if

272
o2 > 32:°L°T log(2/60)
= q2e?

and T > 5q*c?/(4?), then Algorithm 1 is (e, 8)-DP for some
constant § € (0, 1].

Remark 2. A few remarks on the results in Theorem 1 are in
order:

(i) It can be verified from the proof of Theorem 1 that Algo-
rithm 1 is (&, 8)-DP after t < T iterations with

N E
<=+ —e 7
£=\s5rf T art )

(ii) Theorem 1 emphasizes that, to achieve a prescribed privacy
budget during T iterations, the noise variance o2 is related
to the DP parameters (&, §), the Lipschitz constant L of
the loss, the number of samples per local dataset, and the
iteration number T. Notably, the lower bound for variance
is weighted by (> < 1, meaning that the same level of DP
can be achieved with reduced noise.

3.4. Privacy-utility tradeoff

Next, we perform a non-asymptotic analysis of Algorithm 1,
followed by an explicit privacy-utility tradeoff.
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Motivated by Duchi et al. (2011), we define an auxiliary se-
quence of variables:

Y = argmin { Y, %) + (A 1h(x) + yead(x)} (8)
XeRM
where 7\ = %ZL] zi([) and {zi([) 1i=1,...,n}> are generated

by Algorithm 1. The convergence property of y©) is summarized
in Theorem 2, whose proof is provided in Section 4.2.

Theorem 2. Suppose Assumptions 1, 2, and 3 are satisfied. For all
t > 1, we have

AE[FGY) — F(x)]

r 2 2
2/muL 9
< L/td(x*)—l- Z B - (IVI + mo + Al U), ©)
t — WAL + yr 2 1-8

where o is defined in Theorem 1, J) = A;'3_ a ), M =
tI?/2 +2./11? /(1 — B), and the expectation is over the randomness
of the algorithm.

From the error bound in (9), we observe that the last two
terms are contributed by the noise. How the noise affects the
error bound is determined in part by the hyperparameters of the
algorithm. Next, we first investigate the choices of a; that lead to
optimal convergence rates for Algorithm 1 with o = 0; the results
for strongly convex and general convex functions are presented
in Corollaries 1 and 2, whose proofs are given in Appendices C
and D, respectively.

Corollary 1. Suppose Assumptions 2 and 3 are satisfied. In addition,
Assumption 1 holds with u > 0, i.e.,, h(x) is u-strongly convex. If
o=0,

a =t and y, =0,

then forallt > 1,andi =1, ..., n, we have

T . 16 [I*(logt+1) M

= EIEY —x)7) < . R )
n t4+1 \ w21 =Byt 4

where fcgt) =AY, arng) and M is a positive constant given in
Theorem 2.

Remark 3. Corollary 1 indicates that the non-private version of
Algorithm 1, i.e,, 0 = 0, attains the optimal convergence rate
O(1/t) when Problem (1) is strongly convex. Compared to the
algorithm in Yuan, Hong, Ho, and Jiang (2018), where the authors
focused on constrained problems, the proposed algorithm han-
dles general non-smooth regularizers. Furthermore, the results
can be extended to the case where each fj(x) but not h(x) is
strongly convex by following a similar idea in Liu, Zhou et al.
(2022).

Corollary 2. Suppose Assumptions 2 and 3 are satisfied. In addition,
Assumption 1 holds with u = 0, i.e., h(x) is general convex. If o = 0,

a =1 and y, = y/t,

then forallt > 1,andi =1, ..., n, we have

- d(x*) + 2M
E[FGY) - F(x*)] < ——F——, (11)

[FG | i
where 5O = =130y and M is a positive constant given in
Theorem 2. In addition, for allt > 1,andi =1, ..., n, we have
1< 2Ly/L
(6 ~(1)

=) Elx =y < ——————, (12)
n ,221 ' y(1— Bt

St) _ -1 t (1)
where " =t~ _ x".
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Under the same hyperparameters, we study the privacy-utility
tradeoff of Algorithm 1 with ¢ # O for strongly convex and
general convex functions in Corollaries 3 and 4, whose proofs are
presented in Appendices E and F, respectively.

Corollary 3. Suppose Assumptions 2 and 3 are satisfied. In addition,
Assumption 1 holds with u > 0, i.e., h(x) is u-strongly convex. If

a=t, y=0,
2.2
and B € (1 — /1/e, 1], then for T = o(ﬁ(l_mgmiemg(w) and
i=1,...,n:
1o . mi?1? log(1/8
n i=1 nq-e

where RET) =AY, atxgt), and &y is defined in Theorem 1.

Corollary 4. Suppose Assumptions 2 and 3 are satisfied. In addition,
Assumption 1 holds with u = 0, i.e., h(x) is general convex. If
a=1 yn=y, (14)
and ¢ < 1 — B, then the following holds for T =

2.2

e .
© <L3(1—ﬁ)2m10g(1/50) ’

[2 + d(x*)) /miTog(1/8
BIFG) — Focy < o [ EH4) 8L1/%) (15)
yqe
and
1 Ly/milog(1/5,)
=Y El% -y s S—m——
270 e
fori=1,....n where 30 = L ST yO D = 15T X% and

8o is defined in Theorem 1.

Corollaries 3 and 4 highlight that the sampling procedure
lowers down the utility loss for both strongly convex and general
convex problems. In particular, the utility loss in the strongly
convex case becomes (> ~ 1/n? times smaller than that without
sampling. For general convex problems, the utility loss is 4/t times
smaller. They also suggest that the number of iterations increases
in order to achieve a lower utility loss.

4. Proofs of main results
This section presents the proof of Theorems 1 and 2.
4.1. Proof of Theorem 1

We start by introducing some useful properties of DP (Dwork,
2006; Girgis, Data, Diggavi, Kairouz, & Suresh, 2021; Kairouz et al.,
2015).

Lemma 1 (Gaussian Mechanism). Consider the Gaussian mechanism
for answering the query r : D — R™:

M =r(D)+v,

where D € D, v ~ N(0, ?I). The mechanism M is (/210g(2/8)
A/o, 8)-DP where A denotes the sensitivity of 1, i.e, A = supp py
(D) — r(D)]l.

Recall from Algorithm 1 that, at each iteration, m: nodes
are sampled from n nodes at random, and each activated node
randomly selects a data sample from ¢ instances to compute
stochastic gradients. Although such a sub-sampling is not uni-
form, i.e., the subsets of n: data samples are not necessarily cho-
sen with equal probability, it still helps amplify the privacy (Girgis
et al,, 2021, Lemma 10).
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Lemma 2 (Privacy Amplification by Subsampling). Suppose M is an
(¢, 8)-DP mechanism. Let samp,. ., : U™ — U"? be the subsampling
operation that takes a dataset belonging to U™ as input and selects
uniformly at random a subset of r, < ry elements from the input
dataset. Then, the mechanism

A(D) = samp,, ,(G1, . .., Gn)

where G; = samp {(M(&(& "), ..., M(&(E®)) and §(€) is a
subgradient of I; evaluated over data point & is (In(1 + ((e® —
1)/q), 18/q)-DP,

Lemma 3 (Composition of DP). Given T randomized algorithms
A1, ..., Ar, ..., AT : D — TR, each of which is (e;, §;)-DP with

€ (0,0.9] and §; € (0,1]. Then A : D — R' with A(D) =
(Ay(D), ..., A(D)) is (&, §)-DP with

&
Z 2¢?logle + ———
i=1 i=1
and
k
F=1-(1-8]]1 -8
i=1

for any &' € (0, 1].

Lemma 4 (Post-Processing). Given a randomized algorithm A that
is (e, §)-DP. For arbitrary mapping p from the set of possible outputs
of A to an arbitrary set, p(A(-)) is (e, §)-DP.

We are now in a position to prove Theorem 1.

DP at each time t: We begin by noting that the subgradient
perturbation procedure at time t, denoted by M, is a Gaussian
mechanism whose sensitivity, by Assumption 3, is A < 2L. Based
on Lemma 1, M; is (&, §g)-DP with

2L/210g(2/50)
g

& =
for any &g € [0, 1]. Due to the conditions on o and T, we obtain
812 log(2/6 g2
g2 — SLT108(2/%0) _ T o2, (16)
o? e
Denote by A; the composition of M; and the subsampling pro-

cedure. Upon using Lemma 2 and (16), we obtain that A; is
(ef, t80/q)-DP with

N Gl N (1 Gl 1)>.
q q q

In addition, because of (16), we get &, = 2tg;/q < 2&; < 0.9 and

T T
812 log(2/80) &2
N i o ()
t=1 t=1 t=1
DP after T iterations: Consider the composition of A1, ..., A,

., Ar, denoted by .A. Based on the aglvanced composition rule
for DP in Lemma 3, we obtain A is (&, §)-DP with

Zm d

&= 228 log(e Ze
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and § = 1—(1—8)1— &) forany § e
there holds

(0, 1]. Furthermore,

where we fix 8’ = \/>"[_, &> < 1 and use (17) to get the second

inequality. By setting § = §, we have that A is (¢, §)-DP.

DP after postprocessing: The intermediate results {z”)}7_, are
computed based on the output of 4, i.e., perturbed subgradients.
By the post-processing property of DP in Lemma 4, Algorithm 1
also satisfies (e, §)-DP specified in Definition 1.

4.2. Proof of Theorem 2

Before proving Theorem 2, we present two useful lemmas
whose proofs are given in Appendices A and B.

Lemma 5. For the sequence {x?” :i=1,...,n}1 generated by
Algorithm 1 and the auxiliary sequence {y\")},~, defined in (8), one

has that forallt > 1andi=1,...,n,
1 — (L
Ly e[ - yoy] < SOV (1)
n= (1= B) A + v1)
and
1 n 2 L2 2
7ZE[”XEO 0| ] < a; ( 2+mo ) 5 (19)
n & (1= BP (A + 11)
Lemma 6. Forall t > 1, we have
1 t 1 .
Y ) ( (176,90 x) 4 by h(x*))
i=1 =1
5 (20)

n %d(x*).

1 n
- Z nl(f);(f)
i=1

Now we are ready to prove Theorem 2. Upon using A; =
> _, a., convexity of f ;= n~' 3% | f;, and L-Lipschitz continuity
of each f;, we have

A (FG) = F(x)
< Zaf (FO'™) = £(x))
fZZarﬁ )

rl]_

IS Y -

=1 j=1

< — S —
a Z;L(MLAmLVr)

(21)

(V) + f(x

t
1
() - (7)
5N+ =D e,
=1

)= f(x")

IA
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where ¢V = 37! | a, (j}(xj(-r)) - fj(x*)). Further using convexity
offi,j=1,...,n, we have

n
(1) (r) () _ %
¢ szar<gj X X>
j_
=79 )+ S (6

+ <gj(r) _ ;.j(f),y(r) _ X*> )’

_ ym) (22)

where ) = n—1 S, Y. Therefore,
Ac(FG) = F(x)

t

<A (FG) = Fx) + ) ar (™) — h(x"))

=1

— Ol + h(y™) — h(x*)

(23)

where we use

> a.

and F = f + h in the first inequality, and use (21), (22) in the last
inequality. Due to uniform node sampling with probability ¢, we
have

— h(y™)) < A (h(x*) — hG"))

3

ieN(t)

L Fe )

where E, denotes expectation conditioned on {ng), i=1,...,n}.
Therefore, by putting the conditioned expectation on (23) and
using the law of total expectation, we obtain

AE [FGY) - F(x")]
<Y (23w
=1 j=1
t
- %Zarﬂf [< Zn,” &7y Xﬂ
AT Tl -]

=1 j=1

YU+ E[h(/™) — h(x*)]

Since uj(r) and Qj(r) are independent of y{*) and ]E[gj(”] = gj(r), we
have

" [<g‘(r) — g7y - x>]
=E[<g —g7. " X>] —HE[<—

=0.

U;T), y(r) _ X*>:| (24)
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Therefore, we obtain from Lemma 6 that

AE[FGY) — F(x")]
2

_l n
E Z n?”;“,-(”

i=1

+ L) Z ZLar [

1]11

1 a
AV
2 =LA+ ) (25)

'~y ].

Furthermore, we have
2

L 2
= Z t9| < . Z Hgi(r)
ieN(®) ieN(®)
Since
2 n 2
) )
> e | =m0
ieN(t) i=1

we remove the conditioning based on the law of total expectation
to obtain
2}

1 2 <
ORUE IR I
i=1 i=1
2 " 2 2
¢ A(7) (v)
<52 ([l <[ 1)
i=

A% + mo?),
where we use the fact that vl.(r) is independent ofgff). By plugging
the above into (25) and using Lemma 5, we arrive at (9) as
desired.

n

lz (1), (2)
n nl i

i=1

5. Experiments

In this section, we present experimental results of the pro-
posed algorithms.

5.1. Setup

We use the benchmark datasets epsilon (Sonnenburg, Ritsch,
Schéfer, & Scholkopf, 2006) and rcv1 (Lewis, Yang, Russell-Rose, &
Li, 2004) in the experiments. Some information about the datasets
is given in Table 2. We randomly assign the data samples evenly
among the n = 20 working nodes. The working nodes aim to
solve the following regularized SVM problem:

mxin {F(x) = % ;f,-(x) + h(x)} , (26)
where

Zmax{o 1—yY <C,U), >} (27)

{C(’ ,yl jq 1 := Dj are data samples private to node i. In the ex-
periment, we consider two choices of the regularizer, i.e., h(x) =
#l1x]l1 and h(x) = p||x[|3 where ¢ > 0 and u > 0 will be specified
later.

Throughout the experiments, we consider a complete graph
with n = 20 nodes as the supergraph. Based on it, we consider
two edge sampling strategies, that is, 1 or 2 edges are sampled
uniformly at random from the set of all edges at each time instant.
The corresponding gossip matrices are created with Metropolis
weights (Xiao, Boyd, & Kim, 2007).
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Table 2
Properties of the datasets.

Datasets # of samples # of features
epsilon 400000 2000
revl 677399 47236
10° 88
86 1
% g 84+
€ >
R £ g
3 2
3 o
0 ©
g 2
Ig ﬁ 80
=] =
78 1
2 —<&— Liu et al. (2022a)
107 - (=01
761 | - (=02
0 1 2 3 0 1 2 3
epoch epoch

Fig. 1. Performance comparison between Algorithm 1 and Liu, Johansson et al.
(2022) for I -regularized SVM with ¢ = 0.8.

Some common parameters used in the two sets of experiments
are introduced in the following. For the parameters of DP, we
consider ¢ € {0.2,0.4,0.6,0.8, 1} and §o = 0.01. The random
noises in these two cases are generated accordingly based on
Theorem 1. The convergence performance of the algorithm is
captured by suboptimality, i.e., F(n~! Z?zl )?Et))—F(x*), versus the
number of iterations, where the ground truth is obtained by the
optimizer SGDClassifier from scikit-learn (Pedregosa et al., 2011).

5.2. Results for l,-regularized SVM

Set h(x) = ul||x||?/2 with x = 0.0005. Since the problem is
strongly convex, we set a; = t and y; = 20.

We set ¢ = 0.8 and compare the convergence performance
between (Liu, Johansson and Shi, 2022) and Algorithm 1 under
different choices of ¢ € {0.1, 0.2}. Fig. 1 shows that Algorithm
1 with both choices of ¢ outperform (Liu, Johansson et al., 2022)
in terms of convergence speed and model accuracy. Furthermore,
the use of larger ¢ in Algorithm 1 leads to higher utility loss,
which verifies Corollary 3. We observe that selecting a higher
number of sampled nodes at each step leads to improved network
connectivity as well as increased noise. The findings from Fig. 1
indicate that, in this specific example, the impact of increased
noise on convergence performance may outweigh the benefits of
enhanced connectivity.

Next, we examine the performance of Liu, Johansson et al.
(2022) and Algorithm 1 under a set of DP parameters. The result
in Fig. 2 illustrates that increasing the value of e-indicating a less
stringent privacy requirement-results in decreased utility loss
across all the methods. This can be attributed to the fact that a
smaller value of ¢ corresponds to a more stringent differential
privacy (DP) constraint, necessitating a stronger noise to perturb
the subgradient. In addition, the performance gap between Algo-
rithm 1 and Liu, Johansson et al. (2022) is more significant for the
case with smaller ¢, i.e., a tighter DP requirement.

DP parameter &
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100 88
86 |
%‘ g 84 4
1S >
g 107 g 82
] 2
3 o
) ©
g 2
£ + 807
g 8
78 A
2 —<4— Liu et al. (2022a)
1075 - (=01
76 —— (=02
0.2 02 04 06 08 10

DP parameter ¢

Fig. 2. Privacy-utility tradeoff in I -regularized SVM. The suboptimality and
accuracy are evaluated after 3-epoch training.

10! 100.0

- (=0.1

97.5 4 —— (=0.2

95.0

92.5 1

90.0 1

87.5

training suboptimality
=
(=}
>

testing accuracy (%)

85.0

82.5 1

107t

T T T 80.0 - T T T
1 2 3 0 1 2 3

epoch epoch

o

Fig. 3. Performance comparison between Algorithm 1 with different ¢ for
l;-regularized SVM with ¢ = 0.4.

5.3. Results for Iy-regularized SVM

Set h(x) = ¢||x||; with ¢ = 0.0005. In this case, the problem in
(26) is convex with a non-smooth regularization term. According
to Corollary 2, we set y; = 0.01+/t and a; = 1 in the experiment.

First, we set ¢ = 0.4 and compare Algorithm 1 under different
subsampling ratios. The findings depicted in Fig. 3 illustrate a
similar trend: As the subsampling ratio : decreases, the utility loss
diminishes correspondingly. Additionally, we present the results
for Algorithm 1 with various DP parameters in Fig. 4. Notably,
for both selected subsampling ratios, we observe a degradation
in utility as the DP parameter ¢ decreases.

In summary, the experimental results reveal the effectiveness
of the proposed algorithms and validate our theoretical findings.

6. Conclusion

In this work, we presented a class of differentially private DDA
algorithms for solving ERM over networks. The proposed algo-
rithms achieve DP by (i) randomly activating a fraction of nodes at
each time instant and (ii) perturbing the stochastic subgradients
over individual data samples within activated nodes. We proved
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10! 100.0

- (=0.1

97.5 4 —— (=0.2

95.0
92.5 1
10° 4

90.0 1

87.5

training suboptimality
testing accuracy (%)

85.0

82.5 1

101+ T T T r 80.0 T T T T
02 04 06 08 1.0 02 04 06 08 1.0

DP parameter € DP parameter €

Fig. 4. Privacy-utility tradeoff in [;-regularized SVM. The suboptimality and
accuracy are evaluated after 3-epoch training.

that our algorithms substantially improve over existing ones in
terms of utility loss.

There are numerous promising directions for future endeavors.
Firstly, an intriguing avenue to explore is the heterogeneous case,
where nodes exhibit substantial variations in dataset size and/or
Lipschitz constants. Secondly, it is worthwhile to investigate the
high probability convergence of the proposed algorithms.

Appendix A. Proof of Lemma 5

Notation: To facilitate the presentation, we introduce the follow-
ing notation. Define W) = W) ® I. Given a real-valued random
vector x, we let

X1z = vELlIx]*]. (A1)

Accordingly, for a square random matrix W, we denote ||W |z =

SUp =1 |Wx||g. Denote y) = 1® y) and
(t) (t) (t) (t)
Z1 X] é‘ n]
= [ xO=]: |, 0=]: | 40= (A2)
) 3 £l "
Proof. This proof consists of three parts. First, we prove
1
IO —yO) < ——— 29— 102" (A3)
Ve + wihr ”
where Z(t) =n~' Y !, z(t). Second, we prove
2
(£) (1) 2 2
z 1®z n(L® + mo
. L Mt o) (A4)
ag ag - (1-58)

Finally, we conclude the proof using these two inequalities.

Part (i) Following Liu, Zhou et al. (2022, Lemma 5), we have
A h(x) + yd(x) is (wtA; + y,)-strongly convex, and ¥, defined
by

W (w) = sup {(w, ) — Ah(x) — y,d(x)}, (A5)
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has (utA, + v, )~ '-Lipschitz continuous gradients. Let () =
n'yln (t) and o be the Hadamard product. Due to

4(t+1 (1T ®1) (t4+1)

17 ®I
_ WO (29 + a0 £0)

n
_(a'en

(29 + a0 g
= E(t) + atG(t),

we have y(*) = vy * ( Szl a ) = V@ (—z). In addition,

- VlI/T*(—Z,(’)), Vi =1, ..., n, which gives us (A.3).

Part (ii) When t = 1, since z") = 0 for all i, we have ") = 0 and
therefore (A.4) satisfied. Next, we consider the case with t > 1.
Let Zt+D) = 2+ — 1 @ Z+Y, Then,

Tt — W(” (i(’) +a, (n(” oM -1® 9(’))) , (A.6)
where W' " = WD @ I and WD
iterating (A.6), we obtain

_ -1 1’
= wt-D — 1 By

—_

t—

#0 =YW e (10 —1000)
=1
- - (A7)
At T T

- w a; (17 0 £9)

=1

T,t—1) (t=1) ~ (1) . (1) (7)

whereW W ..W " Since1®6'" = (1®I1)0'") and

(A®B)(C®D) = (AC)® (BD), we have (W(f~f—1) ® 1) (1®60) =
((VNV(”*”I) ® I) 6 = 0. Therefore, (A.7) can be rewritten as,
vt > 1,

Zl (r,t—1) a Ocr))

Upon taking the norm defined in (A.1) on both sides and using
the Minkowski inequality (Gut, 2013), we obtain

1295 < Za,
Consider
e
(l)]E [( ;(T) (W (tt 2)) <(V~V(t—1))rw(f—1)>

% W(z.t—z (n(f) o ;(r)) ]
2w e Lo o o)

(m) (,6-2) 2
= W 0 o)

(1'[ 1) ([) ° ;(1)) H . (Ag)
E

g [ (40 0 g0

where we use (A ® B)(C ® D) = (AC) ® (BD) and that W= s
independent of the random events that occur up to time t — 2 to
obtain (i) and (ii), respectlvely, (iii) is due to E[(W(ED)T W=1D] =
E[(WD)TW=D]— 11 and (iv) is by iteration. Therefore, we get
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from (A.8) that

t—1
1295 < Zﬂfff”at
< Zﬂ[ T— ] (t)
< Zﬂ””ar EACES
=1

w' (1™ 0 £)

E

7020,

where the last inequality is due to HVV(T)H < 1, leading to
E
-1 2
17115 < (Z a7 1o cm\\E)
t—1 t—1 . P
(T ) (S er oLy
=1

=1
T— T T2
< e o,

where the second inequality is due to (w+v)?* < 2w?+2v%. Upon
dividing both sides by a? and using 0 < a, < a;, VT < t, we have

IA

F) |12

. ]””(I ;'(f ”E - m(L + mo?)
ag

E a; (1-87

Part (iii) Based on (A.3) and (A.4), we have

(L% + mo?)a? B
> x —y D)2 > ) 5" — y O3
(1= B2(wtAr + ¥ )? E Z ! E

By the Jensen’s inequality, we have

E[IIxY —y?)] < /Ix0 —yO2 < /il + Vmo)a .
(vt + WA (1 = B)

This together with the bound between [; and l,-norms, i.e., ﬁ
Y I = YOI < X0 — yO yields
n
n(L + /mo)a
D RN -y = (A.9)
— (vt + wiA)(1 = B)

Appendix B. Proof of Lemma 6

Proof. Recall (A.5)
¥ (w) = sup {(w, x)
X

Since —R. (-,

— tAch(x) — yod(x) == Re(x, w)} .

w) is (utA; + y;)-strongly convex, we have

-1
oo e)
k=1

where 60 = n=1 Y 0¢® and w7 has (juA, +y, ) '-Lipschitz
continuous gradients, see, e.g., Liu, Zhou et al. (2022, Lemma 5),
implying

T
‘I/: (— Z a;ﬂ“”)

< W: < Zake("))

a o[

(r) Q(T
M 2(uA; + y:)
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Upon using y, is non-decreasing and d(x) > 0, we have

( Zake ") =R, ( Zake(">>

=R (y“% - Z ake“‘)) — ah(y™)
k=1

+ (Vee1 — ¥ )d)

-1
<Rey (y“% -3 akG“‘)) — 1a:h(y"™)
k=1
-1
gl (—L Zake(k)) —wah(y'™).

k=1

(B2)

Upon plugging (B.2) into (B.1) and summing up the resultant
inequality from t = 1 to T = t, we have

t
Y a (0, ¥ + (™)
=1

< v Za gt +Z a6
- ¢ 2(uiAr + yvr)

Note that 'V = V¥*(0), Ap = 0 and y, = 0 by definition,
implying that ¥(0) = 0. Further considering

Z a- (0", —x*)
+ sup { Za/ (0", %) — tAch(x) — th(x)}
'8 <_ Z akg(ﬂ) + Ach(x") + yed(x™),

k=1

< Ah(X") + yed(x")

we obtain
t
> ac (00,57 = x) + ¢ () — hx)))
=1
(B.3)
a2 69|

+ yed(x¥).

—Z

Dividing both sides by ¢ > 0 leads to the desired inequality.

2(wA: + yz)

Appendix C. Proof of Corollary 1

Proof. We obtain from the update of A; in Algorithm 1 that

t 2 t 2
a; 2T 2t

S i = L e < o
Aty Hr(t+1) T
Due to pu-strong convexity of F, we have

n n
D IR —xP <2 Z IR0 — 501 + 2070 — x|
i=1 i (C2)

<208 -7+ = (F(y) Fix)).
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Upon using convexity of the l;-norm and (19), we obtain

ZZa I —

=0 i=1
1« a3 nl?
Sy ((1—ﬂ)2)
4anI? ‘1
BY Ea— =

<

w2A(1 —
By putting expectations on (C.2) and using (C.3) and (9), we arrive
at (10) as desired.

SHE Sl

(C.3)

4nl*(logt + 1)
w2A(1 - BY

Appendix D. Proof of Corollary 2

Proof. Under the choices of a; = 1 and y, = y+/t, we have

2 t
a 1 1 2
e Iyl 2g
WA +ye Yy VT Ty

=1
Therefore, by using (9) and (18

), we obtain for all t > 1,

- d(x*) +2M

E[FGY) — F(x")] < ————
[FG'") — F(x")] < W

and
1¢ 0 L/
S R[N -yl s =Y =1
n ; ' y(1— Bt
respectively. Since l,-norm is convex, we have
1 < ) 211
- > EIEY -7 < — -
n ; ' Z ﬂ)«/_ y(1—BIt
Appendix E. Proof of Corollary 3
Proof. By (C.1), we have

- y 4M 80m log(2/8¢)1*L?
EIFG™) — F(')] < 2/%

pu(T +1) ng*e

N 16.,/10m log(2/58, )L
nge(1— VT +1

where M is a positive constant defined in Theorem 2. Similar to
(C.3), we have

— ZEI:lr(T y(T)”ZiI <

. . q2€2
Following (C.2), we set T = O (—ﬁu—,s)zmlogu/so)

8(L? + mo?)logT + 1)
u2I(T +1)(1 - B

) to obtain (13).

Appendix F. Proof of Corollary 4

11
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Proof. By the specific choices of parameters in (14), we obtain
from (9) that

E[F(7™) — F(x*)]
" 372 T
- d(x*)+ 2M " 40me>L* log(2/8) Z 1
YT yq*e? ~Jt
4./ T0mTog(2/80)iL?
i tlog(2/80) Z
yae(1— BINT NG
- d(x*) + 2iM 8«/10mL log(2/50)LL2
T T yqe(1—B)
N 80mc3L2 log(2/80)/'T

)/q252

where the last inequality is due to >/_, 7 <1+ I

q2£2

B(1—pRmlog(1/30)
(15). In addition, similar to (D.1), we have

- ZE[II“(T) ol

- L+ﬂa)ﬁ o (L«/mtlog(l/éo))
T oy(1=BWT T vqe '

1
Jdt < 24/t

Uponusingt<1—g8andT =0 < ) we arrive at
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