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This paper investigates privacy issues in distributed resource allocation over directed networks, where
each agent holds a private cost function and optimizes its decision subject to a global coupling
constraint through local interaction with other agents. Conventional methods for resource allocation
over directed networks require all agents to transmit their original data to neighbors, which poses the
risk of disclosing sensitive and private information. To address this issue, we propose an algorithm
called differentially private dual gradient tracking (DP-DGT) for distributed resource allocation, which
obfuscates the exchanged messages using independent Laplacian noise. Our algorithm ensures that
the agents’ decisions converge to a neighborhood of the optimal solution almost surely. Furthermore,
without the assumption of bounded gradients, we prove that the cumulative differential privacy loss
under the proposed algorithm is finite even when the number of iterations goes to infinity. To the best
of our knowledge, we are the first to simultaneously achieve these two goals in distributed resource
allocation problems over directed networks. Finally, numerical simulations on economic dispatch
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problems within the IEEE 14-bus system illustrate the effectiveness of our proposed algorithm.
© 2025 Elsevier Ltd. All rights are reserved, including those for text and data mining, Al training, and

similar technologies.

1. Introduction

Resource allocation (RA) is a key issue in fields like smart
grids (Yang et al.,, 2016) and wireless sensor networks (Xiao
et al., 2004), where agents collaboratively optimize their ob-
jectives while meeting both local and global constraints. Cen-
tralized methods, however, face challenges such as single point
failures, high communication demands, and high computational
costs (Wood et al,, 2013), leading to the development of dis-
tributed frameworks that rely on agent interactions. The main
challenge in distributed resource allocation (DRA) is managing
global resource constraints that link all agents’ decisions. Zhang
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and Chow (2012) introduced a leader-follower consensus al-
gorithm for quadratic objectives. To address the limitation of
quadratic cost functions, Yi et al. (2016) proposed a primal-
dual algorithm. These works focused on undirected networks
with doubly stochastic information mixing matrices. However,
bidirectional information flows may incur unnecessary communi-
cation costs or may not exist due to sensor power heterogeneity.
To tackle this, Yang et al. (2016) introduced a distributed al-
gorithm for unbalanced directed networks using the gradient
push-sum method, though it required agents to calculate the
eigenvector of the weight matrix asymptotically. Later, Zhang
et al. (2020) explored the dual relationship between DRA and dis-
tributed optimization (DO), employing the push-pull technique
for determining explicit convergence rates.

The existing literature assumes secure transmission of raw
data, but the distributed nature of cyber-physical systems raises
privacy concerns. Messages between agents are vulnerable to
interception, risking theft or inference of sensitive data. For ex-
ample, in smart grid economic dispatch problems, transmitted
messages could expose private user patterns or financial informa-
tion. Thus, privacy-preserving algorithms for distributed resource
allocation are essential. While encryption prevents eavesdrop-
ping (Freris & Patrinos, 2016), it may not be feasible for large-
scale distributed systems with limited battery power. Beaude
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et al. (2020) used secure multi-party computation for privacy
protection in DRA, but this does not defend against external
attackers who intercept all messages. It is also inefficient due
to the complexity of computation and communication. Lii et al.
(2023) applied conditional noise to protect DRA privacy, but
their analysis was limited to quadratic cost functions and only
defined privacy as preventing the inference of the exact cost
function, which is too narrow and does not cover all scenar-
ios. In contrast, differential privacy (DP) has gained attention
for its strong mathematical guarantees and robustness under
post-processing (Dwork, 2006).

Recent studies have developed differentially private algorithms
for unconstrained distributed optimization (DO) over directed
networks. Chen et al. (2023) used state-decomposition and con-
stant noise for privacy-preserving DO, but this only preserves
privacy per iteration, leading to cumulative privacy loss over
time. Their convergence and privacy analysis also relied on gra-
dient boundedness, which is impractical for applications like dis-
tributed economic dispatch with quadratic cost functions. Wang
and Nedic¢ (2023) relaxed the gradient boundedness assumption,
ensuring e-DP over infinite iterations, but required adjacency
gradients to be identical near the optimal point. Huang et al.
(2024) showed that gradient tracking-based algorithms cannot
achieve e-DP under Laplacian noise with non-summable step
sizes. These studies assume strong convexity or convexity of
the cost functions. For non-convex objectives, privacy-preserving
algorithms have been proposed by Wang and Basar (2023a),
Wang and Poor (2022), but they rely on bounded gradient as-
sumptions and apply only to undirected graphs. For DRA with
global coupling constraints, Han et al. (2016) achieved DP by
adding noise to public signals, but this requires an additional
entity for information collection and broadcasting. Ding et al.
(2021a) preserved the privacy of cost functions for DRA, though
their work is limited to undirected networks. Wang and Nedi¢
(2024) used primal-dual algorithms for finite DP in DRA, but their
approach also applies only to undirected graphs and requires
additional variables and noise for directed graphs. For directed
networks, Lii et al. (2023) employed conditional noise for privacy
protection in distributed economic dispatch problems. However,
their privacy analysis is limited to quadratic cost functions, and
their definition of privacy lacks flexibility and generality. To
date, no work addresses differentially private DRA over directed
networks.

Motivated by the observations above, our work focuses on pro-
viding DP for DRA over directed graphs. We specifically target -
adjacent DRA problems (Definition 2), which relaxes the bounded
gradient assumption. To address global coupling constraints, we
consider the dual formulation of DRA. While the dual relationship
between DO and DRA, along with existing privacy-preserving DO
algorithms for directed networks, is well-established, it is impor-
tant to note that the dual objective function in DRA is not always
strongly convex. As a result, the analysis methods in Pu (2020)
and Huang et al. (2024) are not directly applicable. We thus
analyze the convergence of gradient-tracking with noisy shared
information for non-convex objectives, significantly extending the
analysis in previous works (Chen et al., 2023; Huang et al., 2024;
Pu, 2020; Wang & Nedi¢, 2023). We derive conditions on the
step size and noise to ensure both convergence and e-DP over
infinite iterations. A comparison of key related works is presented
in Table 1. In summary, our main contributions are as follows:

(1) We propose a differentially private dual gradient tracking
algorithm, abbreviated as DP-DGT (Algorithm 1), to address
privacy issues in DRA over directed networks. Our algorithm
masks the transmitted messages in networks with Laplacian
noise and does not rely on any extra central authority.
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(2) With the derived sufficient conditions, we prove that the
DP-DGT algorithm converges to a neighborhood of the opti-
mal solution (Theorem 2) by showing the convergence of the
dual variable even for non-convex objectives (Theorem 1).
This theoretical analysis nontrivially extends existing works
on gradient tracking with information-sharing noise for con-
vex or strongly convex objectives (Chen et al.,, 2023; Huang
et al,, 2024; Pu, 2020; Wang & Nedi¢, 2023).

(3) We specify the mathematical expression of privacy loss €
under the DP-DGT (Theorem 3) and demonstrate that the
DP-DGT algorithm preserves DP for each individual agent’s
cost function even over infinite iterations (Corollary 2). To
our best knowledge, previous studies have only reported dif-
ferential privacy results for DRA in undirected networks (Ding
et al., 2021a). Moreover, our analysis relaxes the gradient
assumption used in Chen et al. (2023), Wang and Nedi¢
(2023).

The remainder of this paper is structured as follows: Sec-
tion 2 introduces the preliminaries and problem formulation
for privacy-preserving DRA over directed networks. Section 3
presents a differentially private distributed dual gradient tracking
algorithm with robust push-pull. Section 4 details the conver-
gence analysis, followed by a rigorous proof of ¢-DP over infinite
iterations in Section 5. Section 6 provides numerical simulations
illustrating the results, and Section 7 discusses conclusions and
future research directions.

Notations: Let R? and RP*? represent the set of p-dimensional
vectors and p x g-dimensional matrices, respectively. The notation
1, € RP denotes a vector with all elements equal to one, and
I, € RP*P represents a p x p-dimensional identity matrix. We use
|l - |lz or || - || to denote the £,-norm of vectors and the induced
2-norm for matrices. We use P(.A) to represent the probability
of an event A4, and E[x] to be the expected value of a random
variable x. The notation Lap(#) denotes the Laplace distribution
with probability density function f(x|0) = 5, e M

@, where 6 > 0.
If x ~ Lap(6), we have E[x?] = 26% and E[x] = 0.

Graph Theory: A directed graph is denoted as G = (N, &), where
N = {1,2,...,N} is the set of nodes and £ C N x AN is the
edge set consisting of ordered pairs of nodes. Given a nonnegative
matrix A = [a;] € RV*N, the directed graph induced by A is
referred to as Ga = (W, &a), where the directed edge (i, j) from
node j to node i exists, i.e., (i,j) € &a if and only if a; > 0. For
anode i € \, its in-neighbor set ;" is defined as the collection
of all individual nodes from which i can actively and reliably pull
data in graph Ga. Similarly, its out-neighbor set /\/’X}jt is defined
as the collection of all individual agents that can passively and
reliably receive data from node i.

2. Preliminaries and problem statement

This section provides the preliminaries and problem formula-
tions. We first introduce the RA problem over networks and its
dual counterpart. Next, we outline the class of algorithms con-
sidered and the messages exchanged. We then discuss potential
privacy concerns in traditional algorithms and introduce concepts
related to DP. Finally, we formulate the problems addressed in
this work.

2.1. Resource allocations over networks
We consider a network of N agents that interact on a directed

graph G to collaboratively address a RA problem. Each agent i
possesses a local private cost function F; : R™ — R. Their
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Table 1
A comparison of some related Decentralized Algorithms.
Problem Topology Gradient assumption DP consideration
Zhang et al. (2020) DRA Directed No assumption X
Ding et al. (2021a) DRA Undirected Same adjacent gradients in the horizontal position €-DP over infinite iterations
Wang and Poor DO (non-convex) Undirected Uniformly bounded gradient Information-theoretic privacy at
(2022) each iteration
Wang and Basar DO (non-convex) Undirected Uniformly bounded gradient (e, 8)-DP at each iteration
(2023a)
Chen et al. (2023) DO (strongly Directed Uniformly bounded gradient €-DP over finite iterations
convex)
Wang and Nedi¢ DO (convex) Directed Same adjacent gradients near the optimal point €-DP over infinite iterations
(2023)
Huang et al. DO (strongly Directed Bounded distance between adjacent gradients €-DP over infinite iterations
(2024) convex)
Our work DRA Directed Bounded distance between adjacent gradients €-DP over infinite iterations

goal is to solve the following resource allocation problem using a
distributed algorithm over G:

weRNxm

N
min F(w) = ZFi(wi),
i—1

N N
s.t. Zwi = Zd,‘, w; €W, VieN,
i=1 i=1
where w; € R™ represents the local decision of agent i, indicating
the resource allocated to the agent, WW; C R™ refers to the local
closed and convex constraint set, w = [wy, ..., wy]T € RV*™,
and d; denotes the local private resource demand of agent i. Let
d = YV, dy and thus YN ,w; = d represents the overall
balance between supply and demand, indicating the coupling
among agents.
Throughout the paper, we make the following assumptions:

Assumption 1 (Strong Convexity and Slater’s Condition).

(1) The local cost function F; is u-strongly convex for all i € NV,
i.e, for any w, w’ € R™, |VF(w) — VE(w')|| > pljw — w'|.

(2) There exists at least one point in the relative interior W that
can satisfy the power balance constraint Y , w; = Y1, d;,
where W = W; X -+ X Wy.

Assumption 1 ensures strong duality between problem (1)
and its dual counterpart, enabling us to deal with the coupling
constraint based on its dual problem.

2.2. Dual problem

To handle the global constraint, we begin by formulating the
dual problem of (1). The Lagrange function of (1) is given by

N N N
£w,x) =Y F(w;)+x" (Z w; — Zd,—), )
i=1 i=1 i=1

where x € R™ represents the dual variable. Thus, the dual
problem of (1) can be expressed by

max inf £(w, x). (3)
XeRM weWw

The objective function in (3) can be written as
inf £(w, x)
wew

N N

=2 o, (Rlw)+xTw) =X d

i=1 i=1

N N
=Y -F(-=x)—x") d
i=1 i=1
where
F(x) = sup (x"wi — Fi(wy)) (4)

wieW;

corresponds to the convex conjugate function for the pair (F;, W;)
(Bertsekas, 1997). Consequently, the dual problem (3) can be
formulated as the subsequent DO problem

N
min f(x) = Zﬁ(x), where fi(x) £ F'(—x) + x'd;. (5)
XeRM =

According to the Fenchel duality between strong convexity and
the Lipschitz continuous gradient (Boyd & Vandenberghe, 2004;
Zhou, 2018), the strong convexity of F; indicates the differentiabil-
ity of F;* with Lipschitz continuous gradients, and the supremum
in (4) can be attained. Danskin’s theorem states that VF*(x) =
arg Max,,cy, {x"w — F(w)} (Bertsekas, 1997), providing the gradi-
ent of F*. Therefore, we have

Vfi(x) = =VF(=x) + d;

= —argmin {F(w) + X w} + d;. (6)
weW;
We find that the dual gradient Vfj(x) captures the local deviation
or mismatch between resource supply and demand, i.e., w; — d;,
in some sense.

If Assumption 1 holds, we observe the strong duality between
the dual DO problem (3) and the primal DRA problem (1). This
equivalence is captured through F* = —f* and the optimal
solution x* of (3) satisfies F}(w})+F*(—x*) = —x*Tw}. As a result,
if the proposed algorithm can drive the dual variable in (5) to
the optimal one, it equivalently steers w to the optimal solution
w* in (1). Hence, our algorithmic focus can be directed towards
solving (5), the standard DO problem.

2.3. Communication networks and information flows

Let us introduce the class of DRA algorithms we are consid-
ering in this paper. Gradient-tracking with push-pull (Pu et al,,
2020) is one of the DO algorithms that enable agents to solve op-
timization problems in directed networks, particularly for those
unbalanced networks lacking doubly stochastic weight matri-
ces. Solving the dual counterpart (5) using this algorithm allows
agents to obtain the optimal solution for the DRA problem (1)
over G. Specifically, agent i maintains a local estimate of the dual
variable x and a local estimate of the global constraint deviation
at iteration k, denoted as w;y and z;y, respectively. These two
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Fig. 1. Information flows of agent i under algorithm .A.

local variables are shared using two different communication net-
works, Ggr and G¢r, respectively. These two networks are induced
by matrices R = [Ry] € R¥*N and € = [C;] € RN*N, respectively,
where R; > Oforanyj € Nli{‘i and G > Oforanyi e /\/’é’y‘}t. We call
this special class of algorithms DRA with dual gradient tracking,
denoted as A. A representative form of .4 that we consider in this
paper is as follows (Zhang et al., 2020):

N
Wiky1 = Z Rijwj k + Brzi,k» (7a)
=
Wi+ =argmin {Fi(w) — o], w}, (7b)
weWw;
N
Zikt1 = Z Gizjk — Wik41 — Wik), (7¢)

j=1
where B, > 0 and ¢ > 0 are the step sizes. Fig. 1 illustrates the
information flows under algorithm A4 over the communication
network. At each iteration, agent i pushes C;z;, to each out-
neighboring agent | € J\/’g‘j‘, pulls the dual variable estimate
wjx from its in-neighboring agent j € N“,‘l., and updates its
privately-owned primal optimization variable w; .

We impose the following assumptions on the communication
graphs:

Assumption 2. The graphs Gg and G each contains at least one
spanning tree. Moreover, there exists at least one node that is a
root of a spanning tree for both Gg and G¢r.

Assumption 3. The matrix R is row-stochastic and C is column-
stochastic, i.e, R1 =1and 17C = 1".

Assumption 2 is less restrictive than previous works such
as Tsianos et al. (2012) and Xi and Khan (2017), as it does not
necessitate a strongly connected directed graph. This allows more
flexibility in graph design. However, directly transmitting w;  and
Giizix in the network will pose privacy concerns, which we will
discuss in the next subsection.

2.4. Differential privacy

In deterministic optimization problems, given a specific ini-
tialization and topology, the generated data and decisions are
uniquely determined by the cost function of each agent. There-
fore, in insecure networks, agents should protect the privacy of
their cost functions against eavesdroppers while calculating the
optimal solution to (1) in a distributed manner. In this paper,
we consider the following commonly used eavesdropping attack
model (Chen et al., 2023; Wang & Nedi¢, 2023):

Definition 1. An eavesdropping attack is an adversary that is able
to listen to all communication messages in the network.

Note that our definition of eavesdropping models a powerful
attack as the adversary potentially can intercept every message in
the network. For example, in the communication network shown
in Fig. 1, an adversary under eavesdropping attack can obtain
{wik, Gizix|Vi € N,k > 0}. With this observation, the attacker
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is able to learn w; based on publicly known R, C, and step sizes.
If the local constraint set W; is equal to R™ and F; is differen-
tiable, the step (7b) can be rewritten as wj 41 = VUF(Wi k1)
where V~!F; represents the inverse function of VF; such that
VF(wik+1) = Wiks+1- As a result, the cost function F; could be
deduced from (7b), which causes privacy leakage.

The potential privacy leakage in algorithms in .A motivates us
to design novel privacy-preserving algorithms to protect the pri-
vacy of agents’ cost functions. To measure privacy, we introduce
concepts associated with DP (Dwork, 2006).

First, we formulate the closeness of DRA problems. We denote
the DRA problem shown in (1) as P and represent it by four
parameters (W, S, F, G), where S C {R™ — R} is a set of real-
valued cost functions, and F = Y | F; with F; € S for each
i € N. Specifically, we define §-adjacency of two DRA problems
by measuring the distance between gradients of the individual's
local cost function.

Definition 2 (§-adjacency). Two distributed resource allocation
problems P and P’ are §-adjacent if the following conditions
hold:

(1) they share identical domains for resource allocation and
communication graphs, i.e, W =W and G = G’;

(2) there exists an iy € N such that F, # F{O, and for all i # iy,
Fi = Fi,;

(3) the distance of gradients of F;, and F; are bounded by § on
Wiy 1€, supy,cyy | VE (w) — VFi;(w)H < for any w € Wj,.

Remark 1. According to Definition 2, two DRA problems are
adjacent when the cost function of a single agent changes, while
all other conditions remain unchanged. As shown in Table 1, var-
ious works define §-adjacency differently for DP analysis. Many
earlier studies relied on the bounded gradient assumption, but
this fails for quadratic cost functions commonly used in resource
allocation problems (Kar & Hug, 2012; Lii et al.,, 2023; Yang et al,,
2016). Our assumption relaxes this requirement, allowing for
more general cost functions. Additionally, unlike (Wang & Nedic,
2023), we do not require adjacent gradients to be identical, nor
do we require cost functions to be the same around the optimal
value, as in Wang and Basar (2023a), Wang and Nedi¢ (2024).

Remark 2. In this paper, we focus on adjacent functions with
different objective functions but identical coupling constraints,
aiming to protect the private information in each agent’s local
objective function, denoted as f;. This approach is common in
privacy-preserving distributed resource allocation problems, such
as those in Ding et al. (2021b) and Hu et al. (2023). Works that
address private coupling constraints, such as (Munoz et al., 2021),
are beyond the scope of our study.

Traditional algorithms in .4 do not have any privacy protection
in general (Zhang et al., 2020). To preserve the privacy of agents,
we should add some random perturbations or uncertainties to
confuse the eavesdropper. We denote the class of algorithms A
with random perturbations as R. Given a DRA problem P, an
iterative randomized algorithm can be considered as a mapping
as Rp(vg) @ vg — O, where v is the set of initial states of
the algorithm R and O is the observation sequence of all shared
messages.

Let us now define privacy for such a randomized algorithm
following the classical e-DP notion introduced by Dwork (2006).

Definition 3 (¢-DP). For a given € > 0, a randomized iterative
algorithm R solving (1) is e-DP if for any two §-adjacent resource
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allocation problems P and P’, any set of observation sequences
O C Range(R)" and any initial state vy, it holds that

P[Rp(vo) € O] < e P[Rp/(vp) € O], (8)

where the probability is over the randomness introduced in each
iteration of the algorithm.

Definition 3 defines e-differential privacy (DP) for a random-
ized algorithm R(-), ensuring minimal differentiation in output
probabilities for two §-adjacent RA problems. Here, € represents
the privacy budget or loss, with smaller values making it harder
for an eavesdropper to distinguish between two sets of cost
functions based on observed data. However, in many existing
works (Chen et al., 2022, 2023; Wang & Basar, 2023b), a finite
cumulative privacy budget is only achieved over a limited number
of iterations. As iterations increase, even if the solution nears op-
timal, privacy may eventually be compromised. Thus, we carefully
design the step size and noise parameters to preserve privacy.

2.5. Problem formulation

This work first designs a novel distributed algorithm R that
preserves privacy for RA problems on directed graphs. We then
analyze the conditions on step sizes and perturbations that en-
sure both convergence and ¢-DP over infinite iterations.

3. Algorithm development

DP is typically maintained by introducing noise into trans-
mitted data. However, information-sharing noise corrupts ex-
changed messages, causing agents to receive distorted estimates
of dual variables and constraint deviations, which reduces accu-
racy. This creates a fundamental trade-off between privacy and
optimization accuracy. To understand the impact of noise, we
start by analyzing the update of w; ; and z; , under the traditional
algorithm (7) in the presence of information-sharing noise.

Defining Wy = [W1, ..., Wyil" € RY*™ and z; = [z14, ...,
zyvilT € RN*™ we can rewrite (7a) and (7c) in their compact
forms:

W1 = RWy + Biz, (9a)
Zpy = Czp — (Wi — W), (9b)
By setting 17zp = —t (ZL Wio — Y on dl-), we can deduce

using induction that

N N
1z, = — (Z Wik — Zdi> ,
i—1 i—1

which implies that the agents can track the global mismatch
between resource supply and demand.

However, when exchanged messages are subject to noise,
i.e., the received values are w; ; + ¢; x and z; x + &; x instead of w; x
and z; , respectively, the update of the conventional algorithm (9)
becomes

Wl<+1 = R(‘;Vk + ;k) + ﬂ’(zks
2y = C(z + &) — W1 — W),

T T
where &, = [¢ik ..., ovk] € RV™ & = [&.....&wx] €
RN*™ and ¢, € R™ and &, € R™ are injected noises. Using in-

. N
duction, we can deduce that even under 17zy = —t (Zi:] wio—

1 Range(R) denotes the set of all possible observation sequences under the
algorithm R.
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Algorithm 1 Differentially Private Dual Gradient Tracking (DP-
DGT)

1: Input: Step size sequence {«}, noise sequences {&; «} and {; x}

for any i € A and k > 0, and the parameters y and ¢.

2: Initialization: wj g, S0, Wi € R™.

3: fork=1,2,..., do

4 for eachi € WV,

5:  Agent i pushes Cj(six + & k) to each agent | € Ng_ﬁ‘t.
6:  Agent i pulls w;, + & from each agent j € Nli{‘,-.

7: for each i € NV, N

sike1 =(1=y)sie+ v Y Gy (six + &)
=1

— o(wik — dy), (12a)
Wi g1 =argmin {F(w) — @, w} (12b)
weW;
N
Biger =(1— @ik + @ Y Ry Wy + L)
=1
+ (Sikes1 — Sik)- (120)
8: end for

Z:Vﬂ di)5

N N k—1
1z, = — (Z Wik — Zd,-) +) 17, (11)
i=1 i=1 =0

In the conventional algorithm, information-sharing noise accu-
mulates over iterations, increasing total variance and significantly
affecting optimization accuracy. To overcome the limitations of
existing dual gradient-tracking algorithms (Ding et al.,, 2021a;
Zhang et al., 2020) and reduce the impact of this noise, we draw
inspiration from the robust push-pull method (Pu, 2020). Instead
of sharing the direct per-step global deviation estimate z; ;, each
agent shares the cumulative deviation estimate s; . Our privacy-
preserving method is outlined in Algorithm 1. The Laplace
mechanism is a fundamental technique for achieving DP and
we thus assume that the noise satisfies Assumption 4. Although
Gaussian noise can also be employed, it may require a slight
relaxation of the definition of DP (Dwork, 2006).

Assumption 4. The noise &;; and ¢; are independently drawn
by agent i from the following zero-mean Laplace distribution,

&k ~ Lap(6z 1), Cix ~ Lap(6; k),
where {6: «} and {0, i} are sequences to be designed.
Defining sy = [S1k,...,Svil” € RN*™ we can rewrite (12a)

and (12c) from Algorithm 1 as follows:

(13a)
(13b)

Skr1 =(1 = y)sg + yC(sk + &) — ar(wy — d),
Wi =(1 — @)Wy + ¢R(Wy + &) + (Sks1 — Sk)-

In this compact form, we observe that s, — s, is fed into the
dual variable update and serves as the deviation estimate. This
approach prevents the accumulation of information noise on the
global mismatch estimate. In fact, using the update rule of s;
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in (13a), and by letting z;, = sy+1 — Sk, we obtain:

1"z = 1" (Sps1 — Sk)

N N
=—y1 s+ y1C(s + &) — o (Z Wik — Z d")

i=1 i=1

N N
= — (Z Wik — Zdz) +y17§,,
=1 =1

regardless of the initial selection of sg, where we used the prop-
erty 17C = 17 from Assumption 3. Thus, the proposed algorithm
utilizes sy 1 — S to track the global deviation and prevent noise
accumulation in the deviation tracking. Furthermore, in contrast
to Ding et al. (2021a), Zhang et al. (2020), our algorithm does not
have any requirements on the initialization.

4. Convergence analysis

By leveraging strong duality, we establish the convergence
of Algorithm 1 by proving the convergence of the dual prob-
lem (5) under robust push-pull with information-sharing noise.
However, existing convergence results for dual optimization (DO)
with robust push-pull require the objective function f; to be
strongly convex and Lipschitz smooth (Chen et al., 2023; Pu,
2020). It is important to note that the dual objective f; in (5)
often loses strong convexity due to the convex conjugate function
F?, even when F; in (1) is strongly convex. Therefore, we extend
the convergence of dual variables under robust push-pull to non-
convex objectives. Additionally, Huang et al. (2024) show that
€-DP cannot be achieved with Laplace noise if step sizes are not
summable (i.e., Zﬁio ar = oo and supy.qax < o0o). Thus, only
summable step sizes ensure meaningful convergence and privacy
performance under Laplacian noise.

We first demonstrate that, with the proposed algorithm and
summable step sizes, dual variables for non-convex f; can con-
verge to a neighborhood of a stationary point. Then, we show the
convergence of primal variables in problem (1) under DP-DGT.

4.1. Convergence of dual variables
To better illustrate the difference of our convergence analy-

sis with existing works using push-pull-based gradient-tracking
methods, we rewrite the proposed algorithm (12) in a typical

push-pull form by letting y;x = s k. Since x; = —w;, we have
N

Yiker =1 =y Wi+ Y Gy + &) + caVfilxi), (15a)
j=1
N

Xk =(1— $Wik+ ¢ Y Ry(Xik — &)

j=1

— (Vik+1 — Yik)- (15b)

Different from (Ding et al.,, 2021b), Chen et al. (2023), and Pu
(2020), the f;, Vi € N here is not strongly convex. Let X, = —Wj

and y, = —s; and denote G(X) = [Vfi(x1.). ...,VfN(xN,k)]T €
RN*™, Defining

C, =(1—y)I+yC
Ry :=(1—¢)I+ ¢R,
we can write (15) in the following compact form:
Yier1 =C, ¥ + o G(xy) + y CE, (16)
Xier1 =RyX + ORE, — (Yir1 — ¥i)
=RyXy — Vi + ¢RE, — yCE,, (17)
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where we denote v, = (C, — I)yx + o G(X). It can be verified
that Ry and C,, are row-stochastic and column-stochastic, respec-
tively. Under Assumption 2, we have some preliminary lemmas
regarding the communication graphs.

Lemma 1 (Horn & Johnson, 2012). Suppose Assumption 2 holds. The
matrix R has a unique unit nonnegative left eigenvector mg W.r.t.
eigenvalue 1, ie, mgR = mg and mg1 = 1. The matrix C has a
unique unit nonnegative right eigenvector mc w.r.t. eigenvalue 1,
ie, Crc =ncand rl1= 1.

Based on Lemma 1 and the definition of R, and C,, we can also
deduce that 7gRy = 7y and C,7c = mc.

Lemma 2 (Pu et al., 2020). Suppose Assumption 2 holds. There exist
matrix norms |||z and ||-||c such that og := ||R¢ - 171,{ HR < land
oc = ||CJ, — 717 ”c < 1. Furthermore, ok and o¢ can be arbitrarily
closed to the spectral radius of Ry — 1z} and C, — 7c1".

Note that the norms ||| and ||-||c are only for matrices, which
is defined as

IXllg = IRXR'|l> and [X]lc = [ICT'XC]>

for any matrix X € RV*N, where R and C are some invertible ma-
trices. To facilitate presentation, we slightly abuse the notations
and define vectors norm ||x|g = ||I~€x||2 and ||x||c = ||f‘1x||2 for
any x € RN,

Lemma 3 (Pu et al, 2020). There exist constants &g.c, 6c g such
that for all x, we have |-z < Sgcll-llc and [I-llc < dcr -l

Additionally, we can easily obtain ||-]z < |I-I; and |-|lc < IIIl

from the construction of the norm |||z and |-||c.

Denote Xy = Xi7r, Vi = VL7g, Uk = Vi1 = o, G(x,)" 1, and let

norms, we first establish a systen; of linear inequalities \ZN.I’.t. the
expectations of ||xk+1 — InXp, ||R and ||vk+1 — eV, ”c for the
dual algorithm (15).

Lemma 4. Under Assumptions 2-4 and the L-Lipschitz smoothness
of fi, Vi € N, we have the following linear system of inequalities

(B [ I = L ]

_E HVI<+1 - 7TC‘A’£+1 ||i ‘]'—k

- (P11 Pp ] ”x" —Ivx; H;
- _P21,/< Py k ”Vk — ﬂc‘A/Z HC (18)

—

Py

_ ZE V X 2

N Bi1 Bz Bz % [“ ¢£(9)§k)”2 |]:k]
By1 By Bask 2 5 ’
_— 4 OE’k
By

where the inequality is taken element-wise, and the elements of
matrices P, and By are given by

1+ 02
R +310!;%v

Pk = P, = ay,
_ 2 2 2
Py = (a3 + azaj) max{ej, 1, ai},

l-l-ocz

2 2
Py = + as max{oj, ¢, @i},
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and
1+0R
1—0R

By = Nm |[R— 1 |7,

By = 4— & |1y — 1mf |2 llmcllZ,

Bz = Nm |[(I — 17)C]| 5.
By =2 el as, B2 = ; IRIZ Nmas,

Basic = Nm [ |2(€, = NC[? + 4letes

+ L |ICllc max{ai,, o] as,

with the constants in the following:

a :4: ”:Ziz iy — 17 |2 Iel2 12N

2 =2 fzg v — 173 2.

=3 e[ R L
a0 =6 T - net 22,
e L
ey

Proof. The proof is provided in Appendix A.2 (Huo et al., 2024).

Note that when the step size oy — 0, the matrix P, tends
1+0
-
and qc = < 1 and o¢ < 1 are defined in
Lemma 2. In the following, we establish conditions regarding step
sizes and variances of Laplacian noise for the convergence of (15)
with non-convex f;, Vi € N.

to become upper-triangular. Its eigenvalues approach gz =

Theorem 1. Under Assumptions 2-4 and the L-Lipschitz smooth-

ness of f, Vi € N, when Dco® < 00, Y2007, < 00
Ok ;

D ico 02k < 00, 20 ak <00, Y rep w, < 0o, and there exists

A satisfying qg < A < land qc < A < 1 and kg > 0 such that
L > gak=ko we have that

Uy —
(i) limy, o0 E[[|X — IvX{ ][] = 0.

(ii) E[f(X)] — f* converges to a finite value almost surely.

Proof. We first bound ||vi||>. According to the definition of vy,
we have

Vi =(Vi — V) + vy ) R
=(vi — 7V} ) R + o (G(xe) — GOIKD)) 1d e
+ aVf(Xi)mé mr,
and hence,
19 1? <3 llml® 83 ¢ || vic — ¥ |2
+ 3IN(rd mr)?82 g % — 1%L
+ 3(rlmr)l o VI
For —Vf(x;)"v;, we have
— Vf(X) Vi

< — e I VRO + Nl IV &N [ vie = eV |
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+ LVNrlmpan | VF (R || xe — 1% | -

Since f; is L-Lipschitz smooth, we have f(X;1) < f(Xx)

ik)va(ik) + % ||)_(k+1 — Xl

X ) R = —ViTR — PLETR — ¥
E[f(Xe+1)]

<E[f(%)] — E[VF(Xe) (Vi + & + v(C&) 7r)]

<E[f(x)] +

r Xi) + (X1 —
2, According to X1 — X = (Xps1 —
(C&,)" g, we have

L
5 llwll® $*Nmé

b 2 || y2nme?,

82, o
+ S P BUNe + 1) [xe — 1%
%C 2
mrll> BL+ 1) || vk — 7cvy,
T g 178" GL+ 1) = e
1
- (Eﬂgﬂ]{ak
3L(nl7R)* + L°N )
- o JEIVROIP] (19)

Since ) oo < oo, there exists K such that Yk > K, one

T

7T TR .
ST P17 N For k < K, there always exists a
bound for E[||Vf(X)II*], E[lIxc — 1X[|2], and E [|lvi — mc ¥} |I2].
Then we only need to prove the boundedness of these three
values for k > K. Specifically, denoting gy = E[IIVf()'(k)IIZ],
X, = E[lIx — 1x{|3], and Vi = E[|lvi — mcVf [|2] when k > K.
We will prove the following:

has o <

8 =< Dg, X < Dx, Vk <Dv, Vk>K, (20)

where Dg, Dx,Dy > 0 are some constants. We prove (20) by
induction. Assume that (20) holds form certain k > 0, then we
need to prove that

Xir1 <qrXi + ajafDx + a3Vi + By Dy
+ B12¢>29;2,k + B13)/2952,k,
Virr =qcVie + ks

(21a)
(21b)
with 1y, = as max{akﬂ, ak}DV + (a3

+ a4a,<)max{ak+1, o }D + Bz]ClkD + Bzz¢ 9; k + Bzg)/ 952 P and
then (21b) suffices to show Vi1 < qC o + Z, 0 qC r” < Dy.
Since ZLO ry <> 2T and

o0 o0
Z r11 <(asDy + B21Dg + asDg) Z af
1=0 1=0

oo o0
+ B¢’ ZQf_k + B3y’ Zegz,k

=0 =0

+oZa,+Zegk+ZO;k

/
=D,, < oo,

by defining Dy = Vy + Dy, V, always satisfies V; < Dy. By
induction and q¢ < 1, we have V1 < Vo + Z, o1, < Dy.
Since 2 < Bakko, one further has Vi, < qC“Vo +

O‘ko

k+1 k—I
Yot < (%) k+1,3a0 + 5 Yo (%) r” , which
further yields that

g reare D
B B —4c) =

= A —{c Bao
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235DV i
ﬁ(l qc)

=0

Vo
A — qc Bao

Nm||2(C, —Icncyzi%
B(A —qc)

[e9) [ee] 92
+o<Za,+Z;’k> < 00. (22)
k
1=0 1=0

Therefore, we can infer Z,fio Vi < oo.

Define k= 310{ka +32Vk+B]10lkDg +312¢2 +B]3)/ eézk’
and then (21a) suffices to show X 1 < qR X0 + Z, 0 qR rzl <
Dyx. We have

o0 o0 o0
Z ryr < 2(31Dx + B11Dg)of + a; Z Vi
k=0 k=0 k=0

o] (o]
+ B¢’ Y 07, +Bisy® Y 02,
k=0 k=0
=D} < oo.

By letting Dx = Xo + Dj,, we have X1 < X + ZLO 1 < Dx.
Similar to (22), one has

X _ Ko i 2k
o T A—ar /3(¥o —4r) = o
A Xo | aDx+BuDg o Vi
= qr Boo A—ar =] qr =2 ok
312¢ Z z kL 3131/ i ng k (23)
—qr o )» qr (07"

Hence, we have Z,fio X, < 00, and limy_, oo X = 0 since X > 0.
According to (19), we have

E[f (Xi1)] = f* < E[f (X)) — f*

3L(nlmR)> + 1+ I°N _
_ (ozkrrcTrrR— L o2 ) Bl VROI]

+ T3k, (24)

where r3 . = L||7g|*$*Nm6; + L | CTc | y2Nme2

&k
52
+ 2Rl mR) (3L3Nozk+1)Xk+ < el (3L+1)V" Since Y7,
Vk

0F i < 00, Y102, < 00, Zk0—<oo and ) 2 0Xk<oo we
ZJTCT[R

have Zk 3Ll TR +1+L2N
the non-negativeness of the third term in (24).

Based on Lemma 5 in Appendix A.1 (Huo et al,, 2024), we
conclude that E[f(X,)] — f* converges a.s. to a finite value and

r3x < oo. Furthermore, oy < yields

o0

3L(nlng)? + 1+ I?N _
Z(akngrrg — ¢ ) (X]%)E[”Vf(xk)uz]
k=K'

= %ﬁérefore, we conclude that sup, E[l|Vf(x,)||%] exists, and thus
we can define D, = sup, E[||Vf(X¢)||*]. Here, we complete the
proof of (20) and additionally prove that limy_. E [ [x¢ — 1} [13]
=0, and E[f(X¢)] — f* converges a.s. to a finite value.

Remark 3. As shown in (22), (23), and (24), the convergence
rate of E[f(X¢)] — f* depends on the decay rates of Z,fio o,
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2
Do gk- > ko ;k- Do ak “,and Y0, {* under sup, oy < 1.
For example, choosing parameters (o, 6 «, Qg,k) as 0(1/k'*P) for

any p > 0 yields an O(1/kP) convergence rate for DP-DGT.

Remark 4. Theorem 1 depends only on the smoothness of f;,
not its convexity, extending the analysis in Chen et al. (2023),
Ding et al. (2021b), Huang et al. (2024), Pu (2020), Wang and
Nedi¢ (2023). This allows the method to apply to distributed
non-convex optimization with information-sharing noise. Addi-
tionally, Huang et al. (2024, Theorem 2) shows that the gradient
tracking algorithm with robust push-pull in (15) cannot achieve
e-differential privacy if step sizes are not summable under Lapla-
cian noise. Therefore, the convergence analysis with constant step
sizes (Zhang et al.,, 2020) is inapplicable. We provide a rigorous
convergence analysis for summable step size sequences under
Laplace noise, subject to specific conditions.

4.2. Convergence of primal variables

Since f; in (5) is convex, Theorem 1 ensures that under DP-DGT,
the dual variables converge to a neighborhood of the optimal
solution of (5). Thus, we can now establish the convergence of
DP-DGT for the distributed resource allocation problem (1).

Theorem 2. Under Assumptions 1-4, if Z;:io 952 K
62
2 £k
< % Zk—oegk < 00, Yy lom < oo, Zkoak < %
Zk 0— < 00, and there exists A\ satisfying qg < A < 1 and

ok
gc < A < 1and ko > 0 such that "‘k" > Bak—ko, then the sequence
{wy} in Algorlthm 1 converges to a nelghborhood of w where wy =
[wik. ..., quk] € RN*™ and w* = [w}, ..., wN] € RNxm,

Proof. The proof is provided in Appendix A.3 (Huo et al., 2024).

Our proposed algorithm exhibits constraint violations due
to inherent errors in the dual variable solution, as shown in
Theorem 1. This issue is common in works using Laplacian noise,
as DP noise can affect convergence accuracy and constraint sat-
isfaction. While some methods achieve accurate convergence
(Munoz et al., 2021; Wang & Nedi¢, 2024), they are limited to
specific problem types or privacy aspects. In conclusion, con-
strained distributed optimization faces challenges in balancing
DP and constraint satisfaction, and we aim to develop advanced
algorithms to address these violations in the future.

5. Differential privacy analysis

In our analysis, we consider the worst-case scenario where the
adversary can observe all communication in the network and has
access to the initial value of the algorithm. Thus, we denote the
attacker’s observation sequence as {Ox}r>0, and the observation
at time k is Oy = {six + &k, Wik + ikl Vi € N}

Theoreank‘l 3. Under Assumptiorisk 1-4, if Y 2ok < o?, Dys =
Zk0ﬂ<ooD k09—<ooandncnk<—thenAl-
gorlthm 1 achieves e-differential prlvacy for any two §-adjacent dis-
tributed resource allocation problems, with the cumulative privacy
budget

84D,

€= (Dot + @Dy ¢ ), (25)
wyeo ¢ ‘

where
. maxg<j< S+ + ad

D, = inf max{ ost<k (fm'} *0 . max m} (26)
Kzko You —a osl<k
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with

@ = sup ay and kg = mkin{at < uyo}.
k

Proof. We consider the implementation of the proposed algo-
rithm for both resource allocation problem P and 7’. Since it is
assumed that the attacker knows all auxiliary information, includ-
ing the initial states, local demands, and the network topology,
we have sy = s, Wo = Wy, and wy = wy,. From Algorithm 1, it can
be seen that given initial state {s; o, Wo, Wo}, the communication
graphs {R, C} and the function set, the observation sequence O =
{Ox} is uniquely determined by the noise sequences {£,} and {,}.
Thus, it is equivalent to prove that

P[R™Y(P, O, s, Wo, Wp)] < e‘P[R™(P’, O, s0, W, Wp)].

The attacker can eavesdrop on the transmitted messages, and
therefore, there is s + & = s, + &, and Wy + &, = W}, + &j.

For any i # iy, since s;o = Szo- Wi = w,o, and sjo + &0 =
Sio 1+ &/ forany j € NV, we obtain s;; = Siq based on (12a). Due
to ﬁ)lo = w,O and wJO—f-{}O = wlo—i-; for any j € W, it then
follows that w;; = W] 1 according to (]Zc) Also, wi; = wj, can
be inferred from (12b) duetoF; = F{. Based on the above analy51s
we can finally obtain

Eik =& Cik =10 Yk>=0, Vi#£i. (27)
For agent iy, the noise should satisfy
A&k = —ASig k, Aligk = —AWjyk, Yk >0, (28)
where A&, = &ipk— S,O ko ASig.k = Sig.k—Siy kr Abig.k = Sig.k =i o
and Awj, ; = Wijk — Wi g We have

Asjy k41 =(1 = Y)ASig k — arAwig k,

N s (29)
AWjy 11 =(1 — §)Aw;y i + (ASiO k1

- Asio k)a

where Aw;,x = wjk —  Based on the primal variable
update (12b) the followmg refatlonshlp holds:
||ﬁ)i0,k - ﬂ)io k”l = ||VF; (wio,k) - VFiO(wioiyk)”l
= || VFiy(wiy k) — VFi(wj ;)
+ VF (w; Wi, k) — VF/(w,O 9] ||1
>[I VFiy(wig k) — VEq(wig )l —

=l Awig il — 8

where the first inequality is from Definition 2. Therefore, we have

| Awig kIl . é
7 "
Then, taking the £;-norm of both side of (29) yields

| Awig kll1 < (30)

aid
[ ASig et 111t <(1 = )l Asig il + & IIsz0 Kl + 7

| AWy ks1ll1 < (1 —¢+ ) | Aw;g i ll4

Olk5
+ 2= y)lAsjy il + —.
w
Consider a discrete-time dynamical system,

%) _1=v 2k Ok ad [ 1
T R

with @9 = 0 and 5o = 0. Since || As;, oll < @o and || Awj, oll < 7o,
we infer that ||Asjy«lli < ¢k and AW klli < m, Yk > 0,

. . Dk+1 a5 —
by induction. Moreover, we have|: o+ ] > 0( e %) Pk
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} , with P = | and P¥ =
(1—yp) 0 ]
_ for k > 0. Hence,
o= y)1 =) 1 —y) (1)
K o  «
Gepr = (1—y)! (i + Z“) : (32)

=0
1

=3 3

ly'
2-y)1- —
2 2-yX1-¢)" (1_¢)
+(r—@“1(%§+aw>
wooon

k k=l (1 k=l
=Z[(2—V>(1 ¢} —(1—y)
1=0 v—¢

+ (- ¢)""] (a—’s + %>
noon

k
=L S0 -t

—@-pn- ] (204 2. (33

We first prove that 7y is bounded, i.e., ny < D,. We separate the
sequence {ny}k=0 into two part. One is for k < K, and the other
one is for k > K. For the first part, there always exists a bound for
{ni}o<k<xk since it only has a finite number of elements. Therefore,
we only need to prove the boundness of {ny},>x. We prove it by
induction. Suppose that there exists an k > K such that n; < D’
for all K <1 < k, and it is sufficient to prove that 7,41 < D by
induction.
We write (33) as
1

K—

1
M1 =———
Y =0

—Q2-yX1- y)"*’] (%8 + %)

k

1 _ k=l
tog Y le-a0-9)

1=K

[2- 911 - 9)

o«
—@- a1 -] (—’+’—"’>. (34)
u Iz
For the first term of (34), there is
K-1 ws  am
_ _ I 1
S[e-oa-er-e-ya-yr] (— - —)
— u 7
2 —
< ()/ ¢) max {06[3 + 051771}
you o<i<
Thus, we define D) := m"f’+f:””“’m Since ) ook < 00,
there exists a finite @ such that @ = sup,oy. Define D, =
%”:ﬁ;ﬁ, then we have the following relationship based on (34)
o, ¥E+D)
Ni+1 = D'Z + W = DU'

Therefore, we can conclude that n,
infy max {D/,, maxo<i m}, ¥k > 0.
Since nx < D,,, we have the following result:

< D, by letting D, =

T

|As,0 - o
25, =X,

k=0




W. Huo, X. Chen, L. Huang et al.

k=1
T—1 T—1—k
ad + agn
< . Y-y
o MUsik+1 =0
T—1
58 + DU [07%
ny 4= ek
§+D
< + "Dy < 00, VT >0 (35)
ny
Similarly, we have
T _ T
Z ”Awlo,k” < Z Nk
parSUC k=0 95 ok
T
s + agn kel
=) D v Z 2 ¢)
=1 (y —¢) MmO i —o
—Q2-y)1=y)
T—1
S(S+D,7 (2-(]5_2 )Z 077
(y—du\ ¢ — Oc ket
§+D
20F 1Dy, < 00, VT > 0. (36)
wy o

From Algorithm 1, recall that we fixed the observation se-
quence, the probability comes from the noise &, and ¢,. Therefore,
the probability of execution is reduced to

BIR™(P, O, S0, Wo, Wo)] = / feel&, 0,
where [ fe;(€. £)dgd¢ = TTiL, TTito filSik, Osi filGi. O ). Ac-
cording to (27), (28), (35) and (36), we derive
P[Ril('P, O, S, Wo, wp)]
P['Ril(P,, O, s, VNVo, wy)]
_ ad fL(Sio,lh 9{:,'0‘]{) L(;io,k; Qgiovk)
k=0 fl(si/o,k’ ggioek) L@i;,k’ Gtio,k)

HACiO,kH]
6{.k

oo} I\AEiO.k\h

k=0
- (nAsfo,kul
+
Ok k

=exp2

| Awig il )

k=0 Oc
8+D,
<exp (Dag + ¢Da, )) :
( uyg ‘
5+Dy
Therefore, we have ¢ = P (Dgg 4+ @Dy ).

From Theorem 3, we observe that the privacy level € is pro-
portional to Dy s = Y peyp :"k and Dy ; = 3%, 5. Note that o
reflects the mismatch between supply and demand To enhance
the privacy of DP-DGT, we can reduce step sizes or increase noise
power, but this comes at the cost of accuracy. Therefore, there is
a trade-off between privacy and convergence accuracy.

We summarize the theoretical results in Theorem 2 and 3
and conclude that it is possible to choose the parameters oy,
0k and O, ; such that DP-DGT can lead {w;} to converge to a
neighborhood of w* almost surely while achieving e-differential
privacy.

Corollary 1.  Consider DP-DGT under Assumptions 1-4. When
0 oo 0 oo ag
D ko @k < 00, D 1o 952,k <00, D g Q;Z,k <09, X 1lo 9?’,( < 00,

10
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02
0o ok L

oo 7 < 00, Yoy - 0 Y et o, < 00, and there exists

A satlsf)r/mg gc < A < land gg < A < 1and kg > O such that
2 > gak—ko then {wy} converges to a neighborhood of w* almost

,

suorely and while achieving e-differential privacy simultaneously.

{k

There indeed exists a possibility of choosing ay, 0: x and 0, i
such that all conditions listed in Corollary 1 can be satisfied
simultaneously. For example, we can let ay, 0; x and 6, \ decrease
linearly and further derive a close form of expression of e.

Corollary 2. Consider DP-DGT under Assumptions 1-4. Let o =
@od", Oex = 0O:oqf, and O, = 6,005 If @0 < pye, and
{ar. dc, 67, a7} < @ < {qe, ;) < 1, then

aod(yPu + o) qe $q;
 youlydu — ap) (GE,O(QE —q) " Or.0(qr — Q)) ’ 7)
with the error bound
E[|wy — w*|]
(38)

1
o1 .
: < +(q—quq—quq—qqu—qle)(l—q))

Proof. The proof is provided in Appendix A.4 (Huo et al.,, 2024).

As shown in previous works using §-adjacency (Ding et al.,
2021a, 2021b), the privacy loss is proportional to § in (37). The
value of § reflects the distance between adjacent problems, in-
dicating that larger differences require more noise for privacy
preservation. Additionally, the result in (38) highlights the trade-
off between noise level and convergence accuracy.

Remark 5. In contrast to Chen et al. (2023), where cumulative
privacy loss increases indefinitely, the cumulative privacy loss €
in (37) remains constant even as the number of iterations grows.
Additionally, unlike (Chen et al., 2023) and Huang et al. (2015),
we derive this result without assuming bounded gradients.

6. Numerical simulations

The future microgrid is evolving into a cyber-physical system
with three layers (Huang et al., 2010): a physical layer (power
network), a communication layer (information transmission net-
work), and a control layer (running distributed algorithms and
processing communication data). Each bus node has a corre-
sponding agent, and they exchange information via the communi-
cation network. We consider an economic dispatch problem for
the IEEE 14-bus power system, where the generator buses are
{1,2,3,6,8} and the load buses are {2,3,4,5,6,9, 10, 11, 13,
14}. Notably, the communication network among buses can be
independent of the actual bus connections (Yang et al., 2013). We
model the directed communication network as G = (V, &), where
V is the set combining the generators buses and load buses, and
& ={(i, i+1), (i, i+2)|1 < i < 12}U{(13, 14), (13, 1), (14, 1), (1, 7),
(2,8),(3,2),(3,9), (4, 10), (5, 2), (5, 11), (6, 12)}. The cost func-
tions of the generator i is Fi(w;) a,-wi2 + bjw; + c;, The
generator parameters, including the parameters of the quadratic
cost functions, are adapted from (Kar & Hug, 2012) and presented
in Table 2. When a bus does not contain generators, the power
generation at that bus is set to zero. Thus, the update in (12b)
simply becomes w;; = 0 for i ¢ {1, 2, 3, 6, 8}. The virtual local

demands at each bus are given as Dy = 0 MW, D, = 9 MW,
D; = 56 MW, Dy = 55 MW, Ds = 27 MW, Dg = 27 MW,
D, = 0 MW, Dg = 0 MW, Dy = 8 MW, D;y = 24 MW,

Dy = 53 MW, Dy, = 46 MW, D3 = 16 MW, and Dy =
40 MW. The total demand is D = Y ;*, D; = 361 MW, which
is unknown to the agent at each bus. The optimal solution w* is
obtained by using the CVX solver in a centralized manner, which
is [76.7398, 85.6530, 59.1311, 68.9863, 70.4898]".
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Table 2
IEEE 14-bus system generator parameters.
Bus a; (MW2h) bi ($/MWh) Range (MW)
1 0.04 2.0 [0, 80]
2 0.03 3.0 [0, 90]
3 0.035 4.0 [0,70]
6 0.03 4.0 [0, 70]
8 0.04 25 [0, 80]
100
80
60 =
5]
40 -
20
0 L L L L 1
0 100 200 300 400 500 600
k

Fig. 2. Convergence performance of the generated power from Generators 1, 2,
3, 6, and 8.

400

—— Total generation
Total demand | |

300 |

200 -

300 400 500
k

200 600

Fig. 3. Total generated power and demand.

6.1. Convergence of DP-DGT

We set the step size parameters to o = 0.015 and g = 0.991.
The Laplacian noise are chosen as 6: o = 6,9 = 0.01 and q; =
q; = 0.995. Additionally, we select y = 0.8 and ¢ = 0.7.
Fig. 2 shows that the decisions of generator buses 1, 2, 3, 6,
and 8 converge to small neighborhoods of the optimal allocation
solutions. Fig. 3 shows that the total generation asymptomatically
converges to a neighborhood of the total demand.

6.2. Tradeoff between accuracy and privacy

To demonstrate the tradeoff between convergence accuracy
and the privacy level. We let 6;: o = 6,0 = 6p, fix ap = 0.015,
q = 0.991, q: = q, = 0.995, and vary 6, from 0 to 0.1. Due to the
randomness of the Laplacian noise, we run the simulation 2000
times and obtain the empirical mean. Fig. 4 plots E [ W, — w*|1?]
and gl under different intense of Laplacian noise, where the latter
represents the trend of €. Roughly speaking, Fig. 4 shows that
as 6y increases, the expected convergence error E [||woo —w* ||2]
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0.104

0.102

0.1

0.098 -

0.096 -

E[ll we, —wW* [17]

0.094 -

0.092
0

Fig. 4. Variations of E [[|ws — w*||?] and the trend of € with different noise

intensity 6p.
10* ; :
—DDGT
—dif-DRADT
DP-DGT
o 102
2
| f
2
% 10%: W,
=
1072 ' ' ' ' -
0 100 200 300 400 500 600
k

Fig. 5. Comparison of our proposed algorithm with the conventional DDGT
algorithm (Zhang et al,, 2020) with the same privacy level and the diff-DRADT
in Ding et al. (2021a).

increases. Moreover, as 6, increases, ¢ increases as well. Thus,
the tradeoff between the privacy level and the convergence is
illustrated.

6.3. Comparison with state-of-the-art

We further compare the proposed algorithm with the con-
ventional distributed dual gradient tracking algorithm (DDGT)
expressed as (9) in Zhang et al. (2020) and the differentially
private distributed resource allocation via deviation tracking al-
gorithm (diff-DRADT) in Ding et al. (2021a). The step size and
the noise is set to o 0.034 x 0.99* and Oy = O,
0.01 x 0.995*, respectively. Since there is no privacy preservation
in conventional DDGT, to be fair, we run it with the same noise
parameter and let (B ar = 0.034 x 0.99%. Specifically,
we set B, = 0.99% and 0.034. Ding et al. (2021a) used
the constant step size and linearly decreasing noise to achieve
the finite cumulative privacy loss. Hence, we set the noise the
same as ours and set the step size as 0.015. Fig. 5 depicts the
comparison results. Since diff-DRADT only considers undirected
graphs, it suffers from a high optimization error in the directed
graph. Due to the lack of robustness, directly adding noise in
DDGT will cause noise accumulation and accuracy compromise.
It can be seen that under the same noise, our algorithm achieves
the best convergence accuracy.

7. Conclusion and future work

This paper investigates privacy preservation in distributed
resource allocation problems over directed unbalanced networks.
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We propose a novel differentially private distributed deviation
tracking algorithm that incorporates noises into transmitted mes-
sages to ensure privacy. The distribution of noise and step sizes
are carefully designed to guarantee convergence and achieve
e-differential privacy simultaneously.

Potential future research directions include exploring methods
to relax the step size requirement and accelerate convergence.
Another interesting topic is to deal with the tradeoff between
convergence accuracy and privacy level.
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