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Abstract— We investigate the equilibrium stability and ro-
bustness in a class of moving target defense problems, in which
players have both incomplete information and asymmetric
cognition. We first establish a Bayesian Stackelberg game model
for incomplete information and then employ a hypergame
reformulation to address asymmetric cognition. With the core
concept of the hyper Bayesian Nash equilibrium (HBNE), a con-
dition for achieving both the strategic and cognitive stability in
equilibria can be realized by solving linear equations. Moreover,
to deal with players’ underlying perturbed knowledge, we study
the equilibrium robustness by presenting a condition of robust
HBNE under the given configuration. Experiments evaluate our
theoretical results.

I. INTRODUCTION

In recent years, moving target defense (MTD) has become
increasingly important due to its broad applications in cyber-
physical systems (CPS) and infrastructure protection [1],
[2], [3], [4]. To investigate the deployment of the defense,
Stackelberg-game-based methods are extensively employed
in leader-follower MTD problems, where the defender moves
first and the attacker determines its strategy after observing
the defender’s decision [5], [6], [7], [8].

Game theory is always a powerful tool in cybersecurity
[81, [9], [10]. Considering widespread incomplete informa-
tion, Bayesian Stackelberg games (BSG) offer an effective
framework for modeling uncertainties with extensive appli-
cations in CPS, cybersecurity, and network communications
[3], [4]. In BSG, uncertainties are typically characterized
by players’ types, while the distribution of types is public
knowledge [11], [12], [13], [14]. Then, players’ decision-
making is based on expected utility outcomes. Nonetheless,
most Bayesian models assume that the player’s type corre-
sponds to the actual configuration, regardless of whether the
players accurately perceive it. The settings fail to capture
the situation when players have asymmetric cognition of the
configuration, which often arises in practice due to external
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disturbances, bounded rationality, or inadvertent errors [7],
[15], [16].

Due to the underlying different perceptions about the game
configuration, players may have asymmetric cognition in
practice [15], [17]. The hypergame approach is an effective
model to break down this complex scenario by decomposing
it into multiple subjective sub-games [17]. Through subjec-
tive sub-games, players can exploit asymmetric information
to achieve better outcomes. Hence, hypergame approaches
are extensively employed in economics and CPS [18], [19],
[20], [21]. Due to asymmetric cognition, players are likely
to be suspicious about their acquired knowledge if the rivals’
strategies are not as expected, which may lead to the collapse
of strategic balance, or even to the breakdown of the system.
Hence, the concept of hyper Nash equilibrium (HNE) is
important in hypergames [15], [17], [22]. When an HNE is
achieved, the players not only avoid changing their strategies
unilaterally, but also maintain confidence in their cognition.

However, in practice, complex scenarios inevitably involve
both incomplete information and asymmetric cognition. Al-
though the aforementioned works in Bayesian games and
hypergames succeed in modeling incomplete information and
asymmetric cognition, respectively, these works predomi-
nantly focused on only one of these two aspects.

Consider a scenario in MTD problems where an attacker
receives vague configuration details, representing a form
of incomplete information, whereas a defender knows the
exact configuration and is aware of the attacker’s incomplete
information. Such incomplete information and asymmetric
cognition prompt us to investigate both the strategic and
cognitive stability of an obtained equilibrium. Otherwise, the
players may alter their strategies since the rival’s strategies
do not coincide with their expectations. Moreover, players’
knowledge may also be perturbed by fickle environmental
conditions or malicious attacks [3], [7], [23], [24], and the
robustness of an obtained equilibrium is possibly broken. It
is thus necessary to ensure the equilibrium robustness against
perturbation. The above two problems related to stability and
robustness, arising from the complex interaction of incom-
plete information and asymmetric cognition, necessitate a
unified analytical approach.

In this paper, we investigate the equilibrium stability and
robustness in a class of leader-follower MTD problems,
where the complex circumstances incorporate both incom-
plete information and asymmetric cognition. The attacker
fails to perceive the exact configuration of the game, but
characterizes the incomplete information by a probability dis-
tribution. Meanwhile, the defender, aware of the asymmetric
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cognition, knows the exact configuration and the distribution
of the attacker’s perceptions.
In this view, the main contributions are as follows.

o We use a hyper Bayesian Stackelberg game approach
to model a class of MTD problems with both incom-
plete information and asymmetric cognition. Through
the concept of the hyper Bayesian Nash equilibrium
(HBNE), we provide the analysis of both the strategic
and cognitive stability, as well as the robustness.

o« We propose a stability condition by solving linear
equations to reveal when an equilibrium can become an
HBNE (Theorem 1). We also provide corollaries based
on several typical probability distributions, such as the
uniform, Bernoulli, and one-point distributions.

e To further handle the underlying perturbation in the
leader’s observation, we study the equilibrium robust-
ness by the concept of robust HBNE strategies. If the
defender’s perturbed distribution is close enough to
the accurate one, an HBNE indicates a robust HBNE
strategy under the given perturbation (Theorem 2).

Notations: Let R be the real Euclidean space, and R} =
{r e R: z > 0}. For z = (z1,...,2,) € R", supp(z) =
{i € {1,...,n} : z; > 0} is the support set of z, diag(x)
is a n x n matrix with the diagonal elements equal z, and
x(z) : R — R" is the indicative function that the k-th entry
of x(z) equals 1 if z;, # 0 and equals O otherwise. 1,,, and
0,, represent m-dim vectors with all entries equal to 1 and
0, respectively.

II. PROBLEM FORMULATION

In this section, we first formulate the leader-follower MTD
problem with Bayesian games due to incomplete informa-
tion. We then reformulate the problem into a hypergame
to study asymmetric cognition. We show the problems to
solve for the equilibrium stability and robustness under both
incomplete information and asymmetric cognition.

A. Bayesian model for incomplete information

Consider an MTD problem with a defender, a follower, and
K targets. The attacker aims to attack the vulnerable targets,
while the defender tries to protect them. In the MTD setting,
the defender and the attacker have R; and R, resources
to protect and attack the targets, respectively. The defender
chooses a strategy to assign the resource z¥ on each target
k. Thus, the defender’s strategy set is g = {x € ]Rf :
Z,[le ¥ = Ry}. Usually, when R; = 1, the defender
deploys its defense with the probability z* to defend target
k. Similarly, the attacker assigns resource 3" to attack target
k, and its strategy set is Q, = {y € R : Zszl y* = R,}.
The defender and the attacker maximize their utilities:

K
Ua(z,y) = > y* (@ U5 (t) + (Ra — 2" U (1)), (1)

b
Il
—

K
Ua(,y) = Yy (@"US(t) + (Ra — 2" UL (1)), (@)

=~
Il
-

Specifically, US(ty) and US(ty) are the defender’s and
attacker’s profits when the defender allocates per unit of
resource to target ¢;, against per unit attack from the attacker,
respectively. The term Ry — ¥ refers to the action of not
being protected. It is necessary to account for the correspond-
ing profits of not being protected since different profits may
be achieved when the attacker attacks different unprotected
targets. Similarly, U¥ (t) and U (tx) are the defender’s and
attacker’s profit when the defender fails to defend target ¢y
against per unit attacking resource, respectively.

Due to widespread uncertainties, the attacker may fail to
perceive the exact configuration of the MTD problem and
thus have incomplete information [3], [7], [25]. The MTD
problem can correspondingly be formulated by a two-player
BSG G(0,P) = {Qaq x Qq,0, P,{U,} U{Uq4}}. Specifically,
the defender, with the strategy set {24, is a leader acting first
in the Stackelberg game setting, while the attacker, with the
strategy set ), is a follower determining the strategy after
observing the leader’s strategy. The type €, on behalf of the
attacker’s incomplete information of the configuration, is a
discrete random variable over the type set © = {61,...,0,}
from a public distribution P. The attacker obtains one type
each time, while the defender does not know the attacker’s
exact type 6, but can get the public distribution P [11].

When obtaining a type 6 € O, the attacker chooses a
strategy y(6) from €2, and assigns the resources y*(6) to
target k. In the rest of this paper, we use y to denote a map
from O to (£2,)" and y(0) to represent an action in €2, under
type 6. In this view, the utility of the defender is still the same
as (1), while the attacker’s utility should be considered under
type 6, that is,

K
Ua(w,9,0) = 3 _y* () (@"UE (b, 0) + (Ra = 2") U (84, 9)-
k=1
With a given type 6 € O, the attacker’s best response to
the defender’s strategy x should be

BR(z,0) = arg max U, (z,y,0).
yeQ,

Due to the attacker’s incomplete information, the defender
makes decisions under this Bayesian frame to maximize the
following expectation

K
EU(a.y) =3 S P(0)y*(6) (2" Ug (1) + (Ra— " U (11).
k=10c©

Hence, we give the following definitions characterizing an
equilibrium concept.

Definition 1: A strategy pair (*,y*) is a Bayesian strong
Stackelberg equilibrium (BSSE) if

(@%,y") carg max  EUs(z,y).

y(@)EBR(Lu,@)

The concept of BSSE characterizes strategic stability in
G(60, P). The defender acts first by making decisions based
on the anticipation of the attacker’s best response to maxi-
mize the expectation of the utility, while the attacker has to
employ the best response strategy for its maximal utility.
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In addition to BSSE, the Bayesian Nash equilibrium
(BNE) can be reached when both players make decisions as
the best response to the opponent’s strategy. When reaching a
BNE, no player can unilaterally change their strategies for a
better payoff. Technically, we give the definition as follows.

Definition 2: A strategy pair (z*,y*) is a Bayesian Nash
equilibrium (BNE) if

z* € arg max Z PO)Uq(x,y"(9)),

xE
‘9co

*(0) e U,(z*,y,0),
y*(0) arg max a(z%,y,0)

Vo e 0.

B. Hypergame reformulation for asymmetric cognition

Consider that, besides the attacker’s incomplete informa-
tion in G(0, P), the defender can also realize the exact
configuration 6y of the game. Let us denote the MTD
problem without incomplete information by G(6p), that is,
G(0g) = G(0,P) when 0 = 0y and P(6p) = 1. In this
formulation, the attacker is involved in the Bayesian game
G(6, P), while the defender is involved in G(6y) and also
realizes G(6, P) of the attacker. Thus, the defender should
sufficiently utilize this asymmetric cognition to achieve an
improved utility.

We reformulate this setting by a hypergame [17], which
decomposes complex situations with asymmetric cognition
into multiple subjective sub-games. Take a Bayesian hyper-
game model H(P) = {Hy(P),H,(P)}, where Hy(P) =
{G(0y),G(0,P)} and H,(P) = {G(9,P),G(0, P)} are the
two subjective sub-games of the defender and the attacker,
respectively. From the attacker’s perspective H,(P), the at-
tacker believes that both two players are involved in the BSG
G(6, P) and can obtain the type 6 in each iteration. From
the defender’s perspective H,;(P), the defender knows not
only G(6p) with the exact configuration 6 but the attacker’s
public distribution P in the subjective sub-game G(6, P) as
well. Actually, H(P) is a second-level hypergame' and can
be summarized in Table 1.

TABLE I
BAYESIAN HYPERGAME H (P)

Bayesian hypergame H (P)
defender Hy(P) attacker Hq (P)

attacker
G(0,P)

defender
G(9,P)

attacker
G(0,P)

defender
G(0o)

Due to asymmetric cognition, players may realize that the
rivals are involved in a different game when the strategies of
the rivals are not consistent with the expected ones according
to their subjective sub-games. Then, players may change their
cognition and choose other strategies accordingly, leading to
the ruin of balance. To this end, we introduce the following
important concept in this hypergame reformulation.

IThe first-level hypergame describes the situation when players are
playing different sub-games but no one realizes this. The second-level
hypergame occurs when at least one player is aware of the difference
between their sub-games. More details can be found in [17].

Definition 3: A strategy pair (x*,y*) is a hyper Bayesian
Nash equilibrium (HBNE) of H(P) if

* P(6)U, *(0), 6
z Eargﬁ%ﬁé () Ua(z,y"(0),060),

y*(0) € arg max U,(z*,y,0), VOecO.
y(0)eQ

An HBNE can ensure a balance where the strategies of
the rivals are consistent with their own expectations. Thus,
when an HBNE is reached, both players are unwilling to
change their cognition, leading to the cognitive stability of
an equilibrium.

Remark 1: There are researches for various situations
with players’ different cognition via Bayesian games, such
as asymmetric posterior belief in sequential games [26], [27]
and the unawareness of parts of configurations in normal-
form games [28], [29]. However, in their models still with
the same prior knowledge of the configuration, players may
update their posterior cognition after observing the rivals’
strategies due to asymmetric knowledge. Different from these
works, our model concerns the prior asymmetric cognition,
where the defender can realize both the real configuration
and the attacker’s incomplete prior knowledge.

a

C. Problem statement

Under the framework of the BSG model and its hypergame
reformulation, we examine the stability of equilibrium points
reached by the players. By definition, the equilibrium is
strategically stable when players achieve a BSSE. This
ensures that the players have no incentive to deviate from
their strategies, namely, neither the leader nor the follower
would unilaterally alter their strategies to gain a better payoff.

Besides, when an equilibrium meets the criteria of an
HBNE, it corresponds to the optimal solution for each
player’s subjective sub-game. This indicates cognitive sta-
bility, ensuring that players trust the game structure and are
unaware of differences between their subjective perceptions
of the game and those of their opponent. Without cognitive
stability, there is a risk that players might recognize a
misalignment, which could ultimately disrupt the balance or
even ruin the game mechanism.

Therefore, it is crucial to achieve an equilibrium that has
both the strategic and cognitive stability. We summarize this
aim as the following problem.

Problem 1: When is an equilibrium both strategically and
cognitively stable, that is, when a BSSE is also an HBNE?

On the other hand, the defender’s knowledge often relies
on external methods and historical information [3], [7], [14].
This process can be influenced by rivals and the environment,
especially malicious attacks [24], [23]. Under this circum-
stance, the defender may perceive a perturbed distribution
P’ of the distribution P. Although knowing the exact con-
figuration G(6p), the defender believes that the attacker is
involved in G(6, P’'), while the attacker truly engages in
G(0, P). The hypergame H(P,P') = {Hy4(P'),H.(P)}
with the defender’s perturbed knowledge is summarized in
Table II.
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TABLE I
PERTURBED BAYESIAN HYPERGAME H (P, P’)

Perturbed Bayesian hypergame H (P, P')
defender Hy(P') attacker Hq (P)

attacker
G(9,P)

defender
G(0,P)

attacker
G(9, P')

defender
G(0o)

Thus, the defender’s HBNE strategy in G(6, P’) is possi-
bly not consistent with the expectation of the attacker. Con-
sequently, our goal is to investigate the following problem
for equilibrium robustness under a perturbed distribution P’.

Problem 2: When is the defender’s strategy within HBNE
of H(P) robust to the perturbed distribution P’ of H(P, P')?

The following assumptions about the utilities are essential,
and are widely employed in Stackelberg games and MTD
problems [3], [8], [15].

Assumption 1: Fork=1,... K and § € O,

(i) AUa(tx) = Ug(te) — Ug(tx) > 0.

(i) AUL(0,tx) = U};(G,tk) - Ug(@,tk) > 0.
Assumption 1(i) ensures that the defender can benefit from
defending a target, while Assumption 1(ii) indicates that the
attacker tends to attack these unprotected targets.

III. STABILITY ANALYSIS

In this section, we provide the stability condition when a
BSSE is an HBNE, that is, to solve Problem 1. We first show
the existence of BSSE and HBNE.

Lemma 1: Under Assumption 1, there exists a BSSE and
an HBNE.

We give some interpretation of its proof. We adopt the
Harsanyi transformation [11] to convert the Bayesian game
into a complete-information one. We introduce a virtual
player called ‘nature’, who acts first and determines the type
f according to its probability P. Consider a Stackelberg
game G, where both players make decisions after observing
nature’s action. Hence, in é, the leader has the action
set {0y while the follower can adopt an nK-dimensional
strategy § = (9¥) G € {1,....n}k € {1,...,K})
with the action set Q, = {§ € ()" : Z,ﬁ{:l ;&f =
Ry, §% > 0}. In this way, the BSG G(6, P) is a complete-
information game, where the utilities of the defender and
attacker are denoted by Ud and ﬁa, respectively. Specifically,
Oal,§) = 325y Sy P67)Ua(x. (5)(6),60), while
Ualw,§) = 51 ks P(0;)Uale, 75 6).

By the transformation, the BSG G(0, P) is equivalent to
the above complete-information game G. Thus, with the re-
sults regarding the Nash equilibrium and strong Stackelberg
equilibrium in finite normal-form games [27], the existence
of the BSSE and the HBNE is correspondingly achieved.

Take (xpssE, Ypsse) as a pair of BSSE. We provide the
stability condition when a BSSE becomes an HBNE, namely,
to address Problem 1. At first, let us define the following

solution set to the linear equations of utilities and types:
SOL(y) = {y' € ()", A > 0: A1y’ = ABy, Aoy’ = 0},
Ay = (A(01), ..., A(6n)),
A0 = Pl i (S S
B = (P(th)Ix,P(02)Ik,...,P(0n)IK),
Ay = diag(1nkx — x(v))-

Theorem 1: Under Assumption 1, if SOL(ypssg) is
nonempty, then the BSSE is also an HBNE in H(P).

Nonempty SOL(ypssg) indicates that ypssg corre-
sponds to a point of the set (£,)", which can be seen
via a deterministic linear transformation composed from the
parameters of players’ utilities and types. Once it is satisfied,
both the defender and the attacker will trust their cognition
and not change their strategies. The attacker is not able to
find that the defender notices the exact configuration 6y,
and will not change its strategy. Besides, the defender will
trust its strategy to bring not only cognitive stability but also
strategic stability.

Based on Theorem 1, we give corollaries for three typical
cases.
Case 1. Consider uniform distribution Py over n types
01,...,0,. It is a common scenario in practice and can also
cover the single-leader-multi-followers Stackelberg models
[15] by considering the followers’ type as individual players.
Define

SOL®(y) = {y° € ()", A > 0: A3y° =AB°y, Ay° = 0},
A7 = (A°(0y),...,A°(0,)),

C (AUL0;,t)  AUL(0;,tx)
A°(0,) = d ) i
(%) lag< AUL(t) 7 AUg(tg)
B° :(IK,...,IK),

A5 = diag(l,x — x(v))-

It is not hard to find that verifying the solution to SOL°(y) is
much easier than SOL(y), and we have the following result.

Corollary 1: Under Assumption 1 with uniform distribu-
tion Py, a BSSE is an HBNE if SOL°(ypssg) is nonempty.
Case 2. Consider Bernoulli distribution Pp regarding the two
types 61, 0,. This setting is often employed to characterize
players with two behavioral patterns [3], [12] or to describe
the reliability of perceptions about adversarial utilities [7].
Suppose Ry = R, = 1 and Pg(61) # 0,1. Otherwise,
it degenerates to a one-point distribution. We provide the
following result.

Corollary 2: Under Assumption 1 and given Bernoulli
distribution Pg, a BSSE becomes an HBNE if rank A <
2K — 1, where A = ((A})7, (A5)T)T and

Ay =(P(61) A1 (61), P(62) Ay (62)),

A (6;) =P(0;) diag (X(yl(ei))Wv
: ,x(yK(oi))M}

AUd(tK>
Ajy =diag(lax — x(y)).
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Case 3. Consider one-point distribution Pp. In this scenario,
the BSG poses a single type 6 = 6, and degenerates to a
complete-information game. In such a classic leader-follower
scheme, the relationship between the Stackelberg and Nash
equilibrium has been widely investigated in cybersecurity
problems [8], [30], which can also be corroborated by our
result. We give the result as follows.

Corollary 3: Under Assumption 1 and given one-point
distribution Py, a BSSE is an HBNE.

IV. ROBUSTNESS ANALYSIS

In this section, we investigate the robustness of HBNE,
i.e., to solve Problem 2.

When both players engage in H(P, P'), they make de-
cisions according to their subjective sub-games, which are
different actually. If the defender’s decision-making is not
as the attacker expects due to the perturbation P’ # P,
the attacker may realize that their cognition of the game
configuration is not consistent. This indicates the lack of
robustness to P’ regarding the defender’s strategy and may
lead to the ruin of the system. To this end, we introduce
the concept of robust HBNE strategy in H (P, P') with the
defender’s perturbed distribution P’ [22].

Definition 4: Consider HBNE (z*,y}) of H(P) and a
perturbed distribution P’ # P. Then, x* is said to be the
defender’s robust HBNE strategy of H (P, P’) if there exists
Y5 (0) € BR(z*,0) for 6 € © such that

z" € arg max > P(O)Ua(z,yp:(0),60).  (3)

6co

Like the pair of HBI\%E (x*,yp) in H(P) without per-
turbation, the pair of (z*,yp,) can ensure both the strategic
and cognitive stability in H (P, P’). Note that y5, is a virtual
strategy since the attacker still acts y} in its subjective sub-
games of H (P, P’). When the defender acts robust HBNE
strategy x*, the attacker cannot realize that the defender
has perturbed knowledge. This implies the robustness of the
defender’s strategy x* from P to P’. This motivates us to
reveal the following result.

Theorem 2: Suppose a pair of HBNE (z*,y}%) in H(P).
Under Assumption 1, for a perturbed distribution P’, there
exists a positive constant € determined by players’ utilities
such that, if ), o [P'(0) — P(0)| < ¢, then z* is a robust
HBNE strategy of H(P, P’).

Theorem 2 reveals that, when P’ is close to P, the
attacker cannot realize that the defender’s observation has
perturbation, and thus will trust its own cognition of the
game configuration. On the other hand, we could say that
the defender’s HBNE strategy z* of H(P) is robust to
the perturbed distribution in H (P, P’). When the defender
observes the distribution of the attacker’s type, a small bias
is usually allowed according to Theorem 2, which does not
influence the defender’s decision-making.

V. NUMERICAL SIMULATIONS

In this section, we provide numerical simulations to verify
our theoretical results.

1 1
0.9 0.9
008 008
3 3
X 0.7 X 0.7
0.6 [[~e=Case 1 0.6 [[~e=Case 1
—A—Case 2 —A—Case 2
0.5 0.5
5 6 7 8 9 10 5 6 7 8 9 10
Target amount Type amount
@n=>5 (b)) K=5
Fig. 1. The equivalence of BSSE and HBNE. The x-axis is for the target

amount in (a), and for the type amount in (b). The y-axis is for ratios
where Case 1 and Case 2 happen in 100 instances, depicted in blue and
red, respectively.

1

0.8

~06

A 0.4

0.2

N

02 04 06 08 1 02 04 06 08 1
P(0) P(6y)

(a) Setting 1 (b) Setting 2
Fig. 2. Robust HBNE in two settings. Any point (P(61), P(62)) in
this figure refers to a distribution P over 61, 62, and 03 with P(f3) =
1 — P(61) — P(02). If a point has a same-color neighborhood, then the

corresponding HBNE is robust. Figures (a) and (b) are two different settings
with randomly generated utilities.

A. Stable condition for BSSE being HBNE

To evaluate Theorem 1, consider a randomly generated
defense model, which has n types and K targets with
n=>5,...,10 and K = 5,...,10. Generate 100 instances
for each model, where UJ(t) and U} (0,t;) are uniformly
generated over [5,10], U} (tx) and US(0,t;) are uniformly
generated over [0, 5], and R4 and R, are uniformly generated
over [1,5]. Then, Let (xpsse, ypsse) be the BSSE of each
instance, which is computed by the mixed-integer linear pro-
gramming in [8], while the HBNE is computed by sequential
quadratic programming in [31]. We investigate the following
two cases. Case 1: a BSSE is an HBNE when SOL(ypssk)
is nonempty; Case 2: SOL(ypssg) is nonempty when a
BSSE is an HBNE. Fig. 1 gives the ratios where the two
cases happen in all the instances, and we can see that the
ratio of Case 1 is always 100%, which is consistent with
Theorem 1. The ratio of Case 2 is no less than 75%, which
means that the proposed stability condition in Theorem 1 can
cover many instances.

B. Robustness of HBNE

Consider an MTD problem against malicious attacks in
cloud systems, where the hacker has several attack methods
such as “denial-of-service”, “malware injection”, and “side-
channel attacks”, while the administrator needs to resist
these threats[32], [33]. Both sides have limited resources
(e.g. budgets, hardware). The hacker cannot obtain complete

information on the configuration of the system possibly
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due to observation error and defensive deception. More-
over, the administrator also does not know the hacker’s
perception (type), and gets a perturbed distribution of the
type due to malicious jamming. Consider the hacker’s dis-
tribution P over 3 types 61,602,605, and the parameters
US(t), U0, tr), Uy (tr),US(0,t) € [0,5] as the value for
different targets and set Ry = R, = 1. Fig. 2 illus-
trates the defender’s HBNE strategies in two given settings,
where the parameters are randomly generated. Each point
(P(601), P(62)) in Fig. 2 refers to a distribution with P(03) =
1—P(61)— P(0s). If a point has a same-color neighborhood,
then the corresponding HBNE is robust. We can see that
most points of its distribution are in the same color as its
neighborhood. Thus, most HBNE strategies are robust to
malicious jamming, which is consistent with Theorem 2.

VI. CONCLUSIONS

We studied MTD problems incorporating both incomplete
information and asymmetric cognition. We modeled the
complex circumstance as a hyper Bayesian game, where
the attacker fails to perceive the exact configuration, and
the defender realizes both the exact configuration and the
distribution of the attacker’s perception. By solving linear
equations, we provided a stability condition to reveal both
the strategic stability and cognitive stability of obtained
equilibria. Further, to handle players’ underlying perturbed
knowledge, we showed the equilibrium robustness through
the concept of the robust HBNE.

REFERENCES

[1] D. Umsonst, S. Saritas, and H. Sandberg, “A Nash equilibrium-based
moving target defense against stealthy sensor attacks,” in 2020 IEEE
Conference on Decision and Control (CDC), pp. 3772-3778, 2020.

[2] L. Niu, J. Fu, and A. Clark, “Minimum violation control synthesis on
cyber-physical systems under attacks,” in 2018 IEEE Conference on
Decision and Control (CDC), pp. 262-269, 2018.

[3] D. Umsonst, S. Saritag, G. Dan, and H. Sandberg, “A Bayesian
Nash equilibrium-based moving target defense against stealthy sensor
attacks,” IEEE Transactions on Automatic Control, vol. 69, no. 3,
pp. 1659-1674, 2024.

[4] O. A. Wahab, J. Bentahar, H. Otrok, and A. Mourad, ‘“Resource-
aware detection and defense system against multi-type attacks in the
cloud: Repeated Bayesian Stackelberg game,” IEEE Transactions on
Dependable and Secure Computing, vol. 18, no. 2, pp. 605-622, 2021.

[5] M. Pirani, J. A. Taylor, and B. Sinopoli, “Attack resilient intercon-
nected second order systems: A game-theoretic approach,” in 2019
IEEE Conference on Decision and Control (CDC), pp. 4391-4396,
2019.

[6] D. Umsonst and H. Sandberg, “A game-theoretic approach for choos-
ing a detector tuning under stealthy sensor data attacks,” in 2018 IEEE
Conference on Decision and Control (CDC), pp. 5975-5981, 2018.

[7] L. Jia, F. Yao, Y. Sun, Y. Niu, and Y. Zhu, “Bayesian Stackelberg
game for antijamming transmission with incomplete information,”
IEEE Communications Letters, vol. 20, no. 10, pp. 1991-1994, 2016.

[8] D. Korzhyk, Z. Yin, C. Kiekintveld, V. Conitzer, and M. Tambe,
“Stackelberg vs. Nash in security games: An extended investigation of
interchangeability, equivalence, and uniqueness,” Journal of Artificial
Intelligence Research, vol. 41, pp. 297-327, 2011.

[9]1 S. Amin and K. H. Johansson, “Preface to the focused issue on

dynamic games in cyber security,” Dynamic Games and Applications,

vol. 9, pp. 881-883, 2019.

G. Chen, G. Xu, F. He, Y. Hong, L. Rutkowski, and D. Tao, “Approach-

ing the global Nash equilibrium of non-convex multi-player games,”

IEEE Transactions on Pattern Analysis and Machine Intelligence,

pp. 1-17, 2024.

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

(18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

[28]

[29]

[30]

[31]

[32]

[33]

3953

J. C. Harsanyi, “Games with incomplete information played by
“Bayesian” players, I-III part I. The basic model,” Management
Science, vol. 14, no. 3, pp. 159-182, 1967.

A. Garnaev, M. Baykal-Gursoy, and H. V. Poor, “Security games with
unknown adversarial strategies,” IEEE Transactions on Cybernetics,
vol. 46, no. 10, pp. 2291-2299, 2016.

G. Chen, K. Cao, and Y. Hong, “Learning implicit information
in Bayesian games with knowledge transfer,” Control Theory and
Technology, vol. 18, no. 3, pp. 315-323, 2020.

H. Zhang, G. Chen, and Y. Hong, “Distributed algorithm for
continuous-type Bayesian Nash equilibrium in subnetwork zero-sum
games,” IEEE Transactions on Control of Network Systems, vol. 11,
no. 2, pp. 915-927, 2024.

Z. Cheng, G. Chen, and Y. Hong, “Single-leader-multiple-followers
Stackelberg security game with hypergame framework,” IEEE Trans-
actions on Information Forensics and Security, vol. 17, pp. 954-969,
2022.

B. Gharesifard and J. Cortés, “Evolution of the perception about the
opponent in hypergames,” in 2010 IEEE Conference on Decision and
Control (CDC), pp. 1076-1081, 2010.

P. G. Bennett, “Toward a theory of hypergames,” Omega, vol. 5, no. 6,
pp. 749-751, 1977.

B. Gharesifard and J. Cortés, “Evolution of players’ misperceptions
in hypergames under perfect observations,” IEEE Transactions on
Automatic Control, vol. 57, no. 7, pp. 1627-1640, 2011.

B. Gharesifard and J. Cortés, “Stealthy deception in hypergames under
informational asymmetry,” IEEE Transactions on Systems, Man, and
Cybernetics: Systems, vol. 44, no. 6, pp. 785-795, 2014.

A. N. Kulkarni and J. Fu, “Opportunistic synthesis in reactive games
under information asymmetry,” in 2019 IEEE Conference on Decision
and Control (CDC), pp. 5323-5329, 2019.

C. Bakker, A. Bhattacharya, S. Chatterjee, and D. L. Vrabie, “Learn-
ing and information manipulation: Repeated hypergames for cyber-
physical security,” IEEE Control Systems Letters, vol. 4, no. 2,
pp. 295-300, 2020.

Y. Sasaki, “Preservation of misperceptions—stability analysis of hy-
pergames,” in 52nd Annual Meeting of the ISSS-2008, vol. 3, no. 1,
2008.

A. Berady, M. Jaume, V. V. T. Tong, and G. Guette, “From TTP to [oC:
Advanced persistent graphs for threat hunting,” IEEE Transactions on
Network and Service Management, vol. 18, no. 2, pp. 1321-1333,
2021.

B. Nour, M. Pourzandi, and M. Debbabi, “A survey on threat hunting
in enterprise networks,” IEEE Communications Surveys & Tutorials,
vol. 25, no. 4, pp. 2299-2324, 2023.

G. Chen, Y. Ming, Y. Hong, and P. Yi, “Distributed algorithm for
e-generalized Nash equilibria with uncertain coupled constraints,”
Automatica, vol. 123, p. 109313, 2021.

D. Fudenberg and J. Tirole, “Perfect Bayesian equilibrium and se-
quential equilibrium,” Journal of Economic Theory, vol. 53, no. 2,
pp. 236-260, 1991.

T. Basar and G. J. Olsder, Dynamic Noncooperative Game Theory,
2nd Edition. SIAM, 1998.

M. Meier and B. C. Schipper, “Bayesian games with unawareness
and unawareness perfection,” Economic Theory, vol. 56, pp. 219-249,
2014.

J. Y. Halpern and L. C. Régo, “Extensive games with possibly unaware
players,” in Proceedings of 5th International Joint Conference on
Autonomous Agents and Multiagent Systems (AAMAS), pp. 744-751,
2006.

G. Xu, G. Chen, Z. Cheng, Y. Hong, and H. Qi, “Consistency
of Stackelberg and Nash equilibria in three-player leader-follower
games,” IEEE Transactions on Information Forensics and Security,
vol. 19, pp. 5330-5344, 2024.

B. Chatterjee, “An optimization formulation to compute Nash equilib-
rium in finite games,” in Proceeding of International Conference on
Methods and Models in Computer Science (ICM2CS), pp. 1-5, 2009.
M. Masdari and M. Jalali, “A survey and taxonomy of DoS attacks
in cloud computing,” Security and Communication Networks, vol. 9,
no. 16, pp. 3724-3751, 2016.

A. Schlenker, O. Thakoor, H. Xu, F. Fang, M. Tambe, L. Tran-Thanh,
P. Vayanos, and Y. Vorobeychik, “Deceiving cyber adversaries: A
game theoretic approach,” in Proceedings of the 17th International
Conference on Autonomous Agents and MultiAgent Systems (AAMAS),
pp. 892-900, 2018.

Authorized licensed use limited to: KTH Royal Institute of Technology. Downloaded on January 09,2026 at 11:32:33 UTC from |IEEE Xplore. Restrictions apply.



