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Recent	  Cyber-‐ARacks	  on	  Control	  Systems	  

Cyber-‐Security	  of	  Networked	  Control	  Systems	  	  
•  Networked	  control	  systems	  are	  to	  a	  growing	  extent	  based	  

on	  open	  communica9on	  and	  soCware	  technology	  
•  Leads	  to	  increased	  vulnerability	  to	  cyber-‐threats	  	  	  	  	  	  	  	  	  	  

with	  many	  poten@al	  points	  of	  aRacks	  

•  How	  to	  model	  aRacks?	  	  
•  How	  to	  measure	  vulnerability?	  	  
•  How	  to	  compute	  consequences?	  	  
•  How	  to	  design	  secure	  control	  systems	  

	  •  Tradi@onal	  computer	  and	  informa@on	  security	  
do	  not	  provide	  answers	  these	  ques@ons	  

•  Need	  for	  a	  theory	  for	  secure	  control	  systems	  
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Outline	  

•  Introduc@on	  
•  ARack	  model	  for	  control	  systems	  	  
•  ARack	  on	  power	  network	  state	  es@mator	  
•  Stealthy	  minimum-‐effort	  aRacks	  
•  Security	  index	  
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•  Biography	  

Networked	  Control	  System	  under	  ARack	  

Anomaly	  detector	  
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Adversary	  Model	  

• Adversary	  constrained	  by	  limited	  resources	  
• ARack	  policy	  depends	  on	  adversary	  goals	  and	  constraints	  

ARack	  Space	  
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Experimental	  Set-‐Up	  

[J,	  2000]	  

Quadruple-‐tank	  process	  has	  non-‐minimum-‐phase	  zero	  if	  	  	  	  

Zero	  Dynamics	  ARack	  

• Zero	  dynamics	  are	  characterized	  by:	  

• Suggests	  aRack	  on	  actuators	  with	  policy:	  

• Requires	  system	  knowledge	  (zero	  dynamics)	  
but	  no	  disclosure	  resources	  

•  If	  the	  zero	  is	  unstable,	  then	  the	  plant	  state	  can	  
be	  moved	  by	  this	  aRack	  without	  detec@on	  	  
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Experimental	  Valida@on	  
• AFack	  goal:	  Empty	  Tank	  3	  

• Zero	  dynamics	  aRack	  on	  both	  
actuators	  starts	  at	  t=30s	  

• Tank	  3	  becomes	  empty	  at	  t=55s	  

• The	  aRack	  is	  detected	  at	  t=58s	  

• Actuator	  2	  saturates	  at	  t=60s	  
	  
	  

Teixeira	  et	  al,	  HiCoNS,	  2012	  
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Mo@va@on	  
•  Northeast	  blackout	  Aug	  14,	  2003:	  55	  million	  people	  affected	  
•  Sojware	  bug	  in	  energy	  management	  system	  stalled	  alarms	  in	  

state	  es9mator	  for	  over	  an	  hour	  
•  Cyber-‐aRacks	  against	  the	  power	  network	  control	  systems	  

with	  similar	  consequences	  pose	  a	  substan@al	  threat	  

SCADA/EMS	  Systems	  

(SCADA/EMS	  =	  Supervisory	  Control	  and	  Data	  Acquisi@on/Energy	  Management	  Systems)	  
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ARacks	  on	  Power	  Systems	  

•  Many	  aRack	  opportuni@es	  
–  Sensor	  and	  actuators	  
–  Communica@on	  systems	  
–  Sojware	  systems	  (e.g.,	  control)	  
–  Human	  operators	  
–  Physical	  infrastructure	  

•  How	  strengthen	  the	  systems	  
against	  cyber-‐aRacks?	  

SCADA	  =	  Supervisory	  Control	  and	  Data	  Acquisi@on	  EMS	  =	  Energy	  Management	  System	  WAMS	  =	  Wide	  Area	  Monitoring	  System	  

RTUs	  =	  Remote	  Terminal	  Units	  (Sensors/Actuators)	  	   PMUs	  =	  Phasor	  Measurement	  Units	  (Sensors)	  	  

(Static) Power Network Model 

•  Active and reactive power injections: 

 

•  Active and reactive power flows: 

 
   where 
 

• Local states at bus i: 
-     – phase angle 
-     – voltage magnitude 

• Measurement model: 

-              : network states 
-              : power flow 

 measurements 
-    : measurement noise 

Static model because the power grid time constant ~10 ms is beyond existing 
measurement technology. Typical sampling time ~1 s. 
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Energy	  Management	  System	  for	  Power	  Networks	  

•  SCADA-‐EMS	  provides	  power	  network	  
state	  informa@on	  to	  
–  Iden@fy	  faulty	  equipment	  
–  Op@mize	  power	  flows	  
–  Analyze	  reliability	  (con@ngency)	  
–  Etc	  

•  Large	  system	  with	  slow	  sampling	  
–  100-‐1	  000’s	  of	  RTUs	  sampled	  in	  sec’s	  
–  10K-‐40K	  measurements	  

•  Decisions	  taken	  by	  human	  operators	  

WAMC	  =	  Wide	  Area	  Monitoring	  and	  Control	  System	  

RTUs	  =	  Remote	  Terminal	  Units	  (Sensors/Actuators)	  	   PMUs	  =	  Phasor	  Measurement	  Units	  (Sensors)	  	  

	  Remark	  
	  New	  WAMCs	  based	  on	  high-‐rate	  PMUs	  are	  
beRer	  protected	  but	  cons@tute	  only	  a	  small	  
por@on	  of	  the	  overall	  network	  

Energy	  Management	  System	  	  	  

•  The	  state	  es9mator	  has	  a	  crucial	  role	  in	  the	  EMS	  
•  If	  the	  bad	  data	  detector	  iden@fies	  a	  faulty	  sensor,	  the	  corresponding	  

measurement	  is	  removed	  from	  the	  state	  es@mator	  
•  Bad	  data	  detec@on	  is	  typically	  done	  under	  the	  assump@on	  of	  

uncorrelated	  faults,	  which	  does	  not	  hold	  for	  intelligent	  aRacks	  
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•  Steady-‐state	  models:	  

•  WLS	  es@mates	  of	  bus	  phase	  angles	  δi	  (in	  vector	  	  	  	  ):	  

•  Linear	  DC	  approxima@on	  (≈	  ML	  es@mate):	  

State	  Es@mator	  

E.g.,	  [Schweppe	  and	  Wildes,	  1970;	  Abur	  and	  Exposito,	  2004]	  

Bad Data Detector  

• Today’s BDD is based on measurement residual 

• For the Gauss-Newton method: 

• Note that                   is the orthogonal projection onto 

• Can be exploited by an attacker 
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ARack	  Model	  

•  Scenario:	  ARacker	  injects	  malicious	  data	  a	  to	  corrupt	  analog	  
measurements	  in	  the	  power	  grid,	  in	  order	  to	  change	  state	  
es@mates	  without	  genera@ng	  bad	  data	  detec@on	  alarm	  

•  How	  characterize	  the	  set	  of	  undetectable	  malicious	  data	  a?	  
	  

x̂+ c

x̂+ c
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Bad-‐Data	  Detec@on	  and	  	  
Stealthy	  ARacks	  

•  Bad-‐data	  detec@on	  trigger	  alarm	  when	  residual	  r	  is	  large	  

•  Characteriza@on	  of	  undetectable	  malicious	  data	  a:	  
	  	  

	  
•  The	  aRacker	  has	  a	  lot	  of	  freedom	  in	  the	  choice	  of	  a!	  	  
•  ARacker	  likely	  to	  seek	  sparse	  solu@ons	  	  	  	  	  	  ,	  i.e.,	  
manipulate	  only	  few	  measurements	  	  

[Liu	  et	  al.,	  2009]	  

x̂+ c

x̂+ c

Stealthy	  Minimum-‐Effort	  ARack	  
• ARack	  single	  measurement	  	  

	  

-  	  	  
-  	  	  
-  	  	  

• Op@mal	  aRack	  
	  	  

•  	  	  	  	  	  	  is	  typically	  not	  sparse,	  so	  	  
many	  sensors	  need	  to	  be	  corrupted	  

•  Consider	  0-‐norm	  instead	  of	  2-‐norm	  

x̂+ c

x̂+ c
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•  	  	  	  	  	  is	  the	  target	  measurement	  
• A	  few	  possible	  aRacks:	  

-  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
-  	  	  
-  	  	  
-  	  	  

not	  stealthy	  
minimum	  
effort	  

Stealthy	  Minimum-‐Effort	  ARack	  

Security	  Index	  

•  Security	  index	  for	  measurement	  k:	  
-  	  	  	  	  	  	  is	  the	  op@mal	  solu@on	  of	  

-  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  Stealthy	  	  
-  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  Corrupted	  
-  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  Protected	  

•  	  	  	  	  	  	  	  is	  the	  minimum	  number	  of	  measurements	  to	  manipulate	  for	  a	  
successful	  aRack	  
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Example	  

•  Sparse	  aRack	  corresponding	  to	  ρk:	  
	  
	  
•  Compare	  with	  the	  “hat	  matrix”:	  

	  

•  Hat	  matrix	  misleading	  for	  judging	  sparsity	  of	  aRacks!	  

⇢1 = 2

⇢2 = 3

⇢3 = 3

⇢5 = 2

⇢4 = 1

VIKING	  40-‐bus	  Benchmark	  
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VIKING	  Benchmark:	  Security	  Index	  

Exis@ng	  measurement	  configura@on	  	  
Extended	  measurements	  configura@on	  
	  

protected	  measurements	  

target	  measurement	  Target	  measurement	  	  

	  	  	  	  	  	  	  	  	  	  	  	  	  	  

VIKING	  Benchmark:	  Experimental	  Results	  

•  Target	  measurement:	  flow	  between	  TROY	  and	  BLOO,	  
•  Nonlinear	  models	  are	  used	  by	  the	  state	  es@mator	  and	  bad	  data	  detector	  
•  ARacker	  knows	  the	  linear	  DC	  model	  accurately	  

	  

5	  substa@ons	  aRacked	  
(7	  measurements)	  

Target	  power	  flow	  
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VIKING	  Benchmark:	  Experimental	  Results	  

•  150	  MW	  was	  not	  detected	  (56%	  of	  nominal	  value)	  
•  State	  es@mator	  did	  not	  converge	  for	  200	  MW	  

Target	  measurement	  (MW)	  

ARack	  on	  	  	  	  	  	  	  	  	  	  	  

Es
@m

et
ed

	  m
ea
su
re
m
en

t	  	  
(M

W
)	  

Bad	  data	  detected	  and	  removed	  

za = z + a
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Conclusions	  
•  Cyber-‐aFack	  models	  for	  networked	  control	  systems	  
•  Undetectable	  false-‐data	  aRack	  against	  power	  systems	  
state	  es@mator	  possible,	  both	  in	  theory	  and	  prac@ce	  

•  New	  security	  index	  ρk	  to	  es@mate	  vulnerabili@es	  	  
•  Suggests	  loca@ons	  of	  counter	  measures	  
•  Many	  open	  problems	  in	  secure	  networked	  control	  theory	  	  

Nordic grid 

x̂+ c

x̂+ c

hRp://www.ee.kth.se/~kallej	  
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