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Abstract

Technical infrastructures such as the electric power grid can be described as
networks. From a mathematical perspective, a network can be modeled as
a set of vertices connected with a set of edges. The recent advances in com-
puter technology have launched an extensive research on the properties of
large, complex networks. We review the most widely used measures for char-
acterizing networks, and the most influential network models for capturing
and explaining these characteristics. For infrastructure networks, the ability
to maintain a designated function when parts of the system are damaged,
so-called robustness, is very important. We review some of the recent studies
of network robustness, and as an application we compare the robustness of
the power grids of the Nordic countries and western USA. With our network
representations, the western USA power grid is found to be the most robust
of the two. We also study how an augmentation of new power lines affects
the robustness of the Nordic grid. Within our network model, we find that
the improvements are small. The thesis concludes with a discussion on how
the network model and the robustness measures can be adjusted to better
fit the properties of power grids and other infrastructures.
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Sammanfattning

Tekniska infrastrukturer s̊asom det elektriska kraftnätet kan beskrivas som
nätverk. Fr̊an ett matematiskt perspektiv kan ett nätverk modelleras som
en mängd noder sammankopplade med en mängd länkar. Den senaste
tidens utveckling inom datorteknologin har inlett en omfattande forskning
kring egenskaperna hos stora, komplexa nätverk. Vi beskriver de mest
använda måtten för att karakterisera nätverk samt de mest inflytelserika
nätverksmodellerna för att f̊anga och förklara dessa egenskaper. För in-
frastrukturnätverk är förm̊agan att upprätth̊alla en avsedd funktion trots
att delar av systemet har skadats, s̊a kallad robusthet, mycket viktig. Vi
redogör för n̊agra av den senaste tidens studier av nätverks robusthet och
som en tillämpning jämför vi robustheten hos de nordiska ländernas och
västra USA:s kraftnät. Med v̊ara nätverksframställningar finner vi att
västra USA:s kraftnät är mest robust av de tv̊a. Vi studerar ocks̊a hur en
förstärkning med nya kraftledningar p̊averkar robustheten hos det nordiska
kraftnätet. Inom v̊ar nätverksmodell finner vi att förbättringarna är små.
Avhandlingen avslutas med en diskussion om hur nätverksmodellen och
robusthetsm̊atten kan justeras s̊a att de bättre passar egenskaperna hos
kraftnät och andra infrastrukturer.
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1 Introduction

1.1 Background

The society of the western world is largely built on systems that provide
us with electricity, water, transportation, telecommunication, etc. These
so-called infrastructures have raised our life standards dramatically and the
services they supply are more or less taken for granted. Disturbances in
the systems, however, can have serious consequences in terms of human life
and health as well as economical losses. There are a number of threats to
the infrastructures, ranging from severe weather and failures in technical
components to sabotage and terrorist attacks. Identifying and eliminating
weak points in the systems is important for avoiding large crises in the
society.

The sensitivity of an infrastructure to various threats, its vulnerability,
can be analyzed using a number of methods, including qualitative policy-
based procedures and quantitative, probabilistic risk analysis, see further
Holmgren (2004). In this thesis, we will view the technical side of an infras-
tructure as a network. From this perspective, a system is seen as a number
of units standing in some pairwise relations to each other. The properties
of a network can be studied mathematically using graph theory. In this
relatively new approach, an infrastructure is modeled as a set of vertices (or
nodes) connected with a set of edges (or links). Extensive research has been
done recently on the mathematical properties of large networks, including
their vulnerability to different threats. Within the graph framework, vulner-
ability and the complement robustness are analyzed by studying the effects
of damaging vertices or edges so as to simulate different threats.

1.2 Objectives

The aim of this thesis is to introduce the mathematical graph representa-
tion of networks and to review some of the recent research in the field. We
will also illustrate how it can be used to analyze the vulnerability of in-
frastructures, by applying the model to two real-world power grids. The
value of the study will be discussed, as well as how the method may be re-
fined and extended in future research to better fit the properties of different
infrastructures.

1.3 Thesis outline

Section 2 Here we give a short introduction to technical infrastructures,
in particular electric power grids. We discuss a number of possible
threats to the infrastructures and introduce the concepts of vulnera-
bility and robustness. Some major recent disturbances in the power
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delivery around the world are briefly described. Finally, we introduce
the network framework that will be used in the rest of the thesis.

Section 3 In this section we review the recent advances in network ana-
lysis. First, some of the real-world networks that have been studied
are presented. Then, some important concepts from graph theory are
introduced and explained. Finally, we describe the most widely stud-
ied statistical measures and the most influential network models in the
recent research.

Section 4 Here we focus on the robustness of large networks. The mea-
sures of robustness and the models for damage and threats that have
been used in recent studies are reviewed. We also present the most
important results on the connection between network topology and
robustness.

Section 5 In this section we present our case study on the robustness of
the power grids of the Nordic countries and western USA. The study is
a collaboration with PhD candidate Åke Holmgren at the Center for
Safety Research, KTH and also appears in Holmgren (2004). First,
we introduce the networks and discuss their characteristics. Then, we
describe the models and measures used in the study, and finally, we
present the results and discuss these.

Section 6 The degree of a vertex is the number of edges connecting it to
other vertices. Here we present some mathematical treatments of the
degree distribution of the so-called Erdős-Rényi random graph, which
is introduced in section 3. We show that the degree tends to a Poisson
distribution when the graph size goes to infinity. Furthermore, we
investigate the dependence between the degrees of two vertices and
demonstrate that they are asymptotically independent as the graph
size tends to infinity.

Section 7 In this last section we briefly summarize the most important
results and concepts from the previous sections. Thereafter we discuss
how the models and measures for damage, threats, and robustness can
be refined and improved in future studies.

Appendix A Here we include the complete results from the robustness
study of the Nordic and the western USA power grids.

Appendix B Here we include the Matlab code for calculating various
graph measures, generating model networks and simulating different
network threats for the robustness study.
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2 Aspects of infrastructures

2.1 Technical infrastructures

In a wide definition of the term infrastructure, systems such as health care,
defence and education may be included. This thesis, however, will focus on
technical infrastructures, i.e., the systems supplying services such as electric
power, heat, computer and telecommunication, water and sewage, trans-
portation of goods and people (on roads, railways, ships and airplanes), and
financial transactions. These systems are also called critical infrastructures,
since they are of the most importance to the function of the society. Distur-
bances and failures in critical infrastructures can lead to severe economical
and social consequences. While the systems by themselves are large and
complex, they are also dependent on each other. For example, all systems
need electric power, and most require computer communication, in order to
function (Grimvall et al., 2003).

2.1.1 Choosing perspectives

In reality, all infrastructures are sociotechnical, i.e., they consist of technical
systems as well as the individuals and organizations who develop, control
and utilize the systems (Grimvall et al., 2003). To get the full picture of an
infrastructure, both its technical and its social aspects should be considered.
In the following, however, this thesis will focus on the technical side.

Technical infrastructures can be studied from a number of different per-
spectives. In the present thesis, we will focus on their ability to maintain
important functions of the society. When studied from the industry’s point-
of-view, the concerns may instead be fast transports of goods and producing
services cost efficiently. From a consumer’s perspective, the important fac-
tors may be quality, low prices and availability (Grimvall et al., 2003).

2.1.2 The Swedish power grid

The electric power grid is arguably the most important infrastructure for
the function of the society. We will use it as our main example, and here we
briefly look at the structure of the Swedish power delivery grid. The system
consists of roughly three levels: The national transmission grid (voltage
level 220–440 kV) contains the large generating stations, mainly nuclear
power and hydropower plants, and the very large consumers. It connects
the northern parts of the country, where the majority of the generation
is located, with the southern parts, where most consumers are. The sub
transmission grid or regional grid (40–130 kV) is connected to the national
transmission grid and contains smaller generating plants, e.g., gas turbines,
and relatively large consumers. The distribution grid (voltage level 10–40
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kV for the primary distribution grid) carries the electric power from the
higher voltage levels to the final consumer (Holmgren, 2004).

2.2 Infrastructure vulnerability

2.2.1 Threat scenarios

Infrastructures can be exposed to perturbations that may potentially cause
the systems to break down, totally or partially, for some time. These events
or threat scenarios may be of varying kinds, from completely random to
intentional attacks. Consider for example the electric power grid. A large
threat to this system is extreme weather, such as storms and heavy snowfall.
Falling trees, snow and ice can cause power lines to cut or short circuit,
which in turn may cause a loss of power. This kind of threat is of a random
nature, following some probability distribution over time and geographical
space.

Another triggering event may be a failure in the equipment, due to e.g.
wear and age. This threat is also of a random kind, but the probability that
it is realized can to some extent be controlled, through choices regarding
materials, construction and inspections. Human errors, including organi-
zational weaknesses, are neither entirely random nor deterministic, and are
difficult to model. An entirely different kind of threat is sabotage and ter-
rorist attacks, where we have a conflict between the antagonist and those
who maintain or defend the system. As the attacker acts according to some
more or less rational plan, this threat is generally not of a random nature,
and it is seldom meaningful to talk about “the probability of an attack”
(Grimvall et al., 2003).

2.2.2 Vulnerability, robustness and resilience

Vulnerability can be described as “the collection of properties of an infras-
tructure system that may weaken or limit its ability to endure threats and
survive accidental events that originate both within and outside of the sys-
tem’s boundaries” (Holmgren, 2004). To qualify as a vulnerability problem,
the consequences of a certain perturbation should be serious enough to dis-
able important services of the society for a considerable time period.

There is a relatively natural way of measuring the level of vulnerabil-
ity for random threats, such as extreme weather and equipment failures.
Starting with the probability that a certain threat is realized, e.g., a snow
storm, we can combine this with the probabilities of some negative conse-
quences, e.g., a severe power loss for a certain time. The vulnerability of
the infrastructure is then the total probability of the given consequences.
For sabotage and hostile attacks, to which it is difficult to assign proba-
bilities, we can study the conditional vulnerability, i.e., the probability of
some given consequences if a certain threat scenario is realized. Sometimes
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game theoretical methods can be used to measure the vulnerability in these
situations.

Vulnerability is a relative concept and may be compared for different
possible designs of an infrastructure. In many cases it may be hard or even
impossible to calculate the vulnerability of a system. However, the relative
changes in the vulnerability caused by e.g. safety promoting measures can
often be estimated.

For technical systems, the concepts of robustness and resilience can to-
gether be seen as the complement of vulnerability (Holmgren, 2004). Thus,
from this viewpoint, robustness is the ability to withstand strains and by
that satisfactorily maintain a given function, while resilience is the ability to
return to a normal state after a disturbance (Dellgar et al., 2000). Just as
vulnerability, robustness is a relative concept that depends on what threats
we consider. A system may be very robust to, e.g., random equipment fail-
ures, but at the same time highly vulnerable to, e.g., sabotage and attacks.

2.2.3 Recent large disturbances in power grids

In 2003, three serious blackouts occurred in different parts of the world
within just a few weeks. As an illustration of the vulnerability of power
grids and infrastructures, let us look at the causes of these disturbances.

USA and Canada, August 14, 2003. Due to software problems, the
power operating agency in northern Ohio could not detect when failures
in the grid occurred. Three high voltage lines were lost due to contact
with overgrown trees, which increased the load on other lines and caused a
number of secondary failures. By the time the operators became aware of the
problem, an uncontrollable cascade had started. When it was over, around
50 million people in northeast United States and the Canadian province of
Ontario were in the dark (U.S.-Canada PSOTF, 2003).

Sweden and Denmark, September 23, 2003. Due to technical problems, a
unit in the Swedish nuclear power plant Oskarshamn was shut down. Almost
simultaneously, a failure occurred in a substation, causing two units of the
nuclear power plant Ringhals to be cut off the grid. The southern parts
of the grid were then heavily overloaded, and the situation developed into
a voltage collapse. Within seconds, the southern part of Sweden and the
eastern part of Denmark, including Copenhagen, were blacked out, affecting
approximately five million people (SvK, 2003).

Italy, September 28, 2003. Contacts with trees and insufficient measures
to relieve the loads caused two important Swiss high voltage lines to be shut
down. Further failures followed as a consequence and caused the intercon-
nections towards Italy to be cut off, isolating the Italian system from the
European network. The sudden separation made the Italian system unsta-
ble and it was not able to operate separately. About 55 million people in all
of Italy except Sardinia lost their electric power (UCTE, 2003).
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In all three cases, an unlikely combination of different failures and errors
ultimately caused the blackouts. A principle used by the operating agencies
of all these grids is that the power supply must at all times be able to
withstand a failure of any single technical component. This is known as the
n − 1 criterion. For most incidents, this safety margin is enough. Making
the grids able to withstand simultaneous failures of two or more components
would be extremely expensive and is not a feasible goal. Instead, a number
of other measures are taken in order to minimize the risk of such events,
beyond the scope of this thesis (see, e.g., U.S.-Canada PSOTF, 2003).

2.3 Infrastructures as networks

The purpose of an infrastructure is to provide and distribute some service
across some geographical region, for example electric power, water or road
transports. The system is often designed to direct the distribution along a
number of “lines” (power lines, water pipes, roads, etc.) spreading out over
the region, connected at “junctions”. Furthermore, the physical structure is
relatively fixed over time. A system of this kind is well suited to be described
as a network.

A network can be mathematically modeled as a set of edges (or links)
connecting a set of vertices (or nodes). Depending on the systems they
model, there are some different types of networks. The edges may be di-
rected, leading from one vertex to another, or undirected, leading both ways.
Through the edges a flow of some quantity can be distributed between the
vertices. The flow may be generated in source vertices and consumed in
sink vertices. Furthermore, all the vertices and edges may have certain flow
capacities that cannot be exceeded. Figure 1 shows a small example of an
undirected network and a directed network.

Figure 1: A small example of an undirected (left) and a directed (right)
network.

What the vertices and edges represent may be more or less given for
different infrastructures. In the railway transport system, for example, the
stations are naturally vertices and the tracks or train routes are edges. In the
road transport system, the roads may be edges and, depending on what scale
we look at, houses, parking lots, crossroads or entire towns may be vertices.
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The traffic is intuitively represented as a flow through the edges (Grimvall
et al., 2003). For the electric power grid, a natural network representation
would be to view the generators, substations and consumers as vertices and
the power lines as edges. We may also include the flow of electricity through
the edges, with the generators being source vertices and the consumers being
sink vertices. The edges and vertices may have capacity limits representing
how much power can run through them before they become overloaded.

There have appeared a few studies of infrastructures in the recent net-
work research. The studied systems include the electric power grids of west-
ern USA (Watts and Strogatz, 1998; Amaral et al., 2000; Motter and Lai,
2002; Crucitti et al., 2003) and North America (Albert et al., 2004), the
Boston subway (Latora and Marchiori, 2002), the Indian railway network
(Sen et al., 2003) and the network of world airports (Amaral et al., 2000;
Guimerà et al., 2003).
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3 Network analysis

3.1 Examples of studied networks

Networks are natural representations of systems where some units stand in
some pairwise relations to each other, and network models have been applied
to systems from a wide variety of research fields. Following Newman (2003b),
the networks studied so far can be roughly divided into four categories:
social networks, information networks, technological networks and biological
networks. Here we give a few examples of networks from each category.

A social network is a set of people or groups of people with some struc-
ture of relations or interactions between them. To avoid traditional problems
of inaccuracy, subjectivity and small sample size, many researchers have
turned to collaboration networks, which provide plenty of relatively reliable
data. One example is the collaboration network of film actors, in which two
actors are considered connected if they have appeared in a film together.
Other examples are networks of co-authorship among academics, in which
individuals are linked if they have written one or more papers together.

One of the first information networks to be studied was the network of
citations between academic papers. These citations form a network in which
the vertices are articles and a directed edge from article A to B means that
A cites B. Citation databases provide plenty of accurate data for these net-
works. Another much studied information network is the World Wide Web,
which is a network of Web pages containing information, linked together by
hyperlinks from one page to another.

Technological networks are man-made networks, designed typically for
distribution of some resource or service, such as electricity or information.
Infrastructure networks certainly belong to this category. A few studies
of various infrastructures were mentioned in section 2.3. Another widely
studied technological network is the Internet, i.e., the network of physical
connections between computers. The structure of the Internet is usually
studied either at the level of routers or the level of “autonomous systems”,
which are groups of computers within which networking is handled locally,
but between which data flows over the public Internet. The computers at a
single company or university often form a single autonomous system.

A number of biological systems can also be conveniently represented as
networks. Among these are the network of metabolic substrates and prod-
ucts and the network of physical interactions between proteins. Another
example is the food web, in which the vertices represent species in an ecosys-
tem and a directed edge from species A to species B indicates that A preys
on B (Newman, 2003b).
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3.2 Graph representation of network topology

In this thesis, we will mostly limit our attention to the vertex and edge
structure of the networks, their topology, and will not consider the flow or
any other processes on them. The topology can be analyzed mathematically
using graph theory. For a detailed introduction to the field, see for example
West (2001).

A graph is a pair of sets G = (V, E), where V is a set of vertices and E is
a set of edges connecting the vertices. An edge e ∈ E between the vertices
u, v ∈ V is represented by the unordered pair e = {u, v} = {v, u}. Only one
edge may connect the same two vertices. In a directed graph, or digraph,
the edges only allow movement in one direction. An edge e (often called an
arc) from u to v is then represented by the ordered pair e = (u, v). If not
explicitly stated otherwise, this thesis will only consider undirected graphs
and treat all networks as such. The number of vertices, |V |, will be called
the size of the graph and denoted by N , while the number of edges, |E|, will
be denoted by M .

When working by hand, it is often very useful to have a visual repre-
sentation of the graph, as in figure 1 on page 6. The vertices are usually
represented as points, and two points are joined with a line (or an arrow)
whenever the corresponding pair of vertices is an edge (or an arc). This
representation is helpful for simple calculations and for formulating and un-
derstanding abstract arguments. When working with very large graphs,
however, the calculations must be left to computers, for which the visual
representation is quite useless. A common representation in this case is
the adjacency matrix A = (aij), where the element aij = 1 if there is an
edge between vertex vi and vertex vj and aij = 0 otherwise. Studying the
properties of a graph is therefore equivalent to studying the properties of its
adjacency matrix.

The neighborhood Vv of a vertex v in a graph G = (V, E) is the set of
vertices directly connected to v with edges. The degree (or valency) kv of v
is the number of neighbors, or more formally,

kv = |Vv|, where Vv = {u ∈ V | {u, v} ∈ E}.

A graph in which all vertices have the same degree is said to be regular.
A walk in a graph G = (V, E) is a sequence of vertices v1, v2, . . . , vk such

that vi and vi+1 are connected with an edge (1 ≤ i ≤ k − 1). If its vertices
are all distinct, i.e., each vertex is visited at most once, the walk is called a
path. A walk whose vertices are all distinct except that it starts and ends
at the same vertex is called a cycle. The distance `uv between two vertices
u and v is the number of edges in the shortest path between the vertices.

If the set of vertices V of a graph G = (V,E) can be partitioned into
two or more disjoint subsets V = V1 ∪ V2 ∪ · · · ∪ Vr, with no edges between
vertices in different subsets, then the graphs Gi = (Vi, Ei) are called the
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components of G. If no such partition is possible, i.e., if the graph has only
one component, it is said to be connected. A graph is called a tree if it is
connected and contains no cycles. In a tree, M = N−1, and there is exactly
one path between any pair of vertices.

3.3 Statistical measures of network topology

Whether representing power grids, collaborations among scientists or pro-
tein interactions, the networks tend to be large and have nontrivial topo-
logical properties. As the interest in networks has increased recently, so has
the wish to understand the mechanisms that determine the network topol-
ogy. Until the last few years, it has not been technically feasible to analyze
the structure of large real-world networks, containing thousands or millions
of vertices. Recently, however, the emergence of large databases and the
increased computer power have made such studies possible. We can now
investigate whether complex networks display some general organizational
patterns. For this, we need measures that capture these organization prin-
ciples in quantitative terms. Also, as the networks have become too large to
grasp with the human eye, we need statistical measures that help us charac-
terize the networks. Many quantities for these purposes have been proposed
and investigated the last few years, but there are three concepts in particu-
lar that have become central in the study of complex networks (Albert and
Barabási, 2002; Newman, 2003b). These are briefly described below.

3.3.1 Degree distribution

The degree (section 3.2) of a vertex is the number of edges connecting to
it, and it is one of the simplest and most important properties of a single
vertex. The degree distribution, usually denoted by P (k), is the probability
that a vertex chosen uniformly at random has degree k, or equivalently, the
fraction of vertices in the network with degree k. The degree distribution
is a fundamental and important characteristic of the network, for example
regarding its robustness (section 4.4). The average degree k of a network
with N vertices and M edges is always k = 2M/N . It is a measure of the
edge density and the amount of redundant edges in the network. In a tree,
which has no redundant edges, k = 2 − 2/N , which is approximately 2 for
large networks.

In many real networks it has been found that the degree distribution
follows a power-law, i.e.,

P (k) ∼ k−γ ,

where γ is the scaling coefficient. Networks with a power-law are often called
scale-free, since there is no characteristic scale in the degree distribution.
Most vertices have low degrees, while a small but not negligible number
of vertices, so-called “hubs”, have very high degrees. The Internet, the
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World Wide Web, several citation and metabolic networks, for example,
have been found to be scale-free, with γ generally varying between 2 and 3.
Other networks, e.g., the power grid of western USA and the Indian railway
network, show an exponential decay, while some appear to follow a power-
law with an exponential cut-off, e.g., the network of movie actors and some
other collaboration networks (Newman, 2003b).

Figure 2 shows the cumulative degree distributions P (≥ k) =
∑∞

k P (k′)
(i.e, the probability that a vertex chosen uniformly at random has degree ≥
k) of some real-world networks. Note that power-law distributions, P (k) =
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Figure 2: The cumulative degree distributions of six real-world networks.
(a) Collaboration network of mathematicians, (b) citations between 1981
and 1997 from ISI database, (c) 300 million vertex subset of the WWW,
circa 1999, (d) Internet at the autonomous systems level, April 1999, (e) the
power grid of western United States, (f) protein interaction network of the
yeast S. Cerevisiae. After Newman (2003b).

k−γ , also have power-law cumulative distributions,

P (≥ k) =
∞∑

k′=k

k′−γ ∼ k−(γ−1),

while exponential distributions, P (k) = e−k/κ, have exponential cumulative
distributions,

P (≥ k) =
∞∑

k′=k

e−k′/κ ∼ e−k/κ.

12



It appears that the networks (c), (d) and (f) have power-law degree distri-
butions, (b) has a power-law tail but a marked saturation for small k, and
(e) has an exponential degree distribution, while (a) has a somewhat more
complicated distribution, although similar to (b) (Newman, 2003b).

3.3.2 Average distance

As described in section 3.2, the distance between two vertices is the number
of edges in the shortest path between them. The average distance

` = `uv =
1

N(N − 1)

∑

u6=v∈V

`uv

in a network is a measure of how scattered or compact the network is. A
phenomenon that has been observed in most real-world networks is the so-
called small-world property. Compared to the large size of the networks, the
average distance is often surprisingly short, scaling roughly logarithmically
with the size, see figure 3. A famous example is the “six degrees of separa-
tion” in the social network of the United States. It was found by Stanley
Milgram in 1967 that between most pairs of people there was a path of
acquaintances with average length about six.

The average distance has effects on the processes taking place on the
network. For example, if it takes only six steps on average for a rumor to
spread from any person to any other, then the rumor will spread much faster
than if it takes a hundred or a thousand steps. In the same way, it affects
the number of jumps a data packet must make to get from one computer to
another on the Internet, the number of legs of a journey for an air or train
traveler, the time it takes for a disease to spread throughout a population,
and so on (Newman, 2003b).

3.3.3 Clustering

It has been observed in many networks that if a vertex is connected to
two other vertices, they in turn are likely to be connected to each other.
This clique-forming phenomenon is called clustering and was first noticed
in social networks, where it corresponds to the fact that the friend of your
friend is likely also your friend. The clustering coefficient Cv of a vertex v is
defined as the fraction of existing connections between its nearest neighbors.
If vertex v has kv neighbors, the maximal number of edges between these is(
kv

2

)
= kv(kv − 1)/2. Therefore,

Cv =
2Mv

kv(kv − 1)
,

where Mv is the actual number of present edges between the neighbors. If
v has no or only one neighbor, Cv is defined as 0. The clustering coefficient
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C = Cv of the whole network is the average of all Cv. For real-world
networks, C appears to be roughly independent of N , see figure 4 (Albert
and Barabási, 2002).
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Figure 3: The average distance
of some real-world networks (sym-
bols) and the theoretical estimate
log N/ log k for Erdős-Rényi random
graphs (dashed line). After Albert
and Barabási (2002).
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Figure 4: The cluster coefficient of
some real networks (symbols) and
the theoretical value k/N for Erdős-
Rényi random graphs (dashed line).
After Albert and Barabási (2002).

3.4 Model networks

The focus on the three concepts degree distribution, average distance and
clustering has led to the introduction and study of three main classes of
network models. The first class consists of variants of the random graph,
which are the easiest models to analyze mathematically and may serve as
references for randomness. The second class was proposed after the discovery
of clustering and is known as small-world models. These models combine
high clustering and short average distance. Finally, the third class focus on
the evolution of the network, in order to explain the power-law and other
non-Poisson degree distributions seen in real-world networks. Examples of
models from these classes are described below. While our focus will be on
undirected networks, a lot of research has been done on directed network
models as well. For more detailed overviews, see Albert and Barabási (2002),
Dorogovtsev and Mendes (2002) and Newman (2003b).

3.4.1 Random graphs

In the 1930s, the famous Hungarian mathematician Paul Erdős discovered
that probabilistic methods were useful for solving certain problems in graph
theory. Together with Alfréd Rényi he founded the theory of random graphs
in a series of papers around 1960. Generally speaking, a random graph is a
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graph constructed by a random procedure. It starts as a set of N isolated
vertices and develops by successively acquiring edges at random. The aim
of the random graph theory is to determine at what stage of the evolution a
particular property of the graph is likely to arise. In particular, one studies
the properties of a “typical” graph in a probability space consisting of all
graphs of a particular type. Rigorous treatments of random graph theory
are found in Bollobás (1985) and Janson et al. (2000).

There are two basic random graph models, the uniform model G(N,M)
and the binomial (or Bernoulli) model G(N, p). The uniform model consists
of all graphs with vertex set V = {1, 2, . . . , N} having M edges, in which
the graphs have the same probability. A random element of this probability
space is denoted by GN,M . Thus, if H is any graph with vertex set V and
M edges,

P (GN,M = H) =
((

N
2

)

M

)−1

.

This was the model used throughout by Erdős and Rényi. Almost always
M is a function of N : M = M(N).

In the binomial model G(N, p) we have 0 ≤ p ≤ 1, and the model consists
of all graphs with vertex set V = {1, 2, . . . , N} in which the edges are chosen
independently and with probability p. A random graph from this probability
space is denoted by GN,p. In other words, if H is a graph with vertex set V
and M edges, then

P (GN,p = H) = pM (1− p)(
N
2 )−M .

The binomial random graph can be viewed as a result of
(
N
2

)
independent

coin flippings, one for each pair of vertices, with the probability of success
(i.e., drawing an edge) equal to p. Almost always p is a decreasing function
of N : p = p(N) → 0 as N →∞. Figure 5 illustrates the evolution procedure
of a small binomial random graph.

p=0 p=0.1 p=0.15

Figure 5: Illustration of the evolution procedure of the binomial random
graph model and the appearance of various structures as p increases. After
Albert and Barabási (2002).

Random graph theory is mainly interested in the properties of the graphs
as N → ∞. Erdős and Rényi discovered that many important properties
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appear quite suddenly. If we pick a function p = p(N) for the binomial
model G(N, p) then, in many cases, either almost every graph GN,p has
property Q or else almost every graph fails to have property Q. For many
properties there is a threshold function p0(N), such that

lim
N→∞

PN,p(Q) =





0 if p(N)
p0(N) → 0

1 if p(N)
p0(N) →∞

.

One of the most important examples for the complex network research is
that p0(N) = 1/N is a threshold function for the appearance of a giant
component that connects a large fraction of the vertices. In particular, if p
increases slower than 1/N , all components will almost surely be trees, the
largest component containing log N vertices. If p increases faster than 1/N ,
then the size of the giant component will be proportional to N (Albert and
Barabási, 2002).

The uniform model and the binomial model are in many cases asymp-
totically equivalent, provided that p

(
N
2

)
is close to M . In complex network

research, the binomial model is the most widely used one, and the one that
will be used throughout in this thesis. Although it was not actually intro-
duced by them, it has become known as the Erdős-Rényi random graph.
This name will be used in this thesis as well.

The total number of edges M in an Erdős-Rényi (binomial) random
graph is a binomially distributed random variable with expected value M =
p
(
N
2

)
. If the graph is reasonably large, the degrees of two different vertices

u and v are almost independent, that is, the probability that vertex u has
degree ku = k depends little on the degree of vertex v (see section 6.2). If
the degrees are assumed to be entirely independent, the probability that a
vertex has degree k follows a binomial distribution with parameters N − 1
and p,

P (k) =
(

N − 1
k

)
pk(1− p)N−1−k.

A general property of the binomial distribution is that, when N → ∞ and
p → 0 in such a way that p(N − 1) is held constant, it tends to a Poisson
distribution,

P (k) =
e−λλk

k!
,

where λ = k = (N − 1)p ≈ Np is the average degree (see section 6.1). The
distribution is centered around k and decays exponentially for k À k. Thus,
the random graph model cannot account for the power-law distribution of
many real networks. Even the distributions with an exponential decay are
generally more right-skewed than the poisson distribution (compare figures
2 and 6).
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Figure 6: The degree distribution (left) and the cumulative degree dis-
tribution (right) of the Erdős-Rényi random graph with N = 10 000 and
p = 0.0006 (circles), p = 0.001 (squares) and p = 0.0015 (diamonds). Left
image after Barabási et al. (1999). Right image is an average over ten real-
izations.

There is a simple way to estimate the average distance ` in a random
graph. If the average number of nearest neighbors of an arbitrary vertex is
k, then about k

d vertices of the graph are at a distance d from the vertex
or closer. Therefore, N ∼ k

` and

` ∼ log N

log k
.

A more rigorous analysis is found in Bollobás (1985). Thus, random graphs
have the small-world property in common with most real-world networks,
see figure 3. The clustering coefficient of the random graph, however, is
C = p = k/(N − 1) on average, which is much smaller than for most real
networks with the same k and N , see figure 4.

Since real-world networks seem to be far from random graphs, one may
wonder why this model is still widely used. There may be at least two
reasons for this. First, it is relatively easy to analyze mathematically, which
more advanced models often are not. In the limit when N goes to infinity,
many quantities can be calculated exactly, whereas they would have to be
estimated from simulations in other models. Second, the model is in a sense
a benchmark for randomness. By comparing networks with the random
graph, one can study which properties are consequences of some organizing
principles, and which properties appear even when the vertices are connected
entirely at random. The apparently size-independent clustering coefficient is
an example of a property not seen in random graphs, while the logarithmical
average distance is a property of almost all large networks, random or not.

3.4.2 Generalized random graphs

In order to capture the degree distribution of real networks, one approach
is to generalize the random graph model in such a way that it may have an
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arbitrary degree distribution, but is random in all other respects. That is,
the edges connect randomly selected vertices, with the constraint that the
degree distribution has a given form. This allows us to study whether the
real networks have some organizing principles other than what follows from
the degree distribution. As for the traditional random graphs, the theory is
focused on the properties of the graphs as N →∞.

Unfortunately, generating random graphs with arbitrary degree distri-
butions directly is not an easy task, see Milo et al. (2003). However, their
properties can still be studied mathematically. Molloy and Reed (1995)
proved that for a random graph with degree distribution P (k) there is a
threshold for the appearance of a giant component connecting a finite frac-
tion of the vertices, just as for the simple Erdős-Rényi model. The giant
component emerges almost surely when

∑

k

k(k − 2)P (k) > 0, (1)

or equivalently, k2/k > 2, provided that the maximum degree is less than
N1/4.

It can be shown that the average distance ` is given approximately by

` =
log(N/z1)
log(z2/z1)

+ 1, (2)

where z1 = k is the average number of neighbors and z2 = k2 − k is the
average number of vertices two steps away in the graph. Thus, generalized
random graphs have the small-world property, as ` increases logarithmically
with N , independent of degree distribution. In the special case of the Erdős-
Rényi random graph, for which z2 = k

2, (2) reduces to the standard formula
` = log N/ log k given above (Newman, 2003a).

The clustering coefficient C of a random graph with arbitrary degree
distribution can be shown to be

C =
k

N

(
k2 − k

k
2

)2

,

which is the clustering coefficient of the Erdős-Rényi random graph, times
a factor that is approximately the fourth power of the ratio between the
standard deviation and the mean. Thus, the clustering coefficient still van-
ishes with increasing graph size, but the extra factor may be quite large for
long-tailed distributions, as those seen in many real-world networks. This
suggests that some of the high clustering observed in real networks may
simply be an effect of their degree distribution (Newman, 2003a).
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3.4.3 Small-world networks

The first model network to combine a short average distance and high clus-
tering was proposed by Watts and Strogatz (1998), who called it a small-
world network, in analogy with the small-world property (section 3.3.2). The
algorithm starts with N vertices in a ring, each connected to the K vertices
closest to it, K/2 on each side. Then each edge is rewired to a randomly
chosen vertex with probability p, creating connections between vertices that
otherwise would have been separated by long distances. When p = 0, the
network is ordered with high clustering and large average distance. When
p = 1, the network is similar to a uniform random graph with low clustering
and small average distance, see figure 7.

p = 0 p = 1 
Increasing randomness

Regular Small-world Random

Figure 7: Illustration of the random rewiring procedure of a Watts-Strogatz
small-world network. After Watts and Strogatz (1998).

Watts and Strogatz (1998) showed that even a small rewiring probability
p, creating a few shortcuts in the network, is sufficient to decrease the av-
erage distance ` dramatically. However, the local neighborhoods are almost
unchanged, and the clustering coefficient C remains high even for relatively
large p, see figure 8. No exact solution for ` has yet been found, but simula-
tions and calculations have shown that ` scales as log N for sufficiently large
N and p > 0. For C, Barrat and Weigt (2000) obtained the approximate
formula

C =
3(K − 2)
4(K − 1)

(1− p)3,

which is independent of N . For large N , the degree distribution P (k) is
similar to a Poisson distribution, but even more concentrated around k = K
for small p, see figure 9. Thus, the Watts-Strogatz small-world network
captures the clustering and small-world effect but not the degree distribution
of real networks. The latter, however, was never the purpose of the model.

3.4.4 Evolving and scale-free networks

The network models described so far all try to construct a graph with the
correct topology by starting with N vertices and then connecting them to
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each other in some way. In reality, few real-world networks are created
this way. Instead, they evolve with time, starting with a few vertices and
then growing as new vertices emerge and connect to the older ones. Lately,
models have been proposed that try to capture the principles behind the
growth process. The general idea is that if a model is successful in this, it
will predict the correct topology of the grown network as well (Albert and
Barabási, 2002).

The first advances were made by Barabási and Albert (1999), who were
able to reproduce the scale-free behavior of many real-world networks using
a model involving growth and preferential attachment. It is based on the idea
that popular vertices, i.e., vertices with high degrees, are more likely to be
connected to by new vertices, a ”rich gets richer” principle. The algorithm
starts with a small number of isolated vertices, m0, and at every time step
a new vertex with m ≤ m0 edges is added, linking the new vertex to m
different vertices already present. The probability Π that the new vertex is
connected to a present vertex v is proportional to the degree kv of vertex v,
that is,

Π(kv) =
kv∑

u∈V ku
.

To allow the first new vertices to attach to the m0 start vertices, one may
assume that there is a δ ¿ 1 such that Π(kv) ∼ kv + δ. After t time steps
the network has N = t + m0 vertices and M = mt edges. The average
degree is k = 2M/N = 2m(N −m0)/N , which tends to 2m as the network
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size increases. Numerical and analytical calculations have shown that when
t →∞, the degree distribution forms a power-law, P (k) ∼ k−γ with γ = 3,
see figure 10.
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Figure 10: The degree distribution of the Barabási-Albert network. Left :
N = 300 000, m0 = m = 1 (circles), m0 = m = 3 (squares), m0 = m = 5
(diamonds) and m0 = m = 7 (triangles). The dashed line has slope γ = 2.9.
Right : m0 = m = 5, N = 100 000 (circles), N = 150 000 (squares) and
N = 200 000 (diamonds). After Barabási et al. (1999).

It was also shown by Barabási et al. (1999) that both the growth and
the preferential attachment are necessary in the Barabási-Albert model in
order to produce a scale-free network. If a new vertex connects to the
present vertices without preference, i.e., with uniform probability, the degree
distribution decays exponentially, P (k) ∼ e−βk, when t →∞.

Figure 11 compares the topologies of a small scale-free network and a
small Erdős-Rényi random graph. We note that in the scale-free network, a
few vertices have much higher degrees than the others, while the distribution
is more homogenous in the random graph.

Pajek Pajek

Figure 11: Examples of a scale-free network (left, generated with a modified
Barabási-Albert algorithm, see section 5.2.3) and an Erdős-Rényi random
graph (right), both with N = 100, k = 2.5. The images were created with
the software Pajek.
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Simulations have shown that the Barabási-Albert scale-free model has
the small-world property, as the average distance ` increases approximately
as log N . The best fit follows a generalized logarithmic form

` = a log(N − b) + c, (3)

for some constants a, b and c, see figure 12. The clustering coefficient C
is higher than for a random graph, but decreases with the network size
approximately as C ∼ N−0.75, see figure 13. This does not match the
observation that C appears to be independent of N for most real-world
networks (compare figure 4) (Albert and Barabási, 2002).
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3.4.5 Generalized evolving networks

While the approach is promising, the original scale-free model cannot pro-
duce the varying scaling coefficients or the high clustering observed in real-
world networks. A lot of investigation of the local events occurring in differ-
ent complex networks has followed, leading to refinements and generaliza-
tions of the model. It has been shown, for example, that the value of γ can be
adjusted if different realistic mechanisms are added to the Barabási-Albert
model, such as initial attractiveness of the vertices (i.e., Π(k) ∼ k + k0 for
some constant k0) or accelerated network growth. The effects of nonlinear
preferential attachment (i.e., Π(k) ∼ kα, α 6= 1) and of adding, removing or
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rewiring edges between old vertices have also been studied (see Albert and
Barabási, 2002; Dorogovtsev and Mendes, 2002).

As another example, Holme and Kim (2002) proposed a model that has
both a power-law degree distribution and high clustering. After a new vertex
is connected to a present vertex v, with preferential attachment as in the
Barabási-Albert network, it is with probability pt also connected to one of
v’s neighbors, creating a triangle of edges. With probability 1− pt, or if no
neighbor is available, the triangle step is omitted. Simulations have shown
that repeating this procedure leads to a scale-free network with γ = 3 and
a clustering coefficient C that depends on pt but not on the network size N ,
allowing C to be tuned (Holme and Kim, 2002).

Not all real networks are scale-free, however, even though they grow
with time. Amaral et al. (2000) noticed that in networks that lack the
scale-free property, there are often constraints limiting the addition of new
edges. Based on the Barabási-Albert model, they investigated the effects
of a capacity limit in the number of edges connecting to a vertex. When a
vertex has received a certain number of edges, kmax, it becomes inactive and
cannot be further connected to. Simulations showed that this constraint
leads to an exponential cutoff in the tail of the degree distribution, see
figure 14. For sufficiently low kmax, no power-law can be seen and the whole
distribution decays exponentially. Amaral et al. (2000) suggested that this
capacity constraint may explain the exponential decay seen for example in
the power grid of western USA (section 3.3.1).
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Figure 14: The cumulative degree distribution of a Barabási-Albert network
for different costs of adding edges (capacity limits of the vertices). After
Amaral et al. (2000).
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4 The robustness of large networks

The concepts of vulnerability and robustness of infrastructures were briefly
discussed in section 2.2.2. There, robustness was described as the ability of
a system to withstand strains and by that satisfactorily maintain a given
function. When we view the system as a network, robustness can be seen
as the ability of the network to maintain its functionality when vertices or
edges are damaged in some way. This is a kind of conditional robustness,
the ability to function given a certain kind of failure. We will use the term
vulnerability as the complement to robustness.

To measure how well a network functions, we need some indicators of
the functionality. When we have chosen one or more suitable indicators, we
can study how they are affected when vertices or edges are damaged. If the
functionality is maintained well, the network can be considered to be robust.
As noted in section 2.2.2, robustness is a relative concept. While the results
for a particular network may be difficult to evaluate in absolute numbers,
they can be used for comparing different designs of a network, or possible
modifications of a network.

4.1 Damage models

In most previous robustness studies, a simple model for network damage
have been used, in which one only considers the topological effects, i.e.,
how the damage affects the network structure directly. The vertices and
edges are in one of only two possible states: functioning or non-functioning,
or equivalently, present or removed. When a vertex is removed from the
network, all the edges connecting to it are also removed. Furthermore, no
time aspects of the damage are considered: when a vertex or edge is removed,
it stays forever removed, and no new vertices or edges are added. With this
damage model, the level of robustness can be investigated by measuring the
functionality as a function of the number of removed vertices or edges.

In more advanced studies, the effects on the flow through the network can
also be included. In networks where the vertices or edges have limited flow
capacities, a single failure can have disastrous consequences. When a vertex
or an edge is removed, the flow through it is redirected along alternative
routes. This may lead to overloading other vertices or edges, causing them
to break down. These failures, in turn, lead to increased flow through the
remaining parts of the network and may trigger new failures. Such so called
cascading failures have been responsible for large disturbances in the electric
power grid, see section 2.2.3, and the Internet. For models and studies of
cascading failures, see Motter and Lai (2002) and Crucitti et al. (2003).
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4.2 Measures of network functionality

What quantities are good indicators of how well the network functions may
depend on what the network represents. In some networks, for example the
Internet, it is important that as many vertices as possible can be reached
from each other. If vertices or edges are removed, a network may be sep-
arated into isolated components, making communication between different
parts impossible. An important measure of functionality may therefore be
the size of, i.e., the number of vertices in, the largest component of the
network. This number, relative to the size of the whole network, is here
denoted by S.

For some networks, processes such as the flow of some quantity are impor-
tant. One example is the flow of information on the Internet. As discussed
in section 3.3.2, the average distance between the vertices, `, is an important
measure for such networks. If ` is large, it likely takes a long time to get
from one part of the network to another.

When the network breaks into different components, ` becomes infinite.
To get around this problem, variations of ` can be used instead. Albert et al.
(2000) used the average distance of the largest component, here denoted by
`S , while Holme et al. (2002) measured the average inverse distance

`−1 = `−1
uv =

1
N(N − 1)

∑

u6=v∈V

1
`uv

of the whole network. (This quantity is sometimes called the efficiency of the
network.) When the vertices u and v are in different components, `−1

uv = 0.
The relation between `S and `−1 is not trivial when S < 1, but it is clear
that for high network functionality `S should be small, whereas `−1 should
be large. Figure 15 illustrates how removing vertices may affect component
sizes and distances.

node
removal

A

B

A

B

Figure 15: Illustration of vertex removal. The distance between A and B
increases from 2 to 6 while the network is scattered into several components.
After Albert and Barabási (2002).

A drawback of the measure `S is that it gives no indication of the size
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of the largest component. If S is small then most likely `S is also small,
suggesting a high functionality while this is hardly the case. As a result, if
we measure `S as a function of the number of removed vertices or edges, the
curve will only be interesting as long as S is reasonably large. An alternative
is to measure the relation `S/(SN), where SN is the (absolute) size of the
largest component. This quantity acknowledges the fact that S is the most
important measure, and that `S should be studied relative to S. It allows us
to favor a large network with small average distance before a small network
with the same average distance. The author have not found any previous
robustness studies where `S/(SN) has been measured.

Some networks, such as the electric power grid, have source and sink ver-
tices, where the flow is generated and consumed, respectively. An important
property of such networks is how well the flow is propagated from the sources
to the sinks. Albert et al. (2004) studied the network of the North Ameri-
can power transmission grid, in which the vertices were labeled as generators
(sources), transmission substations (intermediate vertices), and distribution
substations (sinks). The functionality of the network was then measured as
the average number of generators connected to each distribution substation,
relative to the initial value NG,

∑ND
i=1 NG(i)

ND

/
NG,

where NG(i) is the number of generators connected to distribution substa-
tion i, ND is the total number of distribution substations and NG is the
total number of generators.

4.3 Threat models

In section 2.2.1, a few examples of threats to infrastructures, in particular the
electric power grid, was discussed. These included extreme weather, equip-
ment failures, human errors and hostile attacks. When we view the systems
as networks and study their robustness, these threats must be translated into
the framework of vertex and edge removal. The author has not found any
existing models for threats specifically to infrastructures. However, a num-
ber of studies have been done on failures and attacks on different kinds of
networks. Some of the threat models used in these studies can be naturally
applied to infrastructure networks as well.

4.3.1 Random failures

A simple model for threats of a probabilistic nature is to treat them as
entirely random, i.e., the damage being equally likely to occur anywhere
in the network. Each failure is considered independent of the others. In
infrastructures this may best correspond to failures due to, e.g., errors in
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electrical components. It may also be a crude model for other probabilistic
threats, such as other kinds of equipment failures or extreme weather. Albert
et al. (2000) studied random failures of vertices, which were simulated simply
by removing randomly chosen vertices from the network.

4.3.2 Hostile attacks

Sabotage and terrorist attacks on networks are very different from random
failures. The parts of the network that are damaged are chosen deterministi-
cally by the attacker, but the strategy behind the attack may be unknown to
the defender. It may involve causing the maximal amount of damage while
keeping the cost within some limits. A natural worst-case scenario is that
the attacks are targeted on the, in some sense, most important parts of the
network. Albert et al. (2000) studied attacks on vertices. They quantified
the importance of a vertex by its degree, i.e., the number of neighbors, and
the vertices were removed in decreasing degree order. Thus, at every time
step, as many edges as possible were cut off from the network.

Holme et al. (2002) extended the study to attacks on both vertices and
edges, using two different importance measures. The first was the degree,
which was generalized to edges so that, if e = {u, v} is the edge between
vertices u and v, the edge degree is ke = kukv. The edges were then removed
in decreasing degree order, while the number of vertices remained constant.
Since only one edge is removed at every time step, edge attacks should not
be as harmful as vertex attacks.

The second measure used by Holme et al. (2002) is based on the ob-
servation that if a particular vertex must often be passed when taking the
shortest path between different vertices in the network, removing this vertex
will likely be very harmful. This idea is captured in the betweenness cen-
trality (or betweenness for short), here denoted by B, defined for vertices
as

B(v) =
∑

u6=w∈V

σuw(v)
σuw

,

where v is a vertex, σuw is the total number of shortest paths between the
vertices u and w, and σuw(v) is the number of shortest paths between u and
w that passes v. It is likely that a vertex with high degree also has high
betweenness, but a vertex that connects two parts of the network may have
low degree but high betweenness, see further Barthélemy (2003). Similarly,
for edges,

B(e) =
∑

u6=w∈V

σuw(e)
σuw

,

where e is an edge and σuw(e) is the number of shortest paths between u
and w that includes e.
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As more vertices or edges are removed, the topology of a network changes,
and so do the distributions of degree and betweenness. Holme et al. (2002)
considered both the case when the distributions are recalculated after every
removed vertex or edge, and the case when the information is limited to the
initial distributions. The latter may sometimes be the more realistic sce-
nario, as information on the structure of the network may be hard to obtain
and the measures, the betweenness in particular, may be expensive to cal-
culate. It should be remembered that calculating the betweenness requires
information about the whole network, whereas the degree is a local property
that is easier to obtain. However, one may expect the attacks based on the
changing network structure to be more harmful than those based only on
the initial structure.

4.4 Studies of robustness and network topology

An important question is how the topology of a network affects its robustness
against different threats. If the differences in robustness between different
architectures are significant, it may be important to consider how a new
network can be designed to be as robust as possible, or how an existing
network can be best augmented.

A number of studies have been done on the robustness of real-world
networks, including the Internet (Albert et al., 2000), the World Wide Web
(Albert et al., 2000; Broder et al., 2000), metabolic networks (Jeong et al.,
2001), food webs (e.g., Dunne et al., 2002) and email networks (Newman
et al., 2002). In addition, both numerical and analytical studies have been
done on a variety of model networks, see e.g. Albert et al. (2000), Callaway
et al. (2000), Cohen et al. (2000, 2001) and Holme et al. (2002).

4.4.1 Random graphs and scale-free networks

Albert et al. (2000) compared the robustness (i.e., how the functionality was
maintained as vertices were removed) of the Erdős-Rényi random graph and
the Barabási-Albert scale-free model (see section 3.4). The functionality of
the networks was quantified by the relative size of the largest component,
S, and the average distance of the largest component, `S , measured as func-
tions of the fraction of removed vertices, f . The threats considered were
random vertex failures and degree-based vertex attacks, where the degree
distribution was recalculated after every vertex removal.

The results of the study are shown in figure 16. Random failures in the
random graph cause S to decrease from 1 as f increases. In the beginning
the decrease follows the straight line down to f = 1, S = 0, indicating
that all vertices except the removed ones are still in the main component.
However, as f increases further, larger groups of vertices become isolated
and the decrease of S accelerates. The average distance `S increases as
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Figure 16: Random vertex failures and vertex attacks. (a, b) show the
relative size of the largest component, (c, d) show the average distance of
the largest component, both as functions of the fraction of removed vertices.
(a, c) show the Erdős-Rényi random graph, (b, d) show the Barabási-Albert
scale-free network, both with N = 10 000 and k = 4. Squares represent
random failures, circles represent degree-based attacks. After Albert and
Barabási (2002).

paths in the network are cut off. At f ≈ 0.7 the network breaks into tiny
components, `S peaks and S reaches 0. After this, `S decreases rapidly as
the network dissolves into isolated vertices.

In the Barabási-Albert scale-free network, the consequences of random
failures are somewhat different. S decreases in a similar fashion, but reaches
0 at a slightly higher f . The average distance `S , however, increases much
slower than in the random graph, and shows only a small peak.

For degree-based intentional attacks, both networks break down faster
than for random failures. This is natural since at every time step as many
edges as possible are removed from the network. When f reaches a critical
value fc, S rapidly drops to 0 and `S has a strong peak before it quickly
decreases. The scale-free network breaks down earlier than the random
graph, at fc ≈ 0.18 compared to fc ≈ 0.28 for the random graph.

Thus, compared to the Erdős-Rényi random graph, the Barabási-Albert
scale-free network is more robust against random vertex failures, but more
vulnerable to intentional attacks. The reason for this lies in its heterogenous
topology, where most vertices have low degrees and a few vertices have very
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high degrees. Selecting vertices randomly will likely pick out vertices that
have no big importance to the overall functionality of the network. Removing
the highly connected vertices, however, quickly cuts off important paths and
breaks the network into tiny fragments. The random graph, on the other
hand, has a more homogenous degree distribution, and the difference in
vulnerability between random failures and attacks is smaller (Albert et al.,
2000).

4.4.2 The robustness of the Internet

Albert et al. (2000) also studied the robustness of the Internet infrastructure
at the autonomous systems level, where each vertex contains hundreds of
routers and computers, and an edge is connecting two autonomous systems
if there is at least one route between them. At the time, the Internet at this
level consisted of N = 6 209 vertices and M = 12 200 edges, and the degree
distribution was found to follow a power-law. The study showed that the
Internet behaves similarly to the Barabási-Albert scale-free model, see figure
17. The average distance `S is unaffected by random removals of up to 2.5%
of the vertices, whereas removing the same fraction of the most connected
vertices more than triples `S . This may be compared to the normal failure
rate of the Internet routers, 0.33%. Furthermore, random removals do not
destroy the main component, but intentional attacks cause it to break apart
at a critical fraction fc ≈ 0.03 (Albert et al., 2000).
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Figure 17: Random vertex failures and vertex attacks on the Internet. The
relative size of the largest component (left) and the average distance of the
largest component (right) as functions of the fraction of removed vertices.
Squares represent random failures, circles represent degree-based attacks.
After Albert and Barabási (2002) and Albert et al. (2000).

4.4.3 Attacks on four model networks

In an extensive study, Holme et al. (2002) applied a number of attack strate-
gies to four model networks: the Erdős-Rényi random graph, the Watts-
Strogatz small-world network, the Barabási-Albert scale-free network, and
the Holme-Kim clustered scale-free network (see section 3.4). The vertices
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were attacked based on their degree and their betweenness in a total of four
ways as shown below:

degree betweenness
initial distribution “ID” “IB”
recalculated distribution “RD” “RB”

The functionality of the networks was indicated by the relative size of the
largest component, S, and the average inverse distance of the whole network,
`−1, measured as functions of the fraction of removed vertices. Figure 18
shows the results. For the random graph, RD is the most harmful strategy

(a) Erdős-Rényi random graph, N = 1 500,
k = 6.

(b) Watts-Strogatz small-world network,
N = 1 500, K = 6, p = 0.01.

(c) Barabási-Albert scale-free network, N =
1500, m = 3, m0 = 5.

(d) Holme-Kim clustered scale-free network,
N = 1 500, m = 3, m0 = 5, pt = 0.9.

Figure 18: Vertex attacks. The relative size of the largest component and
the relative average inverse distance as functions of the fraction of removed
vertices. Legend: `−1: empty circles IB, empty triangles ID, filled circles
RB, filled triangles RD. S: dashed line IB, dotted line ID, solid line RB,
dash-dotted line RD. After Holme et al. (2002).

to both S and `−1, while for all other networks, RB is the most harmful.
As expected, the attacks based on recalculated distributions are the most
harmful. In agreement with the study of Albert et al. (2000), the Barabási-
Albert network is much more vulnerable to vertex attacks than the random
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graph. However, the Holme-Kim clustered network is even more vulnerable,
which can be explained by the fact that the high clustering makes the net-
work less efficient, i.e., more shortest paths go through the same important
vertices.

Holme et al. (2002) also studied attacks on the edges, based on the edge
degree and the edge betweenness (section 4.3.2). As expected, edge attacks
were not as harmful as vertex attacks.

4.4.4 Analytical results on random graphs

Cohen et al. (2000) analytically studied random vertex failures on ran-
dom graphs with arbitrary degree distributions (section 3.4.2). The ver-
tices were considered to be functioning (or present) with probability q and
non-functioning (or absent) with probability 1−q. In particular, they inves-
tigated the critical threshold for fragmentation of the giant component, fc,
where f = 1−q is the fraction of removed vertices, using a simple argument.
Consider a vertex with initial degree k0 chosen from an initial distribution
P (k0). After the random removal of a fraction f of vertices, the probability
that the degree of the vertex becomes k is

(
k0

k

)
(1 − f)kfk0−k, and the new

degree distribution is

P (k) =
∞∑

k0=k

P (k0)
(

k0

k

)
(1− f)kfk0−k.

The average degree and the second moment for the new system are k =
k0(1 − f) and k2 = k2

0(1 − f)2 + k0f(1 − f). Inserting these into criterion
(1) on page 18 for the appearance of a giant component gives the critical
fraction

fc = 1− 1
k2
0

k0
− 1

.

For the power-law distribution

P (k) = ck−γ , k = m,m + 1, . . . , K,

they found that for γ > 3, fc is finite and there is a transition at

fc = 1− 1
γ−2
γ−3m− 1

,

whereas for γ < 3, fc → 1 when K and N → ∞. This result implies that
infinitely large graphs with γ < 3 do not break down under random failures,
as a giant component exists for arbitrarily large f . For finite-sized graphs
the threshold is still very high, in agreement with the numerical simulations
on the Barabási-Albert model (with γ = 3) described above. Figure 19
shows simulations confirming this fact.
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Callaway et al. (2000) used generating functions to study a more general
case, where the occupation probability is any function of the vertex degree,
qk. With qk = q, this formulation includes random failures as a special case.
By setting

qk = θ(kmax − k) =
{

1 if k ≤ kmax

0 if k > kmax
,

the authors studied attacks on the vertices with highest degree. This way
only the vertices with degree k ≤ kmax are occupied, which is equivalent
to removing all vertices with k > kmax. Figure 20 shows the fraction of
vertices in the giant component as a function of f and kmax for random
graphs with power-law distributions. The upper image shows that scale-free
random graphs become fragmented after a small fraction of highly connected
vertices is removed, in agreement with the numerical studies of Albert et al.
(2000) and Holme et al. (2002). The lower image illustrates that even a small
fraction of the most connected vertices contains vertices with surprisingly
low degree.

0 0.2 0.4 0.6 0.8 1
f

0

0.2

0.4

0.6

0.8

1

S

Figure 19: The relative size of the
giant component as a function of f
for a scale-free random graph with
γ = 3.5 (crosses) and γ = 2.5.
For γ = 2.5 three different network
sizes were used, with corresponding
largest degree K = 25 (circles), K =
100 (squares) and K = 400 (trian-
gles). After Cohen et al. (2000).
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5 The robustness of power grids: a case study

In this section we present our vulnerability analysis of the electric power
grids of the Nordic countries and western USA. We also compare the power
grids with a random graph and a scale-free network. Furthermore, we inves-
tigate the effects of augmenting the Nordic power grid by adding a number
of edges and studying the changes in robustness that occur.

5.1 The power grid data

The first power grid is the high voltage transmission grid of the Nordic coun-
tries, i.e., Sweden, Norway, Finland and Denmark (Sjælland). The data is
provided by Svenska Kraftnät (SvK), the agency managing and operating
the Swedish national transmission grid. The network consists of N = 4 789
vertices and M = 5 572 undirected edges, where the edges represent power
lines of voltage between 70 kV and 400 kV, and the vertices represent gen-
erators and substations. Note that the data does not include the various
low voltage distribution grids, which distribute the power from the trans-
mission grid to the consumers, see section 2.1.2. For reasons of national
security, there is no way of knowing whether a particular vertex represents,
say, a generator or a substation connected to a distribution grid, or which
subsets of the vertices represent the different countries. Neither is any data
on the physical lengths of the power lines or the positions of the substations
available to us.

The second power grid is the high voltage transmission grid of western
United States, which consists of N = 4 941 vertices and M = 6 594 undi-
rected edges. Different aspects of this network have been studied previously
by a number of authors (e.g., Watts and Strogatz, 1998; Amaral et al., 2000;
Motter and Lai, 2002; Crucitti et al., 2003), but a robustness study of this
kind has as far as the author knows not been presented previously. In this
network, the edges represent power lines and the vertices represent genera-
tors, transformers and substations. From the data it is not possible to know
what the individual vertices represent or their geographical positions. In
other words, the only information we have on the two networks are their
adjacency matrices (section 3.2).

Figures 21(a) and 21(b) show the networks of the Nordic and the western
USA power grids, respectively. It is important to note that the positions of
the vertices do not represent their actual geographical positions, since these
data are not available. The vertices have simply been spread out in order
to make the network structures as clear as possible.

From the figures we may note that both networks seem to be very far
from randomly connected, which is hardly surprising. They appear to be
quite tree-like, but the positions of the redundant edges make the structures
more complicated. In comparison, the Nordic power grid seems to be more
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(a) The Nordic countries. (b) Western USA.

Figure 21: The high-voltage power transmission grids of the Nordic countries
and western USA. The images were created with the software Pajek.

separated into smaller components. This is due to the fact that there are rel-
atively few lines connecting the transmission grids of the different countries,
which historically have been separate systems.

5.2 Network topology

5.2.1 The power grid networks

We have calculated the degree distribution P (k), the average distance `
and the clustering coefficient C (see section 3.3) for the two power grid
networks. Figure 22 shows the degree distributions of the two power grids.
For reference, the degree distribution of the Erdős-Rényi random graph with
N = 5000 and k = 2.5 is also shown, averaged over 100 realizations. We
note that both networks appear to have approximately exponential degree
distributions, as they decay almost linearly when plotted in log-linear scale.
The western USA network has a higher maximum degree and a slightly more
right-skewed distribution.

To investigate wether they really are exponential, we have applied two
statistical tests to the degree distributions of the power grids. In statistical
terms, we treat each observed distribution as a sample from a population,
and we want to know if the sample comes from an exponentially distributed
population. The first test is the χ2-test, which is a goodness-of-fit test for
categorical data, such as a discrete random variable. The second is the
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Figure 22: The degree distributions of the Nordic and the western USA
power grids, and the Erdős-Rényi random graph with N = 5000 and k = 2.5.

Kolmogorov-Smirnov test, which is a parameter-free goodness-of-fit test for
both discrete and continuous distributions. The results of both tests are that
we must reject the hypothesis that the degree distributions are exponential.
However, a problem when using tests like these is that too much data makes
it difficult to fit any distribution to the sample. Very little data, on the
other hand, can be fitted to by almost any of the standard distributions.

The values of ` and C for the power grids are shown in table 1. We
compare the networks with two Erdős-Rényi random graphs (section 3.4.1)
of the same sizes as the power grids. The edge probability p is chosen so as
to create the correct number of edges on average. Since in a random graph,
M = p

(
N
2

)
, we choose p = Mpg/

(
Npg

2

)
, where Mpg and Npg are the number

of edges and vertices in the corresponding power grid network. The average
clustering coefficient over all realizations is Crand = p, while the average
distance can be estimated as `rand = log N/ log k, see section 3.4.1.

Network N M k ` C `rand Crand

Nordic 4 789 5 572 2.33 21.7 0.0166 10.0 4.86 · 10−4

Western USA 4 941 6 594 2.67 19.0 0.0801 8.66 5.40 · 10−4

Table 1: Topological data for the power grids of the Nordic countries and
western USA.

While the number of vertices is roughly the same in the two power grids,
making a fair comparison possible, we note that the western USA power
grid has about 15% higher average degree. This should reduce the average
distance and make the network more robust. Indeed, ` is about 12% lower
than in the Nordic power grid. For both power grids, however, ` is more
than twice as large as in the corresponding random graph. This is certainly
an effect of their scattered and tree-like structures, with long paths between
vertices in different parts of the network. For the Nordic power grid, C
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is more than 30 times as large as Crand, while for the western USA power
grid, C is almost 150 times as large as Crand. This is a significant differ-
ence between the two power grids, but it is difficult to say how it affects
the robustness. The important factor for high robustness is arguably that
there are alternative routes for the electricity, i.e., cycles of some length in
the network. While C only measures the relative number of triangles, the
clustering concept should be generalized to measure the number of cycles
of all lengths. It would be interesting to calculate the distribution of cycle
lengths in power grid networks and study how these characteristics affect
their robustness. Computationally, however, this is an expensive task.

5.2.2 The augmented Nordic power grid network

SvK have provided data for six possible new edges to the Nordic power grid.
These edges represent power line connections between the different countries:
two connect Sweden and Norway, two connect Sweden and Denmark, and
two connect Sweden and Finland. From an engineering point-of-view, this
would constitute a considerable upgrade of the power grid, not necessarily
economically feasible. It is therefore interesting to study to what extent this
augmentation improves the robustness, using the same measures as for the
comparison of the western USA and the Nordic power grids. It is also a
good way to get a sense of how relevant these robustness measures are for
power grid networks.

The addition of the six edges only marginally affects the average degree
k. However, the average distance ` decreases considerably from 21.7 to 20.6.
This indicates that the new edges create important new paths between the
different countries, which should have positive effects on the robustness.

5.2.3 The model networks

For reference, we compare the robustness of the two power grid networks
with that of two model networks. The first model is the Erdős-Rényi random
graph, in which every pair in a set of N vertices are independently connected
with probability p and not connected with probability 1 − p. As noted in
section 3.4.1, the Erdős-Rényi random graph has an approximate Poisson de-
gree distribution and represents the topology of a network where the vertices
are connected completely at random. For this study, we choose N = 5000
and p = 0.0005, which gives the average degree k = p(N − 1) = 2.5, right
between the values of the two power grid networks.

The second model network is a scale-free network, i.e., a network with
a power-law degree distribution. Scale-free networks have been found to be
more robust than Erdős-Rényi random graphs against random failures, but
less robust against intentional attacks, see section 4.4. A well-known theo-
retical model for creating scale-free networks is the Barabási-Albert model,
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which was described in section 3.4.4. In this model, we start with a small
number, m0, of vertices. At every time step a new vertex attaches to exactly
m old vertices with probabilities proportional to their degrees. After t time
steps, the network has N = m0 + t vertices and M = mt = m(N − m0)
edges. For large t, the degree distribution tends to a power law, P (k) ∼ k−γ ,
with γ = 3.

For a fair comparison with the other networks, we would want a scale-
free network with average degree about 2.5. However, the original Barabási-
Albert model creates networks with average degree k = 2M/N = 2m(N −
m0)/N , which tends to 2m for large N . This makes the model somewhat
too crude for our study. The choice m = 1 would create a tree, which
breaks apart at the first removed vertex and is extremely vulnerable to both
attacks and random failures. On the other hand, the alternative m ≥ 2
would create a network with average degree k ≈ 2m ≥ 4, far higher than
the other networks in the study. Increasing m0 drastically would decrease
k, but would also destroy the scale-free behavior.

To overcome these problems, we introduce a slight generalization of the
Barabási-Albert model that allows us to tune the average degree k to any
real number ≥ 2. The principle is that we randomize the number of edges
attached at every time step. More precisely, let mt be the number of edges
attaching a new vertex to the old vertices at time step t. In the original
Barabási-Albert model, mt = m for all t. In our model, we let mt be a
discrete random variable taking two possible values n and n + 1, where
n is a fixed positive integer. Let now m be any real number such that
n ≤ m < n + 1, and let mt take the values n and n + 1 with probabilities

P (mt = n) = n + 1−m,

P (mt = n + 1) = m− n,

independently of previous steps. Figure 23 shows the idea behind the model.

m – n n + 1 – m

n m n + 10

m – n n + 1 – m

n m n + 10

Figure 23: Illustration of the idea behind the modified Barabási-Albert
model network.

It is now easy to show that the expected value of mt is m. Let Xt = mt−n
and p = m− n. Then

P (Xt = 0) = P (mt = n) = 1− p,

P (Xt = 1) = P (mt = n + 1) = p.
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Thus, Xt is a Bernoulli-distributed random variable with E(Xt) = p and
Var(Xt) = p(1− p). This gives us

E(mt) = p + n = m,

Var(mt) = p(1− p) = (m− n)(n + 1−m) ≤ 1
4
.

The total number of edges Mt after t time steps is

Mt =
t∑

i=1

mi =
t∑

i=1

Xi + nt,

which is a binomially distributed random variable plus a non-random term,
and

E(Mt) = mt,

Var(Mt) = (m− n)(n + 1−m)t ≤ t

4
.

Thus, after t time steps, M = mt edges on average have been added
to the network. This means that the average degree over all realizations is
k = 2M/N = 2m(N −m0)/N , which tends to 2m for large networks. By
suitably choosing m (and the corresponding n) we can therefore obtain the
desired average degree. When m is a positive integer, the modified model
is equivalent to the original Barabási-Albert model with m = m. For other
values of m, simulations show that this modification does not destroy the
power-law behavior of the degree distribution for large k. For k = n, n + 1
there is naturally a small saturation.

For our robustness study, we use the modified Barabási-Albert model
with N = 5 000, m0 = 2 and m = 1.25, giving k ≈ 2m = 2.5 as in the Erdős-
Rényi random graph. Figure 24 shows the degree distribution P (k) of the
two model networks, averaged over 100 realizations of each model. Note the
log-log scale of the axes. Table 2 shows statistical data for the realizations
used in our study. One may note that both models have significantly lower
initial average distance and clustering than the power grids, which indicates
a more random edge structure.

Network N k S `S C
ER 5 000 2.50± 0.03 0.89± 0.01 9.03± 0.13 (3.5± 2.8) · 10−4

Mod. BA 5 000 2.50± 0.01 1 7.02± 0.08 (8.0± 4.5) · 10−4

Table 2: Statistical data for the two model networks. All values are averaged
over 100 realizations of each model, except `S which is averaged over ten
realizations. The intervals represent the standard deviations.
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Figure 24: The degree distributions of the two model networks.

5.3 Models and measures

5.3.1 Damage and threat models

For the robustness study, we use the simple damage model described in
section 4.1, in which the vertices and edges are either present or removed.
We study two kinds of threats: failures of randomly chosen vertices and
attacks on the vertices with highest degree. For the attacks, we apply two
different strategies: In the first case, the vertices are targeted based on their
initial degrees (abbreviated “ID” attack). In the second case, the degrees
are recalculated after every removed vertex (abbreviated “RD” attack), see
section 4.3. The functionality of the networks is measured as a function of
the fraction of removed vertices, f .

5.3.2 Measures of functionality

Within our network model, a good measure of the functionality of a power
grid network would, from the society’s point-of-view, be the number of con-
sumers who receive their electric power at any given time. Since our data
is limited to the high voltage transmission grid and does not include the
distribution grids and the consumers, this is not possible to calculate. Nei-
ther do we know what vertices represent distribution substations, i.e., the
points where the distribution grids are connected to the transmission grid.
The best measure we can use in this case is arguably the number of vertices
connected to each other in the largest component. This quantity, relative
to the initial size of the network, is denoted by S, see section 4.2. The
more vertices connected to each other, the higher the probability that the
consumers are connected to the generators. In reality however, this measure
may be more interesting for systems where all vertices are of roughly the
same type, such as the Internet.

We also measure the average distance of the largest component, `S . As
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discussed in sections 3.3.2 and 4.2, the average distance is a measure of
how fast processes run on the network. It may be argued that this is not an
important issue for electric power grids, since the electricity propagates with
the speed of light. However, if the average distance is large, this indicates
that the flow of electricity must be directed along a small number of paths
through the network. This in turn suggests that the network may have
capacity problems and may be vulnerable to cascading failures if one of these
paths is damaged. Also, long physical distances between stations result in
large power losses due to electrical resistance in the lines. If one assumes
that the lines are all of approximately the same physical length, the average
distance in the network (where network distance is measured as the number
of edges in the shortest path) is a reasonable estimate of these power losses,
and should be as small as possible.

In addition, we study the relative measure `S/(SN). As discussed in
section 4.2, `S is arguably interesting only for small f , when S is still rea-
sonably large. As S decreases, `S will also eventually decrease, indicating
increasing functionality, which is hardly the desired interpretation. In con-
trast, we expect `S/(SN) to be an interesting measure up to a much larger
fraction f .

5.4 Technical notes

S is calculated using a breadth-first search algorithm. The curves represent
averages over 100 simulations, where each simulation is obtained by mea-
suring S, removing a number of vertices, measuring S, removing the same
number of vertices, etc. For the curves showing f from 0 to 1, S is measured
after every 20 removed vertices, while for the close-ups showing f from 0 to
0.2, S is measured after every five removed vertices. For the model networks,
one realization per simulation is used, giving a total of 100 realizations of
each model. For the Erdős-Rényi random graph, the curves show the size
of the largest component relative to the initial size of the largest compo-
nent (which is about 0.9N , see table 2), so that S(0) = 1 for all networks.
100 simulations proved sufficient for obtaining reasonably small standard
deviations.

`S is calculated using a repeated breadth-first search from each vertex.
The curves of `S represent averages over ten simulations, where `S is calcu-
lated after every 20 removed vertices. For the model networks, one realiza-
tion per simulation is used, giving a total of ten realizations of each model.
The curves of `S/(SN) are obtained by pointwise division of the data series
of `S by those of S. For a fair comparison with the random graph, S here
denotes the size of the largest component relative to the initial size of the
network, so that SN is the absolute size of the largest component for all
networks.

Removing a vertex from the largest component can cause `S to increase
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or decrease, depending on its location. If the vertex is somewhere in the
middle of the component, `S will likely increase as paths are cut off and
alternative routes must be taken between vertices. If the vertex is on the
periphery of the component, `S will decrease as the network becomes more
compact. If the vertex is a critical one, the component may break into
smaller pieces, and `S may decrease or increase depending on which com-
ponent becomes the largest. These different possibilities make `S a less
well-behaved quantity than S, which is a monotonically decreasing mea-
sure. While the standard deviations of the `S simulations are often larger
than would be desired, the reason for averaging over only ten simulations of
`S is simply limited time. For a network with N vertices and M edges, the
used algorithm works in time proportional to NM . All simulations are done
in Matlab, with which measuring `S is very time demanding for networks
of our initial sizes. We use Matlab mainly for its convenient handling
of sparse matrices and mathematical programming. Most of the code is
included in appendix B.

5.5 Simulation results

Here we present some of the results from our robustness study of the two
power grid networks and the two model networks. Complete results can be
found in appendix A.

5.5.1 Random vertex failures

When randomly chosen vertices are removed from the networks, the size
of the largest component decreases as seen in figure 25. The differences
in behavior between the networks are small for f up to about 0.05. As f
increases, the biggest difference is between the power grids on one hand and
the model networks on the other hand. Of the power grids, the western
USA network holds together somewhat better. The behavior of the two
model networks is similar to the results of Albert et al. (2000), but due
to the lower average degree (2.5 compared to 4), our networks disintegrate
faster, compare with figure 16. For large f , the scale-free network is the
best connected. For f up to about 0.5, however, S is actually higher in the
random graph, in contrast to the conclusions of the previous study. This is
an effect of the lower average degree in our study, which makes the random
graph initially not connected. As a consequence, the vertices in the largest
component will have higher average degree than the other networks.

The way the average distance `S is affected by random vertex failures
is similar for the two power grids, both peaking at f ≈ 0.2 as shown in
figure 26(a). The random graph displays a strong peak at slightly above
f = 0.5, while the scale-free network remains remarkably compact for all f .
Again, these results are in agreement with the previous study. The difference
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Figure 25: Random vertex failures. The relative size of the largest compo-
nent as a function of the fraction of removed vertices.

in behavior between the power grid networks and the model networks is
striking. As seen in figure 26(b), measuring `S/(SN) suggests that the scale-
free network is functioning best for all f , followed by the random graph, the
western USA power grid, and last, the Nordic power grid. Note the log-linear
scale of the axes.
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(a) The average distance of the largest com-
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Figure 26: Random vertex failures. (a) `S and (b) `S/(SN) as functions of
the fraction of removed vertices.

5.5.2 Hostile vertex attacks

For all four networks, attacks on the vertices with highest degrees are far
more devastating than random failures, see figure 27(a). Note that the fig-
ure shows S for f only up to 0.2. Under both ID and RD attacks, the power
grids and the scale-free network break down in a similar way, while the ran-
dom graph maintains its functionality distinctly better, in agreement with
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previous studies (compare with figures 16 and 18). Again, the Nordic power
grid is more vulnerable than the western USA power grid. As expected,
RD attacks are more harmful than ID attacks, in particular to the random
graph and the western USA power grid.

Vertex attacks cause the average distance `S to increase rapidly. For
both attack strategies, the Nordic power grid displays an interesting double
peak, while the three other networks have sharp peaks just before they
break into isolated pieces, as seen for RD attacks in figure 27(b). Of the two
power grids, the Nordic network appears to stay more compact, and of the
model networks, the random graph maintains its low average distance the
longest. The exact heights of the peaks should not be over-interpreted, since
the averaging over ten simulations and the sampling of every 20 removed
vertices likely underestimates the heights. Measuring `S/(SN) strengthens
the view that the random graph is far more robust against attacks than the
other networks. More clearly than when studying `S only, the Nordic power
grid appears to be the most vulnerable of the power grids.
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(a) The relative size of the largest compo-
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Figure 27: Vertex attacks based on recalculated degree (RD attacks). (a) S
and (b) `S as functions of the fraction of removed vertices.

5.5.3 Effects of augmenting the Nordic power grid

We now study the effects of augmenting the Nordic power grid by adding
six new edges, as described in section 5.2.2, by comparing the robustness of
the augmented and the original networks. For random vertex failures, the
augmented network appears to break down a little slower, see figure 28(a).
The difference is small, but not likely a cause of chance. The initial average
distance decreases significantly from 21.7 to 20.6, and the average over ten
simulations indicates that this effect is maintained for f up to at least 0.2.
The curves of `S/(SN) suggest that the functionality is improved for f up
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to about 0.6 at least, see figure 28(b).
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Figure 28: Random vertex failures. (a) S and (b) `S/(SN) as functions of
the fraction of removed vertices.

For ID and RD vertex attacks, the differences between the networks are
even smaller. In fact, it appears that at f around 0.04, the augmented
network actually breaks down somewhat faster than the original network.
The curves of `S and `S/(SN) are very similar for both networks and no
certain conclusions can be drawn from these.

5.6 Discussion

Our results indicate that with our graph representations, the Nordic power
grid is more vulnerable to both random failures and hostile attacks than
the western USA power grid. As discussed in section 5.1, the Nordic power
grid consists of the national grids of Sweden, Norway, Denmark and Fin-
land, with relatively few power lines between the different countries. Also,
the difference between the average degrees is quite large, kNordic = 2.33
compared to kUSA = 2.67. These facts may explain why the Nordic power
grid is the least robust of the two. It should be noted, however, that is it
not entirely clear to what level the graph representations of the power grids
are comparable, and one should be careful before drawing too far-reaching
conclusions from these results.

Of the model networks, the modified Barabási-Albert scale-free network
is the most robust to random failures, while the Erdős-Rényi random graph
resists hostile attacks best. As noted in previous studies, this is a conse-
quence of the scale-free network having a few “hubs” with very high degrees
holding the network together. Random failures likely affect less important
low degree vertices, while degree-based attacks target the hubs and rapidly
break the network apart.
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When comparing the power grids with the model networks, one must
conclude that they do not behave very similarly. Indeed, the edges in the
power grids are far from randomly drawn. Physical distances set serious
restrictions on where the vertices are located and how they are connected.
Also, there are capacity and safety limits for how many power lines can be
connected to the same power station.

The augmentation of the Nordic power grid only results in small changes
in the robustness measures. As discussed in section 5.2.2, this reinforcement
would be a considerable upgrade of the power grid. The fact that this is not
reflected more strongly in the robustness may be found discouraging, but is
not to be entirely unexpected. The quantities S and `S are both measures
of the large-scale network behavior, captured in single values. The addi-
tion of six new edges does not change the functionality much on average,
but for individual vertices, the augmentation may be a dramatic improve-
ment. In section 7.2 we discuss possible extensions and refinements of future
infrastructure robustness studies.
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6 Notes on the Erdős-Rényi random graph

6.1 Poisson approximation of the degree distribution

We shall here sketch a proof of that the degree distribution of the Erdős-
Rényi random graph tends to a Poisson distribution when N →∞ and k is
held constant. This fact is used in many articles on network research (e.g.,
Albert and Barabási, 2002; Newman, 2003b), but a proof of it is hardly ever
referred to. For a mathematically strict proof, see Bollobás (1985).

The probability that an arbitrary vertex u is connected with k edges is

P (ku = k) =
(

N − 1
k

)
pk(1− p)N−1−k, k = 0, 1, . . . , N − 1,

which is the well known binomial distribution and we write ku ∈ Bin(n, p),
with n = N − 1. In general terms, the binomial distribution gives the
probability of k successful outcomes from a series of n independent trials,
each of which has probability p of success and probability 1 − p of failure.
In the random graph, the trial consists of whether there is an edge between
u and another vertex. With probability p the trial is successful and the pair
is connected by an edge. With probability 1 − p the trial is unsuccessful
and no edge is added. In total, u has N − 1 possible neighbors, which gives
a series of N − 1 independent trials. Thus, the random graph procedure is
analogous to the general situation, and the degree of a vertex is binomially
distributed.

A general property of the binomial distribution is that, in the limit as
n goes to infinity and np is held fixed, it converges to Poisson distribution,
i.e.,

lim
n→∞
p→0

(
n

k

)
pk(1− p)n−k =

e−λλk

k!
, λ = np fixed.

Here we give a proof of this, following Lindgren (1993): Let λ = np and
rewrite the binomial probability function,

(
n

k

)
pk(1− p)n−k =

=
n(n− 1) · · · (n− k + 1)

k!

(
λ

n

)k (
1− λ

n

)n

(1− p)−k =

=
n

n
· n− 1

n
· · · n− k + 1

n︸ ︷︷ ︸
k factors

·λ
k

k!

(
1− λ

n

)n

(1− p)−k.

As n goes to infinity and p goes to zero while λ = np is fixed, the first k
factors tend to 1. The next factor is unchanged, and the last factor tends
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to 1. Finally, (
1− λ

n

)n

→ e−λ.

Thus, the probability function becomes e−λλk/k!, with λ = np = (N−1)p ≈
Np, and the statement is proven.

6.2 Degree dependence

The degrees of two vertices in an Erdős-Rényi random graph are not inde-
pendent, as there is a probability that the vertices are connected by an edge.
In this section we shall study how the degrees depend on each other. The
results have been derived independently by Hagberg (2003).

6.2.1 Joint degree distribution of two vertices

Let GN,p = (V, E) be an Erdős-Rényi random graph with N vertices and
edge probability p. As mentioned above, the probability that an arbitrary
vertex u ∈ V is connected with k edges is

P (ku = k) =
(

N − 1
k

)
pk(1− p)N−1−k, k = 0, 1, . . . , N − 1.

Now, the joint probability that vertex u has k neighbors and another vertex
v has k′ neighbors is

P (ku = k, kv = k′) = P (ku = k, kv = k′ | {u, v} ∈ E) · P ({u, v} ∈ E) +
+ P (ku = k, kv = k′ | {u, v} /∈ E) · P ({u, v} /∈ E),

where we have used the law of total probability for the presence or absence
of the edge {u, v} ∈ E. Since the edges are added independently, the prob-
ability of an edge {u, v} is the only way in which the degrees ku and kv

depend on each other. Thus, when conditioned on the presence of the edge
{u, v}, the degrees ku and kv are independent,

P (ku = k, kv = k′ | {u, v} ∈ E) =
= P (ku = k | {u, v} ∈ E) · P (kv = k′ | {u, v} ∈ E),

and analogously if {u, v} /∈ E.
If {u, v} ∈ E, vertex u has for certain at least one neighbor. In order to

have k neighbors in total, u must have k−1 neighbors among the remaining
N − 2 vertices. The probability of this is naturally

P (ku = k | {u, v} ∈ E) =
(

N − 2
k − 1

)
pk−1(1− p)N−1−k.
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Similarly, if {u, v} /∈ E, u must have k neighbors among the remaining N−2
vertices, which occurs with probability

P (ku = k | {u, v} /∈ E) =
(

N − 2
k

)
pk(1− p)N−2−k.

The corresponding probabilities for kv are completely analogous. Together
with the edge probability P ({u, v} ∈ E) = p, this gives

P (ku = k, kv = k′) =

= p ·
(

N − 2
k − 1

)
pk−1(1− p)N−1−k

(
N − 2
k′ − 1

)
pk′−1(1− p)N−1−k′ +

+ (1− p) ·
(

N − 2
k

)
pk(1− p)N−2−k

(
N − 2

k′

)
pk′(1− p)N−2−k′ .

Using the relations
(

N − 1
k

)
=

N − 1
k

(
N − 2
k − 1

)
=

N − 1
N − 1− k

(
N − 2

k

)
,

this can be rewritten as

P (ku = k, kv = k′) =

=
[
1
p

k

N − 1
k′

N − 1
+

1
1− p

(
1− k

N − 1

)(
1− k′

N − 1

)]
·

· P (ku = k) · P (kv = k′).

As N → ∞ while p(N − 1), k and k′ are held fixed, the first term inside
the brackets tends to 0 and the second term tends to 1. Thus, for infinitely
large graphs, the degrees of two vertices are independent.

The same line of reason can be utilized to determine the joint probability
distribution of the degrees of any number of vertices. However, as the num-
ber of vertices grows, the number of cases to consider also increases rapidly,
and the situation soon becomes very complicated. For large graphs with low
edge probability p, it is therefore useful to treat the vertex degrees as approx-
imately independent and Poisson-distributed with parameter λ = p(N − 1).
Figure 29 shows the exact and the approximative degree distributions of one
realization of a random graph with N = 10 000 and p = 0.0015. We can see
that the deviation is small.

6.2.2 Correlation between the degrees of two vertices

For compactness, let pk = P (ku = k), pk′ = P (kv = k′) and pkk′ = P (ku =
k, kv = k′). In order to derive the correlation between the degrees of two
vertices u and v, we first calculate the covariance,

Cov(ku, kv) = E(kukv)− E(ku)E(kv),
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Figure 29: The degree distribution of an Erdős-Rényi random graph. The
filled dots show the fraction of vertices with degree k in a realization with
N = 10 000 and p = 0.0015. The solid line shows the Poisson distribution
of P (ki = k). After Albert and Barabási (2002).

where E(ku) = E(kv) = k = p(N − 1) and

E(kukv) =
N−1∑

k=0

N−1∑

k′=0

kk′pkk′ =

=
N−1∑

k=0

N−1∑

k′=0

[
1
p

k2

N − 1
k′2

N − 1
+

+
1

1− p

(
kk′ − k2k′

N − 1
− kk′2

N − 1
+

k2

N − 1
k′2

N − 1

)]
pkpk′ =

=
1
p

k2
2

(N − 1)2
+

1
1− p

(
k

2 − 2k2k

N − 1
+

k2
2

(N − 1)2

)
=

=
k2

2 − 2k2k
2 + (N − 1)k3

(N − 1)k − k
2 .

This gives us the covariance

Cov(ku, kv) =
k2

2 − 2k2k
2 + (N − 1)k3

(N − 1)k − k
2 − k

2 =

=
(k2 − k

2)2

(N − 1)k − k
2 = p(1− p).

Since Var(ku) = Var(kv) = k2 − k
2 = (N − 1)p(1 − p), it follows that the

correlation coefficient is

Corr(ku, kv) =
Cov(ku, kv)√

Var(ku)Var(kv)
=

1
N − 1

.
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Thus, the correlation between the degrees of two vertices tends to zero as
N →∞. This follows also from the fact that the degrees are asymptotically
independent, as independence always implies no correlation.
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7 Conclusions

7.1 Summary

In this thesis, we have examined how graph models can be used to analyze
the vulnerability of technical infrastructures. We began by introducing the
infrastructure systems and suggesting possible network representations for
some of these. We then looked at some of the most widely used measures
for characterizing large networks: the degree distribution, the average inter-
vertex distance and the clustering coefficient. Many real-world networks
combine a small average distance with high clustering, and not seldom an
approximate power-law degree distribution. We also described a number of
model networks that have been proposed to incorporate and explain these
characteristics, including random graphs, small-world networks and evolving
networks.

We then turned to the question of how to measure network robustness,
which was somewhat loosely defined as the ability to maintain a desired
function when vertices or edges are damaged in some way. We looked at
a number of indicators of network functionality, including the size of the
largest component and the average distance. We also studied how different
threats to infrastructures can be implemented, in particular random fail-
ures and hostile attacks. A few previous studies of the connection between
topology and robustness were reviewed. The most important results were
that networks with power-law degree distributions are more robust than
networks with homogenous distributions against random failures, but more
vulnerable to hostile attacks.

As an application of the graph model of infrastructures, we compared
the robustness of the power grids of the Nordic countries and western United
States, as well as two model networks. Both power grids were found to have
approximately exponential degree distributions, high clustering and rela-
tively high average distance. Of the power grids, that of western USA was
found to be the most robust, probably mainly an effect of its more com-
pact structure and higher average degree. We also studied how augmenting
the Nordic power grid with six new edges improves the robustness. While
the augmentation would be a considerable upgrade of the grid, the changes
in robustness were small. We argued that the measures of the functionality
only capture the large-scale properties, while the situation for single vertices
may have been much improved.

7.2 Future work on infrastructure robustness

7.2.1 Refining the power grid network model

A power grid vulnerability analysis would surely be more realistic if one
could identify which vertices represent generators, transmission substations
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and distribution substations, respectively. For example, if a distribution
substation is separated from all generators, the consumers connected to it
lose their power. A good functionality measure could be based on how well
the power is supplied to the distribution substations. For power grids this
is arguably a better indicator than the size of the largest component. A
quantity of this kind was recently used by Albert et al. (2004), see section
4.2.

A problem is that for security reasons, more detailed information on
the power grids is difficult to obtain. A way around this would be to con-
struct a model network that is realistic enough for conclusions to be drawn
concerning the real systems. As we saw in section 5.5, the random graph
and the scale-free network behave quite different from the real-world power
grids when they are damaged. A more realistic model would make it possi-
ble to design a power grid to be as robust as possible, under the real-world
engineering constraints that exist.

An important issue for the vulnerability of a power grid is the capacity
limits of the technical components in the system. As discussed in section
4.1, the failure of a single component can lead to a cascade of failures in
nearby parts of the system. Taking this effect into account would certainly
lead to a more realistic robustness study. As mentioned above, two different
models of cascading failures have been studied on the western USA power
grid by Motter and Lai (2002) and Crucitti et al. (2003).

7.2.2 Including time and improving the threat models

An aspect that has not been considered here is time. A power loss certainly
becomes more serious the longer it lasts, and in reality a failure is repaired
and the function restored as soon as possible. Also, the threat models can
be much refined. For example, a model of equipment failures may include
estimated probabilities for failures of different technical components. Ex-
treme weather can be modeled by damaging a larger area of the network,
according to some realistic probability distribution. With these additions to
the model, the robustness could be improved by reducing the time it takes
to restore the electricity, or by substituting old equipment with new more
reliable or weather resistant parts. The effects of such actions could then
be compared with the effects of increasing the redundance by adding new
power lines or substations, in relation to the costs.

7.2.3 Models of other infrastructures

Robustness studies can naturally be performed on other infrastructures just
as well. It is clear that different systems require different network models
and robustness measures. Water and heat delivery systems may be similar
to power grids in that they have sources were the flow of water and heat

56



is generated and sinks were it is consumed. Other systems, such as road
and railway networks, have no such natural start and end points, and dif-
ferent approaches may be suitable for these. In short, there are numerous
aspects that should be taken into consideration when deciding how to con-
duct the study. The network model is still a relatively new tool for studying
infrastructure robustness, and there are no highly established ways to use it.
Future research will reveal its pros and cons compared to other vulnerability
analysis methods.
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Janson, S., ÃLuczak, T. and Ruciński, A. (2000), Random Graphs, Wiley
Interscience, New York.

Jeong, H., Mason, S., Barabási, A.-L. and Oltvai, Z. N. (2001), “Lethality
and centrality in protein networks”, Nature 411, 41–42.

Latora, V. and Marchiori, M. (2002), “Is the Boston subway a small-world
network?”, Physica A 314, 109–113.

Lindgren, B. W. (1993), Statistical Theory, 4th edn, Chapman & Hall/CRC.

Milo, R., Kashtan, N., Itzkovitz, S., Newman, M. E. J. and Alon, U. (2003),
“Uniform generation of random graphs with arbitrary degree sequences”,
preprint, http://xxx.lanl.gov/abs/cond-mat/0312028 (March 2004).

60

http://xxx.lanl.gov/abs/cond-mat/0309141
http://xxx.lanl.gov/abs/cond-mat/0309141
http://xxx.lanl.gov/abs/cond-mat/0106144
http://xxx.lanl.gov/abs/cond-mat/0312535
http://xxx.lanl.gov/abs/cond-mat/0312535
http://xxx.lanl.gov/abs/cond-mat/0110452
http://xxx.lanl.gov/abs/cond-mat/0110452
http://xxx.lanl.gov/abs/cond-mat/0202410
http://xxx.lanl.gov/abs/cond-mat/0202410
http://xxx.lanl.gov/abs/cond-mat/0105306
http://xxx.lanl.gov/abs/cond-mat/0105306
http://xxx.lanl.gov/abs/cond-mat/0202299
http://xxx.lanl.gov/abs/cond-mat/0202299
http://xxx.lanl.gov/abs/cond-mat/0312028


Molloy, M. and Reed, B. (1995), “A critical point for random graphs with a
given degree sequence”, Random Structures and Algorithms 6, 161–179.

Motter, A. E. and Lai, Y.-C. (2002), “Cascade-based attacks on complex
networks”, Physical Review E 66, 065102.

Newman, M. E. J. (2003a), “Random graphs as models of networks”, in
S. Bornholdt and H. G. Schuster, eds, Handbook of Graphs and Networks,
Wiley-VCH, Berlin, pp. 35–68.

Newman, M. E. J. (2003b), “The structure and function of complex net-
works”, SIAM Review 45, 167–256.

Newman, M. E. J., Forrest, S. and Balthrop, J. (2002), “Email networks
and the spread of computer viruses”, Physical Review E 66, 035101.

Sen, P., Dasgupta, S., Chatterjee, A., Sreeram, P. A., Mukherjee, G. and
Manna, S. S. (2003), “Small-world properties of the Indian railway net-
work”, Physical Review E 67, 036106.

SvK (2003), “The black-out in southern Sweden and eastern Denmark, 23
September, 2003 — preliminary report”, Svenska Kraftnät, http://www.
svk.se/web/Page.aspx?id=5586 (March 2004).

UCTE (2003), “Interim report of the investigation committee on the 28
September 2003 blackout in Italy”, Union for the Co-ordination of Trans-
mission of Electricity, http://www.ucte.org/publications/library/
e default 2003.asp (March 2004).

U.S.-Canada PSOTF (2003), “Interim report: Causes of the August 14th
blackout in the United States and Canada”, U.S.-Canada Power System
Outage Task Force, https://reports.energy.gov/ (March 2004).

Watts, D. J. and Strogatz, S. H. (1998), “Collective dynamics of ‘small-
world’ networks”, Nature 393, 440–442.

West, D. B. (2001), Introduction to Graph Theory, 2nd edn, Prentice Hall.

61

http://xxx.lanl.gov/abs/cond-mat/0301086
http://xxx.lanl.gov/abs/cond-mat/0301086
http://xxx.lanl.gov/abs/cond-mat/0202208
http://xxx.lanl.gov/abs/cond-mat/0303516
http://xxx.lanl.gov/abs/cond-mat/0303516
http://xxx.lanl.gov/abs/cond-mat/0208535
http://xxx.lanl.gov/abs/cond-mat/0208535
http://www.svk.se/web/Page.aspx?id=5586
http://www.svk.se/web/Page.aspx?id=5586
http://www.ucte.org/publications/library/e_default_2003.asp
http://www.ucte.org/publications/library/e_default_2003.asp
https://reports.energy.gov/


62



A Results of the power grid robustness study

Here we include the complete results of the robustness study of the Nordic
and the western USA power grids, as well as the model networks. All figures
show the functionality measures as functions of the fraction of removed
vertices, f . The curves of S represent averages over 100 simulations, while
`S is averaged over ten simulations. The standard deviations at each point
are typically about 0.5 for S and about 3 for `S , though generally smaller
in the beginning and the end of the curves and larger in the middle. For a
discussion of the results, see sections 5.5 and 5.6.

A.1 Comparing the two power grids

A.1.1 Random vertex failures
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Figure 30: Random vertex failures. The relative size of the largest compo-
nent.
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Figure 31: Random vertex failures. The average distance of the largest
component.
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Figure 32: Random vertex failures. The average distance, relative to the
size, of the largest component.

64



A.1.2 Vertex attacks based on recalculated degree
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Figure 33: Vertex attacks based on recalculated degree. The relative size of
the largest component.
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Figure 34: Vertex attacks based on recalculated degree. The average dis-
tance of the largest component.
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Figure 35: Vertex attacks based on recalculated degree. The average dis-
tance, relative to the size, of the largest component.

A.1.3 Vertex attacks based on initial degree
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Figure 36: Vertex attacks based on initial degree. The relative size of the
largest component.
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Figure 37: Vertex attacks based on initial degree. The average distance of
the largest component.
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Figure 38: Vertex attacks based on initial degree. The average distance,
relative to the size, of the largest component.
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A.2 Effects of augmenting the Nordic power grid

A.2.1 Random vertex failures
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Figure 39: Random vertex failures. The relative size of the largest compo-
nent.
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Figure 40: Random vertex failures. The average distance of the largest
component.
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Figure 41: Random vertex failures. The average distance, relative to the
size, of the largest component.

A.2.2 Vertex attacks based on recalculated degree
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Figure 42: Vertex attacks based on recalculated degree. The relative size of
the largest component.
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Figure 43: Vertex attacks based on recalculated degree. The average dis-
tance of the largest component.
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Figure 44: Vertex attacks based on recalculated degree. The average dis-
tance, relative to the size, of the largest component.
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A.2.3 Vertex attacks based on initial degree

0 0.02 0.04 0.06 0.08 0.1 0.12 0.14 0.16 0.18 0.2
0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

f

S

Nordic grid
Augmented Nordic grid

Figure 45: Vertex attacks based on initial degree. The relative size of the
largest component.
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Figure 46: Vertex attacks based on initial degree. The average distance of
the largest component.
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Figure 47: Vertex attacks based on initial degree. The average distance,
relative to the size, of the largest component.
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B MATLAB code

degdist.m — calculates the degree distribution of a graph

function [nk, k] = degdist(A, k_max)

di = sum(A);

if nargin == 1
k_max = full(max(di));

end

nk = full(sparse(1, di + 1, 1, 1, k_max + 1));

if nargout == 2
k = 0:k_max;

end

comps.m — finds the components of a graph

function [komplist, kompsizes, numkomps] = comps(A)

komplist = zeros(size(A, 1), 1);
kompsizes = 0;
komp_nr = 0;

for i = 1:size(A,1)
if komplist(i) == 0

komp_nr = komp_nr + 1;
mark = zeros(1, size(A, 1));
mark(i) = 1;
queue = i;
nodes = i;

while queue
x = queue(1);
queue(1) = [];
ns = find(A(:, x));

new_nodes = ns(find(~mark(ns)))’;
mark(new_nodes) = 1;
queue = [queue new_nodes];
nodes = [nodes new_nodes];

end

komplist(nodes) = komp_nr;
kompsizes(komp_nr) = length(nodes);

end
end
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numkomps = komp_nr;

meandist.m — calculates the average distance of a graph

function md = meandist(A, komplist, numkomps)

if isempty(A)
md = 0;

else
if nargin < 2

[komplist, kompsizes, numkomps] = comps(A);
end

for kompnr = 1:numkomps
vilka = find(komplist == kompnr);
B = A(vilka, vilka);
dd = [];

for i = 1:size(B,1)
mark = zeros(1,size(B,1));
mark(i) = 1;
queue = i;
d = repmat(inf,size(B,1),1);
d(i) = 0;

while queue
x = queue(1);
queue(1) = [];
ns = find(B(:,x));

new_nodes = ns(find(~mark(ns)));
mark(new_nodes) = 1;
queue = [queue new_nodes’];
d(new_nodes) = d(x) + 1;

end

d(i) = [];

if length(d) > 0
dd(i) = mean(d);

end
end

if length(dd) > 0
md(kompnr) = mean(dd);

else
md(kompnr) = 0;

end
end

end
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clustercoeff.m — calculates the cluster coefficient of a graph

function [mc, cl] = clustercoeff(A)

for nod = 1:size(A,1)

ns = find(A(:,nod));
ntri = 0;

for i = 1:length(ns)
for j = 1:i-1

if A(ns(i),ns(j))
ntri = ntri+1;

end
end

end

if length(ns) > 1
cl(nod) = ntri / bin(length(ns),2);

else
cl(nod) = 0;

end
end

mc = mean(cl);

randadjmatrix.m — generates an Erdős-Rényi random graph

function A = randadjmatrix(n, p)

if n <= 0 | p < 0 | p > 1
error(’Felaktiga indata! 0 < n och 0 <= p <= 1.’);

end

A=sparse([]);

for i=1:n
A(1:n, i) = sparse(rand(n, 1) <= p);

end

A = tril(A, -1);

A = A + A’;

modscalefreeadjmatrix.m — generates a modified Barabási-Albert
scale-free network

function A = modscalefreeadjmatrix(n, m0, m_mean)
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if m_mean <= 0 | m0 < m_mean | n < m0
error(’Felaktiga indata! 0 < m_mean <= m0 <= n.’);

end

A = sparse(zeros(m0));
degs = zeros(1, m0);

for i = 1:n-m0
nodes = 0;
j = 1;
m1 = fix(m_mean);
x = rand + m1;

if m_mean <= x
m = m1;

else
m = m1 + 1;

end

while j <= m
cd = cumsum(degs + 1e-9);
node = min(find(rand * cd(end) <= cd));

if ~any(nodes == node)
nodes(j) = node;
A(m0+i, node) = 1;
j = j + 1;

end
end

degs(end+1) = m;

for j=1:m
degs(nodes(j)) = degs(nodes(j)) + 1;

end
end

A(n, n) = 0;
A = A + A’;

nodeerror.m — simulates random vertex failures

function [fv, Sv, lv, A] = nodeerror(A, nv)

n0 = size(A, 1);
calc_meandist = 0;

if nargout > 2
calc_meandist = 1;

end
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fv = [];
Sv = [];
lv = [];
[komplist, kompsizes, numkomps] = comps(A);
Sv0 = max(kompsizes);

n_num = 1;
n_curr = nv(1);
n_max = nv(end);

for i = 0:n_max
if i == n_curr

fv(n_num) = i / n0;
[komplist, kompsizes, numkomps] = comps(A);
Sv(n_num) = max(kompsizes) / Sv0;

if calc_meandist
kompind = min(find(kompsizes == max(kompsizes)));
vilka = find(komplist == kompind);
lv(n_num) = meandist(A(vilka, vilka), ones(size(vilka)), 1);

end

if n_curr < n_max
n_num = n_num + 1;
n_curr = nv(n_num);

end
end

if i < n_max
nod = fix(size(A,1)*rand + 1);
index = 1:size(A,1);
index(nod) = [];
A = A(index, index);

end
end

nodeRDattack.m — simulates vertex attacks based on
recalculated degree

function [fv, Sv, lv, A] = nodeRDattack(A, nv)

n0 = size(A, 1);
calc_meandist = 0;

if nargout > 2
calc_meandist = 1;

end

77



fv = [];
Sv = [];
lv = [];
[komplist, kompsizes, numkomps] = comps(A);
Sv0 = max(kompsizes);

n_num = 1;
n_curr = nv(1);
n_max = nv(end);

for i = 0:n_max
if i == n_curr

fv(n_num) = i / n0;
[komplist, kompsizes, numkomps] = comps(A);
Sv(n_num) = max(kompsizes) / Sv0;

if calc_meandist
kompind = min(find(kompsizes == max(kompsizes)));
vilka = find(komplist == kompind);
lv(n_num) = meandist(A(vilka, vilka));

end

if n_curr < n_max
n_num = n_num + 1;
n_curr = nv(n_num);

end
end

if i < n_max
degs = sum(A);
noder = find(degs == max(degs));
nod = noder(fix(length(noder)*rand + 1));
index = 1:size(A, 1);
index(nod) = [];
A = A(index, index);

end
end

nodeIDattack.m — simulates vertex attacks based on
initial degree

function [fv, Sv, lv, A] = nodeIDattack(A, nv)

n0 = size(A, 1);
calc_meandist = 0;

if nargout > 2
calc_meandist = 1;

end
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fv = [];
Sv = [];
lv = [];
[komplist, kompsizes, numkomps] = comps(A);
Sv0 = max(kompsizes);

n_num = 1;
n_curr = nv(1);
n_max = nv(end);
degs = full(sum(A));

for i = 0:n_max
if i == n_curr

fv(n_num) = i / n0;
[komplist, kompsizes, numkomps] = comps(A);
Sv(n_num) = max(kompsizes) / Sv0;

if calc_meandist
kompind = min(find(kompsizes == max(kompsizes)));
vilka = find(komplist == kompind);
lv(n_num) = meandist(A(vilka, vilka), ones(size(vilka)), 1);

end

if n_curr < n_max
n_num = n_num + 1;
n_curr = nv(n_num);

end
end

if i < n_max
noder = find(degs == max(degs));
nod = noder(fix(length(noder)*rand + 1));
index = 1:size(A, 1);
index(nod) = [];
A = A(index, index);
degs(nod) = [];

end
end
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