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Example: Stealthy Water Tank Attack
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[Teixeira et al., HICONS ‘12]

Example: Stealthy Water Tank Attack [Movie]
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Example: Stealthy Water Tank Attack
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[Urbina et al., CCS ‘16]

Physics-Based Anomaly Detection
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* Physics-based anomaly detectors work for
- Randomly failing components [safety]; and
« Physics-unaware adversaries [security]
« But example illustrates sensitivity to adversaries with

* Physical process knowledge; and ability to stage coordinated
(time & space) data corruption [security]

« Quantify performance of and compare different detectors?




New Performance Metric Detection
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Residual Generation
Power System Example e [ e
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What can we do in real time about the attacks and faults we
can detect using the anomaly detector?

l.e., what about the countermeasures (=reconfiguration)?

Example next...




A Test-bed and Case Study: Dot
NIMBUS Microgrid, Cork, Ireland 560"“5’
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CIT Test-bed Nimbus Building Rubicon Building

(Multi-Buildings) ground floor first floor

[ ground floor first floor
On/Off § mixmgvawe%«G‘) %ﬁ %« a

s

g S I
AT

rl_‘__zﬁé header return :

-

Adversary: Infect some field devices with malware (a la Stuxnet)
corrupting measurements sent to PLCs (Here: AT, and AT),)

Defender: Access to remote correlated measurements and a physical
model (here temp. measurements and modeling by system identification)

In collaboration with UTRC and EMC Corporation (Ireland)

[Paridari et al., ICCPS “16]
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Summary

Possibilities with physics-based anomaly detectors:
« Randomly failing components [safety]: OK
* Physics-unaware adversaries [security]: OK

« Adversaries with physics knowledge and ability to
stage coordinated (time & space) data corruption
[security]: not always OK (example in movie)

New metric to evaluate anomaly detectors for ICS. Tools
under development

Fault- and attack-tolerant (resilient) controller example
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Figure 1. Architecture of control systems.

 Area 1: Embedded Software Platforms (M. Dam)

« Area 2: Wireless Communication (R. Thobaben)

* Area 3: Communication and Computation Infrastructure (G. Dan)

» Area 4: Resilient Control of Cyber-Physical Systems (H. Sandberg)
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