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H ABSTRACT

TECoSA -a university-based research center in collaboration with industry-was established early in 2020, focusing on
Trustworthy Edge Computing Systems and Applications. This article summarizes and assesses the current trends and drivers
regarding edge computing. In our analysis, edge computing provided by mobile network operators will be the initial dominating
form of this new computing paradigm for the coming decade. These insights form the basis for the research agenda of the TECoSA
center, highlighting more advanced use cases, including AR/VR/Cognitive Assistance, cyber-physical systems, and distributed
machine learning. The article further elaborates on the identified strategic directions given these trends, emphasizing testbeds and

collaborative multidisciplinary research.
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INTRODUCTION

everal trends and drivers interact

in the digitalization shift, including

edge computing, connectivity, artifi-

cial intelligence, and big data loops,
where field data are gathered to update
software systems continuously. This trans-
formation offers unprecedented innovation
and product development opportunities
and enables industrial companies to meet
their targets for sustainable development
goals. The need to address all dimensions
of sustainability is highlighted by the recent
European Commission initiative on Indus-
try 5.0, emphasizing that previous efforts,
such as Industry 4.0, have predominantly
focused on productivity (EC Industry 5.0,
2022). A concrete example of what CPS can
do for sustainability is the “tools” available
to facilitate circularity, as an example, with

traceability and predictive capabilities to
support decisions regarding maintenance
and recycling. However, digital transfor-
mation also increases system complexity. It
introduces challenges of a socio-technical
nature, such as risks related to technical
systems acting in open environments,
including ethical considerations related to
fairness and personal integrity, INCOSE
(2021), Térngren (2021). Specifically, our
future societies will depend on increasingly
sophisticated infrastructures where edge
computing will act as a new tier, comple-
menting the cloud and embedded systems.
TECoSA, a research center on trustworthy
edge computing systems and applications,
was formed in 2020 to address the corre-
sponding key challenges (TECoSA 2022;
Torngren et al. 2021). The center brings

together multiple research teams at KTH
Royal Institute of Technology and (current-
ly) 15 industrial partners spanning several
industrial domains. The discussions among
the center partners form the basis for the
results presented in this paper.

TECoSA is active in industrial digita-
lization with a focus on edge computing
systems. The aim is to provide methods,
tools, and theories for building trustworthy
systems relying on edge computing. The
emphasis during the initial phase of the
center—in the context of trustworthi-
ness—has been on safety, cyber-security,
and predictability (see Figure 1). Trustwor-
thiness has traditionally been associated
with human-machine interactions and
security, referring to how we (humans)
perceive trust in services and machines.
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Figure 1. Edge computing as a new tier complementing embedded systems (device
edge) and the cloud, illustrating initial trustworthiness properties and challenges

addressed by the TECoSA center

Trustworthiness has evolved as an um-
brella term encompassing the concept of
dependability, associated with properties
like reliability, availability, maintainabil-
ity, safety, and security, and properties
associated with artificial intelligence, such
as transparency, explainability, and fairness
(AT HLEG 2021).

The primary purpose of this article is to
initially summarize and assess the current
trends and drivers regarding edge comput-
ing. These insights form the basis for the
research agenda of the TECoSA center. As
a second purpose, the article elaborates and
discusses the identified strategic directions
given these trends.

EDGE COMPUTING STATE-OF-THE-ART

Edge computing is best understood in
contrast to cloud computing. In the 2000s,
the client-server approach dominated the
first-generation internet architecture. Most
clients were desktop PCs on private or cor-
porate premises, connected via the Internet
to web servers. A private or corporate entity
intending to offer information or services
on the Internet had to acquire server
hardware and software, install and maintain
it on corresponding premises, and set up a
matching Internet connection. By 2010, this
division had changed dramatically.

On the one hand, an increasing fraction
of the clients were mobile devices, connect-
ing through mobile networks like 3.5G and
the upcoming 4G (LTE) to the Internet.

On the other hand, web service offerings
moved more and more to cloud providers,
where very large pools of server hardware
were brought together, allowing a scalable
and efficient operation of web services from
an installation, maintenance, and connec-
tivity point of view. Web service operators
moved from hosting and maintaining serv-
ers (with the content) locally on-premise

to only curating content while renting the
hardware and software for the web service
from cloud providers. As a result, cloud
computing centers of corresponding pro-
viders often ended up in locations where
physical space, energy supply, and back-
bone connectivity were cheap, resulting in
relatively remote locations. By and large,
this is the dominating service model of the
Internet as of today.

In this context, edge computing is
primarily defined as computing services
in “closer physical proximity” to clients
compared to cloud computing, that is,
offering computing services towards the
“edge” of the Internet / wide-area networks.
Given the dominant presence of 4G and
5G mobile networks as primary access
networks of most clients in today’s Internet,
edge computing is realized by placing
corresponding compute resources within
the mobile network core or even within a
radio access network, depending on the
preferred proximity. In this line of thinking,
proximity is traded with scale and cost:
The higher the desired proximity of edge
compute resources to the mobile clients,
the more physical locations for placements
of edge compute resources will be required,
typically leading to fewer computational
resources available per edge compute
location.

Visions associated with edge comput-
ing have in various academic/industrial
communities been given different names,
including, for instance, multi-access edge
computing (MEC) (related to telecom-
munications and 5G, earlier referred to
as mobile edge computing), (Abbas et
al. 2018), fog computing (with localized
computations through communication
devices such as routers and gateways in
collaboration with the cloud), (Bonomi et
al. 2012), and cloudlets (small scale local-

ized data centers), (Satyanarayanan 2017).
In the current discourse, edge computing
has been associated with either locality,
computing technologies, or both (Varghese
etal. 2021). While the many projections for
edge computing may appear confusing, this
situation is not surprising since we are in
the early stages of edge computing with an
ongoing market positioning.

Our analysis from a commercial point-
of-view is that edge computing provided by
mobile network operators will be the initial
dominating form of this new comput-
ing paradigm for the upcoming decade.
Beyond that, new concepts might arise that
exploit a continuum of available compute
points from mobile clients to cloud centers
(Duranton et al. 2021). In the following, we
refer to edge computing as the provisioning
of additional computing resources through
mobile networks. Edge computing could be
introduced to decrease hardware costs in
mobile devices, such as industry robots and
civilian or military surveillance systems
while meeting latency and predictability de-
mands. In this sense, edge computing adds
computational resources that complement
the existing capabilities of devices (embed-
ded systems) and the cloud, belonging to
a tier of a digitalized infrastructure. For a
presentation of more detailed use cases, see
the following discussion below.

Edge computing was arguably intro-
duced roughly twenty years ago under the
synonym “cyber foraging” (Balan et al.
2002). Since then, a set of various argu-
ments have been brought up highlighting
the potential benefits of edge computing:

= The original cyber-foraging research
was motivated to improve energy effi-
ciency if compute-intensive jobs could
be offloaded from battery-powered
mobile clients to stationary but close-by
cloudlets, decreasing network-wide
energy consumption. Either code or
input data is offloaded through a mo-
bile network to cloudlets, sending the
computation back to the client. Cloud
computing is seen in this context as
having too long latency and unreliable,
necessitating edge computing.
A second argument, related to the
above, can be made about the relative
distance of cloud computing centers
and, therefore, a much lower access
delay in the case of edge computing.
For compute tasks that are either too
complex for mobile clients or require
input from multiple mobile clients
while being latency-sensitive, edge
computing provides a clear advantage
in providing lower round-trip delays.
This case is, for instance, often made in
the context of augmented or extended
reality applications.



= Edge computing can also drastically
reduce the bandwidth required for
certain analysis services that run in the
cloud. In this case, cloudlets are used as
primary processing units, for instance,
with respect to video analytics in
detecting certain events or states in the
video stream. Instead of conveying the
entire stream to a cloud center, leading
to a large bandwidth requirement as
more and more endpoints are included
in the service, only indices of the video
frames and the detected objects are
provided upstream to the cloud center.
The corresponding video frames are
nevertheless stored at the edge and can
be retrieved by the cloud center. Similar
cases can be made for predictive main-
tenance, IoT systems, and distributed
machine learning applications.

Finally, edge computing systems come
with different security and privacy
features. While typical concerns of
security and privacy regarding cloud
computing centers do not carry over to
edge computing, new aspects such as
physical access and manipulation be-
come more relevant in the case of edge
computing. Related to this shift towards
more “local” aspects of security and
privacy are also advantageous of edge
computing with respect to regulatory
frameworks. Due to the geographical
proximity of deployed cloudlets and
corresponding clients, edge computing
offerings might guarantee the manip-
ulation and storage of data within a
specific regulatory framework, which a
general-purpose cloud provider might
not be able or willing to guarantee (in
contrast to sovereign cloud offerings).

From these diverse drivers and

advantages discussed in the academic/
industrial community over the last ten
years, for the first wave of commercial edge
computing offerings foreseeable today, the
regulatory and bandwidth-saving aspects
are likely the main drivers. Concerning
B2B customers, edge computing offerings
of mobile network providers, referred to
as Telco edge, as well as cloud providers,
referred to as the regional cloud, will offer
guarantees for the computing and storage
location and, therefore, the regulatory
conditions under which data is manipulated
and stored. In addition, hybrid edge-cloud
solutions are emerging that push the bulk
of the processing to edge cloudlets while
integrating the results of local cloudlet-
based computing with cloud services.
In both cases, “best effort” service level
agreements (SLAs) between the service
provider and customer are sufficient for
successful commercialization. Beyond
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Figure 2. Various application domains, use-cases of cross-domain relevance, and
interactions with a digital infrastructure (providing edge computing, communication,

and other capabilities such as positioning)

these B2B offerings, in the B2C space, a
prominent commercialization case for edge
computing appears to be online multi-player
gaming, where depending on the location

of the players and the placement of the
game backend process, significantly higher
quality of experience can be achieved. Still,
corresponding offerings in the gaming
domain will be run under best-effort SLAs.

BEYOND “BEST EFFORT"

More advanced use cases exist that could
benefit from edge computing but where
different challenges exist today, including
both technical/scientific as well as related to
business models. The commercial viability
of these opportunities thus remains uncer-
tain, and the TECoSA center has identified
three types of use cases as particularly
interesting where more research is needed.
These use cases all demand more localized
computing power, providing incentives
for edge computing. The use cases are also
relevant in several application domains,
driving setups in which a digitalized edge
computing-based infrastructure promises
added value (see Figure 2). In manufactur-
ing, for example, many ongoing field tests
involve using private 5G networks and edge
computing, representing such digitalized
infrastructures. We first elaborate on these
use cases and then discuss approaches to
address them.

= Use case 1: Mobile AR/VR/Cognitive
Assistance: The first use case concerns
the advantages of future edge comput-
ing deployments in human-in-the-loop
applications like virtual reality (VR) and
augmented reality (AR). These are closed-
loop systems where different “status”
information is conveyed upstream to the
point of computation (that is, the cloudlet).

The provided status information is used for
generating feedback at the backend, which
is then transmitted back to the application
client. AR and VR applications are gener-
ally characterized by (1) high data rate re-
quirements upstream and/or downstream,
(2) complex backend processing taking
place at the cloudlet, and (3) quality-of-ex-
perience (QoE) of the application is directly
related to the responsiveness of the entire
loop (upstream communication, compute,
and downstream communication). Subtle
differences exist concerning the workloads
and QoE requirements for AR systems ver-
sus VR systems, where VR systems require
higher bandwidths in the downlink. Gener-
ally speaking, the latency requirements are
also higher due to the level of immersion.
The specific challenges for both application
types relate to the following:

1. Efficient application support: Due
to the interplay between communi-
cation and compute elements over
the offloading loop, many trade-offs
exist to manage end-to-end delays at
runtime dynamically. These trade-offs
are largely unexplored, particularly
about quality-of-experience impli-
cations in the short- and long-term.
Managing end-to-end delays with
respect to QoE over a heterogeneous
set of active AR/VR applications is a
further challenge, as is the question
of optimal placement of the compute
backend or efficient and reliable
mobility support for such applica-
tions. To a large extent, the efficient
support of such applications also
hinges on the degree of control the
application will be able to execute
over the mobile network. In the past,
mobile network systems have offered
only very limited APIs (application

1vID3dS

m
2
-
(=
X
m




1vID3dS

=
2
-
(=
X
m

programming interfaces) as QoE
requirements for voice, video, or web
applications have been similar and
hence easy to manage. However, for
AR or VR applications, more complex
trade-offs are likely to be only known
to the application at runtime. Hence,
a more powerful API for resource
control enables a significantly more
efficient operation.

2. Scalable life-cycle support of
applications and end system
acceptance: While several SDKs exist
for AR and VR systems, devising a
new application over programming,
deployment, and updates is highly
complex and requires deep software
engineering and platform knowledge.
This contrasts with the correspond-
ing life-cycle support of smartphone
apps of various ecosystems currently
in the market. From the perspective
of the supply side of future AR/VR
applications, a significant simplifica-
tion of the life-cycle support is likely
to be established over the following
years. Due to the above limitations,
AR technology commercialization
has been limited. Advanced designs,
combined with a changing sentiment
in the group of early adopters, might
lead over the following years to a
breakthrough in these applications.
A scalable provisioning of backend
compute capabilities via edge com-
puting paired with near-ubiquitous
mobile network access will undoubt-
edly lift the technological bottlenecks
for widespread adoption.

= Use case 2: Cyber-physical systems
(CPSs): CPSs represent the “integration
of computation, networking, and physical
processes” While CPSs have been around
since the 1970s with the integration of
microprocessors with physical systems,
these systems now see unprecedented
potential in their capabilities (Thompson
and Reimann 2018). Representative
examples include automated vehicles and
future manufacturing systems. In such
CPSs, additional sensors, communications,
and collaboration can enhance context
awareness and planning. The role of edge
computing comes into play to provide
the needed computational and analytics
support, providing the potential for
handling large amounts of data for real-
time applications and supporting CPS
collaboration. TECoSA has identified
many applications in domains such as
those depicted in Fig. 2, supporting
enhanced quality and new functionalities,
for example, by ensuring that the right
assembly tools are used for the right parts

in a manufacturing process. For CPSs, we
identify the following challenges:
. Holistic management of computing

and communication resources: In-
dustrial applications have demanding
requirements on real-time (predict-
able and short enough) latencies,
availability, and error detection

and handling. This requires novel
end-to-end resource management
capabilities, including exploiting an
interplay between applications and
infrastructure and considering energy
consumption as a key metric. With
such considerations, edge comput-
ing promises to minimize/reduce

the overall energy consumption of
applications.

. Trustworthy applications based on

edge computing: As already intro-
duced, trustworthiness has evolved to
become an umbrella term. Given the
evolution of CPS, most of the trust-
worthiness properties will be relevant
for future CPS. Incorporating edge
computing into future CPS poses new
challenges, given new failure modes
and cyber-security risks (vulnera-
bilities) of edge computing-based
infrastructures and applications. The
dependencies and trade-offs between
trustworthiness properties require
specific attention, especially for open
and collaborative CPS with potential
conflicts between cyber-security, safe-
ty, availability, and data sharing. The
uncertainty involved in such open
further CPS requires run-time risk
assessment and handling/adaptation
to balance safety and availability/
performance appropriately. Certifica-
tion and re-certification of (evolving
and adapting) edge-based CPS also
represent an open challenge.

. Collaborating systems and scal-

ability: Collaborating systems, often
referred to as systems of systems (SoS),
lack a central authority responsible

for systems integration and where the
constituent units evolve independent-
ly (for example, in the domain of
roads, actors such as vehicles and the
physical and digital infrastructures of
the roads) (Maier 1998). This leads

to challenges regarding the overall
design and responsibilities of such SoS
and strongly relates to the business
model(s) and liability if something
goes wrong. The “intelligent trans-
port systems” example has shown the
difficulty of establishing such SoS. We
believe that the introduction of 5G
and beyond as a digital infrastructure,
with its provision for low latency and
quality of service, may help to create

the momentum needed to establish
the required models for collaboration.

= Use Case 3: Distributed ML: Machine
learning (ML) is widely considered an
efficient tool for optimization, prediction,
and classification tasks found in various
industrial and consumer applications,
among others in AR/VR systems (UC1)
and CPSs (UC2). The use of ML in these
systems could be limited to applying the
pre-trained model for performing a certain
task on data received from end devices,
referred to as inference. More generally, it
can entail periodic training of the model
to adapt it to changing environmental
conditions. The use of ML for inference
usually involves upstream traffic and may
involve downstream traffic also if/when
the inference leads to decisions that, in
turn, affect devices. Training of a model
may also involve downstream traffic if
the updated model is to be distributed
to end-user equipment. ML algorithms
are often represented as execution graphs
and can be deployed on various devices
spanning the edge-to-cloud continuum.
Such distribution of ML primitives enables
capabilities previously unattainable in
energy and computationally-constrained
environments. For example, by placing
parts of the execution graph having
challenging real-time requirements and
low computation complexity on end-user
equipment and computationally intensive
parts in the edge cloud, one can obtain
low-latency ML algorithms with limited
computational resources. At the same time,
distributed ML comes with a variety of
challenges, in particular:

1. Interoperability: Interfaces for
interconnection are needed to enable
interoperability between compo-
nents from different vendors and
to make system integration more
cost-eflicient. Since ML algorithm
development is in its early stages, it
is challenging to establish interfaces
that will last years or decades.

2. Systems architecting: Systems
architecting aspects and algorithmic
issues will become key in ever more
complex installations. It needs
to be clarified how to formulate
architectural and design principles
for complex, ML-enabled systems
to ensure functional and non-
functional requirements and
simultaneously allow for efficient
life-cycle management. Sustainability
in terms of energy consumption and
the environmental footprint of the
computing and communications
infrastructure needed for ML
integration is a closely related issue.



3. Robustness and cybersecurity.
Robustness to adversarial
environments and the lack of
privacy guarantees could also hinder
the wide-scale adoption of ML-
enabled systems. ML algorithms are
vulnerable to adversarial inputs, for
example minor perturbation of the
data, unnoticeable manipulations
of algorithm parameters, and
trained ML models may also reveal
confidential information about
the data set used for creating them
(Ramakrishna 2022). These issues
related to trustworthiness remain to
be solved.

The TECoSA center approach to
address these challenges: Successful
research centers have been reported
to exhibit characteristics including
collaborative multidisciplinary research
involving multiple domains, use of
testbeds/demonstrators, and having a
strong connection to education (Patterson
2014). We agree that these characteristics
are important. TECoSA has emphasized
creating a knowledge ecosystem with
the involved stakeholders and aims to
develop testbeds as experimental and open
infrastructures in automated and connected
road traffic and collaborative robotics in
the coming period. These testbeds will be

used to support collaborative research and
education. A critical aspect of the testbeds
is stimulating the interplay between
applications - potentially involving all

the mentioned use cases - and digital
infrastructures (Figure 2). This interplay
corresponds to interactions between
different research teams and organizations/
companies, places the focus on platforms
and services (the interfaces between
applications and the infrastructures), and
has the potential to be used in education
and stimulate open debate on the socio-
technical implications.

CONCLUSIONS AND FUTURE WORK
(CONVERGENCE OF THE USE CASES AND
MORE)

We have discussed trends and drivers
related to edge computing as a new
computing tier overcoming limitations
of and complementing the cloud and
resource-constrained embedded systems.
‘The multitude of concepts such as MEC,
cloudlets, fog computing, “near/far/nano/
enterprise edge,” and “distributed cloud”
(Heinen 2021), while partly confusing, is
natural considering that we are in the early
stages of edge computing with an ongoing
market positioning. In our analysis, edge
computing provided by mobile network
operators will be the initial dominating
form of this new computing paradigm

for the coming decade. In this sense,

edge computing adds computational
resources that complement the existing
capabilities of devices (embedded systems)
and the cloud, belonging to a new tier of

a digitalized infrastructure. Regulatory
aspects, bandwidth saving, and soft real-
time interactions such as gaming will likely
drive the first wave of commercial edge
computing offerings. We highlight that in
these cases, “best effort” SLAs between the
service provider and customer are sufficient
for successful commercialization.

We have also discussed more advanced
use cases, including AR/VR/Cognitive
Assistance, CPSs, and distributed ML,
and corresponding challenges that require
further research. The three presented use
cases will, in many ways, be part of the
same system, for example, with humans in
the loop (such as “cobots”—humans and
robots collaborating) in the context of CPS
and with data gathering and distributed
machine learning taking place in parallel
with the other use cases.

In addressing these use cases and chal-
lenges, the identified key role of a univer-
sity-led research center is to maintain and
grow a knowledge ecosystem to support
innovation, research, and education in
trustworthy edge-based CPS and to develop
corresponding technological foundations
and methodologies. m
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