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Abstract. Safety-critical control systems increasingly rely on network-
ing technologies, which makes these systems vulnerable to cyber attacks
that can potentially jeopardise system safety. To achieve safe- and secure-
by-construction development, the designers should analyse the impact of
security attacks already at the modelling stage. Since SysML is often used
for modelling safety-critical systems, in this paper, we propose to inte-
grate modelling in SysML and Event-B to enable reasoning about safety-
security interactions at system modelling stage. Our approach combines
the benefits of graphical modelling in SysML with the mathematical
rigor of Event-B to visualise and formalise the analysis of the impact of
security attacks on system safety.

Keywords: Safety-security interactions · Integrated approach · Formal
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1 Introduction

Safety-critical control systems are increasingly relying on networking technolo-
gies. The resulting Networked Control Systems (NCS) inherently become the
target of cyber attacks that can potentially jeopardize system safety. The inter-
actions between safety and security are often complex, and thus, they should be
analysed systematically and rigorously already in the modeling stage of system
design.

SysML [9] is a graphical modeling language that is widely used for modelling
safety-critical control systems. It allows the designers to describe the system ar-
chitecture and the dynamic behaviour using convenient diagrammatic notation.
SysML extensions addressing security have also been proposed [12]. However,
while SysML facilitates a multi-view modelling of system behaviour, it should
be combined with formal verification to ensure that the impact of cyber attacks
on safety can be thoroughly analysed. Such an analysis should identify the condi-
tions under which safety cannot be guaranteed and provide the input for defining
appropriate security control mechanisms.

In this paper, we focus on analysing tampering and deletion attacks. We pro-
pose an integrated approach that combines graphical modelling in SysML with
⋆ Supported by Trafikverket, Sweden.
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formal specification and verification in Event-B [11]. Event-B is a state-based
rigorous framework for correct-by-construction development of reactive systems.
The framework has a powerful automated tool support – the Rodin platform
[10]. Rodin provides an integrated modelling environment for specification and
proof-based verification of complex systems.

In this paper, we use a subset of SysML diagrams to model the behaviour of
a NCS. We define the main requirements that SysML diagrams should fulfil to
enable their translation into Event-B, and an explicit analysis of safety-security
interactions. Such requirements are formalised as consistency rules that should be
verified to ensure correct translation into Event-B. The translation is integrated
into the correct-by-construction refinement chain, i.e., at each refinement step,
certain aspects of system behaviour represented in SysML are formally specified
in Event-B. The resulting Event-B specification models the impact of attacks
and identifies safety requirements, formalised as model invariants, which cannot
be preserved. Such a specification serves as a basis for the consecutive security
analysis aiming at defining security control mechanisms and prioritizing their
implementation.

The rest of the paper is structured as follows. In Section 2 we define a generic
architecture of NCS and define tampering and deletion attacks in this context.
In Section 3, we define SysML diagrams used for modelling NCS. In Section 4,
we briefly overview modelling in Event-B. In Section 5, we present our approach
to translating SysML into Event-B and the reasoning about safety-security in-
teractions, and in Section 6 we present the impact analysis of cyber attacks. In
Section 7 we overview the related work and Section 8 concludes the paper.

2 Generic architecture of networked control system

In this section, we define a generic architecture of a NCS and discuss the impact
of cyber attacks on safety. The generic architecture is shown in Figure 1. We
assume, without loss of generality, that the system is responsible for maintaining
some critical parameter P within a safe interval,

Pmin ≤ P ≤ Pmax.

The system behavior is cyclic. Each cycle executes a control loop that starts
from the sensor measuring the parameter P and sending a message sensorout
to the controller. The controller computes a command contout and sends it to
the actuator. The computation is based on a control algorithm and on the input
contin received from the sensor. Finally, the actuator changes its state according
to the command actuatorin that it receives from the controller. The actuator’s
state affects the value of the critical parameter P .

In this paper, we consider fail-safe systems, i.e., systems that can be put in a
safe non-operational state if there is risk of a safety hazard. To keep the actual
physical value of the critical parameter within the safe interval, we take into
account an imprecision ∆ ∈ N. Hence, the safety property can be defined as
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Fig. 1. Architecture of an NCS.

Safety : Pmin −∆ ≤ P ≤ Pmax +∆ ∨ FailSafe = TRUE, (1)

In our generic architecture of an NCS there are wireless or wired communica-
tion channels between sensor-controller and controller-actuator. These channels
can be attacked. In this paper, we study Man-in-the-middle attacks resulting in
tampering or deletion of messages sent over the communication channels. These
attacks on the sensor-controller channel would result in the controller receiving
an incorrect sensor reading or no reading at all. As a consequence, the controller
could compute an incorrect, possibly hazardous control command. An attack on
the controller-actuator channel would result in the direct setting of the actuator
to a dangerous state. We can formalize tampering attacks as

sensorout ̸= contin ∨ contout ̸= actuatorin, (2)

i.e., the sent and the received messages are different. The deletion attack can be
formalized as

contin = null ∨ actuatorin = null, (3)

where null represents an empty message. The attacker can combine deletion and
tampering attacks on both channels to create a powerful attack scenario that
can bypass defense mechanisms and violate safety.

To systematically analyze the impact of cyberattacks on safety, in this paper
we propose an approach that combines graphical modeling in SysML with formal
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Fig. 2. A BDD for a generic NCS.

specification and formal verification in Event-B. In the next section, we will de-
scribe how to model an NCS in SysML in such a way that cyber attacks could be
explicitly represented in the consequent translation into Event-B specifications.

3 SysML representation of NCSs

System modeling language (SysML)[9] is a general-purpose modeling language
for system engineering applications. Different aspects of system architecture and
dynamic behaviour can be modelled using different subsets of nine SysML di-
agrams. In our work, this subset includes the block definition diagram (BDD),
the state machine diagram (SMD), and the sequence diagram (SD).

To represent the system architecture, we use BDD, which allows us to model
system components and their interfaces. We use the SMD to represent the in-
ternal dynamic behavior of each component. Finally, we use the SD to model
interactions between the components and represent communication protocols.
Next we present our approach to SysML modelling of NCS that facilitates sub-
sequent analysis of safety-security interactions in Event-B.

Block definition diagram To represent the architecture of an NCS, we create
the BDD. The main modeling primitive of BDD is called a block. To explicitly
represent cyber attacks, we require that each element of our architecture, includ-
ing the communication channel, is represented as a corresponding instance of a
block. Figure 2 shows the BDD for our generic NCS created according to this
principle.

The blocks visualize internal constants and variables of components as typed
attributes of blocks. For our sensor block, we define the constant value error
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to show the maximum sensor imprecision. In the actuator block, we define an
attribute to represent the state of the actuator. In the controller block, we define
two attributes failsafe and Pest. The attribute failsafe models whether the
system is put in the failsafe state. The attribute Pest shows the estimation of
the critical parameter P .

The interface between a pair of components that communicates with each
other is represented by an interface block. The interface block defines the data
flows, i.e., describes the messages, which are exchanged between two components
as directed flow properties. In Figure 2, the interface between the controller and
sensor named Controller-Sensor has two flow properties P -sen and failure.
For the interface between controller and actuator, we introduce a flow property
command that shows the command that the controller sends to the actuator.
The direction of a flow property is either in or out. Figure 2 shows that the
direction of both flow properties in the interface block between the sensor and
controller is in.

To specify the inputs and outputs of a component, a block uses ports, which
are typed by an interface block. A port is typed either normal or conjugated.
If a port is normal, it is used to send or receive the flow properties according
to their directions defined in the interface block. Otherwise, the direction of the
flow properties are interpreted as inverse. In Figure 2, the sensor port of the
controller is typed with the Controller-Sensor interface as normal while the
controller port of the Sensor block is typed with the same interface block but as
conjugated. It implies that the flow properties P − sen and failure are outputs
and inputs of the sensor and controller, respectively. In this work, we use integers,
Boolean, or an enumeration set as the type flow properties and attributes.

In safety-critical system, safety requirements are often defined in terms of
the values of a certain physical parameter. Hence, we also introduce the blocks
representing the physical environment and corresponding interface blocks to rep-
resent, for example, that the sensor estimates the value of a critical physical
parameter and the actuator affects its value. In our BDD diagram shown in Fig-
ure 2, it is represented by yellow interface blocks. While BDD allows us to define
system components and identify interfaces between them, the actual dynamic
interactions between the components is modeled using the SD.

Sequence diagram A SD is used to show the interaction between components.
The diagram represents the contents and the order of messages. Moreover, the
SD can depict complex interactions using interaction fragments.

In our modelling of an NCS, we use loop fragments to represent the control
loop. Our lifelines represent the main components of our generic NCS: the sensor,
controller, and actuator as shown in Figure 3. The lifelines correspond to the
instances of the blocks in the BDD shown in Figure 2. Also, the parameters of the
messages should comply with be the flow properties defined in the corresponding
interface block. For example, the messages Failure and Measurement carry the
flow properties of the controller-sensor interface block.

The alt fragments show conditional interactions. We also use the alt fragment
to depict the effect the deletion and the tampering attacks on a specific message.
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Fig. 3. An example of the SD for an NCS

For instance, consider the message command in Figure 3, which could be the
target of deletion or tampering attacks. To represent this, we define an alt frag-
ment that has three alternatives. The first alternative represents the absence of
attacks. The second one shows the deletion attack by defining that the param-
eter command is equal to null. Finally, the last one represents the tampering
attack. Here we use prime (′) to show the injected parameters.

State machine diagram A State Machine Diagram (SMD) is used to represent
the internal behavior of system components. It models both the component func-
tional logic and communication protocols. We create an SMD for each block in
the BDD and rely on the attributes of the block to model component behaviour.
We use the fact that the component (block) can read (write) the flow properties
it receives (sends) from the block ports. Figure 4 shows an example of SMD for
the block actuator. We require that the transitions defined in SMD are labeled
and guarded.

Labels represent the messages that the corresponding block sends or receives.
We use labels r.M and s.M for receiving and sending message M , respectively.
If a transition is labeled with a message then the message must be received or
sent upon triggering the transition.

We also introduce two extra labels env and start that can be used in SMDs
of the blocks Actuator and ENV , respectively. If a transition is labeled with
env, it implies that as a result of the transition, the actuator updates its states
according to the commands. If a transition is labeled with start, it implies that,
as a result of the transition, the critical parameter block ENV is updated. Figure
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Fig. 4. An example of SMD for the actuator. The expressions in brackets show the
guard of transitions.

4 shows four transitions that may be triggered when the message Commands is
received.

The transitions may have some guard designating that the transition can
occur only if the guard is evaluated true. The guards are the expressions defined
using the attributes of the block and flow properties that the block receives.
In the latter case, the transition should be labeled with a receiving message
that carries the flow properties. SysML allows us to represent opaque behavior
expressed in different languages. We describe the opaque behavior expressed in
C to specify the guards. In Figures 4, the guards of transitions are shown in
brackets.

The effect of the transition is described using a piece of code containing the
following statements: assignment, if and a random choice from a given set. The
code could assign to the attributes of the block or the output flow properties of
the block. In the latter case the transition must be labeled with a sending message
that carries the flow properties. Figure 4 shows the effect of two transitions
updating the state of the actuator. Note that the behavior is specified using
opaque behavior based on C, but in the figure, it is depicted using a comment
box.

4 Modelling and Refinement in Event-B

Event-B is a state-based formal modelling approach that promotes the correct-
by-construction development paradigm and formal verification by theorem prov-
ing. In Event-B, a system model is specified using the notion of an abstract state
machine [11]. An abstract state machine encapsulates the model state repre-
sented as a collection of variables and defines operations on the state, i.e., it
describes the behaviour of the modelled system. Usually, a machine has an ac-
companying component, called context, which may include user-defined carrier
sets, constants and their properties given as a list of model axioms. In Event-B,
the model variables are strongly typed by the constraining predicates. These
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predicates and the other important properties that must be preserved by the
model constitute model invariants.

The dynamic behaviour of the system is defined by a set of atomic events.
Generally, an event has the following form:

e =̂ any a where Ge then Re end,
where e is the event’s name, a is the list of local variables, the guard Ge is
a predicate over the local variables of the event and the state variables of the
system. The body of the event is defined by the next-state relation Re. In Event-
B, Re is defined by a multiple (possibly nondeterministic) assignment over the
system variables. The guard defines the conditions under which the assignment
can be performed, i.e., when the event is enabled. If several events are enabled at
the same time, any of them can be chosen for execution non-deterministically.

Event-B employs a top-down refinement-based approach to system devel-
opment. A development starts from an abstract system specification that non-
deterministically models the most essential functional requirements. In a se-
quence of refinement steps, we gradually reduce non-determinism and introduce
detailed design decisions. In particular, we can add new events, split events as
well as replace abstract variables by their concrete counterparts, i.e., perform
data refinement. When data refinement is performed, we should define so called
gluing invariant as a part of the invariant of the refined machine. The gluing
invariant defines the relationship between the abstract and concrete variables.

The consistency of Event-B models, i.e., verification of well-formedness and
invariant preservation as well as correctness of refinement steps, is formally
demonstrated by discharging the relevant proof obligations generated by the
Rodin platform [10]. Rodin also provides an automated tool support for prov-
ing.

5 From SysML to Event-B: Translation Methodology

Our translation of SysML diagrams into Event-B aims at achieving two simulta-
neous goals. On the one hand, as the first step of translation, we check correct-
ness of the SysML diagrams and we verify their consistency. On the other hand,
we rely on formalization in Event-B to analyze the impact of cyber attacks on
system safety. In this paper, due to lack of space, we only briefly outline our
translation methodology and describe formal modelling of safety and security
interactions in details.

Since BDD specifies the system´s static structure, it defines the name-space
of all elements to be used in system modelling. In our translation, BDD serves as
the main mechanism to check consistency between models. For example, when
we are defining the SD, we can verify that messages coincide with the interface
blocks. For SMD, we check whether the block owns the attributes and flow
properties that are used in SMD, and the assignments comply their types. We
also check the deadlock freeness of the SMDs. To check consistency of the SMD
with respect to the SD, we check whether the transition labels correspond to the
messages that the block sends or receives in the SD.
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Fig. 5. An excerpt from the context in which the correctness of SD will be checked
with respect to BDD. As can be seen theorems 8 and 9 show that the direction of
message is consistent with the direction of flow properties that it carries.

In our translation methodology, the consistency rules are defined as a separate
context of the Event-B model. Such an approach mimics defining a meta-model
as a part of formal modelling. The verification conditions are formulated as con-
text theorems. If the proof of some theorem fails then an inconsistency between
the models is detected. Upon detecting an inconsistency, the designer needs to
change the SysML diagrams and perform the consistency checks again. Figure 5
shows an example of the context with the defined consistency rule.

When the consistency of the SysML model has been established, we shift
the focus to translating SMDs and SD, which is incorporated into the Event-B
refinement process. Once the refinement process is completed, the SysML models
become fully formalised in Event-B and the detailed definition of the impact of
cyber attacks on safety emerges via failed proofs of certain safety invariants.

Abstract specification The first machine (the abstract specification) is the
translation of SD that focuses on modelling sending and receiving messages.
While translating SD, we specify the sets representing each type of message.
The name of the parameters of messages become the elements of the sets. For
instance,

Measurement = {Psen}.

To model sending and receiving messages, we define the set Phases,

Phases = {sFailure, rFailure, sMeasurement, rMeasurement,

sCommands, rCommands, env, start}.
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For each message, we define the "sending-receiving" order. In addition, Phases
has elements designating the environment involving and the start of the control
cycle.

To model the order of messages according to their position in the SD, we
define the guards of the events ensuring that the previous messages have been
sent before sending a message down in the lifeline becomes enabled.

To model tampering and deletion attacks on a message M(par1, ..., part), we
define two variables,

sendM : {par1, ..., part} → Z, receiveM : {par1, ..., part} → Z,

which represent the values of the parameters of the messages after sending and re-
ceiving message M . If the attacker decides to perform the deletion attack, we set
function receiveM (pari) = null, where null is an abstract constant representing
an empty message. In case of the tampering attack, we choose a non-deterministic
value vi other than sendM (pari), and define receiveM (pari) = vi. Finally, in the
absence of attacks, we define receiveM = sendM . To model sending and receiving
a message, we define two events for each message correspondingly.

The final step in the SD translation is to define an event for each physical
interface. This event only changes the phase of interactions. The event corre-
sponding to the actuator-environment interface changes the phase from rM to
env in which M is the last message in the control loop. This event models the
actuator’s behaviour – changing its state according to the controller’s commands.

The event corresponding to the environment-sensor interface changes the
value of the phase from env to start. This event models the end of the environ-
ment evolution resulting in the update of the critical parameter. Figure 6 shows
an excerpt from the abstract specification obtained as a result of SD transla-
tion. As can be seen, to ensure that the message Command will be sent after
either Measurement or Failure, we add guard grd2 to event send-Command.
To model the attacks on the message Command, we add guards grd2, grd3, and
grd4 to event receive-Command.

Translation-Driven Refinement Our subsequent refinement steps aim at cap-
turing the details of SMDs modelling the behavour of system components. Our
translation and the corresponding refinement process has the following order:
representing the behaviour of the environment (ENV), actuator, controller, and
finally, sensor.

We start the translation of the SMD with defining the set States containing
all states as its elements. To model the current state, we define the variable
stateB ∈ States, where B is the name of the block.

For each transition in the corresponding SMD, we define an event that is
enabled if the current state is equal to the source of the transition. As result
of triggering the event, the current state is changed to the destination state of
the transition. If a transition is labeled with sending or receiving a message M
(s.M or (r.M)) then the corresponding event refines the event that models send-
ing or receiving M . If a transition in the actuator’s SMD (ENV’s SMD) is labeled
with env (start) then the corresponding event refines the abstract event defined
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Fig. 6. An excerpt of abstract specification which is the translation of SD.

for the Actuator-ENV (ENV-Sensor) physical interface. To specify the events, we
translate the guard of the transition into the guard of the corresponding event.
The effect of the transition is translated into the actions of the corresponding
event.

To translate guards and behaviours, we introduce a variable for each attribute
(that is not a constant) of the relevant block. The dictionary CtoB presented in
Table 1 shows how guards and effects of the transitions are translated in Event-
B. For translating assignments to an attribute x, we first create a parameter
parx and add the action x := parx. Then for an assignment x := e, we add
parx = CtoB(e) to the guard of the event. Note that, in order to avoid deadlock,
each attribute must be assigned once per transition. If an assignment is inside
of an if statement, we add,

parif = TRUE ⇒ parx = CtoB(e),

to the guard instead of parx = CtoB(e). A guard g is also translated using CtoB
dictionary, however, if the guard is inside of a if statement, then we apply the
similar technique. Figure 7 shows the translation of the SMD shown in Figure 4.
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Fig. 7. Translation of actuator’s SMD into Event-B. Only two out of four events are
shown. Red lines are inherited from abstract event in previous machine.

Table 1. SysMLtoB dictionary.

C Event-B
&&, ∥ ∧,∨
==, <=, >=, <,>,=! =,≤,≥, >,<, ̸=
+,−, ∗, / +,−,×,÷
if c { } Any parif where parif = TRUE ⇔ CtoB(c)
rand(1, n) Any par where par ∈ 1..n

6 Analysing the Impact of Cyber Attacks on Safety

In this section, we discuss our approach to verifying the impact of cyber attacks
on safety within the SysML translation-driven refinement process. In our ap-
proach, the impact of cyber attacks on safety is analysed by checking whether
the safety property 1 remains provable, i.e., if after the detailed representation
of the effect of the attack on the system behaviour safety invariants remain prov-
able then the cyber attack does not have a safety implication, and vice versa –
if the invariants become violated then the cyber attack has safety implications.

Once the SMD diagram is translated into Event-B, we obtain a detailed spec-
ification of the corresponding system component and can analyse the impact of
a cyber attack on its behaviour. Let safety′ be the first term of the disjunction
defined in property 1, i.e., safety should be guaranteed after updating the phys-
ical parameters at the end of the control loop. As an example, safety′ can be
defined either as

Pmin −∆ ≤ P + x ≤ Pmax +∆,

or as
Pmin −∆ ≤ P − x ≤ Pmax +∆,
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for some positive x depending on the state of the actuator (state1 or state2). We
define the following invariants postulating that the actuator enforces safety by
preventing the critical parameter from passing the safety margin when it updates
its state as follows:

(phase = env ∧ state = state1) ⇒ Pmin −∆ ≤ P + x ≤ Pmax +∆,

(phase = env ∧ state = state2) ⇒ Pmin −∆ ≤ P − x ≤ Pmax +∆.

The proof of the above invariants requires demonstrating that the actuator
should be able to receive the correct command from the controller irrespective
whether the attack is carried out or not. This implies that we should guarantee
that the controller logic is correct and the attacker actions cannot put the actu-
ator in a state that causes violation of above invariants. There requirements are
modelled by the guards of the events representing sending and receiving Com-
mands. Later, in the next refinement in which we translate the controller’s SMD,
we remove these guards.

In the next refinement steps, when the controller’s SMD is translated, we
change the requirements from the guard of the events to be theorems. At this
point, we need to prove that the logic of the controller implies the theorems. The
key invariants that conclude the theorems are,

phase = sCommands ⇒ failsafe = FALSE,

phase = sCommands ∧ sendCommand(command) = increasePower ⇒

Pmin −∆ ≤ P + x ≤ Pmax +∆,

and

phase = sCommands ∧ sendCommand(command) = decreasePower ⇒

Pmin −∆ ≤ P − x ≤ Pmax +∆,

Proving the invariants requires that security control mechanisms detect at-
tacks on both sensor-controller and controller-actuator channels because they
lead to safety violation. In this case, the controller sets falisafe = TRUE, and
we never reach a state of the model in which phase = sCommand. Also, depend-
ing on the details of the controller logic, we may need to introduce assumptions
about the sensor´s imprecision. These assumptions can be added to the guard of
event in which message Measurement is received. In the next refinement step
resulting in adding the model of the sensor, we prove the assumption about the
sensor imprecision.

Finally, upon translating all SMDs, we can define the safety property 1 as an
invariant of the final model and try to prove it. At this point, the prove should
be discharged without introducing any further assumptions.
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7 Related work

Several previous works proposed different modelling approaches to represent the
impact of security attacks on safety within Event-B framework [1] [2]. The au-
thors explored different refinement strategies as well as the use of HAZOP for
requirements elicitation [3]. While our approach adopts the idea of an incremen-
tal unfolding system architecture via refinement, we rely on SysML models as
an intermediate step between the informal requirements description and formal
specification. We were encouraged by railway industry to integrate SysML into
our modelling to help system engineers to understand both formal models and
security analysis results. The work on formal modelling of cyberattacks in the
railway domain is reported in our previous work [4]. In this paper, we have ex-
tended the modelling methodology proposed in [4], on the one hand, to support
an integration between SysML and Event-B for generic NCS, and, on the other
hand, to include modelling of deletion and tampering attacks on both channels
of NCS.

The work on integrating general purpose graphical modelling and formal
specification has been carried by Snook et al. [5]. Currently, there is also an UML-
B plugin is available for the Rodin platform that enables an automatic translation
of UML-B into Event-B specification [6]. We have adopted the similar techniques
in translating state machine diagrams but focused on explicit modelling and
verification of safety-security interactions.

UML-B has been used in some works to analyze the safety of NCS. For
example, in [7], UML-B is used to model hybrid ERTMS level 3. However, our
work includes a broader set of SysML diagrams and allows to express a richer
set of properties.

Quamara et al. [8] proposed a multi-layer model-based engineering approach
addressing safety-security interactions. They also rely on graphical and formal
modelling but focus on identifying conflicts between safety and security require-
ments.

8 Conclusion

In this work, we proposed an integrated approach to modelling the impact of
cyber-security attacks on safety of networked control systems. We have defined
the principles of modelling networked control systems in SysML to enable an ex-
plicit reasoning about safety-security interactions. We also introduced a method-
ology for translating SysML BDDs, SD and SMDs into Event-B. Our methodol-
ogy supports the verification of consistency of SysML diagrams as well as enables
a rigorous analysis of the impact of security on safety.

Our SysML translation into Event-B has been incorporated into the correct-
by-construction development process. It allowed us to explicitly analyse the im-
pact of security attacks on the behaviour of each component as well as the overall
system safety. The resultant model explicitly demonstrates which safety invari-
ants become violated as the result of the attacks. Pro-B model checker can be
used to construct the concrete attack scenarios.



Analysing the Impact of Security Attacks on Safety 15

The work on the integration of SysML and Event-B for modelling safety-
security interactions in networked control systems has been motivated by our
cooperation with railway industry. Since SysML is widely used for system mod-
elling, we believe that the proposed integration approach can facilitate under-
standing of formal models and the results of modelling the security attacks by
the industrial engineers.

As a future work, we are planning to investigate modelling of the other types
of attacks, such as injection, reordering and delaying. It would be also interesting
to work on representing the results of formal modelling in SysML, e.g. to visualise
the attack scenarios. There is also an ongoing work on the automation of the
proposed approach.
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