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Abstract. Concealing distinguishing features in traffic patterns used in
Traffic Analysis (TA) attacks also affects network observability and hence
it is detrimental for legitimate traffic analysis (e.g., network monitoring,
anomaly detection). The problem is particularly relevant in microservice-
based cloud-native systems. In this paper we introduce a novel method
that defends traffic flows against TA attacks and selectively exposes
metadata to allow semi-trusted entities to recover certain traffic char-
acteristics with low additional overhead by using a surplus area in the
packets. In our architecture, proxies protect traffic between microser-
vices using application-level logic and protocol features. We provide a
PoC implementation and evaluation of the proposed method using the
QUIC and HTTP/3 protocols for two network functions in the 5G Core
Network and in a microservice benchmark application. We show that
two events can be made indistinguishable for a storage channel attacker,
while maintaining observability for a legitimate TA node. We also extend
our defense to reduce the accuracy of a more powerful (timing channel)
attacker by 20-30%.

Keywords: Traffic analysis - Network monitoring - Security and Privacy
Protection - Network Protocols

1 Introduction

Despite the widespread use of encryption, networked systems remain vulnerable
to information leakage through side channels exploited by traffic analysis (TA)
attacks. Notable examples of TA attacks include website fingerprinting (WF)
[17,45] and mobile application fingerprinting [29], which compromise confiden-
tiality and privacy by applying statistical or Machine Learning (ML) techniques
on traffic metadata. Cryptographic protocols, such as TLS 1.3 [40], IPsec ESP
[28], QUIC [24] acknowledge TA threats, but lack built-in mitigation, leaving
system designers responsible for mitigating side channels.

Due to the extensive adoption of the disaggregated architecture pattern, this
work focuses on systems that rely on machine-to-machine interactions, such as
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microservice-based applications, often using standardized deterministic proto-
cols. For example, in the 5G Core Network (CN) the increasing disaggregation
of Network Functions (NFs), together with their deployment in cloud infrastruc-
tures, introduces new attack surfaces for TA attacks. Deterministic protocols
provide attackers with a predictable channel for information extraction, but they
also allow for the design of provable and efficient defenses. Despite extensive re-
search on mitigating TA attacks, existing proposals often lack formal guarantees
(e.g., [43]), evaluation on real-world systems (e.g., [52]), or suffer from inefficiency
(e.g., [18]).

Mitigating TA attacks is also at odds with network observability. Even when
communications are encrypted, on-path measurement of coarse-grained traffic
features, such as packet count and size distribution, remains valuable for sta-
tistical and ML-based anomaly detection [44]. On-path traffic analysis, via its
simplicity and low impact on endpoints, contributes to network observability
without requiring direct access to the underlying data. In this work, we introduce
one of the first frameworks to counter TA attacks while preserving on-path net-
work observability. We provide an implementation and evaluation of our defense
(based on Supersequence [52] and Glove [36]), demonstrating its effectiveness
against a wide range of attacks on real-world systems. We also address practical
challenges of concealing side channels, specifically preventing storage channels
arising from timing channels due to network stack behavior. Our work systemat-
ically identifies and diminishes exploitable patterns while maintaining usability
and performance, making a significant step towards practical TA defenses.

Our mitigation framework performs traffic morphing through stateful proxies,
ensuring that the defense remains fully transparent to the application. These
proxies, placed within the trust boundary, have visibility of all packets and apply
transformations to obscure traffic patterns. We utilize QUIC for efficient packet
transport between proxies?. To preserve on-path network observability, we embed
encrypted metadata after the UDP datagrams which allows trusted on-path
monitors to recover crucial traffic information, such as packet sizes, without
interfering with the end-to-end encryption of the communication. The proxies
do not disrupt the application logic or require ad-hoc network protocols. We
evaluate our defense against two types of attackers: those who can access only the
storage channel and those with access to both the storage and timing channels.
The evaluation demonstrates the effectiveness of our solution in reducing attacker
accuracy (entirely preventing the attack in case of storage channels) while still
allowing legitimate monitoring for operational purposes.

We demonstrate our framework on a real-world cloud-native 5G CN, where
we defend communications between two key NFs. We also evaluate our solution
on a microservice benchmark system that models a Media Service application,
where we defend traffic between a microservice and a database.

The paper is organized as follows. In Section 2 we introduce the relevant
concepts and notations. In Section 3 we describe the system model. Section 3.1
describes the attack model, while Section 4 describes the defense model. In Sec-

* QUIC has also been evaluated for use in 3GPP in [3].
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tion 5 we describe the system design, and in Section 6 we evaluate the proposed
defense. In Section 7 we discsus related work. Section 8 concludes the paper.

2 Background

Traffic Analysis techniques have been employed for both legitimate and malicious
purposes. In this work, we implicitly assume that Traffic Analysis is performed
on encrypted traffic, and makes use of packet lengths (and directions), packet
ordering and inter-packet times as features.

To introduce the terminology, we borrow from the website fingerprinting
domain [51]. Focusing on point-to-point communication between two parties,
we use s to denote a sequence of packets (p1,pa,...,pn) € S, where n = |s| is
the sequence length and each packet p € R>¢ X Z is a pair consisting of the
interpacket time (compared to the previous packet in the sequence) and the
packet’s length. The direction of a packet is encoded as the sign of its length.
We use s; and s; for sequences of the first and second component of packets,
respectively.

We can formulate TA as a classification task. In a distributed system, a
specific event in the finite set E triggers communication over the network. De-
pending on the granularity of the definition of events and due to variations, the
same event can result in a set of different packet sequences distributed according
to a certain probability distribution. We assume a finite and fixed precision for
observing timing information. We define random variables X and Y on F and S
respectively. Event X generates Y according to the conditional probability mass
function Py x. The goal of traffic analysis (TA) is to infer which event generated
an observed packet sequence s.

When packets related to multiple events are sent over the same connection
in parallel, individual sequences related to a single event are not easily identi-
fiable in general. In this work, we assume events to be independent and that
the attacker can isolate sequences per event [55]. We therefore focus on isolated
sequences.

TA defense is generally implemented by transforming a packet sequence by a
combination of the following operations: 1. Packet padding modifies packet sizes
by adding removable bytes, ideally in an encrypted layer to hide the padding;
2. Sequence padding changes the number of packets, e.g., by sending dummies;
3. Packet scheduling controls the transmission times of packets. Further trans-
formations include fragmentation and aggregation of individual packets.

3 System model

We consider a system illustrated in Fig. 1, consisting of a distributed application
running in an environment where at least part of the network infrastructure is
operated by a third party. The network traffic between the application instances
is observed by a legitimate on-path traffic analysis node and a TA adversary.
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Fig. 1: Distributed application ser-
vice in an infrastructure run by a Fig. 2: Example message exchange
third party during a successful UE registration

The owner of the distributed application (tenant) configures security controls
(e.g., encryption of network traffic, etc.) to protect otherwise directly observable
information. From a networking point of view, the tenant’s trust boundary is at
the (virtual) network interface of each application instance. However, communi-
cation metadata, such as size and timing of packets are visible outside the trust
boundary too, e.g., to the infrastructure operator.

The distributed application consists of two separate workloads that communi-
cate over a network. One of the applications receives requests from a source out-
side our model, which are handled by the two applications, involving encrypted
network communication. The properties of a request, including its outcome, de-
fine events in the system, which are reflected as observable packet sequences on
the network. The tenant may employ TA defense techniques to thwart unautho-
rized analysis of the traffic between applications.

The infrastructure provider also offers traffic mirroring for network observ-
ability, and the tenant uses this capability to perform traffic analysis to be able
to detect changes in the behavior of the system (due to faults, etc.), in terms of
communication patterns. The legitimate traffic analysis is carried out by a semi-
trusted monitoring node that receives all traffic verbatim that is transmitted
between the tenant’s workloads but it does not have the cryptographic keys to
access the tenant applications’ payload. We assume the existence of a secure key
provisioning scheme that can be used to install cryptographic keys (metadata
keys) into the tenant workloads and the semi-trusted analysis node. These keys
are used to enable metadata recovery for the semi-trusted analysis node even in
the case of TA-defended traffic.

3.1 Threat model

We consider an adversary that can eavesdrop on the network communication
between applications (e.g., the (network) infrastructure provider is honest-but-
curious or breached). This model is equivalent to having access to mirrored traffic
or to a packet capture file. The adversary cannot access the application payload
data as cleartext. The goal of the adversary is to infer information about the
tenant’s operations by classifying observed packet sequences.
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We consider two types of attackers: one that can only observe the storage
channel (packet sequences without timing information, i.e., the order, size, and
direction of packets) and one that has access to both storage and timing channels
(i.e., packet sequences with timing information). The former attacker model is
motivated by existing website fingerprinting attacks that only use the storage
channel [31,32,45], and the possibility that timing information is imprecise or
not available to the attacker (e.g., corrupted by noise, or data is only exposed
through traffic summaries or device counters).

We assume that the attacker (1) is passive, i.e., does not change, delay, replay,
drop or inject packets; (2) can associate IP addresses with particular endpoints
(i.e, NFs or microservices); (3) knows the application layer protocol; (4) has
access to labeled samples (packet sequences) from each event with and without
TA defense applied; (5) knows how the TA defense is implemented; (6) has prior
knowledge on the probability of events.

An attacker may use ML algorithms to perform the classification. If the
TA-attacker can gather enough data, or can model the complete system, a clas-
sification strategy could be to classify each observation according to the event
that more likely explains it (or randomly in case of equality).

3.2 Case studies

3GPP In the 5G CN, specialized functionalities are provided by Network Func-
tions (NFs) that can be packaged to run as workloads in virtualized environ-
ments. As the first use case, we take NFs from a virtualized Core Network [6]
that communicate directly® with each other. The communication between NFs is
defined in the technical specification 5G System; Technical Realization of Service
Based Architecture [4]. Service Based Interfaces (SBI) use JSON in the applica-
tion layer, transmitted over HTTP/2, (optionally [5]) TLS and TCP/IP.

In this work, we consider the Access and Mobility Management Function
(AMF) and the Authentication Server Function (AUSF) NFs. The AMF han-
dles NAS (Non-Access Stratum) messages sent by the user equipment (UE),
and communicates with the AUSF to verify a UE’s credentials. Fig. 2 shows an
example message exchange. We consider two events, i.e., outcomes of user regis-
trations: success and failure (indicated in the first response from AUSF), where
the two outcomes are distinguishable by analysing the emanating traffic pattern
between AMF and AUSF. Example sequences from one implementation (appli-
cation data only, sizes only) for successful and failed registration: s;, = (61, 88,
—339,107,46, —144) and sy, = (61,88, —135), respectively. The vantage point of
the attacker and the semi-trusted analysis node can be a cluster internal router,
and we restrict the observable traffic to packets between AMF and AUSF. In our
example, both the attacker and the semi-trusted analysis node want to identify
different events, i.e., outcomes of UE registration procedures, by analysing the
traffic between AMF and AUSF (i.e., maximizing the classification accuracy on
the observed traffic).

® NFs can also communicate via a Service Communication Proxy (SCP), or in a roam-
ing case, via a SEPP (Security Edge Protection Proxy).
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Microservice benchmark As the second use case, we take an application from
DeathStarBench [41,20], a collection of microservice-based applications model-
ing real-world systems. Most of the microservice interactions follow a simple
request-response pattern through gRPC, Thrift, HI'TP or a database-specific
protocol. We use the Media Service application, where the user service interacts
with the user database in the following way during a registration: it queries the
database if there is an entry with the to-be-registered user name. If the response
indicates that there is no such entry, the user service adds the new user to the
database. In the end, this results in one or two request-response cycles (depend-
ing on the outcome of the registration attempt), with some of the packet sizes
reflecting user-related metadata (e.g., length of user name). This is one of the
more complex interactions in DeathStarBench. We consider the two outcomes
of the registration attempts events. The attacker and semi-trusted analysis node
have a similar purpose and vantage point as in the 3GPP case.

4 Defense model

The primary goal of the defense is to make events in the system (regardless of
their probability of happening) indistinguishable based on the encrypted network
communication between the workloads of interest. With F,.S, X and Y defined
as in Section 2, let Ry|x model the behavior of the TA-defended system. For any
two events (e.g., 1,22), let Py(y) = Ry|x—s, and Qy(y) = Ry|x—,, denote
the two probability mass functions (PMFs) representing the distributions of the
observable sequences. The two events can be considered indistinguishable if the
Total Variation distance given by

5(Py.@v) = 3 30 1Pr(y) — Qv ()]
yeS
is zero. If §( Py, Qy) = 0 for all pairs of events, we have H(X|Y) = H(X).

We explore a particular confusion strategy, inspired by the bandwidth-efficient
defenses described in [54,52,36], which transform sequences emanating from dif-
ferent events into the same sequence (or very similar ones).

In contrast, in our system, the defended traffic patterns are determined us-
ing knowledge of the well-defined application protocols, and TA defense is pro-
vided by proxies situated within the trust boundary, which are also responsible
for cryptographic protection of the network traffic. Access to plaintext appli-
cation messages enables the defense to apply fine-grained, application-specific
transformation mechanisms. Importantly, during processing application mes-
sages, the defense can identify the corresponding event with certainty and also
control packetization of application messages to make resulting patterns more
deterministic.

The secondary goal of the defense is to enable authorized traffic analysis, so
that a semi-trusted analysis node can still perform some form of analysis on the
defended traffic after recovering certain original characteristics of the traffic. This
may encompass recognizing patterns related to different events or anomalies.
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5 Solution

Implementing TA defense requires that there is enough control to perform the
necessary transformations. For the defense to be efficient, it needs to be able to
track the application state to introduce only the necessary amount of overhead.
Such efficient defense in a lower layer (e.g., the network layer) would need to
re-implement some of the upper layer functionalities to parse and identify ap-
plication messages. Moreover, a network layer defense would need to change the
traffic flow while respecting the state of the transport protocol that runs on top
of it. On the other hand, implementing the defense in an existing application
protocol could require changes in the application and is therefore not desirable
in general. Our solution® uses a combination of transport and application layer
measures, implemented as proxies co-located with the NFs (microservices), sim-
ilarly to the service-mesh pattern [30,48] as depicted in Fig. 3.

HTTP versions being semantically similar opens the way to use QUIC and
HTTP/3 between the mitigation proxies. With a user-space QUIC implemen-
tation, the defense proxies have control over packetization and the use of UDP
over IP enables selective metadata exposure.

""""""""""""""""""" Defended - -~ "C- """ TTTTmoTmommmmm o T T T
: Workload1 namespace H traffic | Workload2 namespace :
! | 1

! HTTP/2 !
Bl Application? Proxy etho @ etho RSYETEE Application2 i
| Proxy 1
e mmmmmmmmmmmmm oo 1 HTTP/3QUIC tmmmmmmmmmmmmm e e e s e e 2

Fig.3: TA mitigation proxies as side-cars.

The majority of message exchanges in 5G CN are in the form of request-
response cycles, and the typical application-layer response sizes are 20-300 bytes
[21]. Microservice communication in the Media Service system exhibits a simi-
lar behavior. Based on these observations, in each case, we can define a target
(super)sequence that sequences generated by any event can be transformed into.
In this work, we call sequence s a supersequence of sequences si, ..., s, iff any
sequence s; (where 1 < i < n) can be transformed into s by some sequence of
the following actions: packet padding, sequence padding and packet scheduling.

The defense intercepts application byte streams and constructs a single packet
for each application message (request or response). Assuming that the application-
layer protocol consists of a sequence of request-response cycles with dependen-
cies between them, a supersequence for application-generated packets can be
created during the defense design phase as follows. Based on the application
protocol specification (and optionally logs), for each event (out of n events), and
within each event, for every request and response we determine the worst-case
execution (inter-message) time and resulting packet size. Encoding the direc-
tion of the message in the sign of the packet size (e.g., negative sign for re-

5 PoC available at https://github.com/EricssonResearch /rev-pad
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sponse), this results in sequences si,...,s, (With |s;,| > |s;[V1 < j < n) of
positive and negative sizes with their respective inter-message time. We then
extend the shorter sequences with tuples (0,0) until the lengths are equal. A
supersequence can then be obtained: s = (..., (maz({s;,[i] : 1 < j < n}),
sign(sm, [i])maz({|s;,[i]] : 1 < j < n})),...). Ideally, transmitting the super-
sequence by applying the necessary transformations for different events would
result in defended packet traces that are identical with respect to all observable
features to an attacker as depicted on Fig. 4. (Note the added effects of the
protocol (ACKs) in the resulting sequence on the wire.)

oy £
J9i O
4 <

o

Resp
ACK
Resp

RCEE H)=rR(E L EE )=E

Fig. 4: Observable pattern during success and failure events in a defended system

g
O
<

5.1 Packet padding

We perform packet padding in the QUIC layer with PADDING frames that
are transparent to the application. Each application request-response message
exchange is transferred in a QUIC stream. To ensure we only add the necessary
amount of padding, the upper layer informs the QUIC layer about the expected
(worst-case) size for the packet carrying the particular stream with the message.
Packets containing only ACK frames are padded to a fixed size.

5.2 Sequence padding

Since the two events we wish to make indistinguishable differ in the number of
request-response cycles, sequence padding needs to be performed. As mimicking
application exchanges would be a complicated task for the transport layer, this
is done by performing dummy HTTP messages of very small size between the
proxies, transparent to the real applications.

Minimizing impact on the storage channel A defense against attacks
on the storage channel, which transforms only the number, order and size of
application-level messages (i.e., implementing s; only for a supersequence s),
may allow leakage of timing information into the storage channel due to the in-
terplay between the application (proxy) behavior and the protocol stack (QUIC).
A manifestation of this can occur due to a QUIC implementation’s acknowledge-
ment strategy: For efficiency reasons, QUIC implementations should send ACK
frames together with other frames if there are ack-eliciting packets that need to
be acked [24]. If there are no other frames, e.g., carrying application data, to
send, the stack will transmit a packet with a single ACK frame after some time
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(ACK delay). Thus, depending on the sending time of the next packet (e.g., a re-
sponse), there may be one or two packets visible on the network. In Appendix A
we discuss this type of leakage further. As any packet that appears on the wire
may contribute to information leakage, it may be worth to streamline the com-
munication between the two applications. To make the packet sequences on the
wire (emanating from application exchanges) short and deterministic, we con-
figure the proxies and protocols in the following way: 1. A long-lived connection
is used between the TA mitigation proxies 2. The dynamic table for QPACK is
disabled 3. HTTP HEADER and DATA frames for the same message are sent
in the same packet.

5.3 Packet scheduling

The TA mitigation proxies can perform scheduling of the HT'TP request-response
messages according to two strategies: app-scheduling-1 and app-scheduling-2.

App-scheduling-1 This strategy does not implement the prescribed worst-case
timings in the supersequence, but only introduces enough delay before sending
out a dummy request or response to make sure the acknowledgement is sent out
for the previous packet, thereby emulating the NF (microservice) application be-
havior at least with respect to the ACK delay. The purpose here is to completely
mitigate the storage channel leak caused by ACK multiplexing.

App-scheduling-2 This strategy schedules application-originated and sequence
padding transmissions at the times prescribed in the supersequence. As an addi-
tional measure, during the processing of a sequence padding request, the reverse
proxy performs a HTTP request to a local dummy server, to follow its behavior
while handling a real application request more closely.

Hiding timing differences of packets with HTTP messages is not enough as
the timing of stack-triggered packets (e.g., ones containing only an ACK frame)
is not independent of the execution of application (proxy) code. As with some
other, event-loop based implementations of QUIC (as documented in [35]), the
execution of the protocol (e.g., for a particular connection) is blocked until the
application yields control back to the event loop, which can serve as a source
of timing information leak. In our case, different behaviors in the application
layer (e.g., proxying, sleeping) were identifiable in the timing distribution of the
acknowledgement (sent by the protocol stack) on a packet. As a simple solution,
the (proxy) application layer delays processing of messages for a small dura-
tion so the sending time of an acknowledgement is not affected by the content
of a message and ensuing computation. We call the combination of the above
techniques "app-scheduling-2".

Protocol stack timers Timing of packets originated in the protocol stack are
determined by the protocol implementation (without modification). However,
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we implemented the more efficient ACK strategy, where ACK frames are sent
together with other frames if there are ack-eliciting packets to acknowledge”.

5.4 Selective exposure of metadata

To expose metadata selectively, we chose to carry the necessary data explicitly
in each packet to help reconstruction of some aspects of what traffic patterns
would look like without defense applied. We encode the extra information (to
reconstruct packet sizes) after the UDP datagram, in a UDP Options [50] fashion.
This information is encrypted using a key (metadata key) that is shared with the
semi-trusted analysis node. The metadata key is independent from the TLS key
used between the proxies, thus the semi-trusted analysis node does not breach
the end-to-end confidentiality of the communication between the applications.

For our purposes, we want the metadata field to explicitly contain the amount
of padding that was added to the packets. Since QUIC runs directly on top of
UDP, adding the size of packet padding into the metadata field is straightfor-
ward. For simplicity, we assume that only one QUIC packet is sent in a UDP
datagram.

6 Evaluation

To assess the effectiveness of our defense mechanism against TA attacks, we con-
ducted a series of experiments using the applications described in Section 3.2.
The evaluation primarily focuses on three aspects: defense against TA on the
storage and timing channels and the feasibility of legitimate traffic analysis
(network observability). Additionally, we evaluated the performance overhead
introduced by our defense.

6.1 Experimental methodology

3GPP Our test environment consists of a 5G CN implemented with OPENAIR-
CN-5G [37] and UERANSIM [8]. The TA mitigation proxy is based on aio-
quic [7] (with high limits on resources to avoid e.g., MAX STREAMS frames)
and h2 [15]. The 5G CN, RAN and UE simulators run in containers inside a
single virtual machine where the AMF, AUSF and TA mitigation proxies do not
share the CPU core with any other containerized workload, however, no other
performance isolation technique is used.

User registrations are triggered sequentially (they do not overlap), and the
outcomes (success, failure) are distributed randomly with an equal probability,
while all packets are captured between AMF and AUSF. The true event is sig-
naled out-of-band to help building the training and test data sets. After each
200th registration attempt, all the containers are re-started. Outlier sequences
(that make up less than 0.5% of the dataset) where packet loss and retransmis-
sions occurred are ignored in the evaluation.

7 Sending ACK frames with other frames was observed in the vanilla implementation
of the stack we use, but only with very specific application timing.
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Microservice benchmark Similarly to the 3GPP case, the services in the
DeathStarBench [41] Media Service system run in containers within a single
virtual machine. To be able to use a generic HTTP API, we replaced the inte-
grated database (MongoDB [2]) with CouchDB [1] and inserted our TA miti-
gation proxies (with slight adaptations) to hide the differences between the two
events (register with existing and non-existing user name). Event generation and
data collection are performed similarly to the 3GPP case. Note: To simplify the
prototype implementation, we pad packet sizes (and timings) according to some
assumed worst-case length of e.g. username. This means that our defense im-
plicitly covers the case where different username lengths would be considered
different events.

6.2 Defense against Traffic Analysis

Against the two types of adversaries presented in Section 3.1, we empirically eval-
uated several defense mechanisms: no defense, packet padding, sequence padding,
app-scheduling-1 and app-scheduling-2, giving more details on the 3GPP system
and only indicating the corresponding results for the microservice benchmark
system.

In both experiments, we have |E| = 2 (success and failure, with equal proba-
bihties)a Py (y) = RY|X:success and QY (y) = RY|X:failure' Given enough data,
or a suitable model, the TA attacker’s best strategy would result in correct
classification with probability (1 + §(Py,Qy)).

Storage Channel Attacks We first evaluated our defenses against an attacker
who can observe only packet lengths and their order in a sequence, i.e., s;.

No defense The attacker can distinguish between the two events with certainty
in both test systems, by e.g., relying on unique packet sizes in the first response
(85,[3] < s4,[3] in the 3GPP case).

Packet padding. In both test systems, the attacker can distinguish between the
two events with certainty, by looking at the sequence lengths (|ss,| > |sy,|).

Packet and sequence padding. Without any form of scheduling, the timing chan-
nel leaks into the storage channel (as described in section 5.2), causing the major-
ity of the failed registrations to have a shorter sequence length, i.e., [ss,| > |sy,|.
Based on empirical probability mass functions (PMFs) (on 600 samples), the
accuracy for the best attacker is 0.94. The average accuracy of a decision tree
classifier over 40 train-validate cycles with randomized sampling is 0.94. In the
microservice benchmark system, the best attacker accuracy is 0.739, the accuracy
of the decision tree classifier is 0.727 (based on 600 samples).

Packet and sequence padding with app-scheduling-1 or app-scheduling-2. After
applying the defense, the events are indistinguishable on the storage channel.
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Table 1: Estimation of best attacker accuracy per interpacket time at different
resolutions

app-scheduling-1 app-scheduling-2

7 10 ps 100 ps 1 ms 10 ps 100 ps 1 ms
1 0.5 0.5 0.5 0.5 0.5 0.5

2 0.584 0.53 0.514 0.589 0.531 0.512
3 0.999 0.994 0.99 0.598 0.537 0.519
4 0.716 0.704 0.63 0.591 0.555 0.503
5 1.0 1.0 0.999 0.738 0.722 0.694
6 0.734 0.715 0.607 0.585 0.544 0.529
7 1.0 1.0 1.0 0.614 0.57 0.522
8 0.736 0.728 0.643 0.637 0.596 0.511

Note: (almost) perfect classification accuracies (caused by significant
difference in application timing) are highlighted

Timing Channel Attacks Next, we evaluated our defenses against a more
powerful attacker who can observe packet sizes, ordering and timing informa-
tion. Combined with packet padding and sequence padding, we evaluate app-
scheduling-1 and app-scheduling-2 separately, focusing only on interpacket time
sequences ¢, since the events look identical on the storage channel.

The timestamps of the recorded individual packets have microsecond reso-
lution, and the interpacket times take many different values. In our setup, it is
infeasible to generate enough data to build an empirical PMF of interpacket time
sequences (consisting of 8 values). Therefore, we estimate the best attacker accu-
racy for classifying each interpacket time in a sequence s;[i], where 1 <4 < |sy],
independently, based on the statistical distance between their empirical PMFs
obtained from reduced resolution datasets, where the recorded timestamps were
rounded to the closest integer multiple of 10 pus, 100 ps and 1 ms.

Analysing classification accuracy of interpacket times that should be indis-
tinguishable provides an indication of the accuracy being over-estimated due
to insufficient amount of data, e.g., significant attacker advantage in classifying
s¢[2] (the timing of ACK on the first request) at a specific resolution is likely due
to the empirical PMFs being too sparse and their support becoming disjoint.

Based on full sequences with microsecond resolution, we also perform 40
rounds of randomized experiments with a decision tree classifier (as adversary)
and report the average attacker accuracy.

Packet and sequence padding, app-scheduling-1. According to our results on 4000
samples, the attacker can distinguish between the events with certainty for all
the resolutions, since the support of the distribution of certain interpacket times
is disjoint, e.g. s¢[7], see Table 1. The average accuracy of the decision tree
classifier on complete sequences was accordingly 1.0. Experiments on the Media
Service benchmark system (600 samples) yielded the same result.
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Packet and sequence padding, app-scheduling-2. Modifying the sending time of
application-layer data clearly improves the defense according to our measure-
ments (on 4000 samples), see Table 1. The average accuracy of the decision tree
classifier on full sequences with ps resolution was 0.749. In the Media Service
benchmark case, the accuracy of the decision tree classifier was 0.698 based on
800 samples.

6.3 Legitimate Traffic Analysis

We evaluated the ability of a semi-trusted analysis node to classify events while
the defense was active. The analysis node was provided with the key needed
to decrypt packet padding information. By extracting and analyzing this meta-
data, the node could accurately distinguish between successful and failed user
registration events with certainty in both systems. The classification was based
on the size of the first response message in each event, which uniquely identifies
the outcome. Despite the defenses in place, the legitimate node could recover
sufficient traffic characteristics to maintain full network observability.

Perfectly negating the effects of the defense, however, may not possible with
this solution in general, but filtering out the packets pertaining to sequence
padding (including ACKs) could be carried out by dropping short packets (after
subtracting the padding size).

With certain defense strategies (e.g. traffic morphing-like) it may be possible
to detect certain anomalies by analysing defended traffic without recovering
original characteristics, but with e.g. constant time and constant size flooding-
type defense it would probably be more difficult.

In real networks, disturbances may make it more difficult to perform analysis
on the encrypted traffic. However, in case of re-ordering, certain features (e.g.,
unique packet sizes) may help re-aligning the packets and in case of a coarse
analysis (e.g., histogram), order may not be significant. Moreover, findings in
[34] suggest that CNN-based classifiers are invariant to packet position, hence
reordering. Retransmissions may be also detected using unique packet sizes. Note
that if the applications themselves use QUIC as transport protocol, an analysis
node, independently of our defense, would have to deal with retransmissions and
re-ordering, which are not directly identifiable to an on-path observer due to
encryption.

6.4 Performance impact

Unlike defenses treating application messages as opaque byte stream, our defense
can streamline the communication by multiplexing related HTTP HEADER
and DATA frames (see client messages on Fig. 2) in one packet, resulting in
fewer packets on the network. Additionally, it’s possible to add only the neces-
sary amount of padding to each packet. These give a clear advantage compared
to Supersequence-based defenses using fixed padding [52,53], and multiplexing
alone gives an edge over even variable-padding defenses similar to Glove [36] in
comparable implementations, as shown in Table 2 for the 3GPP system where



14 J. Kovér et al.

Table 2: Network data overhead for the 3GPP system

Undefended|Undefended| Defended
(success, (failure, |(fixed padding:|Defended| Defended
HTTP/2, | HT'TP/2, |Supersequence,| (Glove) |(our defense)

short-lived) | short-lived) | Walkie-Talkie)

Bytes transferred 3723 1753 3560 2202 2008
Bytes transferred
(only packets 1253 518 2856 1498 1304

with app data)

we observed the undefended application to send HTTP HEADER and DATA
separately in the requests over short lived connections. In the undefended mi-
croservice benchmark system (using HTTP/1.1) we didn’t observe segmentation
of requests or responses, however it may happen in general.

In the 3GPP case, the average end-to-end latency of user registration is 54
ms without defense and 128 ms with our defense. In the MediaService system
the latency is 42 ms without defense and 124 ms with the defense. Other de-
fenses using worst-case timings would have the same time overhead. The added
latencies of only proxying without any defense were 21 ms and 17 ms in the two
systems. With our defense applied, we only send 8 packets between the proxies
during the event, leaving the network for tens of milliseconds unused between
packets. This shows that the particular strategy used is efficient at least in this
aspect compared to a constant-rate flooding defense (e.g., BuFLO discussed in
Section 7).

Encrypting 4 bytes of data (e.g., metadata) incurs approximately 32 mi-
croseconds CPU overhead (as measured on a 13th Gen Intel(R) Core(TM) i7-
1365U CPU), which is orders of magnitude less than the latency introduced by
the timing channel defense.

7 Related work

Traffic analysis and web fingerprinting. Traffic analysis attacks using stor-
age channels have long been a significant threat in various domains as shown
in [31,23,38,26,45]. To our knowledge, none of the previous works point out the
sensitivity of the storage channel to application timing changes and interactions
with the transport protocol. We provide an in-depth analysis on the causes of
observed information leaks not only in the application, but also in the transport
protocol and how the two interact, giving insights in Section 6.2 into how appli-
cation timing differences can lead to leakage via QUIC ACK frames. The impor-
tance of timing side channels, has been recently demonstrated by e.g., [42,39].
An in-application method fingerprinting appears in [29], highlighting the refining
granularity of traffic analysis. Side channels have also been used to cluster and
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subdivide packets in multiplexed communication into request-response pairs [55]
or different flows [14].

Defenses. Regulation-based defenses aim to output highly similar patterns.
Related works include constant-rate flooding-type defenses such as BuFLO [1§]
and its optimizations [12,13]. These approaches don’t have full information about
the sequences they treat and are therefore sub-optimal in resource usage. Traffic
Morphing [54] defends the storage channel by outputting similar packet length
distributions. Glove [36] proposes calculating and transmitting the same trace
that can cover different website loads. The paper only contains simulation re-
sults. A similar approach in the Tor context (using direction information only)
is discussed in [52] where covering sequences (Supersequences) are calculated
for anonimity sets that are played when a corresponding site is loaded. Walkie-
Talkie [53] enforces half-duplex communication to create bursts that are easier
to merge into a supersequence. The design doesn’t mitigate the channel related
to the timing of requests. Defenses that calculate covering patterns and defend
traffic without application-insight can’t streamline the traffic (e.g., send request
headers and body together) that would lower the number of timing features (in-
terpacket times) available to the attacker. HTTPOS [33] is a browser-side WF
attack mitigation. Without directly controlling the server’s behavior, it’s unclear
how encrypted metadata could be included from the server side to maintain au-
thorized observability. Furthermore, the proposed HTTP techniques are tailored
for web browsing, and may not translate well to cases when HTTP is used to
provide an API. A QUIC-oriented client-side defense framework is described in
[46]. Palette [43] introduces a WF defense based on observed worst-case trans-
missions per timeslot. This is however sub-optimal (in the number of transmitted
packets), and the following optimization step does not guarantee that all events
will fit in the optimized output pattern, risking information leakage. Obfuscation
defense approaches (e.g., [27,22]) inject dummy packets in a randomized manner
to mask patterns.

None of these defenses provide an analysis on protocol-related effects of
timing when applying the defense in a real implementation. Our approach ap-
plies a TA mitigation similar to [36,52] on top of QUIC with a pair of trusted,
application-aware proxies, transforming interpacket times, as well as packet and
sequence sizes. The main reason behind this choice over a constant-rate flood-
ing or obfuscation-based defense is the lower network resource usage. We im-
plemented the defense and performed an in-depth analysis on side channels.
Furthermore, we combine our defense with a technique that allows network ob-
servability for authorized entities.

A model of the dependency between user behavior and resulting observable
traffic features (in web applications) as an information theoretic channel appears
in [9].

Legitimate traffic analysis. The notion of network anomaly can cover un-
usual patterns related to faults or other issues. In [49], any deviation from normal
network behavior is considered a network anomaly in general. An overview on
network anomaly detection with network intrusion detection systems (NIDS) in
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focus is provided in [10]. A survey on ML-based encrypted traffic analysis (also
concerning legitimate uses of TA) appears in [44]. Concrete legitimate TA ap-
proaches include detection of abnormal connections based on number of bytes
sent by the endpoints [11], behavior learning to predict performance anomalies
in virtualized systems [16], anomaly detection in edge cloud systems [19] and
an anomaly detection system based on network flows [47]. In [25] the authors
propose detecting security attacks based on RPC traces in DeathStarBench [41].
Many public cloud providers offer infrastructure for legitimate TA. There is
also a plethora of commercial network observability and anomaly detection tools.
Any effective TA defense will likely render legitimate TA approaches useless.
Our solution alleviates this problem, however its applicability depends on the
flexibility of the data collection mechanism that must be able to understand the
metadata field to filter out at least some of the effects of the TA defense.

8 Conclusion

We propose a defense against adversarial TA that preserves partial traffic pattern
visibility for authorized entities. Building on concepts from prior work [52,36],
we implement the defense on top of the QUIC protocol. Our evaluation identifies
application and proxy behaviors that can leak information under naive defense
implementations. By addressing these vulnerabilities, our system achieves full
protection against storage channel attackers and partial protection against those
with timing access.

We show that network observability for authorized entities is not obstructed
completely even with the defense applied, by demonstrating a classifier that
detects application-level events with certainty.

Our future work focuses on the following directions. We aim to explore au-
tomating the defense to adapt seamlessly to new applications and multi-class
events. This includes dynamically learning supersequences through experimen-
tation and static analysis. We also target scaling up and evaluating the defense
on a large number of parallel events, focusing also on behavior e.g., in case of
congestion, server-side resource constraints, etc.

Acknowledgements This work was partially supported by the Wallenberg Al,
Autonomous Systems and Software Program (WASP) funded by the Knut and
Alice Wallenberg Foundation.

A Leakage on the storage channel

In case a server (reverse proxy) responds after the ACK delay elapses, there will
be two packets from the server visible to an observer (one carrying an ACK
frame (acking the request packet) and the other carrying application data). On
the other hand, if the server responds before the ACK is sent out, there will
only be one packet leaving the server. Fig. 5 (note: ACK to the response is
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omitted) depicts how timing information could leak into the storage channel due
to multiplexing of ACK and STREAM frames. One way to overcome this type
of problem could be that implementations enforce a consistent timing behavior
in the application layer with respect to the protocol, as described in Section 5.3.

S
Q, <
o i 0 o g
Q O 0 Q 9
1 <~ N 1 & i
ack delay ack delay
—> —>
Server response time Server response time
< > +—>

Fig. 5: Leakage from time to storage channel.

Another type of leakage was observed due to the sensitivity of packet or-

dering during the handshake in case short-lived connections are used for the
request-response cycles. In particular, the HANDSHAKE DONE message can
be observed before or after the (client) application request packet, which obser-
vation may correlate with sensitive information (application behavior or system
state).
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