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August 14, 2003
NorthEastern Blackout

Toronto Skyline B
b

\f“ cted Re, gion

»5 Million People
- 4 Billion Lost in

Eeconomie Activity
61,000 MW interrupted

Before 'll‘ﬁ-"ll‘ \Mlew
Other Black-outs:
WECC 1996 Break-up, European Blackout (4-Nov.-2006), London (28-Aug.-

2003), Italy (28-Sep.-2003), Denmark/Sweden (23-Sep.-03), . . .

G. Bjérkman, ABB
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North-east American Blackout Aug. 14
Causes

> Physical Cause:
FirstEnergy Corporation’s failure to trim trees in part of its OH
service area.

2. Ageneration plant in OH went off-line during high demand,
stressing HV lines which came in contact with "overgrown
trees", and went out of service.

» Informational Cause:

e falfure deprives or monitoring Important
changes in system state (Lack of early warnings)

4. Back-up server failures slowed the screen refresh rate of the
operators’ consoles from 1-3 seconds to 59 seconds per
screen. (Lack of dynamic visibility)

5. The loss of alarms led operators to dismiss a call from
American Electric Power about the tripping and re-closure of a
345 kV shared line in northeast Ohio.

Relative Phase Angle (deg)

(Lack of corrective measures) ST T
Time (EDT)
G. Bjérkman, ABB

U.S. - Canada Power System outage Task Force Final Report
on the August, 14, 2003 Blackout
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Power System State Estimation

State estimation

e 2 ol Input: noisy mea§ureme£1ts of BQ
estimator 2| Detector [ ¢ Output: state estimate o
z=h(x)+e f=z-2 !
HE i ,
) ' Bad data detection
Contingency Optimal Power E * Input
Analysis Flow ! .
! — Noisy measurements of PQ
l“l “Zl E —  Estimated power flows 2,0
‘ Operator }<--'
]
u *  Output
—  OQutlier measurements
— Alarm
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Model-based State Estimation

Vo, 62

Steady-state power flow model

V3, 03

ViVa Gin(dr — 82 + Yi¥a sin(dy — & .
-l = Nz hl,lj(r l_ _( ‘,) + Xia hlll(' l r“) “1 — - m
(32) ( 4*—““‘_;' sin(dy — dy) - en) h(z) +e€R

Estimation of phase angles &,( & vector) based on (2)
* Weighted Least Squares (WLS) estimation
* Gauss-Newton algorithm
= gk (HPRTYH)THE R7Y(2 — h(2Y))

_h (Tk) R := Eeel

Hk —a
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State Estimation Security

Goal of attacker

H= Oh(x)

@ Lo » Mislead power application/operator
State f£+c | BadData » SCADA state estimator/BDD
estimator _ 2 Detector
2=h(x)+e r=z-2z
f+cft+a Attack model
L No .+ False data injection
Contingency Optimal Power .
Analysis Flow + Compromise measurements
1“1 “21
Va, y
Operator ‘ V4
I
u

Va, 83 Z32Z4
Liu et al., " False data injection attacks against state estimation in electric power grids,”
in Proc. of ACM CCS 2009

Dan et al., "Stealth attacks and protection schemes for state estimators in power systems,”
in Proc. of IEEE SmartGridComm, 2010
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Example: ,,Naive” FDI attack

(==

[

Iﬁ c s & Attack

] —— Attacked substations

- Target measurement

-

« Attack of transmission line (measurement 33)
* Manipulation of 1 measurement value at 1 substation
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(==

[

* Attacked substations
1 - Target measurement

mo L

« Attack of transmission line (measurement 33)
* Manipulation of 7 measurement values at 5 substations
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Experiment: ,Stealthy” vs , Naive” Attack

Aftacks on measurement 33

40
P 1 I Target | Estimated | # BDD
30 e o alak bias value | Alarms
/ (MW) | (Mw)
= /
£ % 0 -14.8 0
2 e
g S 50 36.2 0
£ Vi
N Bad data 100 86.7 0
ol 7 — detected &
. removed 150 | 137.5 0
20 i 200 Non i
10 20 30 40 50
Additive attack value (MW) convergent

SCADA/EMS system Transmission line nom. rat.: 260 MVA

Complete state estimator (active and reactive power)
Attacked data written to SCADA database

Teixeira et al, “A Cyber Security Study of a SCADA Energy Management
System: Stealthy Deception Attacks on the State Estimator,"”
in Proc. of IFAC World Congress, Aug. 2011
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State Estimation Security

Goal of attacker

1= » Mislead power application/operator

ox

=0

 —— »  SCADA state estimator/BDD
State X+c Bad Data
estimator =22 Detector
e=hixpre Attack model
Xtolz+a . + False data injection
No
Contingency v — alarm.. *  Compromise measurements
Analysis Flow
11,] “21 Compute security metrics
Operator ‘ » Least cost attack
i I » Least cost targeted attack
Vo, dg

Liu et al, " False data injection attacks against state estimation in electric power grids,”
in Proc. of ACM CCS 2009

Dén et al., "Stealth attacks and protection schemes for state estimators in power systems,”
in Proc. of IEEE SmartGridComm, 2010

Va3, 83
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State Estimation Security vs.
Network Topology

Goal of attacker
» Mislead power application/operator
+ SCADA state estimator/BDD

Attack model
+ False data injection

»  Compromise communication
infrastructure (routers)
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State Estimation Security vs.
Network Topology

[s.] Substation (B ion with non tamper-proof
ion with p ion [s188] ion with tamper-proof

EH] icat
B Transmission ine % contral Conter Goal of attacker

—— Communication link

Communication switching equipment » Mislead power application/operator
g RTU @ RTU with tamper-proof authentication @ Bump in the wire (BITW) . SCADA state estimator/BDD

Attack model
+ False data injection

+ Compromise communication
infrastructure (routers)
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State Estimation Security vs.
Network Topology

[s.] Substation (L] ion with non tamper-proof
ion with p ion [s188] ion with tamper-proof

EH] icat
B Transmission ine % contral Conter Goal of attacker

—— Communication link

Communication switching equipment » Mislead power application/operator
g RTU @ RTU with tamper-proof authentication @ Bump in the wire (BITW) . SCADA state estimator/BDD

Attack model
* False data injection

»  Compromise communication
infrastructure (routers)

Network-aware security metrics
* Least cost targeted attack
» Attack impact

Vukovi¢ et al., “Network-layer Protection Schemes against Stealth Attacks on State Estimators in Power Systems”,

in Proc. of IEEE SmartGridComm, Oct, 2011 Mitigation

Vukowit et al, “Network-aware Mitigation of Data Integrity Atiacks on Pover System State Estimation,” . L
IEEE Journal on Selected Areas in Communications (JSAC), vol. 30, no. 6, July 2012 *  Multipath, BITW, authentication
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Measurement Attack Cost
Star vs. OPGW Topology
IEEE 118 bus system
400
350 m Star
= OPGW
£ 300
[0)
E 250
3 200
3
g 150
2 100 -
3
o B i
Z 0 H m
1 2 3 4 5 6
Attack cost (17,)
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Networks of Transmission Systems

ENTSO-E

*+ 41TSOs

* 34 countries

* 4+1 synchronous grids

European Network of Transmission System Operators for Electricity
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Networks of Transmission Systems

ENTSO-E

*+ 41TSOs

* 34 countries

* 4+1 synchronous grids

European Network of Transmission System Operators for Electricity
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Multi-area State-Estimation

State estimation architectures
* Hierarchical

— Local solutions coordinated centrally
*  Fully distributed

— Local solutions in consensus

Inter CC communication
— ICCP over TCP/IP
—  Confidentiality and integrity using
TLS+IPSec

O.Vukovi¢ , G. Dén, ™ Detection and Localization of Targeted Attacks on Fully Distributed
Power System State Estimation,” in Proc. of IEEE SmartGridComm, Oct. 2013
O.Vukovi¢ , G. Déan ™ On the Security of Distributed Power System State Estimation under

Targeted Attacks,” ACM Symposium on Applied Computing, Mar. 2013
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Distributed State Estimation Problem

3 S o %) =2z -z

zi=hixex)re [ swe | X,

| Bad Data

=i ' Xo)+ >

BadData | X State 25=Fy(xrXg)*e | estimator | Z| Detector
Detector estimator

A oA X..Zz

2 7 1> <1
X352, s ey
= = \l,
- N = L Contingency Optimal
Contingency Optimal p Analysis Power Flow
Analysis Power Flow £ i
Operator 1
Operator 2

* Local minimization subject to agreement of estimates

IE]'}SRZ[:T - fr(mr)]T“’Vr_i][:r - f'r(T'r‘H

reR

st T =0, YreRand¥r' e N(r)
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Simple Distributed State Estimation

v, =2z, -2 fpo k) r=zZ— 2z
— |
N z=fixx)*e [~ see | X; [ sadoma
Z=fy(xyXx))+e % L
Badoaa X suie ~Falxrx2) | estmator | > petector
fector estimator
A ~ x..2
Xy,2, N 0 1521
' s e \l'
~ ot . Contingency Optimal
Contingency Optimal ; Analysis Power Flow
Analysis Power Flow g 3
[ s o
| R ]
Operator 1
Operator 2

» Gauss-Newton including border state variables
et = gk o (HPRTYH) TP HE R (2 — h(2Y))

— Periodic exchange of border state variables
« Convergence time k* Hx‘”'*“ —x%)

r r

< /
o ¢ VT‘ € R M. i and Y. Wang, “C icati
and Control in Electric Power Systems,” John
— Convergence? Wiley and Sons, 2003.
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ADMM-based Distributed State Estimation

_ 2 fpod) =2z -z
=2, =2

A zi=fi(xrX)te [ sawe | X| .| Badbam

Saaaa X S 2=lo(xyx))*e | estmator | 2| Detector
Detector estimator
A A X, 2
2 7 1> <1
Xy, 2| N LN
& & \l,
= i = N Contingency Optimal
Contingency Optimal A Analysis Power Flow
Analysis Power Flow £ i
Operator 1
Operator 2

Consensus between neighboring regions
I£k+l) _ (H}Ek)Tl,g,’—lH}gk) + cDr)A(H;k)TZT + cDrpgk))

s;ku) =U, - Z Y, _r(k+1)

R Average of border state variables
wrreN(r)

. . 1 '
B = S (V¥ ) o),

(/{‘+l) _ V. Kekatos and G. B. Giannakis, “Distributed robust

Convergence ti me k* X, xf"‘) power system state estimation,” IEEE Transactions on|

Power Systers, vol. 28, no. 2, pp. 1617-1626, 2013
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Distributed State Estimation Security

Attacker’s goal

+ Disable fully distributed state
estimation

Attack model
+ Compromise CC

»  Compromise communication
(IccP)

* False data injection

Important questions
+ Can attack disturb DSE?
. ?

Can attaCk be deteCted ) O.Vukovi¢ , G. Dan, " Security of Fully Distributed Power System State Estimation:
Detection and Mitigation of Data Integrity Attacks,” IEEE JSAC, Jul. 2014

. mpromi i ?
Can Col pro |Sed CC be |OC<’:1|IZ€d N O.Vukovi¢ , G. Déan ™ On the Security of Distributed Power System State Estimation under
Targeted Attacks,” ACM Symposium on Applied Computing, Mar. 2013
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Byzantine Approximate Agreement

*Set N =GUB of processes, each with input x, € R"
*Have to produce output
v, €R" v, —y,
*Underlying topology
— Complete
— Non-complete

<&, y,€Conv({x,|n'eG})

*Question
max|B|

c>b

c H. Mendes and M. Herlihy. “Multidimensional approximate agreement in|
byzantine asynchronous systems” in Proc. of ACM STOC, 2013
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Distributed State Estimation Security

Attacker’s goal

» Disable fully distributed state
estimation

Attack model

+ Compromise CC

»  Compromise communication
(ICCP)

+ False data injection

Important questions
+ Can attack disturb DSE?
. ?
Can attaCk be deteCted ) O.Vukovi¢ , G. Dan, " Security of Fully Distributed Power System State Estimation:
1 1 D i d Mitigation of Data | ity Attacks,” IEEE JSAC, Jul. 2014
+ Can compromised CC be localized? Ok 6. Dan - On e Secuty of Disvinded Pover Sydem Sate Estinaton under
Targeted Attacks,” ACM Symposium on Applied Computing, Mar. 2013
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Border Bus Phase Angle Attack Model

Goal: disable DSE with minimum disturbance

min f st. K" =00 and 3= ||a£1?ﬂ||g:_Vk.
af, k=1, ’

Greedy approximation of optimal attack strategy
+ DSE iteration under attack

2 = x O L AFE 2 x O 4 Ax®

*  Greedy Maximum Update VectorNSktrategy
- Choose a, , to maximize I Az l
— Under constraint g=||a, ,|

Gyorgy Dan _http:/iwww.ee kth.se/~gyuri

First Singular Vector Attack

First Singular Vector attack (model/state-aware)
x(k+1) — x(k) +A)NC(k) # x(k) +Ax(k)

Af(k) ~ Ax(k) —[H(k)TW_IH(k)]_IH(k)TW_le(k)al’z
! )
T

A

* a;,= pu,(Firstsingular vector of A)
» Attacker needs information
— Hmatrix and system state
— Power flow measurements — direction (+)

Gydrgy Dan _http:/iwww.ee th.se/~gyuri
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Attack Impact: Convergence Time

e IEEE 118 bus system 6 regions
§omdion3 o) ° Attacker compromises Area 1

L Faall=6 o Attack strategies
[Ti2]]=3

Region 2
B 2= {b21-bze, ba1, bz,

bro-br3, b113-bi1s}

Region 1
B 1= {bs-bs7, b, by

- MUV: Maximum update every iteration
- FSV: First singular vector

- UR: Uniform rotation

=2 —B-Muv i

_ —p—FSV+ST 7

B 6 = {bss,beo, bra-be1, = —G FSV4MEAS :

Reg ber-bion, biosbira, birre - SR 1

B 5 = {b74-b77, Do-bos) - 1

bioz, b11g} |T 56 ||= 10 3

e Attack strategy crucial = ]

. ]

¢ Field measurement data B 1

important for powerful - g i |
attack (FSV+MEAS) T s orchostaik (W)
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Attack Impact: Convergence Time

e IEEE 118 bus system 6 regions
o Attack strategy

Region 1 Region 3
B 1= {bs-b17, b, b117} B 3= {b18-b20, baz-bus))
[Fsall=6 - FSV: First singular vector

[Tiz2ll=3 250
—H—ro=r,
Region 2 200 -1 =1, |
B 2= {bar-bao, bar, baz, *
bro-brs, byra-biis) 5 —A—ro =y
[
g150 —ert=mng i
fFasll-2 Region 6 -
oaion s B 6 = {bes, boo, brs-br, } 8
egion bar-bior, bioa-Diz, b 100 ]
B 5 = {bru-br7, boz-bos, &
bioz, b11g} |T 56 ||= 10 ?
L%) 5 ,
e Limited importance of
attack location 0 i ‘
o] 0.01 0.05 0.0

0.02 0.03 " 0.04
Attack size (Ha( ) ll2)

b,ra
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Attacker’s goal

Attack model

Distributed State Estimation Security

Disable fully distributed state
estimation

Compromise CC

»  Compromise communication
(IccP)

False data injection

Important questions

Can attack disturb DSE? YES
Can attaCk be deteCted? O.Vukovi¢ , G. Dan, ™" Security of Fully Distributed Power System State Estimation:

i i 2 Detection and Mitigation of Data Integrity Attacks,” IEEE JSAC, Jul. 2014
Can compromlsed CC be |0Cal|zed N O.Vukovi¢ , G. Déan ™ On the Security of Distributed Power System State Estimation under

Targeted Attacks,” ACM Symposium on Applied Computing, Mar. 2013
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e Mean squared disagreement (MSD)

e Det

Mean Squars Disagreement (d¥),)

Attack Detection

2
x(k) _x(k)

_ ror' r'r

k
> /\xf’,),

2
Observation: If ADMM converges w/o attack then 4 —0

ectionrule: If sup{d):k'>k}>0 andvt=0
‘Sup{ df) k> ky<sup{d!)  k'> k+ 1)

107 10
——v=n ——v=
—a—vr Ao
—F—v=n =
—G— =g ——=

PRERRERRERRERR

Mean Square Disagreement (d(¥))

50 0 5 w0 1 B

R
Tteration (k)
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Distributed State Estimation Security

Attacker’s goal

+ Disable fully distributed state
estimation

Attack model
+  Compromise CC

»  Compromise communication
(IccP)

* False data injection

Important questions
+ Can attack disturb DSE? YES
‘ Can attaCk be deteCted? YES O.Vukovi¢ , G. Dan, " Security of Fully Distributed Power System State Estimation:

. i i 2 Detection and Mitigation of Data Integrity Attacks,” IEEE JSAC, Jul. 2014
Can compromlsed CC be |0Cal|zed N O.Vukovi¢ , G. Déan ™ On the Security of Distributed Power System State Estimation under

Targeted Attacks,” ACM Symposium on Applied Computing, Mar. 2013

Gybrgy Dan, http:/iwww.ee kth.se/~gyuri

Attack Localization

e Smoothed MSD
A9 =a, - dP+(1-a,)-d*, a, €01, a,=»
k
* Belief of attack location of region r —
) d*) ° / O\
Br r, — r,r

7 (k)
ZWeN(r)dW'

e Properties
- Symmetry 4% =d "

» Non-negativity ’ o) Yy
B rs,r2 \B[z,fs h -
(k) (k) (PR G
B >0< BY) >0 : >V NN

Gyorgy Dan _http:/iwww.ee kth.se/~gyuri
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Attack Localization: Token Passing

e Token passing-based localization
e Central observer
e Token
e Forwarded to r’ w.p. B“‘)

N\ N
\ r1 ™ ?"1,4, //J‘ r4 /
* Probability of compromise in r 5 » B,yz/’\,_ﬂ
e Empirical frequency g /;'3% W 1 *\\/ }/r / ‘\\
of visiting region r _ Ve \{BEF/—»J\\I'?’ B, ‘-PM
» Candidate for attacked region ‘\rz B B,
» Most visited region jg& ;R
B, )

Gybrgy Dan_http:iwww.ee kth.se/~gyuri

Attack Localization: Belief Consensus Algorithm

1. Floodd®

2. Compute B

3. Construct B =(B")

. Compute 7* = z®p®

5. I -2 <&t =kt =k /r N\ N
) = argmax 7*" L f\—\r;,,.,,,,,fr@,7,,,,”,,!5{ rs |

r 5, >\ By B@X/
* Results: B \\/ A

« If G contains 3-clique and the / \/B'“Z/\\ 3 Brun Brore

ra,r3

DSE does not converge

= 7® exists and is unique
* If o, -0 and x® asymptotically

periodic
=™

*
—> T

Gybrgy Dan_http:iwww.ee kth.se/~gyuri
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Attack Localization: Example

Correct region

o Attack in ry and ry Incorrect region

 Different smoothing factors

o 032ff A pa Falloz gy |- ]
Z
= palkl—
= 031 A ca(k)_ L B
2

020 e e [ER W U 4
a i : < palk— L p : :
:‘E— 0.26 S : - — B }::- i e = AN
S \ e : o : ;
= d : : : : :
S—o024F N g7 e T y . . : : : : -
- S N S T 1
el i e -
% : - : : : p
= A A a alp\»
= 02 i i i i i i i i i

0 50 100 150 200 250 300 350 400 450 500

Iteration (k)

Gybrgy Dan_http:iwww.ee kth.se/~gyuri

Attack Localization: Example

e Attack in each individual region

=

H

=]

=

=)

First identification time

First identification time
ol e B

1] ; [}2 (}4 ﬁ : DB 1 o 0‘2 Gitl Diﬁ D‘,B 1
Smoothing factor Smoothing factor
e Small constant smoothing factor = fast localization
e No guarantee on convergence
e Large attack magnitude faster to localize

Gybrgy Dan_http:iwww.ee kth.se/~gyuri
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Attacker’s goal
Disable fully distributed state estimatio

Attack model

Compromise CC

Compromise communication (ICClI
False data injection 4

Distributed State Estimation Security

Important questions

Can attack disturb DSE? YES
Can attack be detected? YES
Can compromised CC be Iocalized? YES O.Vukovi¢ , G. Dan, " Detection and Localization of Targeted Attacks on F;I;ygDislributed

Power System State Estimation,” in Proc. of IEEE SmartGridComm, Oct. 2!
O.Vukovi¢ , G. Dan ™" On the Security of Distributed Power System State Estimation under
Targeted Attacks,” ACM Symposium on Applied Computing, Mer. 2013

Gybrgy Dan, http:/iwww.ee kth.se/~gyuri

Conclusion

Power system state estimation
+ Centralized: FDI attack on integrity

— Network-aware attack cost/mitigation
« Distributed: FDI attack on availability

— First singular vector attack

DSE attack detection algorithm
+ Observation of disagreement between areas
Distributed localization algorithm i
» Based on consensus of beliefs

Open questions 1 v
+ Chaotic behavior of attacked system state R o
* Improve localization performance =t

— Algorithmic vs. architectural/system solution

Gybrgy Dan, http:/iwww.ee.kth.se/~gyuri 2015-11-06
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