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The Needle in the Haystack?

*Behavioural .
- Threats & *Real-time models *Business -Eewste
Vulnerabilities processing *Situational continuity reda I
*Budget and awareness *Risk mode
operational management
constraints . )




Al Changes the Threat Model
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Al-Powered Adversaries

Social engineering

— Target selection, deepfakes

I I S I n g FIGYELMEZTETES ADATHALASZATRAIVigyazzon adataira, ne d6ljon be az MVM vagy az NKM nevével

visszaéls csaldknak
Bé&vebb tdjékoztatas: www.mvmnext.hu/Adathalaszat

— Improved personalization, live communication at scale

Vulnerability discovery

— Hardware/software vulnerability analysis Lore a Red Team Emulation Tool
« Autonomous malware Publisher: IEEE Cite This

New type of polymorphic
fully autonomous

malware uses Al
Technology News | August 2,2023
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{71] Al-Powered Cyber Resilience
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 From logs to incident response

Alert stream

1,C625$@DOM1,U147@DOM1,C
625,C625,Negotiate,Batch

Activity logs

(Network and Host)

* Response

~ -~

ML is data intensive o A 'Y

1,C653$@DOM1,SYSTEM@C65

3,C653,C653,Negotiate,Service .
* Detection and

analysis

* Event correlation
» Alert deduplication

* Network IDS
* Host IDS

1,C660$@DOM1,SYSTEM@C66
0,C660,C660,Negotiate,Service

i Outlier detection
* Business continuity
* Impact assessment

Autoencoder
* Counterfactual
reasoning

Regression
Behavioral analysis . \
y * Interaction with

'y
Clustering 3 ised N
Prediction upervise
reasoning _ » Conversational Al

Necessity of Domain Knowled'ge
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<t ML/AI as a Power Tool
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Feb 1@ 15:45:09 ubuntu-lts sshd[47341]: Failed password for root from
103.106.189.143 port 60824 ssh2

Feb 1@ 15:45:11 ubuntu-lts sshd[47341]: Connection closed by authenticating user
root 103.106.189.143 port 60824 [preauth]

Feb 10 15:45:11 ubuntu-lts sshd[47339]: Failed password for root from
180.101.88.228 port 11349 ssh2

Feb 1@ 15:45:12 ubuntu-lts sshd[47343]: pam_unix(sshd:auth): authentication
failure; logname= uid=0 euid=@ tty=ssh ruser= rhost=103.106.189.143 user=root
Feb 10 15:45:14 ubuntu-lts sshd[47339]: Failed password for root from
180.101.88.228 port 11349 ssh2

Feb 1@ 15:45:14 ubuntu-lts sshd[47343]: Failed password for root from
103.106.189.143 port 33990 ssh2

Feb 1@ 15:45:16 ubuntu-lts sshd[47343]: Connection closed by authenticating user
root 103.106.189.143 port 3399@ [preauth]

Tokenizer

Bidirectional

Transformer

Prediction

loss

1.00

0.75 -

0.50

0.25 1

0.00 42

0.000

0.005 0.010

Gokstorp et al,” Anomaly Detection in Security Logs using Sequence
Modeling,” in Proc. of IFIP/IEEE NOMS, 2024
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el

:S sudo sed -n '/Jerror/p' /var/log/syslog
[sudo] password for sara:
Jun 10 14:28:29 pnap gnome-session[2491]: gnome-sessi binary[2491]: GLib-GIO-CRITICAL
: g_bus_get_sync: assertion 'error == NULL || *error NULL' failed
14:28:29 pnap gnome-session-binary[2491]: GLib-GIO-CRITICA g_bus_get_sync: ass
NULL || *error == NULL' failed
pnap gnome-session-binary[2491]: GLib-GIO-CRITICAL: g_bus_get_sync: ass
= NULL || *error == NULL' failed
0 14:28:29 pnap gnome-session[2491]: gnome-session-binary[2491]: GLib-GIO-CRITICAL
: g_bus_get_sync: assertion 'error NULL || *error == NULL' failed
Jun 10 14:29:38 pnap tracker-extract[3638]: Task for 'file://fusr/share/applications/vi
m.desktop.dpkg-new' finished with error: Error when getting information for file “/usr/
share/applications/vim.desktop.dpkg-new”: No such file or directory

 —— “;2“69 : Provenance Graph Word2Vec Embeddings
Ogm; Construction Generation
. o Zip.exs
N =
| Sm— h‘
> —
Batch

™ Frces

e | |
Embedding DB
Keys values ' '
Frde TS T - d ||
= [ password.oa,
15:2&%3?:& .
4) A
-— e e e e e e e
=== o >
N Alert Generation and AEG Construction
3 | Tree Latels Mocel Latel Prob. Vectors
I AN _ A=

!

.

& N =l =lE=En

Rehman et al., “FLASH: A Comprehensive Approach to Intrusion Detection via
Provenance Graph Representation Learning”, in Proc. of IEEE S&P, 2024
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Santos et al., “"Channel-Centric Spatio-Temporal Graph Networks for Net
based Intrusion Detection,” in Proc. of IEEE CNS, 2024
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{71 ML/AIl as a Power Tool
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Starting from scratch

— https://security.googleblog.com/2024/04/accelerating-incident-response-using.html
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Autonomous Cyber Defense

h Introduction
X ’ n/\ of AIML
a A

Source: https://github.com/Limmen/awesome-rl-for-cybersecurity

™

Al — }l—»'
A

— Transferable/Adaptive
— Secure
— Observable/Explainble

* Operational requirements
q ~ Auditable
— Controllable

2024-10-16



Human-in-the-loop Al for Security

« AI/ML complementing human decision making

— Reduced response time
— Higher accuracy

Al

Intelligent Vehicle

Robot
Human Robot Task
Model " Model ¥ Model
Environment
. Perceptici)//Acﬁon ActicWarception
Driver
i Human == Derosption. . o
(usericollaborator) . _ . . o o o u Task/Environment
Action

https /Mhebossmagazine com

https://arm.stanford.edu/research/leveraging-human-intent-shared-autonomy

2024-10-16 11



Human-in-the-loop Al for Security

* AI/ML complementing human decision making

— Reduced response time
— Higher accuracy

)
A

Human
Al
\ >

/
|
/

Action ,’///Observation Action *

Action

Human expert ;

Observation

VD)

v Observation
\ \

2024-10-16
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Framework Design Space

A

Human Model Complexity

System Model Complexity

v




Human-in-the-Loop Al Framework

\
==
® L . i 4 i
S(AEMD I ¢+ SO O L !
1
! | Alerts | !
Aetucliar’s Exploits Alerts| Prioritization Policy thvps’agate :
-y IDS : (Dynamic ) Investigation | |
A ‘ : Alert-prioritization Policies) : : :
I 1 I I
] Belief i : !
| p 1 . |
! Belief Update | i Inyestigated alerts :
i (Information-based ! ] i
: ~ Active Learning Framework for SA) I : :
l 1o )
N e e o o o e ’ N o o e e e o e e e e e o e e o o ’

2024-10-16 14



State in Cyber Security

» Attack tree: Hypergraph of conditions and exploits

» Attack state: the set of conditions/privileges the attacker gained

O Compromised O Not Compromised

Machine 1 g% Machine 2
|

I
% Machine
1

Machine 3

- -

C4 Cs C4 Cs Cs Cs

Machine 4 H State 1 State 2 State 3

« States and transitions = Markov model

2024-10-16



Problem of Partial Observability

» Security state is not visible to the defender
— Attacker activity can trigger alerts

al2 a23
X1 a2l X2 X3
b22 b33 b22 b32///
b12 b31 b33 b12 b31 b33
b1 b34 bi1 b34
b21 b21
bl4 o \ i b14 ou
b13 g b13 \
yl y2 y3 y4 yl y2 y3 y4

X — states

y — possible observations

a — state transition probabilities
b — output probabilities

 Hidden Markov model

yl

y2

y3

v4




System model — Security state

e Time is slotted e

- Attack Hypergraph
— Nodes: conditions (access privilege, etc)

— Hyperedges: exploits e o ¢

user right)

H = (N,E) where N = {cy,...,cn. }, and € = {e1,...,en, } Ct Cs

c2

(= Service 2)

C1

(= Service 1)

C3
és

: . [State at = 1) [State at =2
» Security state: set of enabled conditions E E
s1 ={c1} sz = {c1, 2} e
« Example E
— c¢1: wu-ftpd 2.5 running on host é
— c2: ftp server remotely accessible

Kim et al, “An Active Learning Approach to Dynamic Alert Prioritization

— e3: CVE-1999-0878 \ for Real-time Situational Awareness" Proc. of IEEE CNS, 2022 /
— ¢3: Root privilege on host

2024-10-16 17



Attacker model

/4 N
« Attacker chooses exploits independently e
— Probability of choosing exploit e;: ., p -
1 2
— Probability that exploit e; succeeds: g, es (e D (=
. . C3
+ If exploit e; is used ok
user rig
— Generates alert a with probability §;, C4 Cs
y [ State at t = 1] [ State att = 2]
2 Vs FTE EA]E
 False positive with probability ¢,
3 =
v
« Alert vector Y; = (yl, ...,ynz) ﬁ
Kim et al, “An Active Learning Approach to Dynamic Alert Prioritization
for Real-time Situational Awareness" Proc. of IEEE CNS, 2022
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Defender model

Alerts

Observation at time t: Yt (alert VeCtor) -;‘ Alerts | prioritlzal‘lonrpolicy to investigate

(Dynamic Investigation
‘ Alert-prioritization Policies)

Action: _4p Belel

Belief Update Investigated alerts
| {Information-based Active

- |nSpeCt up to I alerts |n Yt Learning Framework for SA)

— Inspecting alert y/ results in modified alert y# -
Human model: Investigation error probability w _—

Belief about security state

”tl 1 n_tl 22 . 71':1 Mg FP w 1—w
2,1 2,2 2,04
t T e T
Ty = . . . . € A(S X (I))
ntns 1 ntns,Z . 7fzn M

Cost: State estimation error J* = lim — quMSE(Tf )

Toc 1

Optimal policy: <" € argmingex J"

19



» In practice the state is unknown - cannot calculate MSE Q: @ @ ®-
Use belief uncertainty as a proxy for the MSE. e e Qes Jer
Intuition: Low uncertainty is likely to imply an accurate belief O O O
* Proposed candidate policies @: @ -
Max-entropy
> Investigate the alert v that decreases the entropy most . .
mvin H(St 41 = 517, Pry1 = Oy |Vig1 = v, Yy = Y Il = 1)
. 7 —— All —+#— MaxEntropy —#— No Investigation
Bayes factor policy os " .
- Investigate the most ambiguous alert ’
(alert probability without false positives vs. false positive rate) LA BTN
0.3
Ko = jj(ylf{:l}'l =l | }/H:; y.;rl':l'L — T'T,r_)l(:“—” \U'?"
Cﬂ ' nl 10°¢ 1075 1074 1073 1072 1072

The investigation error probability (log{w))

Kim et al, “An Active Learning Approach to Dynamic Alert Prioritization for Real-time Situational Awareness" Proc. of /EEE CNS, 2022



System Level Benefit

0.8
—e— All —»— MaxEntropy —+— No Investigation
O-71" " — Bayes —=— MinFP Less human effort needed
0.6
J )| )| i )\ I _
051 & - % % g 1 1 Less skilled experts needed
B 0af + T w0
= — w=0.05
0.3 I
0.2
0.1 ¥
0.0 . ' - .
1 2 3 4 5 6 7
Investigation Budget (/)
Kim et al, “An Active Learning Approach to Dynamic Alert Prioritization for Real-time Situational Awareness" Proc. of /EEE CNS, 2022 21
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Compressed CorelLang Attack

Human Model Complexity

az23

yl

y2

y3

yv4

System Model Complexity

v

Katsikeas et al. "An attack simulation language for the IT domain,” in Proc. of Int. Workshop on Grapnical Moaels for Security, pp. 6/-86, 2020,
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i3] MITRE ATT&CK Model

Command and | Inhibit Response | Impair Process
Initial Access Execution Persistence Evasion Discovery Lateral Movement Collection Control Function Control Impact
Data Historian | Change Program Exploi Control Device Automated Commonly Used | Activate Firmware
Compromise State Hodg Evi Identification Collection Port Update Mode DHRS Erca i | | Deage ko Epay
Data from
Drive-by Comi Line . Indicator R IO Module ) ) - Change Program i
Compromise I Module Firmware on Host Di Anforma;:; nection Alarm Suppression State Denial of Control
Engineeri ) ) Standard
Workstati " | Program Download uerading ~ NeRork Connecton o Detoct Dporating | appiication Laydll [ B9 COmmand | pasquerading | Denial of View
Compromise meration Serv Mode Protocol assade
Exploit Public- Graphicafiiser ; Rogue Master Network Service Program Prog Block Reporting ; ! e
Facing Application Interf: Project f Device Scanning Organization Units State Message e
E’“eg‘ea' Remole | 4 o in the Systen! Fimmware Rootkit Network Sniffing | Remote File Copy 1O Image Block Serial COM | Modify Parameter | Loss of Control
Interet Accessible Pi Spoof Reporting | Remote System ; Location ) ) Loss of Productivity
Dewiea Organiza id Accounts 578 ge Di Valid Accounts Identificati Data Destruction | Module Firmware A Revas
Replication Through| , . ; Utilize/Change Seral Connection Monitor Process S 0
Removable Media Project File Operating Mode Enumeration State ol ot grem hoaxd
Spearphishing o Point & Tag Device Rogue Master
Altachment Sciping Identification Device b
Supply Chain .
Compromise User Execution Program Upload Service Stop
Wireless e
c e Role Identification
. Unauthorized Theft of Operational
Screen Capture Modify Control Logici Cornmand M Inf fion
Program Download
Rootkit ATT&CK for
System Firmware Enterprise
Utilize/Change
s Mods ATT&CK for ICSs

Choi et al., “Probabilistic Attack Sequence Generation and Execution Based

on MITRE ATT&CK for ICS Datasets”, in Proc. of ACM CSET, 2021



Attack and Observation Model

* Set of attacker states § = {sy, ..., Sy} h
« State attime t: S, pa— /f 7N \
* Set Of alerts (7 = {1' ’] } [ State 1 State 2 ll:-.\ State 3 t‘\ State 4
Model A = (:af:) (Intrusion (Buffer — %  (Denial
attempt) overflow) of service)
* True alert probability ;__‘ \ \ .,‘
. | \\, e l‘ ‘\\‘-p e | \\* e ‘, -\“'b
6ij _ P(Yt] _ 1|St _ Si) Alert 1 Alert 1 Alert 1 Alert 1
. 69‘ Alert 9 529‘ Alert9 ‘ Alert9 \ Alert 9
« False alert probability
_ J _ _
(i =Py =1|S; = 51)
2024-10-16 24



Defender Model

<8 OCH KONST @

@%3((%?"’

 Observes alerts Y; at time t

* Investigatesupto/ alertsv C Y;.;

— Investigation outcome o;

« Human model: Investigation error probability w

« Confidence function
2(1 — yo)w + 70, (linear),

v(w) = 4(1 — y0)w® + 70, (concave),
4(v0 — 1)(w —0.5)2 + 1 (convez), o m— Alert Investigation and Probability Update ------ .
] ! igati tij1 _ !
. Update of HMM Observation Model P e fie = \!
I | Se 1
L sthit ol = ' Outcome: T v | T ’ i
seai_ o if o’ =0 : - L, L,
¢ = gy e : A t—1t¢ t—1t P
mm( (w)d;7", 1) if o7 =1 . { )} /’ ¢ Eor orm =0 :
1| Analyst Alert j; sl :
I 1| attimet triggered at ty 1
min ((1))( lf Ot o 0 : Outcome: i
:’J — t= ) t : \ j False alert t—l t t—l t E
—c if of =1 S e e e e e R A B S

y(w

Kim et al, “Human-in-the-loop Cyber Intrusion Detection Using Active Learning" IEEE TIFS, 2024
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¢0t1 Defender’s Problem
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el

. u . . . . » | |
 Defender objective: Minimize mean time to detection . . WA DAY WS

*  (intrusion

I‘E* - H.I'f_.‘_; a sup E[tl_ﬂ) [d.h - il_}jl attempt) mril'lowl of service)
KEK  t152>0 * Alentl - Aent1 o et - Al
— Subject to: Constraint on false positive rate |
IE{-’)U) ldﬁ'] >7r * Alerts * Alerts * Alens * Alents

Kim et al, “Human-in-the-loop Cyber Intrusion Detection Using Active Learning" IEEE TIFS, 2024

26



Background: Sequential Hypothesis Testing

2

» (Generalized likelihood ratio test -
« Composite hypothesis H; = {hq, ..., hy} £
}{‘rel%x P(Y|h) os
« Detectionrule n; = Hytf P(Y|ho) >0 e 1 s e
otherwise S
Choose H, min~"y ¥ —
« Asymptotic behavior ,. /*
. ? i
* Risk . 5 '
e R, 2maxP, (n,=h 0| A ! 5 :
h = MatFh (¢ ) A S T
« Expected detection time
—logRp
« E[th]> 1+o0(1
[ed] D(phllphr)( (1) g,

2024-10-16 B. C. Levy, Principles of signal detection and parameter estimation. Springer, 2008. 27



Defender’s Problem

- Defender objective: Minimize mean time to detection e - s\ 3".‘53 : o .s.‘;‘if..‘

[sale) attempt) overflow) of service)

K® = argmin sup E{ti_’ﬂ[d” —t159]

keEKX 11.,2>0 . Al > Aertl :.' * Aertl » Alentl
— Subject to: Constraint on false positive rate __
IE("'X:I) [dﬁ] 2 2 Alert 3 Alert 3 Alert 3 Alent 3
Generating Alternative Hypotheses o>
— Most likely hypothesis at time t theds 1 St
h = argmaxpescPn (Y.t |Fe, vF) ; /Y . ~
— Likelihood ratio ( 4 (5:/2 - \ (4
Hypothesis 4 \ Statel (Intru:on / » (Bauffeer S (‘I:)aetn?al
Pﬁ(Ytlipt,v?:) I attempt) overflow) of service)

>S{f=

Py (YelFe.vf)

28



Active Learning for Quickest Detection

« Optimal detection rule without active learning voses ' Sage1 '--, me; ,_/ s;;s,;a Ve
attempt) overflow) of service)

— Generalized likelihood ratio test -. |

* Alertl > Alertl | ™ Alertl * Alertl

 Two candidate policies
— Max-ratio policy
- Set of alerts that maximizes the expected probability ratio
i [I*‘j,{rl-.r =ya)Fr = f, e = iff]”

vIMH i
Pi“l:r = yl:rl-"tl = fr~V.- =)

— aArg 1max
g € .r.l‘l e | <p

— Max KL Divergence
- Set of alerts that maximize the KL divergence of the distribution of observed alerts after investigation

[
1»’,""'""'“— ATg max IEIL D(P; (Y = ye|Fe = fi, Ve = w) | Bu(Yer = el Fe = i, Vi ;-,})]

"I“-_‘-']“.'”flg"i =1 p

E:J(un (Yo = yelFr = fOIP (Y = yo|Fe = |,

=]

Kim et al, “Human-in-the-loop Cyber Intrusion Detection Using Active Learning" IEEE TIFS, 2024
29




2
FKTHY
#

{(}’ VETENSKAP
39 OCH KONST 9%

St

-#- NoO investigation

—»— Max ratio o

Detection Performance

Random —— True detection

-m- Min FP @ Max KL —— False detection
4 Model A = 5‘::,1
e i =
» - 20000 2 ! N '
o - Alentl - Mertl |+ Alertt - Aenl
= 15.0 4
R w )
- = !
fd ] . e 15000 * Alertd * Alert3 * Alens * Aert3
% 12.5 r e ik ‘ i}j
o
= —
o 10.0 . c
: 10000 E True alert rate (9j)
£ 7.5 s Attack Alert index (j)
= ’ 1 stage(i) 1 4 5 6 7 8 9
c - 0 1 0 0 0 0 0 0 0
T 501 2000, 2 0 0 0038 0 0 0 0
% E 3 0 0 0 0333 0 0 0
e 4 0.01 0372 0 0021 0021 0489 0.021
25 ,% False alert rate ((;)
0 Y 003 01 053 043 013 043 006 048 006
10° 10! 102 -
Detection threshold
2024-10-16 30



1201

Mean time to detection

20+

Impact of the Human Model

--#-- Max KL
—%— Max ratio —&-- Random

—»- No investigation = —&— Min FP
—4— Bayes factor

100

801

60 1

401

. —— Linear
Tk —— Concave

0.0 0.1 0.2 0.3 0.4 0.5
Investigation error probability (w)

« (Concave confidence
function superior

Y (w)

YoA

1.

»
>

« Max KL performs best®

2024-10-16
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Expertise is Important

-&-- Min FP —_— W+ w,;=0.4
—¥— Max ratio — )+ Wy, =0.5
~®- Max KL
35
S
8] * 2 experts with potentially
L)) . .
2] varying expertise
2 20- « Heterogenous expertise
< 15- is preferrable
Q
= 101
° 0 B = z

Investigation error probability (w;)

Kim et al, “Human-in-the-loop Cyber Intrusion Detection Using Active Learning" IEEE TIFS, 2024
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Human-in-the-Loop Al Framework Revisited

<8 OCH KONST 9%

Uttt

[ : Static priority of alert P : Dynamic priority of alert ~ mss: Human-machine interaction
Attacker Real-time SA
-bv +> > =
;
Noisy alerts \~ 7" Detected attack
¢+~ == Human-in-the-Loop Machine Intelligence Framework = = = - = \
| . T : . . : |
I €@ Dynamic Alert Prioritization 0 Sequential Hypothesis Testing Y |
I gi 9:8-0 <= g |
? Prioritizati
: ‘ Max KL / Max ratio m:viltz: on Best: :
Machine | Ao i tr improved .
: - belief :
| Prioritized alerts W *. Improved belief |
' @ Alert Investigation — e Belief update |
: S Investigated i 4o Js :
% nvestigate
| n @ [ s Alerts ‘ |
I H o (e-g., ‘ , |
e Investigation True/False) I

2024-10-16



s

LT

231 Framework Design Space

<8 OCH KONST 9%

RO
A
>
b
X
o
E / ,-'\ \. ™ / \1
( ( (
8 wor (R (R (R \\
attempt) overflow) of service)
! | ) \
T) - Alert 1 Alert 1 e Alert1 ‘ » Alert1
-O : \ : \ al2 az23
O ~ Alerts " Alertd " Alerts  Alert9 &
C
g
>
I - -
yl y2 y3 y4
>

System Model Complexity

soosq0.1s  Katsikeas et al. "An attack simulation language for the [T domain,” in Proc. of Int. Workshop on Graphical Moaels for Security, pp. 6/-86, 2020,



Conclusion

* Human-in-the-loop-Al for cyber resilience

— Efficient use of human resources and ML
— Human skills and behavior vs. system model complexity
— Improved accuracy and lower time to detection

« Many open questions o
Model
— How to model human behaviour g S
Action 7,/ : fon >
> Trust, psychological aspects '°",/,7 Observation Astion W

. . Acti
> Affects the design of Al algorithms o _._._._._._f_tl‘_’.”____________:
&« & Observation

— How to apply the concept to CPS

— Vulnerability to an adaptive adversary in a game theoretical framework
— Integration with threat hunting

— Semi-autonomous incident response

2024-10-16 35
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