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Introduction: Urban Sensing

Systems

Figure 1: Crowd-sourced ITS

The capabilities of widespread mobile devices
have paved the way for Urban Sensing Sys-
tems. This emerging paradigm enables di-
rect user involvement in possibly large-scale
and diverse data collection and sharing. Un-
avoidably, this raises significant privacy con-
cerns, as participants may inadvertently re-
veal a great deal of sensitive information.

However, ensuring user privacy, e.g., by
anonymizing data they contribute, may cloak
faulty (possibly malicious) actions. Thus, ur-
ban sensing systems systems must not only
be privacy-preserving but also accountable
and reliable.

Challenges: Protecting the system from
the users and the users from the system.
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Figure 2: Security & Privacy Requirements

•Communication integrity, confidentiality
and authentication

•Authorization & Access Control

•Non-repudiation & Accountability

•Anonymity & Unlinkability

•Data trustworthiness - User Remuneration
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Figure 3: SPPEAR Overview

• Security & Privacy architecture

• Scalable, dependable and applicable to any
type of PS application

•Guarantees user non-identifiability and of-
fers strong privacy protection

• Shuns out offending users without, neces-
sarily, revealing their identity

•Formally verified security and privacy
guarantees

SPPEAR Evaluation
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Figure 4: Authentication and Pseudonym Acquisition
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Figure 5: CPU consumption (mobile client)
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Figure 6: Privacy-protection of pseudonyms

Data trustworthiness?

•Malicious users might pollute the data col-
lection process:

– Claim congestion or traffic jams in the
context of traffic monitoring campaigns

– Suppress pollution alerts for environmen-
tal monitoring tasks

•Distort the system perception of the sensed
phenomenon

•Assess the contributions of users

• Sift malicious contributions

•Remunerate and incentivize participation
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Figure 7: SHIELD Overview

•Data-trustworthiness framework that
leverages ML techniques to assess user-
submitted data and sift malicious contri-
butions

•Privacy-preserving incentive provision
mechanism

•Resilient to dishonest users, Dolev-Yao ad-
versaries and honest-but-curious and infor-
mation sharing system entities

SHIELD Evaluation
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Figure 8: Clustering User Reports
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Figure 9: System Accuracy
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