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Detection and Identification of Data Attacks in Power System
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Abstract—1In this paper a power system state estimator
cyber-attack detection and identification scheme is presented.
The proposed scheme considers the information from both the
active power measurements and the reactive power measure-
ments. Under the scenario that the network operator can take
multiple different samples of measurements and the attackers
can attack only once, the proposed scheme can detect the pres-
ence of what has been described as stealth (or unobservable)
attacks. The detection is provably correct. Furthermore, if an
attack is present, the proposed scheme can identify exactly the
attacked transmission lines.

I. INTRODUCTION

A. SCADA System and State Estimation

A modern society relies critically on the proper operation
of the electric power distribution and transmission system,
which is supervised and control through the Supervisory
Control And Data Acquisition (SCADA) systems. SCADA
systems measure data such as transmission line power flows,
bus power injections and part of the bus voltages, and send
them to the state estimator to estimate the power network
states (e.g., the phase angles of bus voltages). The estimated
states are used for vital power network operations such as
optimal power flow calculation and contingency analysis
[1], [2]. Any malfunctioning of these operations can lead
to significant social and economical consequences (e.g. the
northeast US blackout of 2003).

B. Stealth Data Attack on State Estimation

SCADA systems measure data through remote terminal
units (RTUs) all over the grid and gather them at a control
center, where computer processing takes place and control
commands are sent back to the system. The vulnerabilities
that are introduced could be exploited by malicious attackers.
In [3] it was demonstrated that malicious attackers needed
only to coherently corrupt relatively few measurements to
achieve their attack objective, without being detected by
standard bad data detection procedures such as the largest
normalized residual test [1], [2]. Further, [4] verified with
experiments that stealth attacks of significant implications
could indeed be carried out in a realistic SCADA system
testbed. Since [3], there have been significant amount lit-
erature studying various aspects of stealth attack and its
countermeasures [5]-[10].
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C. Detection of Stealth Attack and Network Protection

Two types of countermeasures have been covered by
the previous work. References [6], [7], [9] consider the
scenario where certain measurement meters are protected
(i.e., cannot be corrupted). Depending on the assignment of
protection, stealth attack on the network can be impossible
or very difficult. On the other hand, in [5], [8] the estimated
states of the power network are assumed to follow some
distribution or pattern. The presence of an attack is claimed
(but not proved) when the estimated states deviate from
the assumed normality. This paper also describes a scheme
to detect the presence of an attack. However, there is no
assumption on the distributions or the patterns of the states
or the attack. In addition, the detection is deterministic and
provably correct. Furthermore, for part of the measurements
(i.e., transmission line measurements) the proposed scheme
can correctly identify the attacked measurements in case an
attack is present.

The proposed protection scheme is enabled by an extended
state estimation framework considered in this paper. Power
network state estimation typically involves two types of mea-
surements - active power measurements and reactive power
measurements [1], [2]. The estimated states also contain
two groups - bus phase angles and bus voltages. Under
normal operation conditions, the bus phase angles and bus
voltages are estimated separately using active and reactive
power measurements respectively because the two types of
measurements are sensitive only to the corresponding states
[1], [2]. Since the bus voltages typically do not vary too much
during operation, the focus of state estimation and its stealth
attack and protection has been on bus phase angles/active
power measurements. This is the case for the previous work
including [3]-[10]. However, if both active and reactive
power measurements are taken into account, new counter
stealth attack opportunities arise. For instance, if the reactive
power measurements cannot be corrupted, they can be used
to check the validity of the state estimate calculated based on
possibly corrupted active power measurements. However, the
above assumption might be too restrictive. In fact, it can be
shown that a stealth attack on both active and reactive power
measurements requires relatively little effort for the attackers.
As a countermeasure, this paper proposes an attack detection
and identification scheme in which the network operator
considers multiple sets of reactive power measurements
taken from different sampling time instances. It is assumed
that these sets of measurements are different from each
other because of the changing of the network states. If the
attackers can attack the measurements only once, then with
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enough sets of (even possibly corrupted) active and reactive
power measurements the operator can detect the presence
of an attack and partially identified the attacked meters.
Finally, it should be emphasized that considering multiple
sets of active power measurements would fail to detect stealth
attack because the active power measurements are linear with
respect to the states (i.e., bus phase angles) for any practical
purposes. This will be elaborated later in this paper.

D. Organization of the Paper

The rest of the paper is organized as follows. In Section II
notations and assumptions on power network state estimation
and its stealth attack will be defined. Then Section III
describes the main result, a stealth attack detection and
identification scheme using reactive power measurements. In
Section IV a numerical example is presented to demonstrate
that the proposed attack detection and identification scheme
can correctly identify the stealth attack, while the traditional
active power measurement residuals cannot. Finally, Sec-
tion V concludes the paper.

II. BACKGROUND AND ASSUMPTIONS

A. Power Network Model and Power Measurements

The power network can be modeled as a directed graph
with n+ 1 buses and m,, transmission lines. The transmission
lines are directed to indicate the assumed directions of the
(active) power flow on them. The (original) incidence matrix
A, € R describes the topology:

1 if line j starts at bus i
Ao(ij) =1 -1
0  otherwise

Vi=1,...,my if line j ends at bus i .

The transmission lines are assumed to have zero electrical re-
sistance, and B € R™**"™ i a nonsingular (typically negative
definite) diagonal matrix describing the negative reciprocal
of the reactance of the transmission lines.

The states of the power network can be partitioned into
two groups: (a) bus phase angles 6, € [0,271')”+1 and (b)
bus voltages, which are assumed to be one (in the per
unit system). Typically, an arbitrary bus is assigned as the
reference, and its phase angle is set to zero. Hence, the phase
angles for the rest of the buses, denoted as 0 € [0,27)", are
the only states to be estimated. Correspondingly, the original
incidence matrix Ay has one row removed, and the resulted
matrix is referred to as the incidence matrix denoted by A.

The vector of (uncorrupted) active power measurements
[1], [2], denoted as P, is related to 8 by

_ T
P:{ ABA

_BAT]eéHe. (1)

Notice that the expression in (1) is a linearization of the
true active power measurements (where A7 0 is replaced with
sin(A7 ), and sin(-) applies entry-wise). This is the stan-
dard approximation for active power related state estimation
[1], [2] and power network state estimation cyber-security
analysis [5]-[10]. The first » measurements in (1) are active
power injections at the buses, and the rest are active power

flows measured at the start end of the transmission lines. The
expression in (1) represents the case where all possible active
power measurements are considered. On the other hand, the
(uncorrupted) reactive power measurement vector [1], [2],
denoted as Q, is nonlinearly related to 8 as

_ [IAIB(—1+cos(AT0))
0= B(—1+cos(A”0)) |’ @

where |A| is a matrix whose entries |A|(i, j) = |A(i, j)| for all
possible index pair (i, j). 1 is a vector of ones of appropriate
dimension. cos(-) applies entry-wise to its vector input
argument. Again, the first » measurements in (2) are reactive
power injections at the buses, and the rest are reactive power
flows measured at one end of the transmission lines.

B. State Estimation and Stealth Attack

From (1) and (2) it can be seen that the active power
measurement sensitivity % is much more significant than
the reactive power measurement sensitivity j—g, when the
network operates under normal conditions (i.e., AT =~ 0).
Hence, conventional state estimation procedure estimates
0 by solving (1) with active power measurements only.
Specifically, denote P = P+ AP where AP is the possible
additive measurement noise or attack (to be defined) and P
is a vector of possibly corrupted active power measurements.
Then the state estimate, denoted as é, is

02 (H'H) HTP. (3)

In (3), (HTH)" is the pseudo-inverse of HT H. Also notice
that in practice, the weighted variant of (3) is used instead.
That is, 6 = (HTR’lH)JrHTR’lP, where R is typically a
positive definite diagonal matrix proportional to measure-
ment noise variance. However, all results in this paper,
derived based on (3), apply to the setup with the case when
R # I with slight modifications (see [11, Section III-F]).

To detect possible anomaly in the measurements, the
measurement residual

RpPEP—HO )

is formed. In practice, a hypothesis testing of Rp based
on measurement noise statistics is performed to see if P
contains any bad data [1], [2]. However, in this paper, the
bad data detection criterion is simplified to whether Rp =0
or not (Rp = 0 means no bad data or attack). Also, the
same simplification applies to similar criteria (e.g., Rg to
be defined in (7)).

Reference [3] investigated an additive stealth attack AP
on P of the form AP = Hc, for some ¢ € R". With this
specific form of AP, the measurement residual Rp in (4) is
zero, and hence AP is stealth. The details are as follows. The
corrupted measurement vector becomes P=P+Hc=H(0+
c). Based upon P, the corrupted state estimate becomes
6 = (H"H) 'H"P = 6 4 c. The state estimator is unaware
of the stealth attack, because the measurement residual fails
to detect it:

Rp=P—HO=P+Hc—H(0+c)=0,
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as the corrupted state estimate 6 is well explained by the
corrupted measurements P. Also, [8] argued that, for the
linearized model of P in (1), AP = Hc is also a necessary
condition for AP to be a stealth attack.

Finally, notice that all angle related quantities in this paper
such as 0, 0, ¢, AT9, ATH are considered in modulo 27
arithmetics. In particular, the entries of all the angle related
vectors range from O to 27 (and 27 is not included).

III. STEALTH ATTACK DETECTION AND IDENTIFICATION
WITH REACTIVE POWER MEASUREMENTS

A. Generalized Reactive Power Measurement Residual

To detect a stealth attack described in Section II-B, in-
formation in addition to the corrupted measurements P is
needed. In [5], [8] assumptions on the states 6 are imposed.
Whenever the corrupted state estimate 6 deviates too much
from the assumption, an alarm is triggered. This paper,
however, investigates an alternative approach based on the
possibly corrupted reactive power measurements.

Before the proposed approach can be described, a prepara-
tory statement should be made first. Let M be a matrix such
that span(M) = Ker(H"), for H defined in (1). Any AP, not
necessarily stealth, can be uniquely decomposed into

AP = Hc + Mb, 5)

for some vectors ¢ and b of appropriate dimensions. The
following statement specifies the consequences of AP.
Lemma 1: Let AP be any active power measurement
attack with its decomposition in (5). Then the corrupted
state estimate is § = @ +c. In addition, the active power
measurement residual in (4) is Rp = Mb.
Proof: The state estimate 6 is

6 = (H'TH)"HTP
(H"H)"H" (H(6 +¢) + Mb)
= 0O+c,

where the first equality is due to (5) and P=P+AP=HO +
AP, and the last equality is true because H' M = 0. On the
other hand, the active power measurement residual Rp is

Rp = P—Hb
= HO+Hc+Mb—H(0+c)
= Mb.

u
In other words, any attack AP can be decomposed into its
“unobservable” part Hc which affects 6 and the “observable”
part Mb which is revealed by the measurement residual
Rp. In particular, a stealth attack AP consists entirely of its
unobservable part.

Now the proposed attack detection scheme can be de-
scribed. Denote Q in (2) as the uncorrupted reactive power
measurement vector. AQ as a possible additive attack on Q,
and the possibly corrupted reactive power measurement Q as

0£0+A0. (6)

Also denote Iy = {n+1,...,n+m,} as the row index
set containing the transmission line measurements of Q

in (6). With P and Q measured and network information
such as B, H and A available, this paper investigates the
following generalized reactive power measurement residual,
for transmission line measurements only:

Ro 2 O(ly) - B( —1+cos(ATH— B’lRp(Iﬂ)))
= Bcos(AT6) +AQ(Iy)
—Bcos (AT — B~ 'Rp(I4)),

(N
where the second equality is due to (6) and (2). In (7),
6 is the state estimate based on P. Rp is calculated using
P (cf. (4)). Symbols such as Q(Iy) denote the sub-vector
of Q, with only the entries from the index set /. Notice
that in the special case of a (active power) stealth attack
AP = Hc, it holds that Rp = 0 and Rp becomes the reactive
power analog of the standard measurement residual. That is,
Rg = Bcos (A7) +AQ(I4) — Beos (AT §)). The motivation
for considering Ry as in (7) will be given in Section III-E.
The proposed state estimation, bad data detection and

identification procedure includes the following three steps:

1) Estimate 0 as in 3).

2) Perform standard bad data test [1], [2] using Rp in (4).

3) Calculate Ry as in (7), and perform the tests to be
elaborated in Sections III-B or III-D.

With the additional information of Ry, the fundamental
questions of bad data detection and identification include:

(a)  Isit possible to detect the presence of any arbitrary
attack (AP,AQ)?

(b)  Incase (AP,AQ) is present, is it possible to identify
which measurements are attacked?

(c) Is it possible to recover the true state 6 even if the
measurements are attacked?

This paper attempts to answer question (a), and partially (b).
However, how useful the information Ry can be depends on
the attackers’ knowledge and control over the power network.

B. Stealth Attack Detection and Identification Using Uncor-
rupted Reactive Power Measurements

In this part of the discussion the conventional attack
scenario in [5]-[10] is considered. In particular, the attackers
have only the knowledge of matrix H in (1). The attackers
can stage an attack AP on P. However, Q cannot be attacked
(i.e., AQ = 0). Under the above attack scenario, with Rgp
in (7) the network operator can identify which transmission
line measurements are attacked. The following statement
establishes this fact.

Proposition 1: Letke€ {1,2,...,m,}. Assume that AQ =0
in (7) and the attackers know only H. Then with probability
one, for any active power measurement attack AP, stealth or
not, it holds that AP(n+ k) # 0 if and only if Ry(k) # 0.

Proof: Let AP=Hc+ Mb as in (5). Then Lemma 1
states that & = 0 + ¢ and Rp = Mb. In addition, with AQ =0,
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Ry(k) in (7) becomes

Ro(k) = B(k,k)(cos((ATG)(k))—cos((ATG)(k)
+(ATc) (k) - ,1@ (Mb)(n+K)))
= )(cos (ATe )
—cos((ATQ)( ) — (n—i—k))),
where (ATc)(k) — % (Mb)(n+k) = B(k FgAP(n+k) is

due to (5) and the definition of H in (1). Since B(k,k) # 0
as B is nonsingular, if AP(n+k) =0 then Ry (k) =0. On the
other hand, since (A7 0)(k) is not known to the attackers,
with probability one Rp(k) # 0 if AP(n+k) # 0. [ |
Remark 1: As indicated in the proof, if the attackers know
P and B and A (and hence A7), then by setting Ry (k) =
0 it is possible to calculate the corresponding AP(n+ k).
However, the the choice of AP(n+ k) would be limited to
only two points, and AP is unlikely to make Rp = 0. g
Combining the information of Rp and Rp, the network
operator can detect the presence of any active power attack
AP, as indicated by the following statement.
Corollary 1: Under the assumptions in Proposition 1, with
probability one AP =0 if and only if both Rp =0 and Ry = 0.
Proof: 1f AP # 0 and AP # Hc for any ¢ € R", then
Rp # 0 as indicated by Lemma 1. If AP # 0 and AP = Hc¢
for some c, then by the definition of H in (1) there exists
an index k € {1,2,...,my} such that AP(n+k) # 0. Then
Proposition 1 implies that with probability one Ry # 0.
Finally, if AP =0, then the definitions in (4) and (7) imply
that both Rp =0 and Rp = 0. |
While Proposition 1 provides the answer to identify the
attacked transmission line measurements, Rp and Ry is not
sufficient to identify the attacked bus measurements. Never-
theless, if Rp = 0 then AP must be of the form AP = Hec.
Consequently bus and transmission line attacks are related by
H in (1). In particular, if any transmission line measurement
is attacked, then the buses connected to this line should also
be checked for possible attacks.

C. Stealth Attack on Reactive Power Measurements

The assumption that the reactive power measurements Q
cannot be attacked might be too restrictive, especially for the
transmission lines where the attackers can already attack the
corresponding entries of P. Therefore, the attackers might
contemplate devising an attack (AP,AQ) which is defined to
be stealth if both Rp =0 and Ry = 0. Lemma 1 requires that
AP = Hc for some c. In this case, Mb in (5) is zero and
6 = 6 +c. For Ro =0, AQ must satisfy

Bcos(AT0) +AQ(I4) = Beos(AT (6 +¢)) 8)

To stage a stealth attack (AP,AQ), the attackers need to
have the following leverages over the power network. The
attackers need to be able to attack both P and Q. In addition
to knowing matrix H in (1), as in the standard attacking
scenario in [3], the attackers also need to know A, B (at
least locally) and 8 (deducible from P if the attackers also

know P). This is a substantial amount of extra information,
and it is required because of the nonlinearity in (8).

Finally, let Sap be the support of AP (i.e., AP(j) =0, Vj ¢
Sap). To reduce risk and effort, the attackers would prefer
an attack AP such that Spp is sparse [5], [6], [8], [10]. It
turns out, unfortunately, that the support of the reactive power
measurement attack AQ, denoted as Spp, can also be sparse.
From (8) it can be seen that for all j > n, j € Sap if and only
if j € Sap. Also, since Rgp does not check the bus attack of
AQ, this part of AQ can be set to zero.

D. Stealth Attack Detection and Identification with Multiple
Samples of Reactive Power Measurements

The attackers can stage a stealth attack (AP,AQ) with rela-
tively little effort if they have enough information and control
over the power network. To counter this, it is proposed in
this paper that the network operator should take into account
multiple sets of active and reactive power measurements
from different sampling time instances. If the measurement
sets are rich enough (to be made precise), a stealth attack
(AP,AQ) described in Section III-C can still be detected
and partially identified, if the attackers can attack only
once. Note that with enough information and the freedom
to stage multiple attacks, the situation returns to the one in
Section III-C, where stealth attack is possible.

Denote 0%, i = 1,2,...,N as the network states from
different time instances. Corresponding to 8’ denote P! as
the uncorrupted active power measurements according to (1).
Similarly, corresponding to 8" denote Q' as the uncorrupted
reactive power measurements according to (2). As the attack-
ers can attack only once, the corrupted power measurements
are P'= P + AP and Q' = Q' + AQ. Based on P/, the state
estimates are calculated and denoted as 6'. Analogous to (4)
and (7), the following active and reactive power measurement
residuals can be formed to detect possible anomaly:

R, & P —HO
Ry & Q1) —B(~1+cos(4T6'~ B Ry(1u)
fori=1,2,...,N.

©)

For the attackers, in order to avoid any possible alarm
triggering, a stealth attack (AP,AQ) means that R, = 0 and
Rb =0 for all i =1,2,...,N. These define a system of
nonlinear equations with unknown (AP,AQ). The hope for
the network operator is that, with N increasing, the system
of equations eventually becomes insolvable. This is indeed
the case, as the following statement states that with enough
“independent” equations, attacks on transmission lines will
be identified.

Proposition 2: Let 8',i=1,2,...,N be any network states
at different sampling instances, and let k € {1,... ,m,}. If
(AT0%)(k) # (AT 6")(k) for all s # ¢ and N > 3, then for any
attack (AP,AQ), stealth or not, the following holds:

Ry(k)=0 Yi=1,....N
<= AP(n+k)=0 and AQ(n+k)=0.
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Proof: Let AP = Hc+ Mb. Repeated applications of
Lemma 1 yields that 6’ = 6’ +c and R, = Mb for all i.
Together with (6) and (2), R’Q(k) becomes

Ry (k) = B(k,k)(cos((ATe )) (k) — cos (AT 07) (k
F(ATE) (k) — B(kk (Mb) n+k))+AQn+k
- B(kk)(cos( 0')) (k) — cos (AT 0%) (k
5 )AP(n—i—k)))—i-AQ(n—i-k),
where (ATc)(k) — (Mb)(n+k) = AP(n—i—k()lO)

B(k 3) B(k )
due to (5) and the deﬁnltlon of H in (1). Introduce notations

a = (AT (k), Ap= BiR )AP(n—i-k) and Aq = kk AQ(n+
k), the condition that R! (k) 0 for all i sunphﬁes to

cos(a’) —cos(a' —Ap)+Ag=0, Vi=1,...,N, (1)

where Ap and Aq are the unknowns. Obviously, Ap =0 and
Ag = 0 satisfy (11). To complete the “=-" part, it remains to
show that Ap =0 and Ag = 0 is the only solution to (11). This
is equivalent to the condition that for all Ap # 0, the scalar-
valued 27-periodic function gap(x) £ cos(x) — cos(x — Ap)
intersects the functions of the form A(x) = d at most at two
(< N) different points, for all d € R. The above condition,
in turn, is equivalent to the condition that the number of
stationary points of g, (i.e., xo such that gA” (x0) =0) is at
most two. It can be verified that the statlonary points xo of
gap satisfies tan(xg) = Cossl?i%’ ) o, as Ap #0. Since the inverse
image of tan(x) contains exactly two points for any x in its
image, the number of stationary points of g, is at most two.
Therefore, (11) cannot have any solution (Ap, Ag) such that
Ap # 0 (and hence Ag # 0). This completes the proof of
the “=" part. The “<” part is a consequence of (10). This
concludes the proof. [ ]
Remark 2: Precisely, independent equations means that
(ATO%) (k) # (AT@")(k) for all s #¢ and all k€ {1,...,mg,}.
That is, for every transmission line the phase angle difference
at different sampling instances are different. 0
Remark 3: While enough independent samples of RiQ en-
ables the detection of transmission line attacks, this is not
the case for R}). If AP = Hc for some c, then the repeated
applications of Lemma 1 implies that R} =0 for all i. Thus,
one-shot stealth attack is possible even under varying states,
given the “old” bad data detection scheme monitoring only
p. a
In order to detect the presence of attack (AP,AQ), an
extra piece of information regarding possible attacks on the
reactive power bus injection measurements (i.e., Q(k) for
k < n) is needed, in addition to R% and R"Q defined in (9).
Define /inj = {1,...,n} as the index set containing the bus
power injection measurements of Q in (6). Then define

Rgwj = O'(Iinj) —|A|B(—1+cos(A”67))
= |A|B(cos(AT6 ) —cos(AT87)) + AQ ().
(

12)
Using R;, in (9) and RQan in (12) for i=1,...,N with
N >3, the presence of any possible attack (AP,AQ) can be

detected.

Corollary 2: If N >3 and 6’ for i = 1,2,...,N are
such that (AT6%)(k) # (AT0")(k) for all s # ¢ and all k €
{1,...,mg}, then (AP,AQ) = 0 if and only if Rj, =0, Rj, =0
and R"Qinj =0forali=1,2,...,N.

Proof: If (AP,AQ) # 0, then either AP # 0 or AQ #
0. First consider the case when AP # 0. If AP # Hc for
any c, then Lemma 1 implies that R}) # 0 for all i. On the
other hand, if AP = Hc for some c, then the structure of H
in (1) implies that AP(n+k) # 0 for some k € {1,...,m,}.
Proposition 2 then implies that RiQ # 0 for some .

Next, consider the case when AQ # 0. If AQ(n+k) #0
for some k € {1,...,m,}, then Proposition 2 implies that
RiQ # 0 for some i. For the last piece of “if” part only two
scenarios are left to consider: (a) AQ(k) # 0 for some k <n
and AP # 0, and (b) AQ(k) # 0 for some k <n and AP =0.
In case (a), AP # 0 is detected as argued above. In case (b),
AP = 0 implies that 6 = 0’ for all i (cf. Lemma 1). Then
(12) implies that R"Qinj # 0 for some i. This completes the
proof of the “if”” part. The proof of the “only if” part is a
direct consequence of the definitions of R’P, R and R’anj

While Corollary 2 can be used to detect the presence of
(AP,AQ), Proposition 2 can identify where the transmission
line measurements are attacked. However, the identification
of attacked bus measurements remains not fully solved. In
particular, only when pr =0 for all i can the presented
result be useful. In this case, if a bus is not connected by
any attacked transmission line(s), then the bus active power
measurement is not attacked.

E. Motivation for Generalized Reactive Power Measurement
Residual

Instead of RiQ, it is possible to define an alternative (and
perhaps more intuitive) reactive power measurement residual
R} as

R, £ Q/(Iy)—B(—1+cos(AT6"))
= AQ(Iy)+B(cos(AT6") —cos(AT 6"+ AT¢)).

This is the exact analog of Rj;. Under the assumptions of
Proposition 2 (for all k), it is possible to derive that

(AQ(n+k),(ATc)(k)) =0
= R(n+k)=0, RH(k)=0 Vi, Vke{l,...m.}.
13)

The expression AP = Hc+ Mb in (5) and the definition of H
in (1) imply that AP(n+k) = —B(k,k)(AT ¢)(k) + (Mb)(n+
k). Therefore, the statement in (13) in fact identifies whether
the unobservable part of AP(Iy) is zero or not, without
providing the exact value. In general, unless AP = Hc for
some ¢, the unobservable part of AP(Iy) is not sparse even
if AP is sparse. Consequently, (13) does not provide much
information as to which entries of AP is nonzero. This is
in contrast with Proposition 2 where the nonzero entries of
AP(1y) are identified directly. This is the motivation for the
generalized reactive power measurement residual.
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Fig. 1. 1EEE 14-bus benchmark system.

IV. ILLUSTRATIVE NUMERICAL EXAMPLE

In this section the attack identification in the IEEE 14-
bus benchmark system in Fig. 1 is demonstrated. In this
example, for each transmission line there is one pair of
active and reactive power flow measurements. However,
there is no power injection measurements. All active power
measurements are corrupted by iid Gaussian noise whose
standard derivation is 10% of the average of the magnitudes
of the active power measurements. Similar iid Gaussian noise
also corrupts the reactive power measurements.

A minimum cardinality stealth attack, as calculated using
the method in [10], [12], targets the active power flow
measurement between bus 2 and bus 5. Three other active
power measurements incident to bus 5 are also attacked in
order for the attack to be stealth. The stealth attack is of
the form AP = (a|P(5)|)Hc, where a > 0 is a scaling factor
determining the magnitude of AP(5) relative to the absolute
value of the true measurement P(5) (when a = 1/|P(5)|,
AP(5) = 1). In this example, a takes the values of 0.2, 0.5, 1,
1.5 and 2 (i.e., attack magnitude up to 200% of |P(5)|). For
each value of a, the noise and attack corrupted active power
measurements P are used to calculate the state estimate
6, then the nonlinear active power measurement residual
Rpp = I3+Bsin(ATé) are calculated. This is the the residual
used by the bad data detection scheme in SCADA systems in
practice. Also, the generalized reactive power measurement
residuals Rp, as defined in (7), are computed using Rp,;. The
residuals are plotted in Fig. 2. Relative to the vertical scale
of Fig. 2, the entries of Rp,; do not change too much for all
values of a (i.e., the relative attack strength). On the other
hand, four of the entries of Ry are clearly increasing. Indeed,
they correspond to the four measurements corrupted by the
stealth attack.

V. CONCLUSIONS

The additional information provided by the reactive power
measurements enables new possibilities to detect and identify
cyber-attacks which are previously classified as stealth or un-
observable. In particular, if the reactive power measurements
cannot be corrupted, then arbitrary attack on the active power
measurements can be detected by a test combining the stan-
dard active power measurement residual and the proposed

Ry: line ( g
2- /Ry line (5.6)

Ry: 1ie (1,5)

‘RPnll and lRQ‘

Fig. 2. Active and reactive power measurement residuals (Rp, and R
respectively) in the IEEE 14-bus benchmark system example. Red dashed
line: Rp,. Blue solid line with circle markers: Ryp.

generalized reactive power measurement residual in (7). In
addition, attacks on transmission lines can be identified ex-
actly. This is verified by a numerical example, even when the
measurements are corrupted by noise of substantial strength.
Even if the reactive power measurements can be corrupted,
with enough (i.e., greater than two) independent samples of
active and reactive power measurements, arbitrary one-shot
attack on both active and reactive power measurements can
still be detected and partially identified. Furthermore, the
presented result also helps resolve the traditional problem
of identifying multiple interacting bad data. However, open
questions remain. For example, the identification of attacked
buses is not fully understood.
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