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Abstract: The concept of a security index quantifies the minimum number of components
that must be compromised to carry out an undetectable attack. This metric enables system
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1. INTRODUCTION

A key strategy for enhancing cybersecurity and resilience
of control systems is the risk-based approach, which en-
tails first assessing system risks and then, based on the
identified risks, prioritizing and selecting countermeasures
accordingly (Teixeira et al., 2015; Anand et al., 2024). To
achieve this, several studies have proposed quantitative
metrics to assess the risk level of control systems. In this
paper, we focus on the security index. The original security
index, introduced to characterize the vulnerability of sen-
sors in power grids, is defined as the minimum number
of sensors that must be compromised while remaining
undetected (Sandberg et al., 2010; Hendrickx et al., 2014).
While this index was initially proposed for static systems,
subsequent studies (Sandberg and Teixeira, 2016; Tang
et al., 2019) extended this concept to dynamical systems.
In addition, the authors of (Milosevic et al., 2020; Gracy
et al., 2021) formulated the security index for dynamical
systems based on the notion of perfectly undetectable
attacks. For a given component i !, the security index is
defined as the minimum number of sensors and actuators
that need to be compromised to carry out a perfectly
undetectable attack for component i. Thus, components
with a smaller security index are more vulnerable to
stealthy attacks than other components. System operators
can assess the risk level of each component based on the
security index.
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In (Milosevic et al., 2020; Gracy et al., 2021), security
indices for structured systems were introduced when sys-
tem operators possess incomplete knowledge of the sys-
tem model. Yet, as emphasized in the data-driven control
literature (De Persis and Tesi, 2020; H. J. van Waarde
et al., 2025), it is often challenging to obtain even the
system’s structure; instead, often only input/output data
(I/0 data) are available. This motivates our central ques-
tion: Given only 1/0 data, how can we assess the risk level
of control systems via a security index?

In answering this question, our primary contributions can
be summarized as follows:

(1) We develop a data-driven security index which can be
computed solely from I/O data, without any model
parameters.

We establish a sufficient condition under which the
data-driven security index coincides with the model-
based security index.

We present an algorithm to compute the data-driven
security index.

We prove that the data-driven security index is NP-
hard to compute.

We derive a polynomial-time algorithm to compute
an upper bound of this index.

Several studies have examined data-driven security issues
(Zhao et al., 2023; Krishnan and Pasqualetti, 2021), but
most existing research focuses on detecting and identifying
attacks. While our recent work (Shinohara et al., 2025)
proposed data-driven resilience assessment metrics against
sparse sensor attacks, this paper considers a more general
problem by incorporating actuator attacks alongside sen-
sor attacks.
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The remainder of this paper is organized as follows. Section
2 presents preliminary descriptions of the system model,
data model, attack model, and model-based security index.
In Section 3, we give the definition of the data-driven
security index and establish a sufficient condition under
which the data-driven and model-based indices coincide.
Additionally, we present an algorithm to compute the
index as well as a polynomial-time algorithm to compute
an upper bound of it. Numerical examples are provided in
Section 4, and this paper concludes in Section 5.

Notation. The symbols R, R", and Z' denote the
set of real numbers, n-dimensional Euclidean space, and
non-negative integers, respectively. For vectors vy, ..., vg,
define col(vy,...,vr) £ [vf,...,v]]". For a signal a :
Z* — R", a = 0 means that a(k) = 0 for all k € ZT;
a # 0 means that a(k) # 0 for at least one k € ZT. The
notation |Z| is used to denote the cardinality of a set Z.
For a vector, its support is defined as supp (z). Given a
matrix A, we use ker A to denote the null space of A. The
identity matrix with size n x n is denoted by I,,. The zero
matrix with size m X n is denoted by O, ). For a,b € 77",
we define the integer interval [a,b] £ {c € ZT : a < ¢ < b}.
Given v : ZT — R" and the interval [, j], we define a block
vector vl as vl £ col(v(i),v(i+1),...,v(j — 1),0v(j)).
For brevity, we sometimes write vU! instead of v[%7]. Let
q be a positive integer such that ¢ < j — i+ 1 and define
the Hankel matrix of depth ¢, associated with v[*7], as

v(i) v(i+1) v(j—q+1)
v(i+1)  w(i+2) - v(j—q+2)
H, (v“7j]) 2 : : :
v(i+q—2) v(i+qg—1) -~ w(j—1)
v(itq—1) w(i+q) v(j)

Note that the subscript ¢ refers to the number of block
rows of the Hankel matrix. Then, vl* is said to be [per—
sistently exciting of order q if the Hankel matrix H, (

has full row rank (Willems et al., 2005; H. J. van Waarde
et al., 2025). For a Hankel matrix H, we define the head
and tail operators, denoted head (H) and tail (H), which
remove the last and first block, respectively, as

head(H)

(i) v(i+1) v(i—g+l)
i v(i+1) v(i+2) - w(j—gq+2)
H=1 L :
o(i+q—2) v(itq-1) v(j—1)
(ite=1)u(iFa) v(y)

tail(H)
2. PROBLEM FORMULATION

In this section, we introduce the system model, data rep-
resentation, and attack model. We then present the defi-
nition and properties of the model-based security index.

2.1 System Model and Data Representation

In this paper, we consider the following linear time-
invariant system:

x(k+1) = Az(k) + Bu(k), 1
y(k) = Ca(k), (1)

where z(k) € R™ is the system state, u(k) € R™ the
control input, and y(k) € RP the sensor output. We as-
sume that the system is controllable and observable. Also,
B is assumed to have full column rank. For notational
convenience, define M = {1,....,m} and P = {1,...,p}
as the index sets of the inputs and outputs, respectively.

Since we focus on the data-driven analysis, we make the
following assumption.

Assumption 1. The system parameters A, B, and C are
unknown. Instead, the I/O data from time 0 to N — 1 of
(1), namely ulN =1 and y!V 1 are available, where N is a
sufficiently large integer.

By Willems’ fundamental lemma (Willems et al., 2005), for
a given positive integer L, if ulM 1 is persistently exciting
of order n + L, i.e., the Hankel matrix H,, 1, (ul¥N 1) has
full row rank, then every L-length I/O trajectory of (1)
can always be expressed in terms of u[N =1 and yV—1 as
follows: For some k, ul**+L=1 and yF++L=1 form an I/O
trajectory of (1) if and only if

wlFok+L=1] B ’HL(u[N 1]) )
y[k,kJrL*l] HL( 1])

for some g € RN -L+1,

2.2 Attack Model

Assume that an adversary can inject malicious signals into
both actuators and sensors. The system under attack is
modeled by

w(k + 1) = Aw(k) + Bu(k) + Baa(k), ;
y(k) = Cx(k) + Daalk), 3)

where a(k) £ col(u®(k),y%(k)) € R™*P models the attack
designed by the adversary

Following (Milosevic et al., 2020; Gracy et al., 2021), we
make the following assumption on protected sensors.

Assumption 2. The last v € [0, p| elements of the output
are protected and cannot be manipulated by the attacker.

We denote the set of protected sensors by & C P. The
protection can be achieved by encryption/authentication
mechanisms and by improving physical security. We define
the set of unprotected sensors as U 2 P\S and the
combined set of actuators and unprotected sensors as
IT2{1,....m,....m+(p—0)}.

The first m entries of a correspond to attacks against the
actuators, while the last p entries correspond to attacks
against the sensors. Thus, we introduce B, and D, as

Op—vm) Op-v) Tp—v
Owm)  Oww) Owp—r)
Note that the last v components of y correspond to those

of the protected sensors, while the first p— v measurements
correspond to those of the unprotected sensors.

Ba = [B 0(”71’)}7 Daé

To define the security index, we first introduce the notion
of perfectly undetectable attacks (Milosevic et al., 2020;
Gracy et al., 2021; Weerakkody et al., 2017).

Definition 1. Let y(k,x(0),u,a) denote the output of the
compromised system (3) at time k generated from the
initial condition x(0), input u, and attack signal a # 0. The



attack signal a is perfectly undetectable if y(k,x(0),u,a) =
y(k, z(0),u,0).

Perfectly undetectable attacks are dangerous because the
attacker leaves no trace in the measurements. Consistent
with (Milosevic et al., 2020), one can set (0) = 0 and v =
0 without loss of generality, in which case y(k,0,0,a) =0
due to linearity. This implies that an attack a # 0 is
perfectly undetectable if and only if y(k,0,0,a) = 0.

2.8 Model-Based Security Index

Based on perfectly undetectable attacks, the model-based
security index d(¢) of component i € 7 is defined as follows
(Milosevic et al., 2020; Gracy et al., 2021):

(P0): d() = (i lallo (4)
st. xz(k+1) = Az(k) + Baa(k), (5a)
0= Cx(k) + Dqa(k), (5b)

z(0) =0, (5¢)

a; #0. (5d)

Here, |allo £ | Upez+ supp (a(k)) | is the attack cardinality
and a; indicates the ith entry of a. The optimal solution
equals the minimum number of sensors and actuators that
must be compromised to carry out a perfectly undetectable
attack. The first two constraints (5a) and (5b) ensure that
the physical dynamics is consistent with the model under
attack, while (5b) and (5¢) together ensure that the attack
signal is perfectly undetectable. The last constraint (5d)
ensures that component 7 is used in the attack. Note that
this optimization problem is posed over all k € Z™, but in
practice, it suffices to check the normal rank condition of
the transfer function from a to y for a given combination
of compromised sensors and actuators. For the details on
the computation of §(), see (Milosevic et al., 2020, Section
IIL.A).

For this index, the following properties were established in
(Milosevic et al., 2020; Gracy et al., 2021):

(1) Components with a smaller § are more vulnerable
than those with a larger 6. The worst case occurs
when 6(¢) = 1. This value implies that the attacker
can attack only component ¢ and remain perfectly un-
detectable without compromising other components.

(2) Problem (P0) is not always feasible. Absence of a
solution implies that the attacker cannot attack a
component i while remaining perfectly undetectable.
In this case, we set 0(i) = +o0.

(3) The computation of §(z) is NP-hard. Thus, there are
no known polynomial-time algorithms that can be
used to solve problem (PO0).

The model-based security index is dependent on the nu-
merical entries of the system matrices, but such knowledge
is sometimes not available. Therefore, 6(7) is not practical
to use in large-scale control systems. For this issue, a robust
security index was proposed in (Milosevic et al., 2020) and
a generic security index was proposed in (Gracy et al.,
2021), where neither index requires exact system informa-
tion and only relies on the system’s structural model. This
paper further extends this line of work to more practical

scenarios, without assuming the system’s structural model;
instead, we rely solely on the I/O data.

3. DATA-DRIVEN SECURITY INDEX

In this section, we define the data-driven security index
and provide a sufficient condition under which it equals
the model-based index. We then provide algorithms to
compute the data-driven security index and its upper
bound.

8.1 Definition

Given I/O data, protected sensor set S, and positive
integer L, we define the data-driven security index p(7)
of component i € 7 as

(P1): pl(i) 2 o j;u{ak LS g(h)], > 0} (6)
.. [}({E} 9(0) = 0, (7a)

Yig(k) =0, Vk € ZT, (7b)

Hg(k+1) = Tg(k), Yk € Z*, (7¢)

Ik ezt || Lig(k)|, > . (7d)

Here, g(k) € R? with d & N — 2L + 1 is the coefficient
vector that represents the 2L-length I/O window at time k
and I{-} denotes the indicator function, which equals 1 if
its argument is true and 0 otherwise. The matrices UP, U*
and YP, YT denote the partitioned I/O Hankel matrices of
depth 2L:

[08) 2 (), 3] 230 () 9

where UP consists of the first L block rows of the Hankel
matrix Hor (ul¥ ) and U consists of the last L block
rows of the Hankel matrix (similarly for YP and Y).
Refer to (UP,YP) and (Uf,Y") as the past and future
data, respectively. For a given index set A, U}c\ denotes the
submatrix obtained from Uf by removing all blocks except
those indexed by A (similarly for Y and Yf). Hence, Y&
and Yg denote, respectively, the submatrices of Y? and Y
indexed by the protected sensors S. For (7c), define the
shift-consistency matrices H, T € R(m+P)2L=1)xd 54

ur tail (UP)
» | head (Uf) a Uf
H=0ye 7 T2 ey | (9)
head (Yf) \d
Additionally, regarding (6) and (7d), define
Ut i<m
fal g =
sy i .

for given j € Z. Recall that 5 < m indicates that j is an
actuator and j > m that j is a sensor.

Problem (P1) considers a sliding family of 2L-length
trajectories that are consistent with the given I/O data
and linked by one-step shifts. The objective function
in (6) counts the number of actuators and unprotected
sensors whose future blocks are nonzero in at least one
window. The anchor constraint (7a) enforces a zero L-
length T/O trajectory in the initial window. Constraint



(7b) requires all protected sensors to remain zero in
every future window. The shift-consistency constraint (7¢)
requires that each window’s past and first (L — 1) future
blocks are equal to the previous window’s last (L — 1) past
and future blocks. Finally, condition (7d) ensures that the
target component i is active in some future window. The
problem is also not always feasible, and in the infeasible
case, we set p(i) = +oo.

3.2 Condition for Equivalence between 6(i) and p(4)

The following theorem provides a sufficient condition to
ensure the equivalence between 6(i) and p(i).

Theorem 1. Suppose that Assumptions 1 and 2 hold. If
L > n and ulV~1 is persistently exciting of order n + 2L,
then §(i) = p(i) for every component i € 7.

Proof. We first consider p(i) # +oo. To show p(i) >
5(2), let {g(k)}rez+ be an optimal solution to the data-
driven problem (P1). From (7a), we have UPg(0) = 0
and YPg(0) = 0, which implies the past L-step input and
output blocks are zero. Since L > n and the system is
observable, the finite-time observability matrix of depth L
has full column rank, which implies 2(0) = 0.

Define the L-length trajectory as
- _ [k,k+L—1 -
At LU (k) gy A Yg(h), gs=0, (11)
where

alkk+L=1] & o) (a(k),...,u(k+L—1)) e R™E,

G 2 ol (k). -Gk + L— 1)) € RUIE,

and Jy (k) € RU (vesp. js(k) € RISI) is the subvector
obtained from (k) € RP by removing all elements except
those indexed by U (resp. S). Let @(k) = 0 and g(k) =0
for all £ < 0. At £k = 0, by the persistently exciting
assumption, Willems’ fundamental lemma implies that
al®L=1 and 0L~ are an L-length I/O future trajectory
of (1). This means that, for k£ € [0, L — 1], it holds that

x(k+1) = Az(k) + Bu(k), g(k) = Cx(k). (12)
Using definitions of B, and D, and setting a(k) =
col(a(k), —7y(k)), these relations are equivalent to

z(k+1) = Ax(k) + Bga(k), 0 = Cx(k) + D,a(k), (13)
for k € [0,L —1].
We then extend these relations to all k € ZT. Using (7c)
and UPg(0) = 0, by the recursive property, we have

col(0, ﬂ[o’k]), k<L,
UPg(k) = {a[k—L,k—l]7 k> L.

A similar relation can be derived for YPg(k). Then, from
(11), we have

UP ﬂ[k*L,k*l] o B

[Uf} g(k) = Lj[k,kJrLl] — glk—Lk+L 1],

YP ~k—L,k—1] o B

{Yf} g(k) = |:Z[k,k+L—1]] = ik bl
for all k € Z™. Since the input is persistently exciting
of order n 4+ 2L, by Willems’ fundamental lemma, 2L-
length trajectories alF—Lk+L=1] and glk—LA+L=1] are the

I/0 trajectories of the system (1), respectively. Therefore,
for all k € Z*, (12) and (13) hold and the sequence a =

col(@, —7) is a perfectly undetectable attack, which implies
0(7) < ||allo. Moreover, by (7c), adjacent windows match
on their (2L — 1)-block overlap (via head/tail operator),
so these windows can be stitched into a single infinite
trajectory (@,¢). From the objective (6), it follows that

lallg = llally + [I9llo

= |J swp (a(®)| +| supp(ﬂ(k))‘
kez+ kez+
=1 {3k [ £igw)], > 0} = (i),
JET
which implies 6(7) < p(4).
Next, we show &(i) > p(i). Let a £ col(u®,y®) be

an optimal solution of the model-based security index
problem (P0) for component i. Since protected sensors S
are not attackable, y¢ = 0. By constraints (5a)—(5¢), there
exists a state sequence {x(k)}rez+ such that, with input
{a(k)}rez+ and initial state z(0) = 0,

xz(k +1) = Az(k) + Bya(k), 0 = Cxz(k) + Dya(k), (14)

for all k € ZT. By the structure of B, and D,, this can be
written as

x(k+1) = Ax(k) + Bu®(k), —y*(k) = Cz(k),  (15)
which indicates that u® and —y® act as an ordinary input
and output of the original system (1), respectively. For
k € Z*, consider the 2L-length trajectory:
ﬂa(k,‘) AL (ua)[IcoJrka,lcoJrkJrLfl]7

ﬂa(k) A (ya)[k0+k7L,k0+k+Lfl] ,

where ko € ZT is the first time with a(ko) # 0 (i.e., the
first attack occurs). Then, from (15), a*(k) and —g*(k)
are 2L-length I/O trajectory of the system (1), respec-
tively. Resorting to the persistently exciting assumption
and Willems’ fundamental lemma, this trajectory can be
represented by the data. In particular, for all k € Z™, there
exist g(k) € R? such that

(16)

From the definition of kg, for k¥ = 0, we have UPg(0) = 0
and YPg(0) = 0, which implies that (7a) holds. Also,
given that y¢ = 0, the corresponding future blocks satisfy
Yig(k) = 0 for all k € Z*, namely (7b) holds. From (16),
{g(k)} shows consecutive 2L-length sliding windows of
the same I/0 trajectory. Therefore, the head-tail relations
across adjacent windows are identical by construction,
which is precisely (7c). Additionally, (5d) implies u? # 0
(if component 7 is an actuator) or y¢_,, # 0 (if component
i is a sensor), which yields (7d). Therefore, {g(k)}rez+ is
feasible for the data-driven problem (P1). From (6), we
have

pli) < S 1{3k: | Ligw)], > 0}

JET
= > L{3k:)af k), > 03+ 1{3k:(|5¢ (k)] >0}
teM Leu

= lullo + ly*llo = 0(2),
where 4§ (k) and g7 (k) are the subvectors obtained from
u*(k) and g*(k) by removing all entries except those



related to component ¢ and ¢, respectively. Together with
the previous result, thus, §(i) = p(3) if p(7) # +oo.

Next, consider p(i) = +oo. This implies that (P1) is
infeasible and there is no optimal solution {g(k)}rcz+-
Assume, for contradiction, that 6(i) < +oo. Then, there
exists a perfectly undetectable attack a 2= col(u®,y?)
using component ¢. The input and output attack sequences
u® and y® follow (15). Let ko be its first nonzero time,
and consider the 2L-length intervals @*(k) and 3*(k) as
defined above. Under the persistently exciting assumption,
Willems’ fundamental lemma implies that these 2L-length
trajectories are represented by the I/O data, i.e., (16)
holds for some g(k) € RY. Then, from the aforementioned
analyses, we know that there exists {g(k)}recz+ satisfying
(7a)—(7d), but this contradicts the premise that p(i) =
+0o0. Therefore, §(i) = +oo, and thus 6(i) = p(i). O

This theorem implies that, under the conditions that L >
n and ulN 1 is persistently exciting of order n + 2L, the
data-driven security index coincides with the model-based
security index. Consequently, one can precisely assess the
risk level of each component by solving (P1) using only
the persistently exciting data. The optimization variable
{9(k)}rez+ in Problem (P1) is an infinite sequence, but
one can compute p(i) with a finite number of steps, as
described in the next subsection.

3.3 Computation of p(i)

Before addressing an algorithm for computing p(4), we first
show the computational complexity of (P1).

Proposition 2. Computing p(7) in (P1) is NP-hard.

Proof. Take an arbitrary instance of (P0) consisting of
a known system model (A, B,C), a protected sensor set
S, and component i. Set L = n = dim A and choose
length N with N > (m + 1)(n + 2L) — 1. Construct an
input sequence ulN 1 that is persistently exciting of order
n + 2L and simulate the model from z(0) = 0 with this
input to obtain the output sequence yN~1. Use the 1/0
data to construct the Hankel blocks (UP,Uf, VP Y¥) that
define (P1). By Theorem 1, under these conditions, we
have p(i) = 6(i). Hence, the constructed (P1) instance has
optimal value exactly d(z).

Since generating vV =1, checking the rank condition of the
Hankel matrix, simulating 4V~ and assembling Han-
kel matrices are all polynomial-time procedures, this is a
polynomial-time reduction from computing 6(¢) to com-
puting p(¢). Since computing §(¢) is NP-hard, computing
p(i) in (P1) is also NP-hard. O

As with the model-based problem (P0), the data-driven
problem (P1) is NP-hard, and thus there are no known
polynomial-time algorithms that can be used to derive
p(7). Hence, also the algorithm described in this subsection
is computationally intensive.

For a subset V C R?, we define the pre- and post-operators
as

Pre(V) £ {g € RY:3v e Vst Hy= Tg},
Post(V) £ {v € RY:3g € Vst Hv= Tg}.

(17)
(18)

For an index set I' CZ, define the sequence {V;},cz+ CR?
2
as

Yy
Vis1 2V NPre(Vy), Vo2ker | UL |, Voo £ lim Vi, (19)
f o0
i
where
I, & MnNT, I, 2 M\, (20
I, 2{{cU:m+eT}, L, 2U\L,. (21)

Hence, T', and ', denote the index sets of actuators and
unprotected sensors not included in I', respectively. By
construction, one can obtain that Vo C --- C V1 C V.
Also, it holds that Vs C Pre(Vy ). Additionally, define the
sequence {R;}ez+ C R as

P
Rit1 2 Voo N (Ry UPost(Ry)), Ro2 Voo Nker [gp] ’

By construction, it obviously follows that Ry C R; C
o C Reo.

Remark 3. For given I' C Z, the sequence {V;};ez+ de-
notes the set of parameters that can keep satisfying the
zero constraint (7b), the zero condition for I, and I'y, and
the one-step shift consistency (7c) infinitely. Its limit Voo
is its largest forward-invariant subset of R%. In contrast,
the sequence {R;};cz+ denotes the set of points actually
reachable from the initial anchor (7a) while remaining in-
side Voo. Since the sequence {V,} is decreasing and {R,} is
increasing, both within R?, the integer sequences {dim V;}
and {dimR,;} are monotone and bounded by d. Hence,
both sequences converge in at most d steps, namely, there
exists T' < d with V., = V7 and R, = R, which implies
that V., and R can be obtained in at most d steps.

To present an algorithm for computing p(i), we derive the
following lemma.

Lemma 4. Suppose that Assumptions 1 and 2 hold. For
component ¢ € Z and a subset I' C 7 which contains ¢, the
following statements are equivalent:

(i) There exists {g(k)}rez+ such that (7a)-(7d) hold and
g(k) € Vy for all k € Z*.
(ii) Roo & ker Lf.
Additionally, for {g(k)}rez+ satisfying (i), it holds that
g(k) € Voo, Yk € ZT.

Proof. For (i) = (ii), let {g(k)}rez+ satisfying (i). From
(7c), we have Hg(k+ 1) = Tg(k), Vk € Z". Based on the
definition of Pre(-) and the assumption that g(k) € V, for
all k € Z*, we have g(k) € Pre(Vy), Vk € Z*+, and thus,

g(k) € Vo NPre(Vy) = V1, Vk € Z7T.

Here, the equality follows by the first equality in (19).
Recursively, we have g(k) € Pre(Vy), Vk € Z*, which
yields

g(k) € Vo N Pre(Vy) = Vo, Yk € Z7.
Therefore, by induction, we have g(k) € Vo, forall k € Z™.
Then, from (7a), it follows that

2 The sequence {V;},cz+ (also {Ri},cz+ defined later) depends on
I' C Z, but we omit indicating I' in this subsection for simplicity.



P
9(0) € Voo Nker [Yp} =TRy.

From the relation Hg(k+1) = Tg(k) and the definition of
Post(+), we have g(1) € Post(Rg) C Ro UPost(Rg), which
implies
g(l) €V N (Ro U POSt(Ro)) =Rq,

where the equality follows by the first equality in (22).
Therefore, by induction, we have g(k) € Ry, for all k € ZT.
From (7d), for some k* € Z*, we have Lig(k*) # 0. Thus,
there exists g(k*) € Ry~ C Roo satisfying Lig(k*) # 0,
which implies that (ii) holds.

Next, for (ii) = (i), assume that (ii) holds. Then, there
exists a vector v* € R? with k* £ min{t : v* € R;} such
that v* € Ry« C Roo and Liy* # 0. By the definition
of R¢ in (22), we have v* € Ry« U Post(Ry«1). By
the definition of k*, 7* ¢ Rg«, which implies v* €
Post(Ry+_1). Additionally, from definition of Post(-), there
exists a vector y(k*—1) € Ry« such that Hvy* = Ty(k*—
1). Therefore, recursively, there exists {7(k)}F_, such that
7(0) € Ro, Hy(k) = T(k — 1), and (k) = "

Since Voo C Pre(Vy), for every k > k*, we can pick
v(k 4+ 1) € Vs such that Hy(k + 1) = Ty(k). Inductively,
this defines an infinite sequence {v(k)}rcz+ that remains
in Vs for all k. Consequently, since v(k) € Vo, C Vy for
all k € Z*, (7b) holds. Since v(0) € Ry, (7a) holds. Also,
(7c) holds by construction at every step. Additionally,
since Liy(k*) # 0, (7d) holds. Therefore, (i) is satisfied
for {3(F)beere. O

This lemma indicates that (ii) holds for component i
and a subset I' C 7 containing ¢ if and only if there
exists {g(k)}rez+ satisfying the constraints of (P1). Using
this lemma, we can derive the following proposition on
computing the data-driven security index.

Proposition 5. Suppose that Assumptions 1 and 2 hold.
The data-driven security index is given by

p(i) =min {T|: T CZ,iel, Rooc ZkerL{}. (23)

Proof. Let I'* be a minimizer of the right-hand side of
(23). By Lemma 4, condition (i) holds for I'*, and thus,
there exists {g*(k)}rez+ such that (7a)—(7d) hold and
g*(k) € V for all k € Z*. Then, from the definition of
Vo, for all g*(k), it follows that
Ulg*(k) =0, VjeT;,
Y/g*(k)=0, VT,
Consequently, by the objective in (6), we have
pli) < Z]I{Hk | LEg* (k)] > 0} = |T].
J€T
Conversely, let {g(k)}rez+ be an optimal solution of (P1).
Define
A& {jel: kel st. Ligk)#0}.  (24)
Then, from the objective in (6), it follows that p(i) = |A|
and
vg
g(k) € ker | Uf,
Y,
where A, and A, are defined based on A similarly to I,
and I'y, respectively (cf. (20) and (21)). Hence, for A, (i) of

, Yk e Z™,

Algorithm 1 Computing p(7)

Input: UP, YP, U Y! 7.5, d,Lf, and i

Output: p(i)

1. for¢g=1,...,|Z| do

2: for all T' C 7 such that [I'| =g and i €T do

3: Compute Vy based on (19).
4: fort=0,...,d—1do

5: Vit1 < Vo N Pre(Vy).

6: end for

7 Set Voo < Vy.

8: Compute Ry based on (22).
9: fort=0,...,d—1do

10: RtJrl +— Vs N (Rt U POSt(Rt)).
11: end for

12: Set Roo — Ry.

13: if R Z ker Lf then

14: return p(i) = ¢

15: end if

16: end for

17: end for

18: return p(i) = 400

Lemma 4 holds, equivalently, (ii) holds. This implies that
A is a feasible set of the right-hand side of (23). Therefore,
|T*| < |A| = p(i), which concludes the proof. O

This proposition implies that the data-driven security in-
dex p(i) can be computed based on R, which can be
derived using the sequences {V;} and {Ry}. Recalling
Remark 3, we can thus compute p(i) in d steps as summa-
rized in Algorithm 1. As mentioned earlier, this algorithm
is computationally intensive because it needs to calculate
Vo and R for all combinations of I' C Z with |T'| = gq.
In the following subsection, we present a polynomial-time
algorithm to compute an upper bound of p(7).

8.4 Upper Bound Computable in Polynomial Time

Hereafter, Vo, and R, computed from a given I' C 7
are explicitly denoted as Voo (T") and R (T'), respectively.
Additionally, for subset I' C Z, component ¢ € Z, and
j € I\TI', define

s(0) £dim (L{Roo(I)) , A;(T) &s(T U {j}) — s(I). (25)
Note that, for T C T”, it holds that s(T") < s(I"”). Based
on these functions, consider Algorithm 2. Regarding this
algorithm, we have the following proposition.
Proposition 6. For every component ¢ € Z, it holds that
p(i) < p(i), where p(i) can be obtained by Algorithm 2.
Also, this algorithm runs in polynomial time.

Proof. For I" C Z, if condition (ii) of Lemma 4 holds (i.e.,
Reoo(I') € ker Lf), then there exists some g € R (T) such
that Lfg # 0, which implies dim (LR (T)) = s(I') > 1.
Therefore, (23) can be written as

p(i) =min{|T'|: T CZ, iel, s(I') >1}. (26)

Conversely, note that s(I') = 0 & R (') C ker Lf. Hence,
for Lines 1-6 of Algorithm 2, if s(I') > 1 with T" = {3},
then it holds that p(i) = |I'| = p(i) = 1. Regarding Line 7
and beyond, when T is infeasible, s(T") = 0. Hence, if there
exists j* such that

Aj(T) =s(TU{j"} —s(T) =s(TU{j"}) > 1,



Algorithm 2 Computing m

Input: Lf and i
Output: p(i)
: Set T’ « {i}
Compute R () using Lines 3-12 of Alg. 1
s(T) « dim (LEROO(F))
if s(T') > 1 then
return p(i) = |T|
end if
while |T'| < |Z| do
for each j € Z\I' do
Compute ROO(FU{j}f) using Lines 3-12 of Alg. 1
s(DU{j}) « dim (LiRoo (I' U {j}))
A1) = s(TU{j}) —s(I)

—_

12: end for

13: Set j* < argmax; A;(I)
14: Set I' +~ T'U {j*}

15: s(T) + dim (LIR(I))
16: if s(I') > 1 then

17: return p(i) = ||

18: end if

19: end while

20: return m = +o00

choosing j* implies s(TU{;j*}) > 1 and TU{j*} is feasible
for (26). Even if no such j* exists, the monotonicity of
s(T") ensures that the value of s(TU{j*}) does not decrease.
Consequently, for I' computed in Lines 7-19, once s(I') > 1
holds, T" is feasible for (26), which implies p() < |T'| = p(i).
If p(i) = +oo, then Roo(I') C ker Lf for all T, which
indicates that s(I') = 0 for all T. Therefore, according
to Algorithm 2, we have p(i) = p(i) = +o0.

For the computational complexity, for given I' C Z, the
computation of Vo (T) and Reo(T") (i.e., Lines 3-12 of
Algorithm 1) can be executed in polynomial time because
these sequences stabilize in at most d steps. The function
s(T') can also be computed in polynomial time. Each
iteration evaluates at most |Z| — |I'| candidates j € Z\T,
and the total iterations are at most |Z| — 1, so the upper
bound on the number of computations is given by |Z|2.
This implies Algorithm 2 runs in polynomial time. O

Algorithm 2 provides an upper bound on the data-driven
security index, denoted p(¢). This algorithm is based on a
greedy approach and, unlike Algorithm 1, does not require
computing all combinations of I', enabling computation
in polynomial time. Intuitively, s(I') measures how many
independent ways the target component i can be made
active within the reachable set R (I'), and this greedy
approach chooses the component j € Z\I' that increases
the dimension the most.

4. NUMERICAL EXAMPLES

In this section, we illustrate the theoretical developments
with numerical examples using a vehicle platoon system,
as shown in Fig. 1. Following (He et al., 2021), we model
each vehicle by the second-order discrete-time dynamics:

wo(k+1) = {(1) L } o(k) + [ﬂ we(k), £ € [L,N,],

Vehicle 5 Vehicle 2 Vehicle 1
Fig. 1. Platoon consisting of five vehicles.
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Fig. 2. Input data.

< 250 /

O 7:
0 o0

100 150 200

Fig. 3. Output data.

where z¢(k) £ (2} (k),20(k))T € R? is the state of the
th vehicle consisting of its position z} € R and velocity
zj € R, ug(k) € R is the control input, Ty is the sampling
time, and N, is the total number of vehicles. In this
example, we set Ty = 0.1 sec. The system operator can
obtain each vehicle’s position and its relative position to
its front vehicle. Additionally, the first vehicle’s velocity
is measured. For the output vector, let y2p_1 denote the
position of the ¢th vehicle, ys the velocity of the first
vehicle, and w9, the relative position between the f(th
and (¢ — 1)th vehicles, as shown in Fig. 1. The overall
system model (1) is obtained through these dynamics and
measurement model with z(k) = (z] (k),z5 (k),...)T €
R2Nv . This example first considers a five-vehicle case, i.e.,
N, =5 and the total number of components is 15.

For computing the data-driven security index, we assume
that IV = 200 input and output data samples are obtained.
The input is given as ug(k) = K, (xe(k) - :cg(k‘)) + w(k),
where K, is the gain parameter, zj(k) is the desired
position and velocity of the ¢th vehicle, and w(k) is the
Gaussian noise with zero mean and variance one. We
verified that the resulting input sequence satisfies the
persistently exciting condition. Fig. 2 shows the input data
obtained based on appropriate gain and desired values, and
Fig. 3 shows the output data based on the input.

We first compare 6(i), p(i), and p(i) for each component
t € Z, where we assume that there are no protected
sensors (i.e., S = 0 and Z = {1,...,15}) and L = 10.
We used the brute-force search method in (Milosevic
et al., 2020, Section III.LA) for §(:), Algorithm 1 for

p(i), and Algorithm 2 for p(i). The results are shown in
Fig. 4. The results confirm that the data-driven security
index p(7) coincides with the model-based security index
0(i) for all components, indicating that the risk level of
each component can be assessed only using the given
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Fig. 4. Values of the model-based security index 4(7), data-

driven security index p(i), and its upper bound p(7)
of each component i € 7.
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(a) N, =5 (b) N, =10
Fig. 5. Computational times per component for §(i), p(i),
and p(i).

I/O data. Since no vehicle follows vehicle 5, components
related to vehicle 5 (i.e., us, Y9, y10) attain lower indices
(i.e., are more vulnerable) than the others. For such

components, p(i) provides a relatively tight upper bound,
but it does not necessarily provide a tight upper bound

for all components. Thus, a large p(i) does not necessarily

imply high security, which shows the limitation of p(7).

We then compare the computational efforts to calculate

5(2), p(4), and p(%). In this comparison, we consider five-
vehicle (i.e., N, = 5) and ten-vehicle (i.e., N, = 10)
cases. For N,, = 10, we employ the same vehicle dynamics
and measurement model as described above (i.e., the total
number of components is 30) and assume there are no
protected sensors. The computational time per component
in each case is depicted in Fig. 5. As the number of
components increases, the number of combinations grows
exponentially, making the computation of p(i) expensive.

On the other hand, p(i) can reduce the computational load
compared to p(i). Nevertheless, the data-driven methods
involve constructing and calculating large Hankel matri-
ces, which leads to substantially higher computational cost
than computing 0(7) for a known model.

5. CONCLUSION

We introduced a data-driven security index p(i), which
can be computed solely from I/O data, without any
model parameters. We proved a condition under which
p(i) coincides with the model-based index 6(¢). Under the
conditions of Theorem 1, one can obtain the exact security
index of each component from data via Algorithm 1. We
also showed that computing p(¢) is NP-hard and presented
a polynomial-time greedy algorithm that returns an upper
bound on this index. Numerical experiments on vehicle
platooning illustrated both the efficacy and limitations of
the proposed methods. Future work will address noisy 1/0
data, including robustness and finite-sample effects.
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