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Abstract ered potential network failures. Unlike other approaches,
centralization uses a faithful transformation of all preses
Software model checkers work directly on single-processinvolved and does not use an abstraction of other processes.
programs, but not on multiple processes. Conversion of pro- The Java programming language uses exceptions to sig-
cesses into threads, combined with a network model, allowsnal failure of a library or system call [14]. The ideas in
for model checking distributed applications, but does not this paper are thus applicable to any other programming
cover potential communication failures. This paper con- language supporting exceptions, such as C++ [30], Eif-
tributes a fault model for model checking networked pro- fel [21], or C# [22]. When an exception is thrown, the cur-
grams. If a naive fault model is used, spurious deadlocksrent stack frame is cleared and its content replaced with a
may appear, because certain processes are terminated besingle instance of typExcepti on. In Java, failures of net-
fore they can complete a necessary action. Such spuriousvork operations result in exceptions of typ@Except i on
deadlocks have to be suppressed, as implemented in ouor Connect Excepti on [6, 12].
model checker extension. Our approach found several faults Our program model consists of applications using
in existing applications, and scales well because exceptio TCP/IP networking. Target language is Java, because pos-
generated by our tool can be checked individually. sible failures are easily identifiable through exceptiag si
natures. We model library calls to network operations
as open operations that can generate an exception non-
1. Introduction deterministically. This is similar to other approachesgb,
11, 19]. However, we combine this approach with process

. . . centralization, which allows to model check several appli-
Model checking [7] explores the entire behavior of a sys- cations interacting with each other [3]. Due to the large

tem by investigating each reachable system state. Recently . . .
) . i state space, exhaustive treatment of exceptions is not al-

model checking has been applied directly to software. Un- ; . .

oo . . ; .~ ways possible, and may force the choice of a slight under-

like in classical model checking, the actual implementatio apbroximation of the proaram behavior. Based on insiahts

and not just the design, is model checked. Java [14, 20] is a PP prog | 9

popular object-oriented, multi-threaded programming lan gained from this work, our contributions are as follows:

guage. Verification of Java programs has become increas- 1. We show that modeling potential network failures in-
ingly important. Several model checkers for Java-based dependently is an effective, scalable way of enhancing

programs have been created [4, 9, 34]. Existing software  the model checking of distributed applications.
model checkers can explore only a single process and are

not applicable to networked applications, where sevemal pr 2. We ShQW hOW a failure in one process may trigger an
cesses interact. Many non-trivial programs that are in use exception in another process.
today use network communication.

Process centralizatiors a technique that allows model
checking of distributed applications: Processes [32] are
converted intothreads[14, 32] and merged into a single
process [29]. Networked applications can then run inside
one multi-threaded process. Previous work has addressed 4. We show the problem of inter-process deadlocks aris-
modeling of TCP/IP communication [3] but has not cov- ing due to processes being prematurely terminated by

3. We introduce an automated tool that instruments po-
tential failures. Model checking the resulting program
found several faults that were not detected by other
means.



an exception. Some, but not all, of these deadlocks are  Code instrumentatiomjects additional code into an ap-
spurious; we show a solution to this problem. plication, adding extra behavior to it, while not changing t
original behavior or only changing it in a very limited way.
This paper is organized as follows: Section 2 gives the nec-It corresponds to a generic form of aspect-oriented pro-
essary background about network failures and the exceptiorgramming [17], which organizes code instrumentation into
mechanism in Java. Section 3 describes how fault injectiona finite set of operationsProgram steerind18] overrides
is implemented. Initial experiments revealed the need for normal execution flow, typically altering program behav-
special treatment of inter-process deadlocks; this nme-ti  ior using application-specific properties [18], or as sehed
component is described in Section 4. The results of our ex-perturbation [28], which covers non-determinism in thread
periments are given in Section 5. Sections 6 and 7 describeschedulesFault injection[2, 16] refers to influencing pro-
related and future work and Section 8 concludes. gram behavior by simulation of failures in hardware or
software. In model checking, such faults can be injected
non-deterministically, covering both the successful drad t
2. Background failed case [5, 8]. In our case, we used the Java PathFinder
(JPF) model checker [34] to analyze our programs, as JPF
An exceptionas commonly used in many programming currently is the only openly available Java model checker
languages [14, 21, 22, 30], indicates an extraordinaryieond supporting user-defined non-deterministic outcomes.
tion in the program, such as the unavailability of aresource ~ Software model checkeexecute a software application
In Java, a method call that fails may “throw” an exception directly, with little or no abstraction. Such model checker
by constructing a new instance jodva. | ang. Excepti on use a concrete initial state, provided by a test case. There-
or a subtype thereof, and using ar ow statement to “re-  fore, model checking can be seen as program testing with an
turn” this exception to the caller [14]. At the call site, the exhaustive exploration of non-deterministic choices. Suc
exception will override normal control flow. The caller may choices include all possible interleavings of threads.tMul

install an exceptiomandlerby using thet ry/cat ch state- ple threads share the address space of a process [32]-requir
ment. Atry block includes a sequence of operations that ing proper synchronization to avoid access conflicts. A dis-
may fail. Upon failure, remaining instructions of they tributed application consists of several processes cormmun

block are skipped, the current method stack frame is re-cating through means such as TCP/IP networking. Because
placed by a stack frame containing only the new exception, writing multi-threaded programsiis difficult, software nebd
and control is transferred to the exception handler, indita  checkers have received much attention in the last years as
in Java by the correspondiegt ch block. a means of finding defects in concurrent software. Unlike
The usage and semantics of exceptions covers a wideclassical testing, model checkers do not have to rely on the
range of behaviors. In Java, exceptions are used to signal thenvironment to generate a particular schedule that reeeals
unavailability of a resource (e.g., when a file is not found or fault in the program.
cannot be written), failure of a communication (e.g., when  Unfortunately, almost all software model checkers can
a socket connection is closed), when data does not have thenly model check a single process [4, 9, 34]. Alterna-
expected format, or for programming errors such as accesstives provide an interesting direction for future research
ing an array at an illegal index. Two fundamentally diffaren but do not yet scale to anything but very small applica-
types of exceptions can be distinguishedichecke@xcep- tions [24]. Therefore, model checking networked appli-
tions andcheckedexceptions. Unchecked exceptions are of cations provides two fundamental problems: The fact that
type Runti neException and do not have to be declared multiple processes have to be model checked, and the prob-
in a method. They typically concern programming errors, lem of treating network communication. The first problem
such as array bounds overflows, and can be tested througkan be solved bgentralization,which converts processes
conventional means, by white box testihgOn the other  into threads and transforms other aspects of the program
hand, checked exceptions have to be declared by a methoguch that the original semantics is preserved [3, 29]. These
that may throw them. Failure of external operations results transformations ensure that each process can run indepen-
in such checked exceptions [6, 12]. Such external failuresdently and maintain a different address space for each pro-
cannot be tested easily, as the operations leading to a fail-cess. Therefore, centralization embodies a reversilge, is
ure occur in external library operations, which cannot be morphic transformation: Each state in the resulting single
controlled by the application. For instance, a network con- process program corresponds to a state in the originalimulti
nection outage is hard to simulate. This work focuses onprocess program. Network communication has been ad-
such external failures. dressed by a recent model [3]. This model uses inter-thread
signals fai t /not i fy in Java) to simulate blocking system

_ ThIS involves writing a test case where the code in questarailed calls, and inter-thread pipes to model the communication
with incorrect parameters. .
channel itself.




The above-mentioned work [3] does not cover transmis- determinism can be tested conventionally (through white-
sion failures, which are modeled in this paper. Our model box testing) or, in the case bf nd, by using the same port
checking process works as follows: (1) The source code istwice, and are not relevant for the kind of faults we analyze.
compiled, (2) the centralization tool merges all processes We focus on exceptions that occur after communica-
(3) faults are injected into the application, (4) the réaglt  tion failures, which may result in one or several excep-
application is model checked using a test case as the initions [6, 12]. In our tool, we used the SERP bytecode
tial state of a model checking run. This contribution of this instrumentation library [36] to instrument all these meth-
paper covers steps 3 and 4, as described in Sections 3 and 4ds (or a subset of choice). Choosing a subset greatly im-

proves efficiency of the model checking process, as shown
3. Fault injection by experiments. On the other hand, it constitutes an under-
approximation, as multiple failures in different methotica

. del checki lized lication. faul are no longer accounted for. This may miss complex errors
Prior to model checking a centralized application, faults i, ,q1\ing several distinct I/0 failures. Therefore, thetiop

that simulate possible transmission failures are injeicted mization of instrumenting only certain methods should only

t_r;_e che. 1:”;18 first Ehgllenﬁe in fault |n_Ject|02 IS Itdhf) iden- he ged if coverage of multiple errors is too expensive for a
tification of the methods where exceptions should be 9€N-given application.

erated. We implemented a tool that analyzes given pro-
grams for calls to these methods. Before each such call,
code that use¥eri fy. randonBool from JPF is inserted . 4. Inter-process deadlocks

This simulates both the successful case, where no special . . . )

action is taken and the following library call succeeds, and ~ The previous section describes how possible network
the failure case. In the failure case, a new instance of typefaults are simulated using non-determinism. Unforturyatel

| CExcept i on is constructed and thrown. If a correspond- Some of these simulated failures lead to spurious or triv-
ing exception handler is present, it is then triggered by tha i@l inter-process deadlocks, which mask real faults, beeau
exception; otherwise, the exception propagates up the calSPurious deadlocks are seen as a failure state by the model
stack. Therefore, code instrumentation corresponds to in-checker. Such deadlocks therefore have to be ignored. This
sertion of the following code sequence before each methodSection describes how spurious deadlocks are recognized
call in question: and suppressed automatically. JPF considers the following

if (Verify.randomBool ()) { situation as a deadlock:

throw new | GException(); “[JPF checks] the absence of states of the sys-

tem where no thread can execute: this does notin-
clude states where threads are waiting for a time-
out. If the system reaches one of these states, it
will stay in that state indefinitely: this situation is
improperly called a deadlock.” [25]

}

This example does not include a message string. Mes-
sage strings represent a human-readable explanation, and
are used for displaying diagnostic messages [2]. Our imple-
mentation includes a fixed message, distinguishing injecte
exceptions from conventional ones for human analysis.

Almost any method may throw exceptions. Certain ex- In other words, such a deadlock occurs if all threads are
ceptions, such as exceptions referring to character encodwaiting for a lock or are suspended insideat call. Let
ing support, can be tested through conventional white-boxT be the set of all threads of a process. For each thread
testing and should not be instrumente@urthermore, we  function isAlive returngrueif a thread has been started and
did not model failures of typ&ocket Excepti on, which not yet terminated [14]. Similarly, let function isWaiting
concern low-level TCP methods that were not used by ourreturntrueif a thread is either insidewi t orj oi n method
example applications. Table 1 shows all methods of the rel-call, or waiting on a lock. Therefore, a deadlock as above
evant classes in packageava. net andj ava. i o that can can be defined formally as
throw anl OExcepti on. Such exceptions are used to sig-
nal the occurrence of an I/O error or similar problems [31]. deadlock vt € T : —isAlive(t) VisWaiting(t).

Certain methods, such as constructors, are declared to thro

possible exceptions, but not all constructor variants ac-4.1. Spurious inter-process deadlocks

tually implement them. Such exceptions were excluded

in our model. Finally, failures that do not involve non- The problem is that such deadlocks can also be reported
F— — o across cer_1tra|ized processes. Such reports can inclu_de _tri

proposition assumes that treatment of malformed iigettirely 5| 1 syrious deadlocks where a server is blocked inside

thread-local and of no consequence to the global prograe stgput han- . . .

dling can then be tested for one thread by conventional estirty. If this an operation waiting for a client to connect. Such dead-

is not the case, more exceptions can be included for fagitfiojn. locks would not be considered as deadlocks in a normal




Class Method Fails upon Remark
Socket constructor I/O error exceptions subsumed by
plain constructor €onnect
bi nd bind failure/address in use | can be tested conventionally
connect error during connection
get | nput St ream socket closed/not connectg
get Qut put Stream I/O error/not connected
cl ose I/O error
shut downl nput /Qut put I/O error not used by example apps
set Socket | npl Factory | I/O error not used by example apps
Server Socket | constructor I/O error exception subsumed Iy nd
bi nd bind failure/address in use | can be tested conventionally
accept I/O error
cl ose I/O error
i npl Accept I/O error not used by example apps
get SoTi neout I/O error different exception type for (client
socket; not used by examples
set Socket Fact ory I/O error not used by example apps
| nput - read I/O error
StreanReader | cl ose I/O error
Qut put - wite I/O error
StreamWiter | flush I/O error
cl ose I/O error

Table 1. Possible exceptions in Java library methods that ar e related to I/O errors.

production environment, because of the special nature of a This rule can be generalized to programs using different
server process, which normally runs inside an endless loop.communication models. In order for the server main loop to
A server process in this context is defined as a process thaterminate, a particular operation by another (client) pesc

accepts incoming requests [33]. is necessary to allow a blocking system call on the server to

Consider the case where &@Exception prevents a  return. If a failure on the client side prevents this operati
client from connecting to the server. In a test setup, the from happening, then a deadlock is reported. Under normal
server is programmed to serve a certain number of clients.operation, the number of clients is potentially infinitedan
If one of these clients cannot complete its connection oper-another process would eventually perform the operation un-
ation, the server will wait forever for the final client. JPF der question. In testing, the number of clients is finite, and
will report this situation as a deadlock even though the fact therefore deadlocks that arise in such situations are spuri
that a server waits indefinitely for clients constitute ibs- ous. Such scenarios can be discarded safely.
mal mode of operation. Only for testing, where the number
of connections is finite, the server is expected to terminate 4.2. True inter-process deadlocks
Therefore, a deadlock report where a server process is still
waiting for incoming requests is spurious. True deadlocks correspond to situations where even a

For JPF, we have implemented a custom search class thasuccessful client connection (which allows the server to
is capable of suppressing these deadlocks. A spurious dead:sontinue) leads to a deadlock. Such inter-process deasllock
lock occurs if: occur when several threads are dependent on the action of

another thread. Some of these threads may belong to the
1. JPF detects a deadlock because no thread can executggme centralized process. Such deadlocks correspond to
as defined above. genuine faults in the program.

Figure 1 shows a scenario where JPF reported a deadlock
despite the suppression mechanism described above. The
reason is a recursive dependency: The server main thread
waits until all worker threads have terminated, such that it
can close the open port. In the faulty scenario, one of the
worker threads blocks insideraad call and waits forever
for aresponse from a client. This response never arrives due
to a fault in the client (such as an infinite loop). Because the

2. At least one thread waits for a connection and is
blocked inSer ver Socket . accept .

Let inAccept returntrue if a thread is blocked in
Server Socket . accept. Then, a true deadlock can be de-
fined by ignoring such spurious deadlocks:

trueDeadlock : deadlockVt € T : —inAcceptt)



Method | Abbr. | Java methods |

Server -
application Server (main) open 0 Socket . connect, Ser ver Socket . accept
s for Worker never clqse c Socket . cl ose, Sgrver Sopket .close
X terminates write w | QutputStreanWiter.wite,flush
v read r I nput St reanReader . r ead
[Worker)
4 . Table 2. Instrumented methods.
. Operation of client
waits for | X
v’ does not occur Process
Client
Server
Figure 1. An inter-process deadlock that in- main Thread
volves recursive dependencies. creates
Process L /
Client | g~ | Worker | | Thread
worker thread never terminates, the server main thread is Amsses
also prevented from terminating. Process v
This deadlock corresponds to a situation where a block-
. P . Client J’ Worker Thread
ing call never returns. Reliable programs, such as servers,

should use a timeout mechanism to prevent a deadlock in
such a situation. In the given chat server version, this mech
anism was not used. Therefore, this scenario corresponds to
areal error.

Figure 2. Chat server architecture.

server sends the input of one client back to all clients, in-
5. Experiments cluding the one that sent the input. All applications were
supplied with two test clients. The echo client sends three
The goal of the experiments was to evaluate our dead-lines and expects the same lines back. The chat client sends
lock suppression algorithm, and to determine the overheadnd reads a single line. While the echo server is a simple
caused by exception instrumentation. Four categories ofapplication, the architecture of the chat server is faidgne
operations were chosen, representing two pairs of opera.p|eX, involving a main server thread to accept connections
tions that occur either once per connection or once per mesand one worker thread per connection. Worker threads use
sage (see Table 2). Experiments were executed using JPEhared data structures to send a message to all other clients
3.0a [25, 34] on a dual-processor PowerPC G5 (2.7 GHz,(see Figure 2). This architecture is comparable to modern
8 GB RAM, 2 GB RAM per Java process, 512 KB of Wweb servers [1].
L2 cache per CPU), running Mac OS 10.4.For model
checking the centralized applications, we first instrurednt  5.2. Overhead measured
I/O methods for simulating network failures. The instru-

mented code, together with the run-time libraries for net-  Experiments measured the overhead for both applica-
working and suppression of spurious deadlocks, was exe+jons when one or several of each category of method calls
cuted in the JPF model checker in order to evaluate the Outwere instrumented to simulate possib'e failures. Table 3
come of all possible communication interleavings and fail- shows the run times when model checking the echo ap-
ures. The default properties of JPF were verified: uncaughtpication. The first four columns indicate which method

exceptions, assertion failures, and deadlocks. calls were instrumented for a particular model checking run
o The time measured (in seconds, and relative to the uninstru-
5.1. Example applications mented case) is shown in the next two columns. Finally, the

last four columns show the overhead of a particular type of

As realistic applications require heavy manual abstrac- fault injection relative to the total set of injected faults
tions, only two examples were available: an echo serverother words, it lists the additional overhead of the argumen
and a chat server (including test clients for each). The echoto ovh(). For instance, ovh(o) refers to the overhead for
server returns the input received to the client. The chat“open”. In the fifth data entry, only “open” is instrumented,

3Attempts were also made to use a recent version (Jan. 200PFo4, and the overhead given by ovh(o) Corresponds“ to th? total
but a regression defect in JPF 4 made it unable to handle othe afase overhead (factor 1.13). Four rows .below, both “open” and
studies that JPF 3.0a was able to run. “read” are instrumented. The entry in ovh(o) corresponds to




[o] c]w]r [ time [s]] overhead] ovh(0)] ovh(c)| ovh(w)] ovh(r)] [o] c]w]r]] time [s]] overhead] ovh(o)] ovh(c)[ ovh(w)] ovh(r)]

8.71 1.00 217.21 1.00
1|| 68.02 7.81 7.81 1{/1787.11 8.23 8.23
1 65.49 7.52 7.52 1 780.90 3.60 3.60
1 19.93 2.29 2.29 1 532.89 2.45 2.45
1 9.82 1.13|| 1.13 1 391.39 1.80 1.80
1|1 156.33 17.95 2.30 2.39 1]1(3240.17 14.92 1.81 4.15
1 1| 128.36 14.74 1.89 6.44 1 1(/2824.72 13.00 1.58 5.30
1|1 133.35 15.31 2.04/ 6.69 1|1 1133.77 5.22 1.45] 2.13
1 1|| 69.89 8.02] 1.03 7.12 1 1|/ 3149.58 14.50| 1.76 8.05
1 1 66.00 7.58/| 1.01 6.72 1 1 1350.14 6.22|| 1.73 3.45
1|1 32.47 3.73| 1.63] 3.31 1|1 906.53 4.17| 1.70, 2.32
1/1(1| 292.88 33.63 1.87 2.28/ 2.20 1/1(1(4338.23 19.95 1.34 1.53] 3.82
1 1|1 160.07 18.38|| 1.02 2.29 2.43 1 1|1(|5426.49 24.98| 1.67| 1.72| 4.02
1|1 1|| 304.52 34.96/| 2.37| 4.36 9.38 1|1 1|/4745.83 21.85| 1.68 1.51 5.24
1|11 332.89 38.22| 2.50| 5.04 10.25 1|11 1975.65 9.10| 1.74] 1.46| 2.18
111|1(1) 742.19 85.01| 2.53] 4.64| 2.44| 2.23 1/1/1(1|7698.17 35.44| 1.78 1.42] 1.62] 3.90
Table 3. Experiments with the echo applica- Table 4. Experiments with the chat applica-
tion. Instrumented method calls are indicated tion. Instrumented method calls are indicated
by a “1”. by a “1”.

the additional overhead of instrumenting “open” compared found quickly, after exploring only a small percentage of
to instrumenting “read” only. This additional overhead is the state space, as illustrated by Table 5. Even with multi-
very small (1.03), because the overhead for instrumentingple instrumented failures, the fact that a faulty path iswbu
“read” is already quite high (7.81) compared to the com- quickly out-balances the overhead introduced by fault in-
bined overhead of 8.02. Measurements exhibited some varijection. The model checker can even find faults in instances
ations, so small differences between different tests have n where it would normally run out of its 2 GB of memory.
significance. Note that versions where the read call was instrumented did
The key observation from Table 3 is that instrument- Not execute successfully due to a faulty partial-order cedu
ing each call individually, and model checking each ver- tionin JPF. JPF 3.0a sometimes fails to break up transitions
sion separately, is much more efficient than instrumenting inside an infinite loop within an application thread, leaglin
all method calls at once, without having missed any errors {0 an infinite loop in JPF itself.
in our examples. The first “sequential” approach model
checks the program four times, with a total overhead of 5.3. Faults found in the given applications
18.75, while the total overhead of the analysis with all meth
ods instrumented amounts to 85. Initially, JPF reported spurious deadlocks, which were
Similar results were obtained when model checking the suppressed by the algorithm described in Section 4. This
instrumented chat application (see Table 4). The diffegenc prompted our definition of spurious deadlocks and the cor-
between open/close and read/write is relatively small, be-responding extension to JPF. Subsequently, three genuine
cause only a single message is sent by each client, resultfaults were found in the given applications, as shown in the
ing in few messages being sent across the entire networkoverview in Table 6. The first fault occurs in the same thread
Checking each possible failure individually has an over- as where it was triggered. However, it has consequences for
head of factor 16.08, which is much more efficient than other processes, as will be explained below. The second
model checking with all failures enabled (overhead: 35.44) fault caused another exception in the client process. The
Of course, this optimization misses failures that onlyeris third fault resulted in a complex deadlock between several
when several network failures occur. However, we have notprocesses and threads, as outlined in Section 4.2.
found any extra faults under these circumstances. This sug- Figure 3 illustrates the first fault. In the chat server, a
gests that failures resulting from combined I/O problenes ar worker thread keeps on reading the input until the input is
rare in practice. closed or an exception occurs. Each line read is sent to all
The impact of injected faults becomes smaller for faulty chat clients. After a chat client quits, it is removed frora th
applications, because there tend to be many executiorstraceglobal set of chat clients (such that no other worker thread
leading to a system failure. Therefore, an error trace iswill send data to a closed socket), and its connection is



| | 2clients | | 3clients
o|c|w time [s] | overhead| # of trans. in o|c|w time [s] | overhead| # of trans. in
counterex. counterex.
= 217.21 1.00 - = 12523.57 1.00 -
Q 1 5.64 0.03 55 || @ 1 41.47 0.00 63
o 11 8.71 0.04 55 @ |1 84.23 0.01 63
— |1 1 7.71 0.03 58 || | 1 1 130.03 0.01 67
1111 14.45 0.07 58 1111 345.46 0.03 67
- 27284.65 1.00 - out of memory after 80 hours
g 1 1338.91 0.05 136 || ¢ 1 7559.18 n/a 141
§ 1|1 5783.89 0.21 138 § 1] 1 51928.85 n/a 143
~ |l 1 1366.68 0.05 140 || v | 1 1 15342.20 n/a 146
1111 5925.03 0.22 142 1|11 1] 107681.30 n/a 148

Table 5. Results when using the faulty chat application, whi
the server side. Instrumented method calls are indicated by

three clients, out of which one or two were served at the same t

ch deadlocks when a write call fails on
a “1". Tests have been run for two and
ime.

Methods where faults were injected

Application failures |

open Gerver Socket . accept, Socket . connect)

close Gocket andServer Socket)

Chat: Double removal of worker thread

in

exception handler of chat server

write (Qut put StreanWiter)

Echo:Nul | Poi nt er Exception in
client after failed send in server

Chat: Possible deadlock in worker thre

ad

read ( nput StreanReader)

Table 6. Faults found in the echo and chat server application

1 BufferedReader in;
try {
in =

new Buf f er edReader ( new
I nput St r eanReader (sock. get I nput Strean()));

String s = null;

/1 main |oop

while ((s in.readLine()) !'= null) {
chat Server.sendAl I (n + ": " + s);

}

/'l clean-up

chat Server.renove(n);

sock. cl ose();

catch(|l OException e) {

Systemout. println("Wrker thread "+n+":

chat Server.renove(n);

}

10

"+e);
15

Figure 3. Double removal of a worker thread.

closed. Unfortunately, the initial implementation contd

the following fault: During “clean-up”, after a client has . ) : )
been removed from the working set, an exception may oc-&xception.an exception that provokes a run-time error in

cur in Socket . cl ose (at line 11). The exception handler

S.

tion handler of the dying worker thread would remove

a different thread. The corresponding new chat client
would never receive any response from the server.
As no actual run-time error would occur, even model

checking would not find this failure, unless a specifica-

tion exists stating that a certain output from the server
is expected.

The server maintains a counter for the number of ac-
tive worker threads. Callingenove too often there-
fore triggers a premature shutdown of the chat server.
Certain scenarios even caused the value of the counter
to drop below zero. This triggered an assertion fail-
ure, which allowed us to find the fault. Fixing the fault
involves moving the clean-up code from they and

cat ch blocks into & i nal | y block.

The second fault found is an example focascading

another process. Figure 4 illustrates this situation. Amsu

will remove the client again (at line 15). Because the entire the client has successfully senttstrings at lines 2 and 3.

block of code is not atomic, this creates several problems: !t then waits for the response of the server (lines 5-7). The
server normally sends back its input line by line (lines 5-7

1. Another worker thread may already have been startedon the right-hand side of Figure 4). If one of thegete
using the recently-freed slot. In that case, the excep-operations fails, fewer lines than expected will be serd, an



Echo client Echo server

1int i; 1 String line;
for (i =0; i <N i++)
out.witeln(i);
5 for (i =0; i <N i++) 5 while ((line=in.readLine())!=null)
System out. print("Received " +
in.readLine()); out.witeln("Echo " + line);

/1 in.readLine() may return null

Figure 4. Nul | Poi nt er Excepti on in the echo client at line 7 if the server cannot send data.

methodr eadLi ne will returnnul I on the client side. The external processes are not available. This makes debugging
client code does not check againshd | pointer, which an error trace much more difficult, and may affect perfor-
results in a\ul | Poi nt er Excepti on in the chat client. mance and precision of the model, because an imprecisely
This failure could also be discovered when model check- modeled response may result in spurious successor states.
ing the client process in isolation, using a stub for method  An alternative to stubs consists of lifting the power of
readLi ne. That stub would return a string @ul [ non- a model checker from process level to OS level [24]. The
deterministically. However, we think that the reason fa th  effects of system calls are modeled by hand, allowing sev-
Nul | Poi nt er Except i on may not be apparent when model eral processes to be model checked together without modi-
checking one process in isolation. Indeed, a programmerfying the application code. The difference to our approach
writing the stub or evaluating such an error trace may over- is that centralization transforms a multi-process system i
look this failure potential, or treat it as a false positi@ur a single-process one, while the other tool expands the scope

method delivers a concrete failure scenario. of model checking to several processes. Furthermore, the
OS-level model checker does not model communication
6. Related work failures, and has a slower performance than process-level

model checkers.

The classical application domain of model checking con-  Static analysig10] uses abstractions similar to the ones
sists of the verification of algorithms and protocols [15]. used by model checking. Static analysis computes a fix
More recently, model checking has been applied directly point of all possible behaviors of the abstract program.
to software, sometimes even on concrete systems. Sucks in model checking, non-deterministic decisions are ex-
model checkers include the Java PathFinder system [34]plored exhaustively. For verification of correct resource
JNuke [4], and similar systems [5, 9, 13, 28]. deallocation, there exist static analysis tools that a®rsi

Regardless of whether model checkers are applied toeach possible exception or failure location [11, 35]. The
models or software, they suffer from the state space explo-same effect can be achieved by using a model checker on
sion problem: The size of the state space is exponential inan abstract version of the program [19]. However, these
the size of the system, which includes the number of threadstechniques only cover a part of the program behavior, such
and program points where thread switches can occur. Sysas resource handling. For a more detailed analysis, code ex-
tem abstractionoffers a way to reduce the state space by ecution (by testing [2] or by model checking the concrete
merging several concrete states into a single abstraet stat system involving all processes) is necessary. While effi-
thus simplifying behavior. In general, an abstract state al cient comprehensive fault injection mechanisms exist for
lows for a wider behavior than the original set of concrete unit testing [2], test-based fault injection only addresse
states, preserving any potential failure states [5, 9]. non-determinism introduced by failed external operations

Most software model checkers analyze a single OS-levelbut cannot account for non-deterministic scheduling.
process. They cannot handle distributed systems [4,5,9,13 Centralization includes all processes. Model check-
27, 34]. When using manual program abstraction, I/O op- ing a centralized system therefore provides a comprehen-
erations can be replaced by stubs that mimic each possibleive analysis. The extra information of external processes
operation. However, creation of such stubs is application- which are included in the centralized version, makes an er-
specific and can be quite labor-intensive for complex appli- ror trace more understandable. When using instrumenta-
cations. Automation is either imprecise [8, 19] or requaes tion to replay the error trace schedule [26], centralizatio
large model of the underlying functionality [5, 23]. Such an even makes it possible to replay traces of all processes in
abstraction models all possible outcomes of an interactiona conventional debugger. Furthermore, violations of live-
with an external process without modeling the entire state ness properties may only appear for particular interlegsin
and history of that external process. Therefore, traces ofof processes (not just threads inside one process) [3] and



could be lost by modular checking. Therefore, centraliza- faults can be observed as a consequence of a single network
tion is a useful technique for such client/server applooai failure. This allows for checking each kind of failure indi-
Centralization has first been proposed and implemented bwidually, which is much more efficient than model checking
Stoller et al. [29]. The original approach did not model combined failures. Finally, due to the multi-process ratur
certain fine points of the Java semantics with full accuracy, of the applications considered, a model checker may detect
and did not cover generic TCP/IP communication. Recent spurious deadlocks, which result from failed connectien at
work addressed this shortcoming by covering the Java setempts. Such deadlocks have to be suppressed in the model
mantics in more detail, and by adding a model for generic checker itself.

TCP/IP network communication [3]. The original TCP/IP
model did not cover communication failures. Our work
combines extended centralization with fault injection. It
constitutes the first model for network operations that can
actually transmit data between (centralized) Java presess
while covering potential network failures, and treatingsp References
rious deadlocks correctly.
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