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Abstract—Vehicular communication (VC) systems are being  Across projects and working groups, secure VC systems rely
developed primarily to enhance transportation safety and #- on public key cryptography and digital signatures to prbtec
ciency. \(ehlcle-to-vehlcle communication, in particularfrequent ;5\, and V2| messages, facilitated KBertification Authorities
cooperative awareness messages or sgfety beacons, haven_be?C As) that manage cre d,entials for legitimate participévesi-
considered over the past years as a main approach. Meanwhjle g 9 X p_ p_ .
the need to provide security and safeguard the users privacy cleés and RSUs). Pseudonymous authentication, with vehicle
is well understood, and security architectures for VC systms utilizing short-lived credentials and public-private kpgirs,
have been proposed. Although technical approaches to se@WC  provides protection of privacy along with security (auttien
have several commonalities and a consensus has formed, ther cation, integrity and non-repudiation as primary requieeis).

are critical questions that have remained largely unanswezd: ] . .
Are the proposed security and privacy schemes practical? Ga Security mechanisms protect all traffic sent across thel8@2.

the secured VC systems support the VC-enabled applications data link [7], including the safety beacons each vehicladra

as effectively as unsecured VC would? How should security be mits, typically every 100 to 300 ms.

designed so that its integration into a VC system has a limit¢  Adding security for this high-rate communication will incu
effect on the system performance? In this paper, we provide pighy gyerhead, both in terms of communication and process-

answers to these questions, investigating the joint effedf a set . Consider. | hicl ivina digital d
of system parameters and components. We consider the stabé- ing. Consider, for example, a vehicle receiving digitaltyre

the-art approach in secure VC, and we evaluate analyticalland ~ Safety beacons from a hundred vehicles within range; it doul
through simulations interdependencies among componentsnd need to validate a high percentage or practically all of ¢hos
system characteristics. Overall, we identify key design afices to  within a short delay in the order of a hundred milliseconds [7
deploy efficient and effective secure VC systems. Even if VC is effective under such dense network conditions,
the additional security overhead could cause failure intmge
|. INTRODUCTION the delay and reliability requirements of safety applivasi

Vehicular communication (VC) systems will comprise veThis is especially so because the VC environment lacks
hicles and fixed road-side equipment (RSU) with wirelessbundant resources (bandwidth, computational power).
transceivers, sensing and processing units. Vehicleskiele The following question naturally follows: Can secure VC
(V2V) and vehicle-to-infrastructure (V2I) communicatiwill ~ systems be practical? Given the current system constiaiits
enable a range of applications, with transportation safegsign approaches, could the addition of security and @yiva
playing a predominant role. Practically all research and dmechanisms make VC systems ineffective? We address this
velopment efforts converge to safety applications based problem in this paper, building on our previous work [8],.[9]
V2V communication, with vehicles frequentbeaconingheir Based on broadly accepted approach for secure and privacy-
status (e.g., position, speed, direction), along with Wways enhancing VC [1]-[4], we first outline how pseudonymous
about potential dangers. authentication is possible without repeated interactioith

Nonetheless, VC systems can be vulnerable to attacks d@he CAs. Then, we present a proposal for reducing the sgcurit
jeopardize users’ privacy: An adversary could, for exampleverhead without harming the effectiveness of the VC system
inject beacons with false information, or collect vehiclesn and we investigate how variants of secure VC instantiations
sages to track their locations and infer sensitive user.dagdfect the system performance. In particular, we make the
Industry, academia, and authorities have recently unaledst following contributions: First, based on an evaluation lo¢ t
that security and privacy protection are prerequisitestiier communication reliability, we determine if and how VC nodes
deployment of VC systems. Security architectures wereldevean sustain the incurred processing load, and we provide
oped by the IEEE 1609.2 working group [1], the SeVeCoran approximate analytical evaluation and closely matching
project [2], [3], following earlier activities of the NoW pject simulation results. Being able to determine if VC nodes have
[4] and now in parallel to the Car-to-Car Communicatiosufficient processing power, we consider the overall system
Consortium (C2C-CC) [5] and the eSafety eSecurity workingerformance with respect to transportation safety. Weuatal
group activities [6]. how effective secure VC-enabled safety applications can be



under a broad range of system configurations. We identibprary identities (pseudonyms) in the system, pseudongmou
interdependencies between system and protocol paramegarthentication can become cumbersome to manage; therefore
and the safety application effectiveness. We find that apprwe consider here a novel scheme, first presented in [8], [9],
priately designed security and privacy enhancing VC systerto alleviate this constraint, thanks to a more powerful but
can essentially support a safety application as effegtiasl also more expensive anonymous authentication primitive. W
unsecured VC systems can. describe these security protocols in Sec. IlI.

In the rest of the paper, we discuss in detail the problem atWe considersafety applicationsas they are a distinctive
hand and outline our investigation approach (Sec. ). Then feature of VC systems compared to other mobile computing
present the set of representative secure and privacy-emigansystems. Moreover, they are the most challenging among VC-
VC schemes that we evaluate (Sec. Ill). The simulaticenabled applications; their stringent time constraint tueir
setup, our analysis and experimental results follow (Sée. Icritical nature can affect the well-being of the vehicle pas
Sec.VIII). We discuss the cost of revocation in Sec. IX. lit.Sesengers. We focus here on one safety applicatomergency
X we discuss related work and in Sec. XI we conclude withraking notification (EBN)

a summary of our findings and a discussion of future work. We provide a framework to analyze the effect of a gipeo
cessing loadn the node performance, so that the appropriate
II. PROBLEM AND APPROACHOVERVIEW processing power can be determined and provisioned. Then,
5 consider a system for which processing is not a bottleneck
therwise, the system would certainly fail) and we evaluat
effectiveness of the EBN application. Conversely, give

We want to determine whether the broadly accepted st
of the art of secure VC is viable, especially considerin

how challenging VC environments are; because heavy-tra h ite desi hoi ; ; it hoseff
scenarios (thus, dense network topologies) - with tens gych appropriate design choices (i-e., equipment wit

one hundred or more vehicles (nodes) within range - Cgrqwer),ourmvestlgatlon reveals the effect of other paatars

often occur. The traditional approach has been to analyge f'd their interdependencies. We evaluate the performaince o
protocol overhead and the network performance. However, {}f, EBN application for a broad range of parameter combi-
VC systems the objective is not to have a well-performing;at'o,ns along the above dimensions. Overall, we assess the
network per se but rather to effectively support VC-specific ractlca_llty of secure VC systems and identify guidelines f
applications. This is why we investigate the overall systeﬁPpmp”ate design.
performance, considering five dimensioi3:communication
technology, (i) system resources, (iii) network configiom ; . ) .
and environmental factors, (iv) security protocols, and (v Each node (V9h|C|e)_ has a long-term, unique identity and
supported applications. _correspon_dlng credentials man_aged b@extification A_uthor_-
The communication technology is the IEEE 802.11p [10 ty (CA); without Io_ss of g_enerallty, we assume there is a single
which is incorporated in the Dedicated Short Range Commuf£\; €ven though in reality a CA hierarchy would be present
cation (DSRC) - Wireless Access in a Vehicular Environmeht3]: Instead of utilizing their long-term credentials hveles
(WAVE) [11] and the Communication Access for Land Mo_obta_m from the CA an_d utl_llze a set _of short-lived cgrt_lfled
biles (CALM) [12] standards, and it is commonly accepteBuUPlic keys that do not identify the vehicle; then, they ily
for V2V and V2l communication. Vehicles transmit periodi¢'9n messages with the corresponding private keys. As this
safety beaconsen one dedicated channel, with the beaconirl§ the widely used approach pseudonymous authentication
rate being a system variablBandwidth one of the primary [11-[3], we refer to it as th&aseline Pseudonym (BBgheme,
system resources, is determined by the standards, and i define its operation in Sec. Ill-A. We consider only the
considered fixed for this investigation. The second primaXghicles, as the privacy of RSUs or other infrastructure dio n

resource,processing powercan be adapted. Here, we takd'€ed to be protected. _ .
into consideration platforms that are currently used in VC As the BP scheme requires that numerous short-lived certifi-

prototypes, but any system should have sufficient procgssfffit€s and keys are used by the vehicles, the stronger pootect
power for its designated tasks. Thus, the system desigﬁ’érp”vacy the higher the number of identities would be. For

can always increase the processing power at the expensé2ffje-scale systems, this and the cost of periodically pre-
increased cost. loading vehicles with temporary keys and credentials can

The use of specificcryptographic primitivesand other become a significant burden. To reduce key management

protocol functionalitiesletermine the processing load for eacROMPIexity and enhance the system usability and efficiency,
node (vehicle). We consider here the basic pseudonymd¥fg Propose a method that allows nodes to self-generate, in
authentication approach, which has gained broad acceptarfther words to self-certify, their own pseudonyms. Withsthi
It provides message authentication, integrity, non-régtigh  @PProach, first described in [8], [9], vehicles do not neetléo
and it makes it hard for two or more messages from ttiide-lined or to compromise their user's privacy if a “frésh

same sender to be linkkdGiven the large number of tem-PSéudonym is no longer available; no “over-provisioning”
in the supply of pseudonyms is necessary; and the cost of

IMore precisely, it allows that messages produced by a nodg av Obtaining new pseudonyms over an “out-of-band” channel is
protocol-selectable period of timer, be linked. But messagesui,m2  gygided.

generated at times;, t2 respectively, such that, > ¢; + 7, should not . . .
be linkable. The shorter is the fewer the linkable messages are and the This can be achieved with the use ahonymous au-

harder tracking a node becomes. thentication primitives, notably Group Signhatures (GSyve

IIl. SECURECOMMUNICATION



describe in Sec. IlI-B. As the practicality of GS in the VGscheme allows any nodg to sign a message on behalf of

context is limited by their overhead, in terms of computatiothe groupwithout Vs identity being revealed to the signature

and communication, we propose in Sec. llI-C ddybrid verifier. Moreover, it is impossible to link any two signatar

(HP) scheme that allows vehicles to generate on-the-fly theif a legitimate group member. Note that no public key or

pseudonyms, by combining the BP and GS approaches. Toiker credentials need to be attached to an anonymously

alleviates the management overhead of the BP; but in piteci@uthenticated message; the format is:

it is more costly than BP. To reduce the cost of the HP scheme

to be roughly the same as that of BP and to increase the M2 :m,Ycav(m)

robustness of any pseudonymous approach, we propose a_ set . _

of optimizations in Sec. 1I-D. The c_oncep_t of group signatures, introduced by C_haum [15],
Concerning revocation, all the approaches make use 'Bff€Visited in numerous works, e.g., [16]-[19], with forima

Revocation List{RL), generated by the CA and distributedl€finitions in [20], [21]. For the rest of the discussion, we

to vehicles primarily via the infrastructure [2], [13]. Whe &SSume and utilize the group signature scheme proposed in

a node validates a certificate, it checks whether the send?l- If the identification_ of a signer is necessary, the _Cm c:a
is revoked:; if successful (i.e. the sender is not revoked)€rform anOpenoperation [20], [21] and reveal the signer's

it proceeds with validating the other digital signaturese wjdentity.
discuss further revocation-related functionality in SEt.

C. Hybrid Pseudonym (HP) Scheme

The combination of the BP and GS schemes is the basic
element of our proposal [8], [9]. Each noUleis equipped with
a group signing keyysky and the group public kez PK ¢ 4
(recall that the group is the total of vehicles registerethwi
the CA). Rather than generating group signatures to protect
messages, a nhode generates its own set of pseudojiyins

A. Baseline Pseudonym (BP) Scheme

Each nodé/ is equipped with a set giseudonymswhich
are certifiedpublic keyswithout any information identifying
V. More specifically, for thei-th pseudonymk?, for node
V, the CA provides a certificat€'ertca (K1), simply a CA
signature on the public kei(i, (unlike the common notion of

certificate, for example the X.509 certificate). The nOdesus?according to the BP public key cryptosystem). As for the

the private keyky, for the pseudon)_/ni(_v to digitally sign BP scheme (Sec. Ill-A), a pseudonym is a public key without
messages. To enable message validation, the pseudonym.an

the certificate of the signer are attached in each message. Ientnjcatmn information, andk } is the set Of. correspoln.d
X e o Ing private keys. For HP, the CA does not provide a certificate
Opi, () denotingV’s signature under itsth pseudonym aneh

g . on Ki{,; instead,V usesgsky to generate a group signature
the signed message payload, the message format is: Scav() on each pseudonymki, instead. In other words,

M1 :m, o (m), Ky, Certca(Ky,) it generates and “self-certifiesk{, on-the-fly, by producing
Ycav(Ki ). Similarly to M1, V attachesXca v (K{,) to

Upon receipt ofM1, a node, with the public key of the CAeach message, and signs with the correspondijng

assumed available, validat€&rtc 4 (K7 ), and then verifies
the signature using(;,. . i i

Each pseudonym ‘I/S used at most for a periogeferenced M3 m, o, (m), Ky, Boav(Ky)
in the rest of the paper as tipseudonym lifetimjeand then When a node receives a messagé, the group signature
discarded. We abstract away a number of possible implemeny. , \(K?,) is verified, usingGPKc4. If successful, the
tation aspects, such as (i) the dynamic adaptation of thecperreceiver infers that a legitimate system (group) membeegen
of pseudonym usage, (ii) the number of pseudonydt$ ( ated pseudonyri’i,. We emphasize that, as per the properties
and the corresponding,, Certca(K7,)) that are pre-loaded of group signatures, the receiver/verifier of the certiiazin-
to V, (iii) the the frequency of pseudonym refills, and (ivhotidentify VV andcannotlink this certificate and pseudonym
policies for pseudonym change, such as factors renderingoaany prior pseudonym used by. Once the legitimacy
pseudonym change unnecessary (e.g., a TCP connectiomftahe pseudonym is established, the validationogf (m)
an access point), and interactions of pseudonym changbs Vidt identical to that forM1. To identify the message signer,
the network stack [14]. All these are important yet largelsin Openon the ¢4 v (K?,) group signature is necessary;
orthogonal to this investigation. The CA maintains a mapfromessagen is bound tokj, via ok, (m), and K, is bound
the long-term identity ofi” to the {K} set of pseudonymsto V' via $¢4 v (Ki,). Fig. 1(a) compares the BP and HP
provided to a node. If presented with a messkije the CA approaches.
can perform the inverse mapping and identify the signer.

Each nodeV is equipped with a secregroup signing  We describe optimizations to reduce overhead (Optimiza-
key gsky, with the group members comprising all vehiclestions 1 and 2) and enhance robustness (Optimization 3). We
registered with the CA. Agroup public keyGPKc4 allows employ the notation of the HP scheme, but the same consider-
for the validation (by any node) of argroup signaturéZc4 v ations hold for BP too. Figure 1(b) summarizes Optimizagion
generated by a group member. Intuitively, a group signatu?eand 3.
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One LONG message is sent every 5, and repeated 2 times after a
pseudonym renewal.

Fig. 1: lllustration of the BP and HP security schemes anateel optimizations.

P . i\ Parameter Symbol Range Unit

Optlmlzatlon 1 At the sender SldeZCA9V(K‘l/) _IS Certificate Period ya 1,5,10,1?:,30,50 messages|
computed only once peKy,, becausetc v (K},) remains | push Period B 0to 10 messages
unchanged throughout the pseudonym lifetimé&or the same | Beacon Frequency ¥ 3.33and 10 | beaconsf
reason, on the verifier's side th&- 4 1 (K{,) is validated upon Zse“donym Lifetime T 60 S

) . 4 umber of Neighbors N 160, 240, 320 vehicles
the first reception and stored, even though the sender appenehcket Payload m 200 bytes
it to multiple (all) messages. For all subsequent reception Initial Vehicle Spacing s 20+1.5, 150, 200 m
if Yoav(Ki) has already been seen, the verifier skips it \gggseet\lﬁh'de Speed v 654ag%80 :;r:ég
validation. This optimization is useful because in praeti¢ Security Schemes B BP and HP .
7> v~1, wherev is defined as théeacon frequency Nominal Communication Range¢  r 200 m

Optimization 2: The sender appends its signaturgap) g |: System parameters and values assigned for the
ki, (m) to all messages, but it appends the correspondigga|yation.

K, Sca,v(Ki,) only once everyx messages. We term such
messagesM1 andM3) asLONG. M4 is defined as follows:

M4 :m, oy (m) is issued, with3 denoted as th@ush Counter After the 3

We denoteM4 asSHORT anda as theCertificate Perioda €~ Fepetitions, with3 € [0, a —1], the normal sequencelIONG,
[1,74], wherer is the total number of transmissions duringt — 1 SHORTSstarts again.
the pseudonym lifetime. To allow the user to choose the right
K, to verify an incomingSHORTmessage, all messages will IV. EVALUATION OVERVIEW
carry a randomly generated 4-bykeyID field. This does not  We analyze the system performance of secure VC along the
affect privacy as alSHORTmessages signed under the samgimensions presented in Sec. Il. Given the complexity of the
Ky, can be trivially linked. problem, we employ simulation as a primary tool of analysis
When a pseudonym change occurs, the new triplet and we provide analytical approximations. We want to see the
Ukivﬂ(m),K‘Z/H, Sca,v(Ky) must be computed and transeffectiveness of the EBN application in a variety of setups,
mitted. V" will sign messages with the neky™! corresponding each defined in the sections that follow, with the analysis
to K{}“ from then on. results in the relevant section. We analyze the system tipera
Optimization 2 can affect the protocol robustness, if thi@® gain insight into the role of each of the system paramgters
message that carrie& ™, o4 v (KiT) is not received. indicative values for these are summarized in Table I. Weystu
Then, nodes in range df must wait fora messages for the challenging or extreme transportation conditions, beedhbs
next pseudonym transmission, while being unable to vadidegystem has to remain operational, even under these camslitio
any message froni’. This can be dangerous if vehicles are We assume that only vehicles transmit because RSUs will
close to each other and/or move at high relative speeds. Thalgays be less numerous (each serving an area with tens
we propose the following scheme to mitigate this problem.or hundreds of vehicles), and often completely absent;, thus
Optimization 3: V repeats the transmission ofalmost all of the safety-related data will be generated by
K Scav(K{) for 8 consecutive messages whaR ™ vehicles. Finally, we also assume that all beacons carry



Algorithm Security level | Sign | Verify | Signature | Public key | Private key
(bits) (ms) (ms) (bytes) (bytes) (bytes)
ECDSA-192 96 0.5 3 48 25 24
ECDSA-256 128 0.8 4.2 64 33 32
GS 128 53.7 49.3 225 800 64

TABLE II: Computation costs on a 1.5GHz Centrino processat eommunication overhead for different signing algorighm
Elliptic Curve Digital Signature Algorithm (ECDSA) utiling different standardized elliptic curves, and a represare efficient
Group Signature (GS) algorithm [22].

S TONG Sig;éms) Vem;ylz(ms) Overh‘iﬂ (bytes thus 225 bytes per message. For HP, the overhead is
HP LONG 54.2 52.3 302 Ogi, (m), Ki,,Yca,v(K{), KeylD, in total 302 bytes per
SHORT 0.5 3 52 message. For thee — 1 SHORT messages, the overhead
TABLE III: Processing delay (in ms) and communicatio® ki, (1), KeylD, thus 52 bytes. The effective overhead
overhead (in bytes) for different packet types. reduction depends on the value af as explained in Sec.
VI.

Computation: We make use of a Centrino machine

I — Packets per bf;‘gon periody T with the clock speed set at 1.5 GHz, which is close to the
HP LONG 1.9 CVIS (Cooperative Vehicle-Infrastructure System) vedniéC_,
SHORT 33.3 a rather powerful platform (compared to generally avadabl

embedded processors) adopted for the development of future
VANET applications [24]. We obtain an EC-DSA benchmark
on the platform through the OpenSSL standard test suite [25]
As for group signatures, a well-established implementatio
of the chosen algorithm [22] is not yet available. Thus, to
relevant information for safety applications. We couple thestimate the processing delay, we calculate the number-of 32
ns-2 simulator, which simulates V2V communication, with it word scalar multiplications required for GS signing and
custom module written in C, which simulates (i) the EBNerifying, extracting the relevant data from [26] and [2Tn,
application and its effect on vehicles movement and (ii) thge benchmark the scalar multiplication operation.
security processing of messages. We choose such a combffable 1l shows the costs for signature, verification and
nation because we could not find another publicly availabéererhead for the chosen algorithms. To obtain individual
simulation environment with security functionality integed processing delays for a given type of message, it suffices
and with nodes adjusting their behavior according to the take the sum of the corresponding cryptographic primitiv
messages they receive. delays (M1, M3 and M4). As mentioned earlier, security Isvel
First, in Sec. V, we evaluate the cryptographic overheagke t = 96 for Ok, (m), andt = 128 for Certca(KY,),
in terms of communication and processing, and we choosggAy(m) and thusXc 4 v (K7j,). We summarize the results
representative choice of primitives, security level, aBter- per message in Table III.
ence platform. Then, we analyze the communication reltgibil
in Sec. VI. Based on those two elements, we study the VI. COMMUNICATION RELIABILITY

effect of processing overhead on individual nodes in Set. VI The communication reliability is of central importance and

F|.naIIy, n Sec. VIiI, assuming that nodfes are prov's'on,?iepends on the channel properties and load; the more loaded
with sufficient processing power, we perform a system-widge channel is, the more likely it is for a packet collision to

analysis for the considered EBN safety application and i&%cur at the wireless medium, which depends on the number

performance. of transmittersN, the beacon frequency, and the packet size
(including the security overhead). We implement beacotis wi
V. CRYPTOGRAPHICOVERHEAD information on vehicle position, and on speed and diregtion
We choose to use EC-DSA as the basic signature algorithwith a timestamp, and safety warnings in a payload,
[23], the group signature algorithm proposed by [22], anof 200 bytes. The physical layer transmissions are across a
security level oft = 96 bits for message signatures andealistic radio propagation model [28], [29], with a nonlina
t = 128 bits for CA certificates in BP and for group signaturesommunication range af= 200m and a bandwidth of 81b/s
used in GS and HP. High security might not be necessary 1@, [30], [31].
the short-livedK?,, but it is required for the long-term keys We estimate, with the help of detailed simulations, the
and CA certificates. Table Il shows the costs for signatuexerage probability of successful reception at a receivioge
generation and verification along with the overhead for tre the center of a 200-meter radius disc that covers theeentir
chosen algorithms. width of a multi-lane highway and it is filled withv uniformly
Overhead: The K., Certca(Ki) is 89 bytes for spaced neighbors. We consider various settings, incrgésin
BP, and with Oki, (m) and KeylD the overhead is 141 number of lanes and decreasing the vehicle density, vatkiing
bytes per message. For GS, the overheadiss v (m), size of N from 8 to 160; a subset of these settings (four-, six-

TABLE IV: Maximum number of verifiable packets per!
s, fory = 10.
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Fig. 2: Reliability of message reception for secure VC (logéng), as a function of the neighborhood si2é,

: ; : ; : ~ HP HP BP BP
and eight- Ianes Wlt_h average spacing of 20 meters) is used in benis) | a=1 | a=10] a=1 | a=10
Sec. VIII. This metric is independent of the distance betwee 10 5020 2770 3410 2609
the transmitter and the receiver. The reception probglakt 333 | 1671.66| 922.41 | 1135.53| 868.70

2 1004 554 682 521.8

a function of the sender-receiver distance is presentediin o
previous work [9], and it is omitted here for simplicity andTABLE V: Offered load per transmitter, in bytes/s, for diffe
due to lack of space. The results are shown in Fig. 2 witnt security schemes and settings.

95% confidence intervals, and are repeated 5 times, with each

repetition lasting 6G of simulated time.

We note that the 802.11p broadcast communication, (gotably o, as it will become clear in Sec. VIII the needed
CSMA/CA protocol without acknowledgements, could be yalues incur very limited overhead). The almost identical
modeled and evaluated analytically, for example, in terms for BP and HP also show the benefit from the proposed

of the probability of successful reception and throughpuptimizations, as both schemes have comparable overhead
following numerous works for similar CSMA/CA protocolsyith the advantages of HP).

under various assumptions (on traffic conditions, presemnce

absence or channel errors, packet sizes, impact of hidden VIl. PROCESSINGOVERHEAD
terminals, etc). An effort to craft a precise analytical rabd _ L
for VC is orthogonal to our investigation. What we need here We want to answer the following questl_ons. (0) _HOW many
is an accurate evaluation of the communication reliabikiy packets does a given nodé, have to verify per time unit,

a stepping stone for our security-related investigatibis; tan In various ve sett_lngs. (i) What is th.e additional message
be obtained via detailed simulations. verification delay introduced by security? We consider one

_ ] ) ) N beacon periodi.e.v~! seconds, as the time unit, as specified

With the fixed available bandwidth, specific for the COMpy transportation safety requirements.
munication technology, the communiqation reliability éads  "The BP and HP schemes use two general message types,
on the offered load; Table V summarizes the load for each gf:qrding to the induced security communication overhead:
the scenarios in this paper. Fig. 2 shows the estimate of i§goRT messages carrying a node signature, A@NG
probability of receptionpP (i.e. the ratio of received messagesnessages carrying a node signature and certificate. Eaeh nod
over transmitted beacons), as a function of the number ©f smits onelONG message everyr SHORT messages,
transmitters, N, the beacon frequency;, and the protocol \yith 3 additional consecutivé ONG messages sent upon a
parameteryv. We observe that the communication performan(i%eudOnym change.
degrades fasF Wit_W when~ is high (F.ig. 2(a) for HP), while ~ The processing load at some node depends on the
the degradation is much slower &6 increases for lowery  nymber of packets it needs to verify. This consists pringaril
values. The effect of increasing, thus reducing overheadot signature verifications for essentially all received duees,
is significant even whery is not very high (e.9.y = 3.33 a5 they carry safety-related information. In a given sk
beacons/s, Fig. 2(b) again for HP). Finally, as shown ty,s N neighbors in range, it should validaf(N') messages
Fig. 2(c) fory=10 anda=10, the BP and HP schemes perforer time unit. Due to Optimization 1Vz needs to validate
almost identically. the certificate signature only the first time it receives énfr

These results show thatturns out to be the most significanteach neighbor. In contrastz generates only one signature
channel load factor. Choosing a smaller value<atecreases per time unit, and for HP specifically it generates one group
the channel saturation and thus the processing overheaer(fesignature per pseudonym lifetime.
messages are sent); but it also affects the transportatfetys N nodesV;, i = 1, ..., N, produce messages at an aggregate
as we show in Sec. VIII. At the same time, the appropriatate A\, and Vz processes them at a rate A depends on
choice of BP and HP parameters can reduce security overh#da number of neighborsy, the message generation rate,
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Fig. 3: HP scheme: Comparison between analytical apprdiomdlabeled asvi/D/1) and simulations: Arrival rate\;, and
processing delayV;, for SHORTmessages, as a function of the neighborhood Nize

v, the type of generated messages, and the reliability whereW;, \; and¢; are the total time in queue, the arrival
communication across the wireless chanpetlepends on the rate and the service time of thieth (out of r=2) classes
choice of security primitives (and their security levelpahe respectivelyp = ., p; and p; = A;t;. The queue length
available on-board processing power. Thuss constant for L;, can be derived from Eq. 1 and Little’s law [33].

a given system configuration.

We view the system operation as a queue: We are intereséed
in the system stability, which depends &y, and the queuing
model. To identify an appropriate model, we characterize th An estimate for);, the arrival rate forSHORT messages
arrival process and demonstrate that it can be closely appréderived in the Appendix) is:
imated by a Poisson process. Then, we provide an analytical
estimate for the average arrival ratg,and validate it through M =NP(1—-(1-P)) (2)
simulations. Finally, we apply queuing theory results, idey
to answer the questions outlined above.

Estimation of\

with N the number of neighbors” the average reception
probability for messages (beacons), aRd = % We
o _ focus on SHORT packets because they are the majority of
A. Characterization of the Arrival Process the processing load as explained above and in [9]. From the
We simulate the system and collect the message inter-arridascription of the BP and HP schemes (with Optimizations),
times at somé/x, for different setups of traffic conditions andthe simulations, and the derivation, it appears th&NG
tuning of the security parametessand 3. Then, we fit known messages have a limited impact.
distributions to the empirically obtained data and perfam In Fig. 3, we plot the analytical and simulation results, for
x? test to assess the quality of the fitting (p-value=0.05). W& ranging from 4 to 48 vehicles angl = 10 or v = 3.33
find that the exponential distribution fits well the empiticabeacons/s; we average over 1000 randomly seeded simulation
data; its memoryless property and the orderliness of packég. 3(a) shows how many packel§; must process as a
reception (any node receives one packet at a time and no tiaction of N, and that this relation is almost linear. As
or more arrivals occur simultaneously) suffice to approxenaTable IV shows, 333 signature verificatiorBHORTpackets)
arrivals as a Poisson process. Note that this is valid for tper second is the maximum the node we consider here can
type of traffic under consideration, i.e. safety beaconivitch handle. This means that fox; > 333 msg/s, considering
is going to be the majority of the traffic exchanged betweehat incoming packets aS8HORT the node would be unable
vehicles. If the type of traffic changes, then the arrivaloess to keep up and its queue of messages would grow fast. We
would in principle change. observe that fory = 10, the value considered most often in
We assume one processorigt with deterministic service the literature, the arrival rate increases towards thigstmold
times. We consider bothONG and SHORT packets in the while the message processing deldy, in Fig. 3(b), increases
same single queue, with no priority policy and no preemptiorfast with V.
The queue is then a multi-class M/D/1, in this case with two Consider an example to illustrate this: with 80 transmittin
classes. Thaverage waiting timelV;, is given by [32]: vehicles in range oV/z, o = 10, 3 =0, v = 10, and 7 =
r 2 60, and the resultanf = 0.655 (Fig. 2(a)). We assume a
S At . . | e o
=177 (1) highway scenario and a simple content-based optimization:
2(1=p) Vr processes a beacon if it comes from a neighbor moving in
) . . . __ the same direction (stream of traffic). For simplicity, iettwo
We adopt this as a baseline approach, as we are interestedy nrai
validating the general queuing theory approach. Obviouséyeral other Parts of the road are equally balanced, we consider 40
policies and system models can be employed. vehicles out of the 80 neighbors in range. From Eq. 2 we

Wi=t+



obtain\; = 264.3 msgk and from the simulation of the sameuniformly distributed between 0.75 and 15 We model

scenario, the arrival rate would be 259.7 msg/s. weather conditions by setting vehicle braking capabdited
visibility conditions; for example, on a wet road, brakirg i
VIIl. T RANSPORTATIONSAFETY possible at a rate of 4/s? and a driver can see up to 3Q

We investigate how security affects transportation safe) r simulation co_nditions_ are _in agreement with relatediwor
in two settings First, we considerpairs of vehicles one in the transp(_)rtatlon engineering area, €.9., [34.]’ [35].
in a dangerous condition transmitting an EBN message and Two-.Vehche SetupWe_ con.S|der one transmltte‘t’;_g, and
another approaching vehicle that is previously unawar&ef tone recelve_r,VR, atan initial distance Ot.i meters, W'thVR
transmitter and must receive the EBN message. We anal ays behind/; in the same lane and with a veIoc@ foFe
a fundamental metricthe ability to be early notifiedWe |ghe_r than that ob;. VR moves at a consta_n t re_lat|ve speed
capture this as the distance at which the receiver is first tabl Av W!th respect tov;, without any other vehl(;le in between.
validate the safety messages. The second setting we cons‘:ooer simplicity, we elects to be_sugh that it is less than or
is more involved: We study the occurrence of collisions ag1oﬁaqu""I to -the nqmmal communication range at th? beginning
vehicles in glatoon of one hundred vehiclesith and without of each simulation. We choose two Setups, one ulith= 20
the use of security; the latter serves clearly as a benchmamp/h ands = 150 m, and the other W_'”’_M - 35 Km/hand
We also investigate the impact of penetration rate of vehicu® — 200 m. We evaluate how the opfimization parameters,

communication rate, to gain insight on how security aﬁec@qd A, affect the distance]), at which Vx receives the first

the ability of the vehicular communication system to acbievK{/t.’ Zoa,v(Ky) from V. In this settm_g, we wish _to test tl_1e

one of its fundamental goals. ablllty_of the secure VC system to_ (_jellver saf_ety informatio
We integrate here the results obtained in the previoﬁ§pec'a"y under challenging conditions; eige, is very close_

sections; we assume that vehicles have sufficient progass'i?lvt when the Iatt_er changes to a new pseudonym (and private

power and are able to verify the signatures on all incomiﬁ%}l' Therefore, in order to evaluate th(.e Ve perfo.rmance

packets. We average over 1000 randomly seeded simulati e, we do not consider the rear r(_ad |IghtsL(?f V.Vh'Ch’

and present results with 95% confidence intervals. Recall tf?_f course, would naturally warn the driver ofiée in line of

Table | summarizes parameter values. sight .
P Vehicle Platoon SetupWe focus on a platoon of one

. ) hundred cars along a single lane moving with similar veloc-
A. Simulation Setup ities, denoted ad; to Vg, with V4 for the vehicle at the
We consider four-, six- and eight-lane scenarios, with vehfront andVyq, at the rear of the platoon. We utilize values of
cles placed in two opposing two-, three- and four-lane flows= 20 m, velocities on the average= 80 Km/h We analyze
of traffic, respectively. This corresponds to a neighbothodow many collisions occur when the leading vehitlemakes
N of 80, 120 and 160 vehicles respectively. Vehicles are 4n emergency brake and starts sending EBN messages. Once
meter long and they are initially uniformly randomly placedomeV;, with ¢ > 1 receives the warning, it starts sending
along each lane, with an average vehicle-to-vehicle distarEBN messages itself. As proposed in [36]-[38], whEn
of s meters. We focus on one lane of traffic within such eeceives a warning from &; with j > i, it stops transmitting
neighborhood ofN vehicles, which changes mildly becausevarnings, assuming that at least one vehicle behihdas
of mobility. In the two-vehicle setting, there is a smalltiai already been warned. In this setting, we consider rearigéd-|
“gap” in one lane, depending on the initial spacing of thevarnings.
pair of vehicles; e.g., when they are at 200 meters, thereWe choose pseudonym lifetime= 60 s. We consider the
are initially 10 vehicles less present, or in other words 7@st 60 s of the simulation time as a warm up period, during
(110 or 150) vehicles instead of 80 (120 or 160). The vehickehich no emergency conditions arise. This approximates a
velocities are initially random with an averageunless stated realistic situation: When an emergency arises, vehicle® ha
otherwise; velocities are adapted according the VC systaineady validated (identified) some of their neighbors and
functionality and, in the platoon setting, upon visual @t can thus immediately accept their warnings. The simulation
with the preceding vehicle's braking lights. Vehicles da naoncludes when all vehicles in the platoon are immobile,
change lanes during the simulation, and they process messagith 1; not resuming any motion after its emergency braking
originating from vehicles in the same traffic flow (i.e., witre action.
same heading). First, we consider scenarios where all vehicles are eqdippe
We consider an emergency braking (EBN) application, witlith VC systems. Intuitively, these full deployment segn
one vehicle in an emergency situation that brakes and stazés lead to better safety thanks to the VC technology. But
the transmission of EBN messages. Braking has two effediisey also correspond to more strenuous conditions, in terms
(i) it turns on the vehicle rear red lights that visually warmf processing and communication overhead. Nonetheless, VC
drivers within range of sight (which depends on the simdatevill be deployed gradually, over a period of several years.
weather conditions), and (ii) it triggers the transmisswin Thus, we define theenetration rate pr, as the fraction of
EBN warning messages. Besides warning other vehicles, \48-enabled vehicles, and we analyze the system behavior as
EBN-warned vehicle warns its driver to start braking shortla function ofpr. Equipped vehicles behave as described above,
afterwards. We model driver reaction times as a result while non equipped vehicles rely only on visual means (the
VC-enabled and visual warnings, with a random variabked lights of the preceding vehicle) to detect emergenbifs.
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analyze this scenario with 4 lanes of traffi¢c,equal to 1 or crashing in our simulatiod. In another set of scenarios, we fix
10, B to 0, v to 10 or 3.33 beacons/s, ana ranging from s = 30 m, and we varyAv = 10, 20 and 5&m/h (Fig. 5(b)):
0.05 to 1. The effect ofa remains, but we also observe that with a higher
Awv, the drop in the reception distance withis faster. Overall,
pseudonym switching can be risky if it happens when vehicles
are close to each other.
Optimization 3, not used so far, can address this problem.
Fig. 6(a) and Fig. 6(b), forv = 10 and with 3 varying from
0 to 10, show that Optimization 3 is effective. Even a single
“pushed” messagesd(= 1) enables reception roughly within
In Fig. 4, the distanceD at which V; receives the first 2 meters after the pseudonym change, regardless of speed and
certificateXc 4 v (Ki,) decreases as the Certificate Period initial distance (clearly, the actual reception distanepehds
increases: If aLONG message fronV; is missed,V’z has on those parameters). Increasing redundancy, that iagétti
a chance to receive the next one only afteradditional beyond 3, does notimprove robustness any further. We observ
beacons fronV;. Nonetheless, we observe that messages framFigs.6(a), 6(b) that an “optimal” is reached in most cases
V; can be validated in all cases before the distance beconass = 1.
dangerously small. Intuitively, this is because the probability of receiving a
LONG message wher’z and V; are very close to each
other is relatively very high. If these two nodes are far, the

B. Two-Vehicle Simulation

Impact of pseudonym change on safeiissing a new
pseudonym could be dangeroud/it (and in general for any
Veh|C|_e) IS Cl(.).SG o} at the time qf pseUdonym.Change and sy, Fig. 5(a), the curve fos = 10 m converges eventually at — 4
has high positive relative speeds (i.e., approachingifgsffo m: distances are computed from the front of the approachirigcleeto the
capture such situations. we vasybetweeth and Vz, with back of the preceding one. In this extreme scenario, the \f(Ctionality for

. . . ' - an optimistic protocol configuration (e.gx=30 or 50) results to collision;
results in Fig. 5(a): the curve generateddy 10 mindicates

' - - k which, of course, would have been averted by the visual cordad the
that Vz is not able to validatd; before reaching it (and thusdriver reaction that we purposefully omit from this setting
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probability of successful reception is relatively low bbete calculated with the help of Eq. 3 and the experimental data,
will be several opportunities (subsequent transmissidos) to clarify why low G values suffice.
Vr to receive e ONG message fron¥;. To express this more
precisely, letZ be a discrete random variable for the slot irb
which aLONG message is first received (during the lifetime
of the pseudonym). IE(Z) is the mean value, the average 1) Fully deployed VC:Fig. 7(a) shows the percentage of
distance fromV, that the firstLONG is received byVy is vehicles within a platoon of one hundred that crash as a
D = E(Z)y 'Aw. function of a. As a reference, we simulate the VC system
V; transmits aLONG packets for3 consecutive slots, andand EBN application without security. In the absence of V2V
everyka slots. The probabilit ONGis first received at some COmmunications, 80%-100% of vehicles crash; for the same
j slot is simply the probability it is not received at any of th&cenarios, safety messaging reduces the number of crashes t
i < j slots and it is received at theth, wherei, j take values @Pproximately 10% of all vehicles. Then, overall, as expect

. Platoon Analysis

fromlI=1,2,..8,8+1,..8+1+a,.. security increases crashes compared to not secured VCs: the
increased network overhead and protocol restrictions datwh
. alert message can be validated delay the reception of valid
Py = P(j) [T - Px)) 3) g Y P

EBN messagés
However, we observe that the tuning of the secure VC
The probabilities at each sloB(k), differ, as they depend protocols affects the safety application. We observe first a
on the distance of the two nodes (and their neighborhogécrease in the average fraction of crashes, mereases, and
more generally). Using values for different distances ioleth then a slow increase asincreases further. This is due to two
experimentally (Sec. VI and [9]), we compare Eq. 3 to the 4For non-secured VC, the x-axis, the is not a parameter that affects its

simulation resul_ts, fos = 30 m, Av = 2_0 Km/h o = 10, operation. This is why the corresponding curve is essénfiit, with minor
8 lanes of traffic andy=! = 100 ms Fig. 6(c) showsD variability due to the randomly seeded simulation scesario

kel
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competing factors: the increase @freduces the channel load ¢ can be a large number, in the order df* to 10; but,
and thus increases the per-packet reception probabilitghle again, its actual value depends on factors out of the scope
authentication delay for a receiver missing@NG packet also of this paper. For example, the ability of vehicles to have
increases; e.g., far = 50, the authentication delay is (at leastfrequent access to a trusted third party to obtain theirtshor
5 s. We note also that the use of Optimization 3 reduces therm certificates, or the autonomy of vehicle policies mamda
number of crashes with respect to the non optimized protocAbproximately, we can consider that corresponds to the
with the same value fory, as it adds negligible overheadnumber of pseudonyms a vehicle obtains atps€udonym
but manages to reduce the authentication delay, as exglairfill”, and we can assume that pseudonyms are valid only
above. between two consecutive refills. Then, a revoked node rgnnin
2) Effect of VC penetration rate on safefyirst, we observe BP would be unable to obtain a new set of pseudonyms [14],
in Fig. 7(b) that the crash average decreases whémcreases, andRLp would include only the pseudonyms granted at the
as expected. Then, we observe théas dominant; the curves last refill. Consider an example ferwith 7=60 s, in one day a
for « = 1 and o« = 10 almost overlap for a given valuevehicleV would “consume” 1440 pseudonyms. Assuming that
of v. We also observe that the group of curves with differemseudonym refills take place once per month, then43200;
values ofy are well separated, with a higher number of crashésthe refill were made once per year, then= 518400. In
for v = 3.33. This beacon frequency is not sufficient, in outhe rest of the discussion, to provide illustrative exarapiee
scenario to warn the drivers, although the channel reitgtid  assume that on the average- 10*.
higher (as shown in Fig. 2(a)). Vehicles send many (one Yhird The cost to verify whether a pseudonym is revoked is the
messages less compared with the case 10. cost of a lookup into th&L. This can be achieved in constant
Fig. 7(c) shows what happens in a less challenging scenatige, e.g. by using a hash table. In this case, the congtructi
with average inter-vehicle spacing of 4Q vehicle speed of of the data structure is proportional fBL g p|, and it must be
65 Km/h, braking capability of 6n/s? and visual range of performed every time a neWLgp is received. The required
70 m (modeling dry road conditions and good weather). Firstpemory is also~ |RLpp| x Epp bytes, wherel/pp is the
we observe a much lower percentage of crashes, now rangsizg of one entry in the hash tabl&zp is composed by a
between 25-30% and no crashes; the separation betweensgi@al number and a revocation date and it sumgvig-=
curves for differenty values is also smaller, even though d4 bytes [1]. Thus, for each revoked vehicle (i.e. long-term
higher percentage of crashes is observed for thenlow3.33 identity) holding c pseudonyms, at least 140 KB would be
beacons/s. Tuning affects the number of crashes whenis needed.
in the range of 40-80 %; forv = 10 we observe an increase For GS and HP schemes, we extract relevant data from [22],
variable from 15 to 40 % compared to the case witk= 1. [27]. Each entry inRLyp is arevocation tokerof 32 bytes
Conversely, if VC has relatively lowpf < 0.4) or high pr > (Note: for simplicity, we use interchangeably the subsd@f
0.8) penetration, security optimizations have a limitegpawt. for HP in terms of revocation.). Then, we consider two relate
revocation methods proposed in [22]: the first one, we term
GS-|, incurs a processing cost that is proportional to the size
of the RL; the second on&S-I|, has a fixed cost independent
We discuss here the revocation costs, based on the usefothe RL size, but it might allow the linking of some Group
Revocation Lists (RLs). We note that this is a largely orthogignatures [22].
onal problem to this investigation and out of the scope of thi GS-I: The revocation tokens, eadty;s=32 bytes, are used
paper; moreover, there are several unknown parameters dirdctly for the revocation check process. The cost to yerif
factors in terms of the instantiation of a revocation soluti one entry isC), x |[RL¢s|, whereC,, is the cost of computing
Nonetheless, in order to provide a complete picture, we coome bilinear map. Group signatures of not-revoked nodes
sider the revocation overhead for each of the security sekengannot be linked under any circumstances, but checking if a
considered. We did not consider revocation in Sec. VII, butsinger is revoked requires a traversal of the enfiley p (in
is straightforward to do so. It suffices to add the revocatiasther words, it is linear in the number of revoked vehicles).
processing delay to that for validatingONG messages (in ~ GS-II: The basic difference fro®S-Iis the calculation of
fact, the first-receivedONG per node and pseudonym lifetimethe Group Signatures, which include some intended redipien
for BP and HP). S, a random positive integer, now chosen by the signer to
The basic difference between BP and HP (and GS) schenhase a value less than a security paraméteAs it will be
is that the former deals with short term keys while the lattexplained in further detail below, this construction altos/to
with long-term ones. The number of vehicles that would bgre-compute: revocation values and check revocation status
revoked is not currently known and it is hard to estimat®f the signer through a simple look-up; if, howevérwere
because it would depend on policy decisions, the size lofv, the signer might be forced to re-usevalues, in which
the system in each region, among other currently unknowase these group signatures from the same signer could be
aspects. Here we denote the number of revoked vehicl&s adinked.
Then, for the HP (and GS) scheme, the size of the revocatiorSince the safety beacons are broadcasted, we need to adapt
list would be|RLyp| = R. While, for BP, |[RLgp| =cx R, the scheme to the VC context: We redefifieto be S =<
where ¢ is essentially the number of temporary keys eadd, T >, whereG indicates a geographical area afich time
vehicle holds at the time of its revocation. interval. Essentially, in a given area and time, every fiecip

IX. REVOCATION
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BP GS-I GS-II

are concerned with different aspects of security and pyivac

RL size 144R KB 32R B 32R B . . o

Revocation check cost| 1 pus. 15R ms. | 30 ms. of vehicular networks, either outlining challenges [423],
Hash table constructio) 0.1R's. - 15R s. describing particular attacks [44], [45] or more genertdek
Memory requirements | 140R KB - 38.4R KB

overviews [46], [47], proposing mechanisms [48], [41], 49
TABLE VI: Indicative values for revocation check costs as fl], [50] that combines public and symmetric key cryptodrap
function of R, for C, = 15 ms, k=100, 7=60 s. to authenticate messages and is complementary to our work,
and schemes for revocation [2], [13], [51].

The idea of pseudonym self-generation for ubiquitous com-
é)é{ting is proposed, independently of our work, in [52]. More

reasons(z andT" can be coarsely defined, so that receivinrecemly’ [53] applied that crypto-system to VANET. These

: . : orks do not consider all the system-level issues we conside
nodes can easily determine the appropriate values (.4, Ih this work, such as certificate distribution and applioati
the help of their on-board clock, GPS receiver, or other ' PP

o . e robustness. Our findings and mechanisms also apply to their

localization means with the help of terrestrial infrastrue). . N
: o . work, complementing and extending it.
Upon reception of a newRL¢gg, a verifier Vg in S pre-
. An alternate approach to reduce packet overhead and com-

computes and stores the revocation values for each entry . ; . .
. . “putation efforts is presented in [54], which proposes that a
in the liLqs, at a cost of2C), per entry. The cost to build signer attaches its certificate to messages only when itidete
this data structure is theRC), x R x k. Upon receipt of a 9 9 y

i o . a change in its neighborhood, with such changes detected
Zoav(Ky), the verifierVz performs a lookup into the tablef om beacons. In dense topology settings, the results df [54

and if no match is not found (i.e. the signer is not revoked though obtained in less realistic conditions, are comiplar
it validates the signature. The cost to verify if the send?r 9 '

is revoked is2C),, plus the lookup cost which is negligi- o ours.

le compared e, The memon needed i approxmately % <P e e popose o se By pare
|RLcs| x k x Egs bytes. Egs in this case is the result of P P y ; PP

. ) . _.to our GS scheme, thus it would be cumbersome if not
one pairing computed from the revocation token, and its size . . )
is 384 bytes. iImpossible to apply for safety beaconing. [56] employs a mix

For a givenS =< G, T >, the value oft should be chosen Of. traditional public-key cryptography and bilinear Pags,
, . . this bears some resemblance to our HP scheme, but it is mainly
such that a single sender is not forced to use the satwice

or more. Basically, it should be > [|T]/~]. However, hight limited by its strong reliance on the presence of RSUs; they
.' ' e : : I are not envisioned to be densely present in most, if not all,
would increase the pre-computation costs, which also dipen .
. S deployment scenarios.
on how theRLgs changes over time. Investigating trade-offs .
due to chosen values, e.g., ||, is left as future work. In A few other papers [30], [36]-[38] proposed algorithms
order to provide a nu,meri(; exémple, we {100, which to provide _transportation safet)_/ based_ on VC and an_alyzed
corresponds td7’|=1h 40min, and we summarize the resultgﬂ'e'r effectlveness_. Trans_p(_)rtatlon engineers also etlithe
in Table VI, assuming”, = 15ms, k=100, 7=60s, and the problem of reducing collision chains in a platoon of cars
. ” ' ' ' . But the combined study of transportation safety
basic operations on the hash table, such as memory co L%‘H [35] :
P y copy applications enabled by VC and the effect of security ovatdhe

data lookup, to be Ls. tb dered
Clearly, the BP scheme incurs the minimum computation%"S not been considered.

overhead but it has by far the longest RL. Moreover, the GS-
I method could be cumbersome to apply, especially for the XI. CONCLUSION AND FUTURE WORK
platform we considered here and for sizeable RLs. Then, theWe analyzed the effect of security

cost of GS-Il is independent o but it remains higher than mous authentication that has been broadly accepted, on the
that of BP. Nonethe!ess, the advantage of GS-I and GS-ll\iz system effectiveness and notably a safety applicatidh wi
the mu_ch smgller size of RLs, anc_l the Iower_ memory ar%‘i’ringent reliability and delay requirements. We consder
bandwidth their storage and transmission require. several dimensions of the system operation; we provided a

Finally, recall that for the GS scheme, the revo_cation staty . mework to analyze the performance of secure VC systems,
check must be performed for each message; while for the 'EU%ng with schemes that reduce the complexity and the over-

scheme, the check IS .”eeded only once per previously UNSHEEAY of security; and we identified the interdependencies of
pseudonym. It is also important to note that the revocatfon Qarious factors and system limitations

a node implies its anonymity is lost; then, any entity that Aa
transcript of its past transmissions in a given area, carthese

can perform the fast revocation status check. For practi

in particular pseudony-

We found that indeed the communication reliability is
significantly affected by the security overhead in challegg
g{7"et likely to occur in reality situations (e.g. densely padk
vehicles in multi-lane highways). Then, we characterized
the arrival process for the incoming traffic for the security

X. RELATED WORK and networking protocols in questions, and we determined

The use of pseudonyms was first envisioned in [39] arde processing load at each node. We derived an analytical
more recent works considered their use in the context of VGgproximation and a rule-of-thumb method to determine if
e.g., [14], [40], [41]. More generally, several recent worknodes and thus the system can be stable in its operation for

in the transcript were sent by the revoked node.
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a given security functionality. As a result, the appromriah- schemes. Then, for any scenario we can identify the praugssi
board processing power (and memory resources, even thopgkver needed to enable a given design for revocation, and
this is a lesser challenge) can be easily determined and tipusceed with the overall system (application) performance
provisioned. evaluation.
Assuming that sufficient on-board processing power and
resources are indeed available, we analyzed the effeetgen
of the secure VC system in challenging communication en-
vironments. Given the unreliable communication, esphcial
among remote but nominally in-range nodes, we found that ) o )
our schemes reduce security overhead and increase thensysteVVe derive here the approximation far, the average arrival
effectiveness. In fact, reduction of overhead, which isowele  'ate forS HORT messages, i.e. Eq. 2 in Sec. VII. We consider
in all cases, is more effective in highly loaded scenariod, Set ofN transmittersV; and one receive¥’z, all running
while only limited targeted redundancy (when pseudonynrﬁe protocol with the same configuration (i.e. &}l use the
change) can remedy the communication unreliability. OljeraS@me beacon intervaj, the same pseudonym lifetime,
the tuning of the security and privacy enhancing protocsls 1d the same Certificate Peried and f = 0 as a minor
very simple yet effective. We considered numerous parasietéimplification due to the low effect off on overhead for
including road conditions, drivers’ reactions, as well asra- the values recommended by the findings in Sec. VIll). As
ple two-vehicle setting but also a one-hundred-car platoan discussed in Sec. VIl and Sec. VI, each message is received
multi-lane high-way, and also the VC equipment penetraticYWth a different probability depending not only on the ovkra
rate. This comprehensive evaluation is the first of its kin§€tup but also the (fast changing) distance between sender a
and shows that secure VC systems, as currently envisiorfggeiver; obtaining these values is far from ftrivial.
in the research community, can be practical, that is, supporHere, we make a few simplifying assumptions: We consider
demanding and critical applications as effectively as onsed some slot,#, and assume that alV transmitters send a
ones. beaconSHORT or LONG during that slot. Recall that each
We strongly believe that systematic evaluation of the dverd.ONG entails a calculation equivalent toS91ORT (due to
performance is critical, especially for pervasive compgti the verification of the ECDSA signature), plus an additional
systems that are tightly coupled to their users. Exactlybse overhead wheivz receives alONG with a new pseudonym
security and privacy are paramount for those systems, ydue to the GS verification). We assume that each beacon
they incur significant overhead, designs should be valijate is received with probability?, independently from all other
show that the secured systems can be effective as envisionéd 1 beacons. (The probability of reception is for example the
and needed. This is what we do for a system as complexaysrage of the probabilities of reception at differentatises
vehicular communications; this being the first work takihigt for the given neighborhood, obtained from Sec. VI).
approach, we aspire to produce and see further results for &or some sending nod¥;, its message will be verified
technology that can be very widely deployed in the near &turby 1z with probability p x Prob{V;’s LONG was already
Additional characteristics of the transportation enviremt, received. This is determined by how many times the given
and completely different scenarios are to be considered 1gs transmitted aLONG message (as we assume that the
part of future work. For example, urban settings, with tcaffireception of LONG packets is also with probability?). By
lights, change of routes in case of congestion or emergescythe definition of the scheme (HP or BP), duringseconds, a
well as alternative safety applications, such as an emeygepseudonym lifetime}; transmits|7y/«| LONG packets.
vehicle propagating a right-of-way message or corneiistoti The number of thesd ONG packets fromV; that Vz
avoidance, are interesting features for our future ingesitns.  gpserved (i.e. could potentially receive, e.g., being inge)
The role and the presence of infrastructure could be deleatalyepends on various factors beyond this model (e.g., mpbilit
or, more complex VC-enabled applications which are cuidividual vehicle trajectories, road shape, communigati
rently still under development could be analyzed. Moreovejpstructions). Here we make one more final simplifying as-
alternative communication technologies can be part ofréutusymption: EachV; is on the average “half way through” its
work, posing differing constraints and limitations in te&rof  cyrrentr, thus, it has on the average transmitfsd= \_T’YQ/‘XJ
communication performance (e.g., reliability as a funetid | NG packets.

the networking environment). Then, theProb{V;'s LONG was already receivédis es-

Alternative security and privacy enhancing meChan'Sr%%ntially theProb{V;’'s LONG was received at least in one of

is another future work direction. For example, alternativlg tries}; this is equal tol — Prob{V;’s LONG was received
cryptographic primitives or additional cryptographic foeol in none, of K trieg — 1 — (1 — P)K.ZAs all of the N nodes

functionality are to be |nvest|gate(_j. n t.h's paper, we efins sent out a packet, in each slot, on aver&dgewill receive
work on the widely accepted solutions, including those énat

currently moving on towards standardization. As altexmati x

solutions can emerge, each of them must be evaluated in terms AM=NP(1-(1-P)") (4)
of its practicality, notably to achieve the supported syste

(application) objectives. The framework we present hefersf to process. This completes the derivation of the approxanat
a straightforward approach to investigate in detail such neof Eq. 2.
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