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How	  to	  share	  common	  network	  resources	  while	  
maintaining	  guaranteed	  closed-‐loop	  performance?	  
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Plant 

Wireless	  control	  system	  

Idea:	  URlize	  event-‐	  and	  self-‐triggered	  control	  to	  limit	  the	  use	  of	  network	  resources	  	  
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Today’s	  industrial	  communica9on	  architecture	  
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Centralized	  control	  system	  with	  low-‐
level	  loops	  closed	  over	  wired	  network	  
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•  Local	  control	  loops	  closed	  over	  wireless	  mul9-‐hop	  network	  	  
•  PotenRal	  for	  a	  dramaRc	  change:	  

–  From	  fixed	  hierarchical	  centralized	  system	  to	  flexible	  distributed	  
– Move	  intelligence	  from	  dedicated	  computers	  to	  sensors/actuators	  

Towards	  wireless	  sensor	  and	  actuator	  network	  architecture	  

Smart	  Actuator	  

Smart	  Sensor	  

Event-‐based	  control	  of	  froth	  flotaRon	  process	  

Ore 

Waste 

Minerals 
•  Froth	  flotaRon	  process	  concentrates	  

the	  metal-‐bearing	  mineral	  in	  the	  ore	  
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Wireless	  control	  of	  floataRon	  process	  
Existing	  wired	  communication	  system	  The	  Boliden	  plant	  

Wireless	  communica9on	  for	  tank	  level	  control	  

Radio	  Channel	  Measurements	  in	  
Industrial	  Environment	  

Received	  Signal	  Strength	  Indicator	  

Ahlen	  et	  al,	  2012	  

•  Rolling	  mill	  at	  Sandvik	  in	  Sweden	  
•  Study	  of	  2.45	  GHz	  radio	  channel	  properRes	  
•  Slow	  but	  substanRal	  RSSI	  variaRons	  due	  to	  

mobile	  machines	  
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Event-‐based	  esRmaRon	  in	  vehicle	  platooning	  

9	   9	  

N-‐1	   1	  2	  

•  Vehicles	  need	  accurate	  es9mates	  of	  neighboring	  vehicles’	  states	  and	  acRons	  	  
•  Control	  performance	  is	  Rghtly	  coupled	  to	  how	  well	  data	  (posiRon,	  velocity,	  

breaking	  esRmates)	  are	  communicated	  across	  the	  platoon	  
•  Today’s	  communicaRon	  protocols	  are	  event-‐based	  (e.g.,	  IEEE	  801.11p)	  

Outline	  

•  MoRvaRng	  industrial	  applicaRons	  	  
•  Event-‐based	  scheduling	  for	  stochasRc	  control	  
•  ExploiRng	  wireless	  network	  protocols	  	  
•  Event-‐based	  control	  over	  lossy	  networks	  
•  Extensions	  
•  Conclusions	  
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Where	  to	  take	  medium	  access	  decisions?	  

Network	  manager	  allocates	  communicaRon	  slots	  	  	  

Sensor	  node	  makes	  local	  decisions	  on	  when	  to	  communicate	  

Controller	  requests	  sensor	  data	  	  	  

Is	  there	  a	  separaRon	  between	  	  
event-‐based	  scheduling-‐esRmaRon-‐control?	  
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StochasRc	  control	  formulaRon	  

Certainty	  equivalence	  revisited	  

Feldbaum,	  1965;	  Åström,	  1970;	  Bar-‐Shalom	  and	  Tse,	  1974	  

u 
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C

Theorem[Bas-Shalom–Tse] Certainty equivalence holds
if and only if E[(xk � E[xk|Ick])2|Ick] is not a function of
past controls {u}k�1

0 (no dual e�ect).

Theorem[Bas-Shalom–Tse] Certainty equivalence holds
if and only if E[(xk � E[xk|Ick])2|Ick] is not a function of
past controls {u}k�1

0 (no dual e�ect).
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Event-‐based	  scheduler	  

Ramesh et al., 2011 

The	  separaRon	  principle	  does	  not	  hold	  for	  the	  opRmal	  closed-‐loop	  system,	  so	  
the	  design	  of	  the	  (event-‐based)	  scheduler,	  esRmator,	  and	  controller	  is	  coupled	  

Corollary The control uk for the optimal closed-loop system has a dual e�ect.

16	  

CondiRons	  for	  Certainty	  Equivalence	  

Corollary:  The  optimal  controller  for  the  system  {P,S(f),C(g)},  with  
respect  to  the  cost  J  is  certainty  equivalent  if  and  only  if  the  

scheduling  decisions  are  not  a  function  of  the  applied  controls.	

Ramesh et al., 2011 

?	  

Certainty	  equivalence	  achieved	  at	  the	  cost	  of	  opRmality	  
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Event-‐based	  control	  architecture	  	  

Ramesh et al., CDC, 2012, ThC01.3 

IntegraRng	  advanced	  	  
contenRon	  resoluRon	  mechanisms	  

• 	  Hard	  problem	  because	  of	  correlaRon	  between	  transmissions	  (and	  the	  plant	  states)	  
• 	  Closed-‐loop	  analysis	  can	  sRll	  be	  done	  for	  classes	  of	  event-‐based	  schedulers	  and	  MAC’s	  
	  

Ramesh et al., CDC 2011 
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ContenRon	  resoluRon	  through	  CSMA/CA	  

•  Every	  transmikng	  device	  executes	  this	  protocol	  
•  For	  analysis,	  assume	  carrier	  sense	  events	  are	  independent	  [Bianchi,	  2000]	  

Varaiya,	  2011	  source	  

random	  
backoff	  

sense	  
channel	  

transmit	  

failure	  

m	  failures	   max	  n	  trials	  

packet	  

CSMA/CA = Carrier Sense Multiple Access with Collision Avoidance 

Detailed	  model	  of	  CSMA/CA	  in	  IEEE	  802.15.4	  	  
•  Markov	  state	  (s,c,r)	  	  

–  s:	  backoff	  stage	  
–  c:	  state	  of	  backoff	  counter	  
–  r:	  state	  of	  retransmission	  counter	  

•  Model	  parameters	  
–  q0:	  traffic	  condiRon	  (q0=0	  saturated)	  
–  m0,	  m,	  mb,	  n:	  MAC	  parameters	  	  

•  Computed	  characterisRcs	  
–  α:	  busy	  channel	  probability	  during	  CCA1	  
–  β:	  busy	  channel	  probability	  during	  CCA2	  
–  Pc:	  collision	  probability	  

	  

Idle 
state 

Backoff stage 1 CCA 

Tx 

CCA 

Retransmission stage n 

Backoff stage m 

Park,	  Di	  Marco,	  SoldaR,	  Fischione,	  J,	  2009	  

•  Validated	  in	  simulaRon	  and	  experiment	  
•  Reduced-‐order	  models	  for	  control	  design	  
•  Detailed	  model	  for	  numerial	  evaluaRons	  

Cf.,	  Bianchi,	  2000;	  Pollin	  et	  al.,	  2006	  
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Sloqed	  medium	  access	  

Periodic superframe of N slots 

Many	  medium	  access	  protocols	  have	  sloqed	  	  	  
	  contenRon-‐free	  and	  contenRon	  access	  periods	  

Time	  
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Conten9on-‐free	  period	  for	  TDMA	  scheduled	  communicaRon	  
	  
	  
	  
Conten9on	  access	  period	  for	  random	  CSMA	  communicaRon	  
	  

	  
	  

Hybrid	  MAC	  protocols	  

Periodic superframe of N slots 

TDMA = Time division multiple access, CSMA/CA = Carrier Sense Multiple Access with Collision Avoidance 

Exploit	  the	  mix	  of	  CFP’s	  and	  CAP’s	  	  for	  
event-‐	  and	  self-‐triggered	  control	  

E.g.,	  Araujo	  et	  al.,	  2010,	  Tiberi	  et	  al.,	  2010	  

	  
	  

	  
	  

	  
	  
	  

24 

IEEE 802.15.4 MAC 
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IEEE 802.15.4 MAC 

26 

IEEE 802.15.4 MAC 
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IEEE 802.15.4 MAC 

28 

IEEE 802.15.4 MAC 
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IEEE 802.15.4 MAC 

30 

IEEE 802.15.4 MAC 
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31 

IEEE 802.15.4 MAC 

32 

IEEE 802.15.4 MAC 
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33 

IEEE 802.15.4 MAC 

Event-based sensor communication 

1.  Fixed scheduling of 
sensing/actuation slots 

2.  Check triggering 
condition at every 
allocated slot 

-  One-step ahead triggering 
condition 

3.  If triggering condition is 
true, transmit 
measurement and 
perform actuation 

34 

Beacon 

CFP 

Slots allocated 

Transmission! 

•  Robust to disturbances 
 
•  Unnecessary bandwidth utilization 
•  Energy spent on checking triggering condition 

Araujo, 2011 
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Predictive sensor communication 

1.  Scheduling of sensing/
actuation slots when 
required, at beacon times 

2.  If triggering condition is 
predicted to be true, 
transmit measurement and 
perform control action 

3.  At every transmission, 
predict and schedule the 
next triggering time 

-  Set node to sleep until next 
transmission 

35 

Beacon Transmission! 

Prediction of next triggering time 

•  Efficient bandwidth utilization 
•  Low energy consumption 
 
•  Less robust to disturbances 

CFP 

Araujo, 2011 

Hybrid sensor communication 

1.  Scheduling of slots as 
predictive scheme 

2.  Sensor node also checks 
triggering condition 
continuously (or during 
CAP) 

3.  If triggering condition is 
true, transmit 
measurement and 
perform control action 

36 

Prediction of next triggering time 

•  Efficient bandwidth utilization 
•  Robust to disturbances 

•  Energy spent on checking triggering condition 

Beacon 

CAP CFP 

Predictive transmission 

Disturbance! 

Event transmission 

Araujo, 2011 
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MulR-‐hop	  networks	  
•  RouRng	  decisions	  
•  Time	  delays	  	  
•  Hidden	  terminal	  problem	  

Outline	  

•  MoRvaRng	  industrial	  applicaRons	  	  
•  Event-‐based	  scheduling	  for	  stochasRc	  control	  
•  ExploiRng	  wireless	  network	  protocols	  	  
•  Event-‐based	  control	  over	  lossy	  networks	  
•  Extensions	  
•  Conclusions	  
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Event-‐based	  impulse	  control	  

Plant	  
	  
Sampling	  events	  
	  
Impulse	  control	  
	  
Average	  sampling	  rate	  	  
	  
Average	  cost	  
	  

Plant	  

Control	  
Generator	  

Sensor	  Actuator	  

Wireless	  network	  

Event	  
Detector	  

Ordered	  set	  of	  levels	  	  
MulRple	  levels	  needed	  because	  we	  allow	  packet	  loss	  	  
	  
Sampling	  instances	  	  
	  
	  
	  
	  

Level-‐triggered	  control	  
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For	  Brownian	  moRon,	  equidistant	  sampling	  is	  opRmal	  	  
	  
First	  exit	  Rme	  	  
	  
	  
Average sampling rate  
 
Average cost 
	  
	  
	  
	  
	  
	  
	  
	  

Level-‐triggered	  control	  

	  	  	  	  	  	  	  	  	  	  gives	  equal	  average	  sampling	  rate	  for	  periodic	  control	  and	  
event-‐based	  control	  	  

Event-‐based	  impulse	  control	  is	  three	  Rmes	  beqer	  than	  periodic	  	  
 
 
	  
	  
	  
	  
	  
	  
	  

Comparison	  between	  9me-‐	  and	  event-‐based	  control	  

What	  	  about	  the	  influence	  of	  communicaRon	  losses?	  
Is	  event-‐based	  sampling	  sRll	  beqer?	  	  

Åström & Bernhardsson, IFAC, 1999 
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Influence	  of	  i.i.d.	  packet	  loss	  
Times	  when	  packets	  are	  successfully	  received	  
	  
	  
Average	  rate	  of	  packet	  recepRon	  
	  
	  
Define	  the	  Rmes	  between	  successful	  packet	  recepRons	  	  
	  
Average	  cost	  
	  

Event-‐based	  control	  with	  losses	  

Theorem	  
If	  packet	  losses	  are	  i.i.d.	  with	  probability	  p,	   	   	   	   	  	  
then	  level-‐triggered	  sampling	  gives	  
	  
	  
	  
	  
Event-‐based	  control	  beqer	  than	  periodic	  control	  if	  loss	  probability	  
	  
	  	  
	  
	  

Plant	  

Control	  
Generator	  

Sensor	  Actuator	  

Wireless	  network	  

Event	  
Detector	  

Rabi & J, 2009 Extensions to other medium models in Henningsson & Cervin, 2010; Blind & Allgöwer, 2011 
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If	  controller	  perfectly	  acknowledges	  packets	  to	  sensor,	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
event	  detector	  can	  adjust	  its	  sampling	  strategy	  

Let	  
where	  	  	  	  	  	  	  	  	  	  	  number	  of	  samples	  lost	  since	  last	  successfully	  
transmiqed	  packet	  

Gives	  that 	   	   	  becomes	  independent	  of	  	  	  
Beqer	  performance	  than	  fixed	  	  	  	  	  	  	  	  for	  same	  sampling	  rate:	  
	  
	  

Communica9on	  
acknowledgements	  

Plant	  

Control	  
Generator	  

Sensor	  Actuator	  

Wireless	  network	  

Event	  
Detector	  ACK	  

Rabi and J, 2009 
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•  Conclusions	  
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Windup	  in	  event-‐based	  control	  	  
•  SaturaRons	  cause	  windup	  	  
•  Important	  for	  event-‐based	  control	  
•  How	  to	  design	  anR-‐windup	  scheme?	  

AnR-‐windup	  for	  event-‐based	  control	  

Lehmann et al., CDC, 2012, ThB01.1 
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Event-‐based	  Control	  of	  MulR-‐Agent	  System	  

Seyboth	  et	  al.	  (2011)	  

PracRcal	  consensus	  is	  achieved	  if	  0<α<λ2(L)	  	  	  

Event-‐based	  vs	  Periodic	  CommunicaRon	  

Seyboth	  et	  al.	  (2011)	  
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Event-‐based	  vs	  Periodic	  CommunicaRon	  

Seyboth	  et	  al.	  (2011)	  

Outline	  
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•  Event-‐based	  control	  is	  an	  enabler	  for	  applica9ons	  of	  
wireless	  networked	  control	  systems	  

•  Efficient	  use	  of	  network	  resources	  under	  control	  objecRves	  
•  Stochas9c	  control	  approach	  is	  natural	  because	  of	  
probabilisRc	  guarantees	  for	  wireless	  networks	  

•  Many	  open	  problems	  related	  to	  mul9-‐loop	  systems	  and	  
mul9-‐hop	  networks	  

Conclusions	  

hqp://www.ee.kth.se/~kallej	  

v	  

More	  informaRon	  at	  hqp://www.eeci-‐insRtute.eu/GSC2013	  


