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A Semidefinite Programming Relaxation under False Data Injection
Attacks against Power Grid AC State Estimation

Ming Jin!, Javad Lavaei2, Karl Johansson

Abstract— The integration of sensing and information tech-
nology renders the power grid susceptible to cyber-attacks. To
understand how vulnerable the state estimator is, we study its
behavior under the worst attacks possible. A general false data
injection attack (FDIA) based on the AC model is formulated,
where the attacker manipulates sensor measurements to mislead
the system operator to make decisions based on a falsified
state. To stage such an attack, the optimization problem
incorporates constraints of limited resources (allowing only a
limited number of measurements to be altered), and stealth
operation (ensuring the cyber hack cannot be identified by the
bad data detection algorithm). Due to the nonlinear AC power
flow model and combinatorial selection of compromised sensors,
the problem is nonconvex and cannot be solved in polynomial
time; however, it is shown that convexification of the original
problem based on a semidefinite programming (SDP) relaxation
and a sparsity penalty is able to recover a near-optimal solution.
This represents the first study to solve the AC-based FDIA.
Simulations on a 30-bus system illustrate that the proposed
attack requires only sparse sensor manipulation and remains
stealthy from the residual-based bad data detection mechanism.
In light of the analysis, this study raises new challenges on grid
defense mechanism and attack detection strategy.

I. INTRODUCTION

The convergence of ubiquitous sensing and information
technology enables enhanced efficiency and agility of the
modern grid [1], [2]. Managed by supervisory control and
data acquisition (SCADA) systems, a wealth of data on
transmission and distribution power flows are collected and
used to facilitate power system state estimation (SE) [3], [4]
and demand response [2], [5]. The growing reliance on data
communication raises concerns about cyber-security that is
heightened in the aftermath of severe cyber-attacks [6], [7].
In smart grid where information is sent via remote terminal
units (RTUs), it is imperative to guard against improper
information modification to ensure data integrity [3], [8].

In power grid vulnerability analysis, one critical class of
threat is false data injection attack (FDIA) [7], [9], which
attempts to stealthily modify data to introduce error into grid
SE (Fig. 1). To stage an FDIA, the attacker needs to com-
promise power measurements by hacking the communication
between RTUs and SCADA systems. Pioneered by Liu et al.
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[9] and following the works [10]-[15], a stealth FDIA is
possible to evade bad data detection (BDD) by the control
center, with potential consequences of load shedding [14],
economic loss [7], [16], and even blackouts [17].
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Fig. 1. Illustration of AC-based FDIA, where the attacker takes control
over the RTUs or communication channel to inject false data in order to
influence the grid state estimates.

Optimal power flow
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While previous works on FDIA and countermeasures
primarily focus on a simplified power flow model, i.e.,
DC model [9]-[15], [18], [19], an FDIA based on a more
accurate AC model is within the realm of possibility [20].
In a system where measurements are nonlinear functions
of the state parameters, it is usually not easy to construct
a state that evades BDD. Indeed, DC-based FDIA can be
easily detected by AC-based BDD [8], [21]. On the other
hand, the nonlinearity of equality power-flow constraints
also makes the co-existence of multiple states and spurious
solutions possible, which is a fundamental reason why an
AC-based FDIA with sparse attacks is feasible and perhaps
more detrimental than an DC-based FDIA. Once constructed,
this new class of attack could be hard to detect by existing
methods.

Motivated by the theoretical challenges of continuous
nonconvexity and discrete nonlinearity posed by AC-based
FDIA, we propose a novel convexification framework using
semidefinite programming (SDP), and prove conditions on
exact solution recovery and objective value bounds, which
broadens the perspectives on power system security and
vulnerability analysis. By investigating the least-effort strat-
egy from the attacker’s perspective, this study provides a
realistic metric on the grid security, based on the number of
individual sensors required to thwart an FDIA. The results
also motivate protection mechanisms for AC-based SE, such
as the redesign of BDD [22]. The main contributions of this
work are as follows:

o Formulation of AC-based FDIA and a convexification

framework using SDP and sparsity penalty;
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o Analysis of a condition for a near-global attack, and
establishment of objective value bounds;

o Simulation study on a 30-bus system to illustrate that
the planned attack is sparse and stealthy.

The rest of the paper is organized as follows. Previous
works are surveyed in Section II. Section III provides pre-
liminaries on power system modeling and SE. A general
framework of AC-based FDIA is proposed in Section IV,
which is convexified and analyzed in Section V. Experimen-
tal results are discussed in section VI. Conclusions are drawn
in Section VIL

II. RELATED WORK

Previous works on power system vulnerability analysis
have addressed potential adversarial FDIA strategies [9],
[11], [14], [21], [23], negative impacts [14], [17], and pos-
sible defense mechanisms [10], [11]. From a practitioner’s
point of view, there are mainly two categories, based on
either DC or AC models [7], [16]. For DC-FDIA, an
unobservability condition was derived and the attack was
numerically shown to be sparse [9], [11], [14]. Distributed
DC-FDIA with partial knowledge about the topology was
considered in [8], [15]. The vulnerability was quantified
by the minimum number of sensors needed to compromise
in order to stage stealth FDIA [10], [11], [13]. This can
be formulated as a minimum cardinality problem, where
different algorithms were proposed for efficient computation
[18], [19]. As for the attack impact, FDIA was studied on
the electric market [12] and load redistribution [14], causing
significant financial losses.

Only a few works have been published on AC-based
FDIA, due to the recognized complexity of nonlinear sys-
tems [3], [21]. The paper [23] has introduced a graph-
based algorithm to identify a set of compromised sensors
that suffices to construct an unobservable attack; however,
this only offers an upper bound on the cardinality, rather
than resource-constrained sparsity. The work [21] has studied
AC-based FDIA based on linearization around the target
state under the assumption that SE is obtained by a specific
algorithm, which could be too stringent in practice.

Differentiated from prior literature, this study is the first
of its kind to solve a general AC-based FDIA exactly,
with theoretical guarantees of sparsity and unobservability
(Theorem 2). The presented method has both practical and
theoretical implications on solving real-world nonlinear and
nonconvex problems beyond AC-based FDIA.

III. PRELIMINARIES
A. Power system modeling

Consider an electric grid with the graph G = {N, L},
where N := [np] and L := [n,] represent its sets of buses and
branches (we use [z] to indicate the discrete set {1,2, ..., z}).
Denote the admittance of each branch as y, for every
(s,t) : I € L. The mathematical framework of this work
applies to more detailed models with shunt elements and
transformers; but to streamline the presentation, these are
not considered here. The grid topology is encoded in the bus

admittance matrix Y € C™*" ag well as the from and to
branch admittance matrices Y ; € C**" and Y, € C™ <",
respectively (see [24], Ch. 3). Throughout this paper, we use
v* to indicate conjugate transpose of a vector v and use v '
to show its transpose. We also use H" to denote the set of
n X n Hermitian matrix.

The state is described by v = [’Ul, ey vnb] T € C™, where
vg, € C is the complex voltage at bus & € A with magnitude
|vg| and phase Zvy. To find the underlying state of the
system, a set of measurements m € R™™ can be obtained:

m="_f(v)+e (D)

where f : C™ — R"™ is the measurement mapping and e
denotes random noise [20]. Based on simplifying assump-
tions, the DC formulation corresponds to measurements that
depend linearly on voltage phases, i.e., f(v) = H x Zv for
a measurement matrix H [20]. In the AC formulation, the
power flow and voltage magnitude measurement functions

are nonlinear, but can be written in a quadratic form as
fi(v) = trace (M;vv"™), Vi€ [nm] (2

where M; € R™*" depends on line admittances [1], [4].
For instance, the voltage magnitude at bus k follows the
formula |v3,|? = trace (Exvv*) and the real power flows on
a branch [ connecting buses s and ¢ are given as

pi,f = trace (Yl(ff)vv*), pi+ = trace (Yé?vv*)

where
E, = eke;,
O ._ 1 * T T
Ypf = 5 (deles +esdl Yf) s

Y(l) :

pt

1
5 (Yide/ +ed] Yy),

and {ey,...,e,, } and {dy,...,d,, } are the sets of canonical
vectors in R™ and R™, respectively.

B. State estimation

Based on noisy measurements, SE is used to monitor the
system operating conditions. In general, the method finds a
state that “almost matches” the observations by minimizing
some distance function:

i —f(¥ 3
min m — £(9)] G
where V is a feasible set, and || - || can be any matrix norm

[4], [20].

For DC models with a 2-norm objective function, the
estimated state has an analytic form corresponding to a least-
square solution [20]. However, due to the nonlinearity of
the AC model, AC-SE is often solved by the Gauss-Newton
algorithm in practice [20]. A convexification framework
using SDP is proposed recently, which can recover the true
state exactly under mild conditions [4]. While existing SE
methods are effective under noisy measurements, the solution
can be misleading under cyber-attacks, as is discussed next.
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IV. GENERAL FRAMEWORK OF AC-BASED FDIA

FDIA is one type of cyber-attack, which compromises SE
estimator by injecting false data, namely x® € R™™, to n,,
grid sensors [7], [8], i.e.,

m = f(v) + e+ x%, ()

where f(v) € R™ is the noiseless measurement function
in (2), and e € R™ is random noise. The false data is
maliciously injected to lead system operators to believe in
an operating state, namely v, other than the true state v.
As an illustrative example (Fig. 2), the operator will be
“tricked” if the attacker manages to tamper certain power
flow measurements to generate a fake state for the system.
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Fig. 2. Toy example of a 5-bus system, where the bus voltage magnitudes
and branch real power are measured (per unit, or p.u.). The attacker injects
false data (red) to influence the bus phase estimates (green).

A. Stealth attack

The sabotage cannot be detected by common BDD meth-
ods, e.g., hypothesis tests based on residuals (m; — f; (\7))2
[3]. This gives rise to the following definition of “unobserv-
ability”, which generalizes previous requirements for DC [9],
[11] to be applicable to AC models.

Definition 1 (Unobservability): An attack x® is unobserv-
able under state v if, in the absence of measurement noise,
there exists a nonzero vector c such that f(v)+x®* = f(v+-c).

Analogous to the DC-based unobservability condition
in [11], the following lemma provides a sufficient condition
for AC-based attacks.

Lemma 1 (Sufficient condition for unobservability in AC):

An attack x“ is unobservable if there exists a nonzero vector
c such that M;c = O for every i € [n,,] that is not in the
support of x%, i.e., supp (x?).!

Proof: Since f;(v) = trace (M;vv*), we have

fi(v+¢) =trace (M;(v + ¢)(v +¢)") = fi(v),

for every i € [n,,] that is not in supp (x%), which indicates
that x* is unobservable. ]

IThe support of a vector x%, denoted as supp (x%), is the set of indices
of the nonzero entries of x®.

Remark 1: Lemma 1 implies that an attack is unobservable
if the state deviation c lies in the null space of the measure-
ment matrices of those sensors the attacker does not tamper
with. This is applicable to the situation discussed in [23]
for a single bus attack. To understand this, consider a vector
c that has zeros everywhere except at location j. Since the
j-th column of M;, denoted as [M;].;, is zero unless M,
corresponds to the measurement of a branch that connects to
bus 7, this delineates a “superset” of sensors needed to hack
to guarantee a stealth attack.

An upper bound on the minimum number of compromised
sensors can be derived for a multi-bus attack; however, the
sufficient condition is too stringent because the attacker only
needs to satisfy x¢ = trace (M;cc*) + trace (M;cv™) +
trace (M;ve™) = 0 for all ¢ ¢ supp (x*) to remain stealthy.
Finding a feasible vector c requires solving a quadratic
constrained program, which is NP-hard in general.

B. Optimal attack

A general strategy for an attacker is to formulate FDIA as
an optimization problem to maximize sabotage with limited
resources and to evade detection:

min h(v)
TEC™s x4 ERMm
8. L. f(v) = m + x* (PO)
1x“flo < b

where h(-) is an optimization criterion to be specified later,
v is the state that seems correct to the system operator (albeit
erroneously), and the constraints amount to the unobservabil-
ity condition and the sparsity requirement for a given number
b (note that || - ||o is the cardinality operator).

Assumption 1: The attacker has access to the grid topol-
ogy and the measurement vector m.

Assumption 1 is recognized as necessary for stealth attack
against AC-SE [16]. Using the full set of measurements, the
attacker can perform AC-SE to estimate the true state v to
form a proxy. If Assumption 1 is violated, the attacker risks
being detected by the BDD [8]. The analysis provided in this
paper is based on Assumption 1 because it helps understand
the behavior of the system under the worst attack possible
(using the full knowledge of the system).

The attacker can choose h(V) in different ways to fulfill
various malicious goals, such as:

o Target state attack: h(V) = ||V — v4|3, which inten-
tionally misguides the operator towards v;g;

o Voltage collapse attack: h(v) = ||v||3, which deceives
the operator to believe in low voltages;

o State deviation attack: h(v) = —||v—v||3, which yields
the estimated state v to be maximally different from the
true state v.

The program (PO) is challenging due to three reasons:
1) a possibly nonconvex objective function, e.g., concave
for the state deviation attack, 2) nonlinear equalities, and
3) cardinality constraints. In what follows, we will develop
a novel convexification framework using SDP to efficiently
address the above issues.
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V. CONVEXIFICATION AND EXACT RECOVERY

In this section, we first derive an SDP relaxation of
problem (P0O), and show that it is exact if the solution has
rank one. We then introduce penalty terms for rank and
sparsity, and prove that the solution is guaranteed to be rank-
1 and sparse with established performance bounds under
mild conditions. To streamline the presentation, we focus the
analysis of this paper on the case where h(V) = ||V — v, ||3,
with vy, chosen by the adversary a priori. The results hold
for many other objective functions as well.

A. SDP relaxation and sparsity penalty

Define the function h(v, W) = trace (W) —v*vy — v/, V,
where W € H™®. Then, (PO) can be reformulated as:

min h(v, W)
VECT xR,
WeH">
s. 1. trace (M;W) = m; + zf, Vi € [ny]
[x%lo < b
W =vv*

(PO7)
A cardinality-included SDP relaxation of the above noncon-
vex problem can be obtained by replacing W = vv* with a
general positive semi-definite (PSD) constraint:

min h(v, W)
\”/GC”E’,XGGRHM‘,
WeH"
s. t. trace (M, W) = m,; + zf, Vi € [ny]
[x*[lo < b
1 v*
—
e

(P1)
In addition, we make an assumption about its solution:
Assumption 2: Given a solution (v, W,x%) of (P1), as-
sume that V is close to vy, in the sense that:

Vg + ViV > 0. 5)

Note that the objective function of (P1) helps with the
satisfaction of Assumption 2 because it aims at making v
and v, be as closely as possible to each other. The following
theorem describes a condition for the equivalence of the
nonconvex problem (P0’) and its cardinality-included convex
relaxation (P1).

Theorem 1: The SDP relaxation (P1) recovers a solution
of (PO’) and finds an optimal attack if it has a solution
(v, W, X%) satisfying Assumption 2 such that rank(W) = 1.

Proof: See Appendix A. [ ]
Remark 2: Define:
- 1 v*
Z- {0 W} . ©)

Theorem 1 ensures that if rank(W) = 1, then rank(Z) is
equal to 1 (even thought it could theoretically be 2), in which
case (P1) is able to find an optimal attack. There are still two
challenges: 1) an optimal solution of (P1) is not guaranteed

to be rank-1, and 2) the cardinality constraint ||x%||o < b is
intractable.

To enforce (P1) to possess a rank-1 solution, we aim at
penalizing the rank of its solution via a convex term. The
literature of compressed sensing suggests using the nuclear
norm penalty trace (W) [25]. However, this penalty is not
appropriate for power systems, since it would penalize the
voltage magnitude at each bus and may yield impractical
results. Instead, a more general penalty term in the form of
trace (Mo W) will be used as follows:

min h(v, W) + trace (MoW)
veC™ x*eR"™m
WeH"b
s. L. trace (M;W) = m; + zf, Vi € [ny]
[x%lo < b
1 v*
-
o=

(P2)
where the constant matrix M is to be designed. Similar
to Lasso [26], we can replace the cardinality constraint
in the above problem with an [;-norm penalty added to
the objective function to induce sparsity, resulting in the
following program:

min h(v, W) + trace MoW) + a|x?|1
vECTb x*eR™™
WeH"
s. t. trace (M; W) = m; + z{, Vi € [ny]

1 v
e
(FDIA-SDP)

where « is a constant regularization parameter. After this
convexification, (FDIA-SDP) is thus an SDP (after reformu-
lating the norm term in a linear way), which can be solved
efficiently using standard numerical methods (e.g., SeDuMi,
SDPT3) [27]. We analyze its solution next, and derive a rank-
1 condition for the design of a near-global attack, as well as
performance bounds.

B. Exact recovery and performance bounds

Throughout this section, let (¥, W, %) denote an optimal
solution of (FDIA-SDP). In light of Theorem 1, it is desirable
to have rank(W) = 1. Given any attack x, define g(x®) as
the optimal objective value of (FDIA-SDP) without the [y
penalty:

g(x*) = min  h(v, W) + trace (MoW)

veCnmy,
WeH"b

s. t. trace( M;W) =m; +z}, Vi€ [y

1 v
5w
(FDIA-SE)

Note that g(x®) can be considered as a proxy for the sabotage
scale.? In the following, we study some properties of g(x%).
Lemma 2: g(x®) is convex and sub-differentiable.

2For an optimal solution of (FDIA-SDP), trace (MOW) can be bounded

within limited range; as a result, g(X®) acts as a “proxy” for h(¥, W).
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Proof: See Appendix B. |

Define 0g(x®) as the subgradient of g(x®). To proceed

with the paper, we consider an “oracle attack” that is able
to solve (P2).

Definition 2 (Oracle attack): The oracle attack x** €
R™m is a solution of the nonconvex program (P2). Define
B C R™ as the set of all vectors in R"™ with the same
support as x**, and define B¢ as the complement R"™ \ B.
Let Ag = argmina,cs ||A — A¢||% be the projection of
a vector A onto the set B. The deviation of (FDIA-SDP)’s
solution from the oracle, namely A= %0 — x%*, belongs to

a cone.
Lemma 3: For the pair (B,8¢) and o > 2||0g9(x**)||c0s
the error A = X% — x%* belongs to the cone
C(B,B%x*) = {A € R™ || Ape | < 3] Agll).
Proof: See Appendix C. |

To ensure that the optimal solution of (FDIA-SDP),
namely W, is rank-1, the following assumption is made on
the attack state:

Assumption 3: The attack state v as the solution of
(FDIA-SDP) satisfies the following phase conditions, for all
(s,t): 1l e L:

r < Ly — Ly — Ly <0
0< Loy — Ly + Ly <

where ¥ is the branch admittance between buses s and t.

Since real-world transmission systems feature low resis-
tance to reactance ratios, the angle of the line admittance
yst 1s close to —7/2 [20], and thus Assumption 3 would be
satisfied under normal conditions where the voltage phase
difference along each line is relatively small.

Assumption 4: For AC-SE, we assume the availability of
voltage magnitude measurements at every bus, and active
power measurements for both from and to ends of a branch
(see Section III-A).

Assumption 5: Let A be the set of all regularization pa-
rameters « for which the optimal solution X of (FDIA-SDP)
corresponds to a feasible state, i.e., there exists v € C™ such
that

f(v)

Assume that A is not empty and includes at least one value
of « that corresponds to a non-zero injection X¢.
The following theorem provides performance bounds and
a condition for rank-1 recovery under Assumptions 4 and 5.
Theorem 2: Let My in (FDIA-SDP) be given by:

My = —I + evegvy, + ZM +ZM (7)
lel leL

=m + x%

where € > 0 is a constant parameter, and M(l) and M](Dlt) are

arbitrary matrices in H". For every (s,t) € {1,...,np} X
{1,...,np}, assume that the (s, ¢) elements of l\N/IZ()Z} and l\N/II(ft)
are equal to zero if (s,t) ¢ L and otherwise satisfy the
following inequalities:

—7 < Lyg — LMY, <0 (8)
T < Ly + LMY, < 2m. )

For every a > 2(0g(x**)|| and some ¢, the optimal
solution (v, W,x%) of (FDIA-SDP) satisfies the equation:

20 Agl <g(x")—g(x"*) <a (| Aglli—|Ap])

where A is equal to X* —x**, i.e., the difference between x*
and the oracle x®*. In addition, the attack X® is unobservable
for every o € A.
Proof: See Appendix C. |

There is a trade-off between attack sparsity and outcome
in the sense that a tighter bound can be achieved with more
entries outside the oracle sparse set 5. However, this also
means that the attacker needs to tamper with more sensors.

As for the choice of Mg, to conform with (8) and (9),
instead of the term ) ;. Mé} + ier plt in (7), we can
use the negative of the susceptance matrix (the imaginary
part of Y) with the exception that its diagonal entries are all
zero. The value of € can be chosen based on n%,’ as discussed
in the proof (see Appendix C).

In what follows, we will conduct some experiments to
verify the above theoretical results and compare them with
the existing literature.

VI. EXPERIMENTS

For the experiment, we study a 30-bus system (shown
in Fig. 3) provided in MATPOWER [24], whose states are
randomly initialized with magnitudes close to 1 and small
phases. The measurements include branch real power flows
and bus magnitudes.

Fig. 3. The IEEE 30-bus test case [24].

Consider the target state attack problem with the measure
h(v) = ||V — viy||?, where the target vy, is identical to
the true state v except for a random subset of buses whose
voltage magnitudes are deliberately chosen to be low (around
0.95). This would often trigger misguided contingency re-
sponse, in an attempt to recover from a possible voltage
sag [6].

An example of the (FDIA-SDP) solution is shown in
Fig. 4, which depicts the true state magnitudes, |v;|’s against
the falsified state magnitudes |0;|’s obtained by the system
operator using the exact convexification technique described
in [4] or any other global optimization techniques (in fact,
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the attack is SE-algorithm-agnostic). Even though the system
operates in a normal state, FDIA “tricks” the operator to
assume a potential voltage sag. The operator may then take
falsified harmful contingency actions. The FDIA is triggered
by tampering with a small set of sensors (see the sparsity
pattern in Fig. 5), and the modified measurements are hardly
distinguishable from the original values (Fig. 6).

FDIA on voltage magnitude
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Fig. 4. The FDIA effect on SE voltage magnitudes, where the dotted
line indicates identity. Several buses have magnitudes outside the normal
operation region (shaded), from the system operator’s perspective.
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Fig. 5. An instance of the original grid measurements (top) and injected
false data (bottom).
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Fig. 6. Comparison of the modified and original values for all sensors,
where the dotted line indicates identity. The influence of FDIA on actual
sensor measurements is hard to detect.

The solution’s sparsity and rank are then examined with
respect to the regularization parameters. While the absence
of the || - ||1 penalty (i.e., & = 0) results in a dense solution,
as « increases, the attack X® becomes significantly sparser
compared to the upper bound provided in [23] (Fig. 7). On
the other hand, the rank of W increases for large values of
«, since m + X does not correspond to a valid state.

The choice of M, follows (7), where the part
Yier MS} + D er l\N/II(,lt) is substituted by the susceptance
matrix with zero diagonal entries. As for the choice of e,
Theorem 2 provides a guideline to use the equation € = Vt%
(see Appendix C for the proof); while v cannot be known a
priori, it is desirable to be close to v;fg. Therefore, for the
30-bus system, the value of € that corresponds to a rank-
1 solution is close to .033, as corroborated in Fig. 8. The

Attack sparsity v.s. regularization o

—— Upper bound
FDIA-SDP

05 1 15 2
regularization «

Fig. 7. Influence of the regularization parameter « on the cardinality of the

solution of (FDIA-SDP). The upper bound is derived according to [23]. Ten

independent experiments were performed to obtain the mean (blue line), and

min/max (shaded region). We used 0.001 as the threshold for computing the

cardinality of x“.

Rank v.s. regularization o
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Fig. 8. Effects of the regularization parameters on the rank of Z defined
in (6). The median (blue line) and the min/max ranks (shaded) are shown.

rank-1 condition also guarantees that ¥ is close to v, as
measured by ||V — vy, |3 (Fig. 9).

Target recovery v.s. regularization €

n [&]

target distance

0.02 0.04 0.06 0.08 0.1
regularization €

o
o

Fig. 9. Success of FDIA measured by the distance between the operator’s
recovered SE ¥ and target v, or ||V — vtg||§, as e varies. Both the mean
(blue line) and the min/max regions (shaded) are shown.

BDD residual v.s. regularization €

3
- = BDD threshold
2 FDIA residual

BDD residual

0 —— )
0 0.02 0.04 0.06 0.08 0.1
regularization €

Fig. 10. Residuals ||m + x® — f(9)||3 obtained for BDD. The detection
threshold represents the variance of the measurement noise [3]. Both the
mean (blue line) and the min/max regions (shaded) are shown.

The rank-1 (FDIA-SDP) solution will evade any residual-
based BDD (Fig. 10). To thwart FDIA, one can place a
set of security sensors at locations under potential attack as
indicated by x* of (FDIA-SDP).

VII. CONCLUSION

In the study, we first formulated a general AC-based FDIA
problem with stealth and sparsity constraints. To address the
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problem’s nonconvexity and nonlinearity, a novel framework
using SDP and [; penalty was proposed in (FDIA-SDP).
A condition on exact recovery was proved (Theorem 2),
providing a first analytical result on the NP-hard AC-based
FDIA problem. From the perspective of power grid security,
(FDIA-SDP) identifies a small subset of grid sensors that
could enable staging a stealth attack. This information is es-
sential for designing a security index based on AC modeling.
As future work, it is important to investigate protection and
BDD strategies against AC-based FDIA.
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APPENDIX
A. Proof of Theorem 1

First, we prove that the equation rank(W) = 1 implies

that W = a?vv*, for some a such that |a| > 1. Since

Sk

[‘}, ;;V] > 0, by Schur complement, we have w = 0,
and W — v¥* = 0. Due to rank(W) = 1, we can express
W = ww*. Since ww* — vv* > 0, one can write w = av,
where |a| > 1 (otherwise, there exists a vector v € C™
such that v*w = 0, but *V # 0 and v* (ww* — vv*) v =
—|v*¥v]? < 0, which violates the PSD condition).

Now, we show by contradiction that the equation W =
vV* holds at optimality. Assume that (v, W = a2vv*, X%) is
an optimal solution of (P1) and that @ > 1 (the case a < —1
is similar). It is obvious that (&(I,VV = a%vv*,x) is also
feasible. This gives rise to the relation:

h(¥,a*v¥*) = trace (6°VV*) — (Vivig + v, V)
> trace (a*VV*) — a(Vivyy + VigV)
= h(av,a*vv*),

where the inequality follows from Assumption 2. This con-
tradicts the optimality of (v, W = a29v*, k). Therefore,
we must have ¢ = 1, implying that W = vv*.

Recall that (P1) provides a lower bound for (PO’), which is
a reformulation of (P0). Therefore, since (v, W= vV, %)
is feasible for (P0’), it is optimal for (PO).

B. Poof of Lemma 2

For any two attacks x® and x?2, let the optimal states be
denoted as (v, W) and (¥(2), W), Then, for every
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A € [0,1], the point (AV + (1 —\)VE AW + (1 - \)W?)

is a feasible solution for the attack Ax®' + (1 — \)x%2:
GO+ (1= Nx2) < Ag(x) + (1 — A)g(x“2),

which proves the convexity. The subdifferentiability follows

from [28].

C. Proof of Theorem 2

First, we show that rank(W) = 1, W = ¥¥*, and x°
is unobservable. The rank-1 condition is derived by solving
(FDIA-SE) with the injection X® fixed at its optimal value.

Let £ € R" and Q = € H™*! be the dual

3|

qa Qo
variables. By the KKT conditions for optimality, we have:
a) the stationarity conditions: q = —v;, and Qo = I4+Mj +
>-; &M, b) the dual feasibility condition: Q > 0, and c) the

complementary slackness condition: Q ;V} = 0. Let
H(¢) = qlo VigVi, + Qo and qo = vtqv Based on a) and

¢), we have H(£&)W = 0. Due to b) and Schur complement,
it is required that H(¢) > 0.

By Slater’s condition, strong duality holds if one can
construct a strictly feasible dual solution é’ , which is optimal
if KKT conditions are satisfied. The rank-1 condition for W
follows if we can further show that rank(H(&)) = n, — 1
(since together with H(£)W = 0, it implies that W lies in
the null space of H(£), which is at most rank 1).

For the three types of measurements considered in this
paper, the measurement matrices are: 1) M; = E; for every
i € N (associated with voltage magnitudes), 2) M;,, =
Yl()l} for every ¢ € L (associated with real power flow

Sfrom the bus), and 3) M1, +n, = Y() for every i € L
(associated with real power flow to the bus). By denoting

N () NG )
E=D s Epf + D er Ept, we can write

=Y HOE) + STHOE),

leL lel
where
1) ,20) l l
H( )(5 7)) = f;z(yf) s +& ftEt + €pf lerjYz(n2
1) 20 l l l l l
H;(ot) (épt ) ( ) 5;z(>t)sE + f;(;t)tEf + f;t)l-i-nl-i-nsz(ﬁ)

/ (O *
ar(lg Yier Mpf +> er Mpt =I+M;— qTJVthtg' Define
&, in such a way that

S )% N 1)*
£ _QJ (USU Migf)’sf) o) _ [0S ( Igf)’sty“>
pfil4ny S (og07yr,) T oPht S (0507 Ysy)
n _ I g 20 10
gpf M) s|2£Pf ¢t (ySt)gpf Iy (10)

(1
and Eét) such that

gpt I+np+n; v

A Ak DE
28 (vsv Mlgt)st) 1) ( 15 styst)
\Y(U DFyse) Pt Os0f Yst)

(1 l l
gg()t),s B ‘2£;t)t + %(ySt)é-;;t)l—i-nb—i-nl

Y

where v is the optimal solution of the primal (FDIA-SE)
after fixing X at its optimal value. It can be verified that
HS}\? =0, Hl(ft){r =0, Hz(f} > 0 and H;ft) > 0 as long as:

= < Lbg — Ly — Lyst <0 (12)
0< Lby— Ly + Lya < (13)
—m < Ly — LMY, <0 (14)
7w < Lyse + LN, < 2. (15)

The inequalities (12) and (13) are satisfied by Assumption
3, which is often valid for real-world power systems. The
inequalities (14) and (15) require that M u )St and M (t)ét to
lie in the second or third quadrants of the complex plane.
Our next goal is to show that rank(H(€)) = n, — 1,
or equivalently, dimgnull(H(é))) = 1. For every v €

null(H(€)), since H](Q > 0 and H ) > 0, we have H(fl/ =

Hl(,lt)u = 0. By the construction of (10) and (11), for every
line [ : (s,t), it holds that = = %t. This reasoning can be
applied to another line I’ : (t a) to obtain §* = . By
repeating the argument over a connected spanning grai]ph of
the network, one can obtain:

Vs Up Vg

= = == (16)
Vs Ut Vq

which indicates that v = ¥. As a result, dim(null(H(£))) =
1 and rank(H(£)) = n— 1. By the complementary slackness
condition, it can be concluded that rank(W) = 1. Based
on a proof similar to Theorem 1, we have W = vv*.
The unobservability of x“ follows immediately from the
constraint trace (V*M;V) = m; + &%, Vi € [ny,].

In what follows, we will derive the performance bounds
for X* compared to x%*. By the definition of g(x*) in
(FDIA-SE), we can rewrite (FDIA-SDP) only in terms of
x? as

max  g(x*) + afx*[h (P4)
Define r(A) = g(x** + A) — g(x**) + a(||x™* + Al —
[x%*||1) and A = %%—x%*_ The separability of the /;-norm
yields that

x4+ Ally > [|xg™ S+ Al
5 1+ 18]l — [ Asll

= x| + | Age | — | As]-

+ Apellr — lIxp

= [Ix

Together with (A) < 0 that results from the optimality of
%%, we have proved the upper bound. For the lower bound,
one can write:

9E)—g(x") = (Dg(x"), A) > ~|(Dg(x""). A)| (17)
> — 99"l | Al ()
> =2 (1Asl + 1A ) 19)
> —2a||Ag|h (20

where (17) is due to the convexity of g(x*) (Lemma 2), (18)
is by Holder’s inequality, (19) is due to the assumption of
a, and (20) is due to Lemma 3 (see [29], Lemma 1).

243




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles false
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize false
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Arial-Black
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /ComicSansMS
    /ComicSansMS-Bold
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FranklinGothic-Medium
    /FranklinGothic-MediumItalic
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Gautami
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /Impact
    /Kartika
    /Latha
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaConsole
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSansUnicode
    /Mangal-Regular
    /MicrosoftSansSerif
    /MonotypeCorsiva
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /MVBoli
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Raavi
    /Shruti
    /Sylfaen
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /Vrinda
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Required"  settings for PDF Specification 4.01)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


