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ABSTRACT

In this paper a novel distributed algorithm derived from the Generalized Likelihood
Ratio is proposed for real time change detection using sensor networks. The algorithm is
based on a combination of recursively generated local statistics and a global consensus
strategy, and does not require any fusion center. The problem of detection of an
unknown change in the mean of an observed random process is discussed and the
performance of the algorithm is analyzed in the sense of a measure of the error with
respect to the corresponding centralized algorithm. The analysis encompasses asym-
metric constant and randomly time varying matrices describing communications in the
network, as well as constant and time varying forgetting factors in the underlying
recursions. An analogous algorithm for detection of an unknown change in the variance
is also proposed. Simulation results illustrate characteristic properties of the algorithms
including detection performance in terms of detection delay and false alarm rate. They
also show that the theoretical analysis connected to the problem of detecting change in

the mean can be extended to the problem of detecting change in the variance.

© 2012 Elsevier B.V. All rights reserved.

1. Introduction

One of the typical tasks of sensor networks, which is in
the focus of many researchers, is distributed detection, e.g.,
[1,2]. The classical multi-sensor distributed detection
schemes require the existence of a fusion center, which
collects relevant information from all the sensors and
where the final decision is made. In [3] distributed
detection has been broadly divided into three classes,
where the aforementioned parallel architecture with a
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fusion center represents the first class. Removal of a
global fusion center brings, in principle, many advantages,
consisting of increased reliability and reduced commu-
nication requirements, in spite of a certain loss of perfor-
mance with respect to the optimal centralized system.
The second class includes some recent attempts to apply
consensus techniques to the distributed detection problem
in order to eliminate the need for a fusion center [4].
However, the dynamic agreement process is introduced
after all data had been collected, implying inapplicability to
real time change detection problems. Namely, two detec-
tion phases are assumed: the sensing phase, where each
sensor collects observations over a period of time, and the
communication phase, where sensors subsequently run
the consensus algorithm to fuse their local statistics.

The third class of distributed detection algorithms
assumes that both the sensing and the communication
phase occur in parallel, at the same time step. This class is
mostly linked to the concept of “running consensus”,
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which has been introduced in the algorithms proposed
and discussed in [5,6], assuming a consensus scheme with
symmetric consensus matrices. An analysis of such algo-
rithms based on the large deviations theory has been
presented in [3]. An algorithm that combines minimum-
variance distributed estimation (based on the so-called
diffusion) with Neyman-Pearson detection has been pro-
posed in [7]. In [8], a running consensus algorithm has
been proposed for solving the quickest detection problem,
based on the CUSUM (cumulative sum) statistic [9]. It
represents a powerful practical tool for real time change
detection, but it contains a nonlinearity used in the
resetting rule of the algorithm, implying difficulties in
the theoretical analysis of the algorithm. In [10], a novel
class of distributed consensus-based real time change
detection algorithms has been proposed, based on a
combination of recursive geometric moving average con-
trol charts [9] with a consensus algorithm. Along with its
inherent tracking capability, it introduces a more general
setting of asymmetric consensus matrices. However, it
assumes, as all of the aforementioned algorithms lying in
the third class, that the parameter value after change
is known.

In this paper, as a continuation of the work in [10], two
new algorithms are proposed for distributed detection of
unknown changes in (a) the mean and (b) the variance of a
piecewise stationary random process, while monitoring the
environment using a sensor network. Both algorithms have
recursive forms derived from the expressions for the Gen-
eralized Likelihood Ratio (GLR) statistics for hypothesis
testing, where the hypothesis Hy corresponds to the constant
known parameter value before change, and the hypothesis
H; to the unknown parameter value after change. In [11] a
window-truncated version of the GLR statistic for sequential
multiple hypothesis testing which does not allow recursive
structure has been proposed. Herein a constant forgetting
factor in the derived recursions is introduced, resulting in
algorithms belonging to the class of moving average control
charts, applicable to the on-line change detection problem
[9] (abrupt changes from Hy to Hy). The obtained recursive
form is structurally similar to the one discussed in [10], but
with a much more complex innovation term. It is to be
emphasized that the GLR is taken here as a starting point in
the derivation of the algorithm in order to circumvent the
restrictions inherent to the approach in [10], and to allow
tracking of unknown parameter jumps. Furthermore, follow-
ing [10], a dynamic consensus scheme is introduced, and
algorithms which asymptotically provide nearly equal beha-
vior of all the nodes are obtained, ie., any node can be
selected for testing the decision variable w.r.t. a pre-specified
threshold.

The derived algorithm for change detection in the mean
is analyzed theoretically for both constant and randomly
time varying asymmetric consensus matrices characteriz-
ing the network. The analysis is focused on the error
between the generated distributed decision variables and
the corresponding centralized statistics. The aforemen-
tioned complexity of the innovation term makes the
analysis more complicated than the one from [10]. More-
over, it has been found to be necessary to introduce novel
performance criteria. It is shown that under hypothesis H;

the ratio of the norm of the mean square error matrix and
the mean square value of the centralized decision variable
is bounded in the case of constant consensus matrices by
K}(1—a)?, where 0 <a <1 is the forgetting factor of the
algorithm, while in the case of random consensus
matrices it is bounded by K3(1—a), where K] and K} are
finite constants. Under hypothesis Hy, it is shown that the
aforementioned ratio is bounded in the case of constant
consensus matrices by I<?(l—oc), while in the case of
random consensus matrices it is bounded by K9, where
K9 and K9 are finite constants. In the case of time varying
forgetting factors (behaving like t/(t+1)), corresponding
to the initial hypothesis testing problem, the correspond-
ing bounds are also found, following the analogy between
t~! and the term 1—o from the constant forgetting factor
case. A number of simulation results are given as an
illustration of the characteristic properties of the pro-
posed algorithm, including detection performance in
terms of detection delay and false alarm rate.

The algorithm for change detection in the variance is
designed similarly as the change in the mean algorithm,
starting from the derivation of a recursive form of the
GLR. Since the obtained innovation term in the recursions
is very difficult to analyze, properties of the change in the
variance algorithm are analyzed by means of simulation,
showing that, qualitatively, all the results of the analysis
connected to the change in the mean case hold also for
the detection of the change in the variance.

The outline of the paper is as follows. Section 2 begins
with local recursive algorithm derived from the GLR con-
nected to the change in the mean case (Section 2.1). A novel
distributed change detection scheme based on a consensus
algorithm is given (Section 2.2), as well as an analysis of the
error between the statistics generated by the proposed
algorithm and the corresponding centralized scheme (for
both constant and time varying forgetting factors— Sections
2.3 and 2.4, respectively). A change in the variance detection
algorithm is proposed in Section 3 while Section 4 deals
with some illustrative simulation examples.

2. Recursive distributed detection of change in the mean
2.1. Local recursions

Assume that we have a sensor network containing n
nodes, in which the measurement signal of the i-th node
is given by

Yi(®©) =0+ (D), M

where ¢;(t) ~ N(O,a,?),i =1,...,n, are mutually independent
iid processes. At first, consider a binary hypothesis problem,
where the goal of the i-th node is to discriminate between
the hypothesis Hi that 0; = 0" =0 and the hypothesis H}
that 0; =0 #0. In the case when 0}, i=1,...,n, is not a
priori known, it is possible to apply the GLR methodology
for hypothesis testing and to obtain the following local
statistics based on N successive measurements [9,12]

N Ppi®) N

l(N) = log—bi— " _
S =max > _log, 6y = 2

where ¥;(N) = (1/N) S 1 yi(0).

ViN?a72, )
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Calculation of sﬁ(N) can be performed on-line, recur-
sively. Introducing t for current time, we obtain, using
[12], the following basic recursion for the local decision
function

ety b gy O Tt Ly .

sit+1) = t+1si(t)+t+1 t+1y;(t+1) 2y,(tJrl) yi(t+1),
3)

where y; is also generated recursively by

_ t _ 1 _

}/i(f+])=t+—1}’i(f)+ H——lyi(t+1)' yi(0)=0. “4)

2.2. Centralized and consensus based recursive algorithm

The global centralized decision function for the whole
sensor network, which should make distinction between the
hypothesis Hy : 0; = 6? =0,i=1,...,n, and the hypothesis
Hy:0;= 0,»l #0,i=1,...,n, is defined as a sum of the local
statistics given in (2).! After neglecting the second term in
the brackets at the right hand side of (3), we obtain the
following recursion for the centralized decision function:

se(t+1)= tJrL]sC(t)Jr 367+ 1yt +1), 5c(0)=0.

i=1
)

The statistics given in (3) and (5) can distinguish
between the two hypotheses, but cannot track parameter
changes. Therefore, we introduce an approximation which
replaces t/(t+1) by a constant o close to one (which acts
as a forgetting factor), in order to address the change
detection problem. Namely, our goal is to detect a change
from the hypothesis Hyp to the hypothesis H;, which occurs
simultaneously at all sensors at unknown time tq (it is
also possible to assume that the change occurs for a non-
empty subset of the network nodes [10]). Denoting

xi() =yi(O)y;(0), (6)
where
Vilt+ D) =ay(t)+(1-o)y(t+1), y;(0)=0, @)

the centralized decision function now becomes

n
se(t+1)=ase(t)+ > wixi(t+1), 5:(0)=0, ®)
i=1
where w; are nonnegative weights, equal to o;2 in (5). Note
that the obtained centralized decision function (8) is essen-
tially one variant of the geometric moving average algo-
rithm [9] with non-normalized weights, in which the
application of the GLR results into a specific form of the
function x;, allowing tracking of unknown parameter jumps.
For the sake of convenience, we shall further adopt that the
weights are normalized in such a way that >7_,w;=1;
accordingly, in (8) we introduce w; = o;2(3_; 0;2)"". The
global detection procedure is based on testing the decision
function s{t) with respect to an appropriately chosen
threshold /. >0, so that a change is detected when s/t)

1 It can be easily shown that the corresponding vector-valued GLR is
in a form of a sum of the local GLRs connected to the individual nodes.

exceeds /.. Notice that the algorithm requires a fiision
center. It is to be noticed that it is also possible to adopt
xi(t) = 07 2y;(t)y;(t), resulting in equal weights w; =n~"; this
represents a special case of the above setting.

The aim of this paper is to propose a distributed change
detection algorithm which does not require a fusion center
and in which the output of any preselected node can be
used as a representative of the whole network and tested
w.r.t. a pre-specified common threshold. The basic assump-
tion is that the nodes of the network are connected in
accordance with a time varying directed graph represented
by a weighted adjacency matrix C(t) = [Cj(t)],,p, Satisfying
cij(t) = 0,i#j and c;(t) > 0,1,j =1, ...,n (cj(t)) represents the
communication gain from the node j to the node i). We
shall assume, additionally, that matrices ((t) are row-
stochastic, random, iid and statistically independent from
the sequences {x;(t)},i=1,...,n.

We propose the following algorithm for generating the
vector decision function s(t) =[s1(t) - - - sn(t)]" for the whole
network:

s(t+1) = aC(t)s(t)+C(OX(E+1), s(0)=0, )

where x(t) = [x1(t) - - - Xo(t)]". The algorithm is derived from
the consensus based state and parameter estimation
algorithms proposed in [13,14]; it is also similar to the
detection algorithm based on “running consensus” pro-
posed in [5,6,8]. Notice that the matrix C(t) performs for
each node “convexification” of the neighboring states and
enforces in such a way consensus between the nodes.
After achieving s;(t) = s;(t), i,j=1,...,n, change detection
can be done by testing si(t) for any i with respect to the
same /. as in the case of (8), provided (9) achieves a good
approximation of s.(t) generated by (8).

In order to implement the proposed algorithm it is
necessary to set the communication gains in C(t) in
accordance with the communication structure constraints
resulting from the availability of communication links.
We shall assume, in general, that C(t) is realized at each
discrete time instant t as C® with probability py,
k=1,...,N, N<oo, >N_,py=1 (the case of constant
gains simply follows as a special case). The realization
matrices C® =[c{"}.., k=1,....N, ij=1,...,n, will be
assumed to be constant nonnegative row stochastic
matrices, satisfying cﬂ" >0,i=1,...,n, so that we have

N
C=ECty= Y “p (10)
k=1

This formal setting obviously encompasses the asynchro-
nous asymmetric gossip algorithm with one message at a
time, various types of synchronous asymmetric gossip
algorithms, as well as communication faults. We shall not
be concerned here with concrete ways of generating the
realizations of C®: our further analysis is applicable to
any preselected technical setting satisfying the adopted
network model.
We shall assume further that

(A1) C has the eigenvalue 1 with algebraic multiplicity 1;
(A2) lim;_,.C = 1w".
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The first assumption is related to the a priori given
topology of the underlying multi-agent network, implying
that the graph associated with C has a spanning tree and
that C' converges to a nonnegative row stochastic matrix
with equal rows when i tends to infinity, e.g., [15,16].
Assumption (A2) establishes a formal connection between
the algorithm (9) and the centralized (8), implying that
the realization matrices C®, the corresponding probabil-
ities px and the weight vector w are connected by the
relation

N
wiC=w"Y" c¥p =w' (11)
k=1

For an a priori given vector w, according to the require-
ments resulting from the selected centralized detector (8),
Eq. (11) should be solved for C*® and py. It is a nonlinear
equation, which can be solved in practice by adopting one
set of parameters (probabilities p,, for example) and
solving the linear programming problem for the remain-
ing set of parameters (parameters in C%), or vice versa
[17]. Notice that in the case of the asynchronous rando-
mized gossip algorithm with one communication at a
time, C® is characterized by only one scalar parameter; in
general, C% is characterized by more parameters satisfy-
ing the given constraints. It is to be emphasized that
solving (11) in the special case when all w; = n~1 results in
symmetric average consensus matrices C when the com-
munication links allow such a structure; otherwise, we
have an asymmetric C, satisfying (11). The related litera-
ture covers only the symmetric case [5,6,8,18]; the asym-
metric case has been treated in [10,17].

2.3. Analysis of the consensus based algorithm

The theoretical analysis given in this section will be
concerned with the relationship between the proposed
consensus based algorithm (9) and the centralized (8)
taken as a reference. Our goal is to show that the
proposed algorithm generates statistics that are (suffi-
ciently) close to the centralized statistics. Theoretical
analysis of the performance of the proposed algorithm
in terms of standard detection performance measures—-
detection and false alarm rate and detection delay
assumes the knowledge about the distributions of the
generated statistics. It is very difficult and beyond the
scope of this paper to obtain these distributions, having in
mind that we are dealing with a combination of consen-
sus dynamics with the dynamics of a variant of geometric
moving average algorithm. However, the aforementioned
performance measures will be discussed in detail via
simulations in Section 4.

The error vector between the states of the consensus
based algorithm and the centralized scheme is defined as

e(t) =s(t)—1s.(t), (12)

where 1=[1---1]". Iterating (9) and (8) back to the zero
initial conditions, we get

t—1
s(t)y= "> opt—1,t—i—1)x(t—i), (13)
i=0

where ¢(i,j) = C(i)- - - C(j), i >j, and

t—1

se(t)=">_ awx(t—i), (14
i=o

wherefrom
-1

e(t)y="Y_ op(t—1,t—i—1)—1w x(t—i). (15)

i=0
From (15) we obtain directly

~i+1

t—1 -1
Efe)}= > o'C—1w*'m=>"o'C" 'm, (16)
izo izo

where m=E{x(t)} and C =C—1w', having in mind that,
under (A2), we have (C—1w") = C'—1wT. Obviously, s(¢) is
a biased estimator of 1s.(t) when m#pul, where pu is a
given scalar, having in mind that Cm =0 for m = 1.

Calculating m = [E{x1(t)} - -- E{xn(t)}]" we obtain from
(6), (7) and (1)

t—1
Exi()} = (1-0) > _ ody(t—i)y;(t) ~ 07 +(1-w)a?, a7
ji=o0

where we used the approximation (which will be used
throughout the remainder of this paper) that for t suffi-
ciently large we have 1—of~ 1.

By Assumptions (A1) and (A2), it follows that C and
1w’ have the same eigenvectors. Therefore, C has the
same eigenvalues as C, except for the eigenvalue 1 of C
which is replaced by the eigenvalue 0 of C. Having in
mind that ¢; >0,i=1,...,n, it follows that the modules of
all the eigenvalues of C are strictly less than 1 [15]. We
denote maxl—{M,-(f)\} =/m < 1. Now we can see that

kiyliml kAylimll

1—0Am < 1—/‘LM ! (]8)

t—1 .
IEe) < S o IC ™ iimll <
i=0

having in mind that IIC'I <k}, for any matrix norm,
where k is an appropriately chosen constant, and that
Am < 1. A comparison with the properties of an analogous
algorithm presented in [10] should be made, where the
upper limit of IIE{e(t)}!l is proportional to 1—o under both
hypotheses.

However, the obtained quality of approximating the
centralized solution can be more adequately expressed by
normalizing IIE{e(t)}Il by the mathematical expectation of
the centralized decision variable itself. In this case we
readily obtain that under both hypotheses

IE{e(t)}

where K < oo, having in mind that E{sc(t)} ~ wl(m/(1—a)).
Under hypothesis H;, the mean of the centralized statis-
tics grows as 1/(1—«) when o approaches 1, while the
upper limit of the error mean remains constant; under
hypothesis Hy, the mean of the centralized statistics
remains constant and independent of o, while the error
mean decreases linearly as 1—o (having in mind that
under Hy we have that m ~ 1—o).

A more complete insight into the quality of approx-
imation can be obtained from an analysis of the mean
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square error matrix
Q(t)=Efe(te(t)"). (20)
The following lemma serves as a prerequisite.

Lemma 1. The covariance function r;i(t)=E{(x;(t)—m;)
(x;(t+71)—my)} for algorithm (5) satisfies

M |rim| <Ky i=1,...,n, 0<K;j<oo. 21
=0

Proof. Starting from (6) we have
1i(0) = E{F; Oy () —m) Y (¢t + Dyt +1)—my))

t—1
- E{ ((1 —a) >~ od (07 +0i(ei() + €4t —J))

+ 6Dt~ (0] +(1-0)o ?))

((1 o) Z k(07 + 0i(ci(t+T) +€i(t+T—k))

k=

+€i(t+T)Ei(E+T—k)—(07 +(1—oc)a,?)> }

t—1
= E{(l —0)* Y Ot +€(t—)))

t+t-1

X Z cx"G,-(e,—(t—i—T)+e,—(t+'c—k))} +0r0Tee, (22)
k=0

where r is a part of r;j(t) connected to the mathematlcal
expectation of the product of the terms (1—o)((>2iZ Oocf
(t)et—j)—c?) and (1- rx)((zk,o okei(t 1)+ €6t +T—k)
—c¢?) which is non-zero for =0 and k=j,

-1
Tee = (1—00)? (E{ef(t)+ > oczfeiz(t)eiz(t—j)}—a,‘-‘>
=
~(1 2( 954 oy
N( _O() ( Oj + 1_a26i>

)
! 1+oc

=(1-o)o}

(23)

Since r;(t) =r;j(—7), we can see that for 7 > 0 we have non-
zero terms in the remaining terms of (22) only in the
cases when k=t and k= t+j; for 1 =0 we have non-zero
terms not only in the cases when k=0 and k=j but also in
the case when j=0, together with the term connected to
92 2(t) which is non-zero for all j and k. Therefore, we
obtam the following expression for r;(t) (for T > 0):

t—1
ri(0) = (1-2)°E { > 9?(a163(t)+a”fci2(t—j))} +0r0(Tec+T0)

1 1
N(l o) 92 2(—+1 a2>ar+51,0(ru+rc)

= (1-w)0?e? ﬂa 400 0(Tec+T) 24)

where

e =(1—a) E{Zak(e 2+ Zocf@ (t))}
k=0

~(1-w)0ic? +0702. (25)
Having in mind that 0 <o <1 we have that
ri(t) <1 706)6,'20',-2 K10+ 0(1-a)oiic, +(1 *“)01‘201'2 + 0,‘2 o?),
(26)
where k7 and x, are constants that do not depend on «
(e.g., K1 =K, =2). Therefore, (21) is satisfied under both

hypotheses. More precisely, we have under hypothesis H;
that

> @] < 0262 (1c1 + 1)+ (1—a)(otiy +0207) < Ky < oo,
=0

(27)
where K; is a constant that does not depend on « (e.g.,
Ky =07 02(1c1 + 1)+ (0K, +0207)) while under hypothesis
Ho we have only one non-zero term:

i [ri(D)| < (1—o)atic; <Ko(1—0) < o0, (28)
=0

where Kj is a constant that does not depend on o. [

Theorem 1. Let Assumptions (A1) and (A2) hold, and let
1Q(t)llso
= .
/ E{sc(t)’}

Then, under hypothesis Hy, in the case of constant consensus
matrices,

JiO) <Kl(1—o)?,

while in the case of random consensus matrices
J <Kj(1-o);

under hypothesis Hy, in the case of constant consensus
matrices,

J&y <KY(1-w),
while in the case of random consensus matrices
Jit <K3,

where K1,K3,K9,KS < oo are constants that do not depend on
o and 1Al = max;y_;|a;|, where A = [ay] is a given matrix.

Proof. First, we shall obtain a lower bound for the
variance of the centralized statistics:

-1 2
var{sc(t)} = E{ <Z ochT(X(t—j)—m)> }
j=0

-1t
:Zod
ji=o

1
afwT Rjw, (29)
K=o

where
Ry = diag{r1(i—k), . ..., rn(i—k)}. 30)

From (23)-(25) we can also obtain lower bounds for r;(7),
namely

r:(t) > (1—0)K30l7 +070(1—0)K4 +K5), 31

where k3, k4 and ks are constants that do not depend
on o (eg, K3_§m1n0 02, K4=mino? +0c o?) and
K5 =min; 0 02) Therefore, under hypothesis H;
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=1 -1 n
var{s¢(t)} > o ok (1—or)ori =+ ZW?’CB
j=0 k=o iz
=1 n n
(03wt o) 62
izo iz iz

Analyzing the first sum in (32) we have

=1 t-1 . -1 [ j-1 ) -1 .
IICDICTIED ST B SECAED B
j=0 k=0 j=0 k=0 k=j
t—1 2j 2
~ o+ %\~
A jod + >~ —Z . (33
,;, < 1-o2) — (1-02)?

Therefore, we finally obtain that under hypothesis H,

n
2(172052 W?KB
(A—a?)*

1 n n
+1 7 <(1 —cc)ig:1 Wi+ 1; W12K5> > Kg(1—0)~ 1,
(34

var{s¢(t)} >

where kg is a constant that does not depend on o (e.g.,
Ko = §3_ | Whks)

Calculation of the lower bound for the variance of the
centralized statistics is simpler under hypothesis Hg
(using the fact that ry(t) > 6, 0(1—x)x7, where 17 #K7(),
e.g., k7 = tmin; of):

t—1 n
var{se(t)} > Y aF(1-u) > wikg > K, (35)
j=o i=1
where kg #Kg(®) (€., Kg = 331 W2 k7).

Having in mind that E{sc(t)} ~w'(m/(1—w)) we obtain
that under hypothesis H;

E{sc(t)?} = E{sc(t)}* +var(sc(t)} = my(1-a) 2, (36)
while under hypothesis Hg
E{sc(t)*} > mo, (37)

where my,mg < oo do not depend on o.

It is to be noticed that it is possible to find, in a similar
way as above, that the upper bounds for the variance of
the centralized statistics have the same form as the
lower bounds (34) and (35), but with different constants.
Therefore, under H; the variance of the centralized sta-
tistics grows as o is getting closer to 1 (K},1 < (1—o)var
{Sc(®)} < K}, while under Hy it remains within a constant
interval (i, <var{sc(t)} < kf; ).

Further, consider an arbitrary deterministic n-vector y and
analyze the quadratic form y"Q(t)y under hypothesis H;.

In the case of constant consensus matrices we have that
Q) = Q;(t)+Qx(1), in which

Q1) =D ROP(t) 38)
and

Qa(t) = Bt mx(tymx ()" D(t), 39
where  &(t) = [0t~ 1C o287 08T, R(6) = R(6)—

my(Hmx (), R(t) =EXOX®"}, X =xMD)"---x®)']" and
my(t) = E(X(6)}.

Analyzing first y"Q;(t)y, we conclude that R(t)=[Ry],
ij=1,...t, where R; are constant n x n block matrices
defined as (30) and that

Jmax(R(®) < IR(t)lloe < Kq < 00 (40)

because of the absolute summability of the covariance
functions.
Coming back to (38), we realize further that the expres-

sion yT&(t) d(t)y is in the form of a sum of terms
containing y'¢'¢"y, i=1,....t. Having in mind that the
modules of all the eigenvalues of C are strictly less than 1,
we have now that HyTCiC'TyHgk)LZMiHyHZ, where k < oo,
i=1,...,t and Ay = max; {|4(0)]} < 1.
Therefore, we have
2

-1 .
Y'Qi(y <kKqi > o2 Viyl? < Kky 1’%2 lyl? < ki llyl2,

i=0 M

(41)

where k} < oo does not depend on o, while analyzing Q,(t)
we find that

t

-1 ) 2 s 2
1 iimil \Iyl\zsk”< m ) iyl < kb lyl2,
& 1—m

YTy < (
(42)

where kj < oo does not depend on o.

In the case of random consensus matrices the mean
square error matrix is decomposed as Q(t) = Q3(t)+ Q4(t),
where

Qs(t) = E{Ex{e(t)e(t)" }—Ex{e(t)}Ex{e(t)}"} (43)
and
Q4(t) = E{Ex{e()}Ex{e(t))T}), (44)

Ex{-} denoting the conditional expectation given the
o-algebra generated by {C(t)}.
We obtain, in analogy with (38) and (39), that

Qs(t) =E{@ (1) R(OHD (1)}, (45)

where (1) =o' (@(t—1,0)-1w")} a=2(p(t—1, 1)-1w")
o o0(p(t—1,t=1)~1w")] and

Qa(t) = E{®(t) mx(ymx(t) D (0)}}. (46)

Analyzing the term connected to Qs(t) we use (40)
directly as a consequence of independence between
{x(t)} and {C(t)} and realize that we are concerned here
with the expression

t—1
E(@®) d(t)) = Y D(t—1,j)o D, 47)
j=o0

where D(t—1,j) = E{(@(t—1,))—1wT)(@(t—1,))—1wT)T}. Based
on the result from [10] that norm of the matrices D(t—1,j),

j=0,...,t—1 has a finite upper bound that does not depend
on o we obtain that

t—1
Y'Qay <m'’Ky Yy~ oIyl < ky(1—o) iyl (48)
i=0

i=

Please cite this article as: N. Ili¢, et al., Consensus based distributed change detection using Generalized Likelihood
Ratio methodology, Signal Processing (2012), doi:10.1016/j.sigpro.2012.01.007



dx.doi.org/10.1016/j.sigpro.2012.01.007

N. Ili¢ et al. / Signal Processing u (1ii1) ni-ama 7

where k;<oo does not depend on o, while the term
¥TQ4(t)y can be analyzed analogously. We use the
fact that E{®(O)Tmx(Omx(HT D(t)} < 202VE{ (p(t—1,0)
—1whHmmT(p(t—1,0-1wHT}+ ... +2  a20E{(p(t—1,t-1)
—1wh)ymmT (p(t—1,t—1)—1w")T} and obtain that

t—1
Y'Quty <m” > o?imiPlyI? < ky(1-o0)~ 'y, (49)
i=0

where k}l < oo does not depend on o.

Consequently, by choosing y = e;, where e; denotes the
n-vector of zeros with only the i-th entry equal to one, one
obtains that in the case of constant consensus matrices
Qii(t) <k}, where ki, <oo, i=1,...,n. Furthermore,
|Q;i(t)| <max; Q;(t), having in mind elementary
properties of positive semidefinite matrices. In the
case of random consensus matrices, we have that
max; Qij(t)sk;‘t(l/(l—a)), where k;4 < oo. Dividing the
mean square error matrices by the mean square value of
the centralized decision variable (36) we obtain the result.

Under hypothesis Hy we have that constant K; from (40)
depends on o, namely, K; ~ 1—a, so that the inequalities
connected to the quadratic forms (41) and (48) should be
multiplied by 1—a. Moreover, under Hy, the mean of x(t)
shows a similar behavior, m ~ 1—¢, so that the inequal-
ities connected to the quadratic forms (42) and (49)
should be multiplied by (1—u)?. Therefore, we have in
the case of constant consensus matrices

Yy QY < KA —a)lyl? +kS(1—0)?Iyl? < kO, (1—a)llyli?,
(50)
while in the case of random consensus matrices
YTty < KSIyl? + k(1 —on)llyl? < k3, liyli2. (51)

Thus, the result. O

2.4. Time varying forgetting factor

The recursive algorithms (8) and (9) with constant
forgetting factor o represent essentially tracking algo-
rithms, aimed at coping with abrupt parameter changes
[9]. It is also interesting to analyze the case of time
varying forgetting factor corresponding to the hypothesis
testing problem to see the analogy between 1—« and t~!
(following the methodology from [10]).

Theorem 2. Let in (8) and (9) the forgetting factor be in the
form o(t+1)=t/(t+1) and let Assumptions (A1) and (A2)
hold. Then, under hypothesis H,, in the case of constant
consensus matrices

Jit)y=0(t?),
while in the case of random consensus matrices
Jo=ot";

under hypothesis Hy, in the case of constant consensus
matrices

Jo=o0¢"),

while in the case of random consensus matrices
J&)=0().

Proof. First we obtain an expression for the centralized
statistics

= uw 2
se(t) = ; - wix(t=i), (52)
having in mind that (t-1)/t-(-2)/(t-1)----- (t—i)/
(t—i+1)=(t—i)/t. It is straightforward to show that
E{x(t)} =0(1) under hypothesis H; and that E{x(t)}=
O(t~") under hypothesis Ho. Similarly as in (36) and (37)
it can be shown that in the case of constant consensus
matrices E{s.(t)*} = O(t?), while in the case of random
consensus matrices E{sc(t)’}=0(1) (notice the analogy
between 1—o and 1/t).

We have now the following expression for the error:

e(t) = Zt LE i), (53)
i=0

Applying the line of thought of Theorem 1 regarding

hypothesis H;, we can obtain for constant consensus

matrices, similarly as in (38), the following expression:

Yty =y"PO'ROP(t)y, (54)

where P(t)=[1C %Cil' .- :C]. Proceeding like in the
proof of Theorem 1, we obtain
t—1

yTQl(t)ygk’IGZ(l 2Ly >;2“+“y|2 o()lyl?,
i=0
(55)

where we used Kronecker’s lemma (e.g., [19]) to obtain

llmZ(Z + )AZ““) 0. (56)

An analogous reasoning can be applied to the term Q,(t)
from (39) to show that y"Q,(t)y = O(1)liyl%.
In the case of random consensus matrices, one obtains,
proceeding like in Theorem 1,
t—1

2
yQsty <m'Ky Y (1 2y )|y|2 o)liyl2. (57)
i=0
Analogously, one can show that y7Q(t)y = O(t)lyll.

Under hypothesis Hy inequalities connected to the
terms Q4 (t) and Q5(t) should be multiplied by t~1, because
K; ~t~1; the inequalities connected with the terms Q,(t)
and Qy(t) should be multiplied by t—2 because m~t-1,
and therefore their influence can be neglected compared
to the terms Q;(t) and Q3(t). Similarly as in Theorem 1 we
obtain the result. O

3. Distributed recursive detection of change in the
variance

Assume, without loss of generality, that we have the
following zero-mean system model:

yilt) = €(0), (58)
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where the hypothesis Hg is that ¢;(t) ~ N(O,(a?)z) and the
hypothesis Hﬁ that e,-(t)~N(O,(a,-1)2); {¢i(t)} under each
hypothesis are supposed to be mutually independent iid
processes. In the case when (G})2 is not a priori known,
the application of the GLR methodology for hypothesis
testing leads to the following statistics based on N
successive measurements [9,12]:

N P (yi(h)

I(N) = log—2i "
S =max >_logy )

“Nlog %b 1 ZN: yi?=N (59)
N Gi(N) 269 /=7 2’

where 7;(N)? = (1/N) SN yi(0)2.
Introducing t for current time, we derive, similarly as
in (3), the following basic local recursions for calculating
I(4)-
si(D):

I _t oy 1 (0%
sit+1)= ——=si(H+ <]_2(t+1)> log

t+1 Ti(t+1y
1/t 1 t\?> 1 5
"2 (m(g?)z(m) W)yf“*”
1 _
+ W(m(rﬂf—(a?ﬂ) (60)

For t sufficiently large, we introduce the approximations
1/(t+1)<1 and t/(t+1)~1 connected to innovation
terms, and, after replacing t/(t+1) by « close to 1, we
finally obtain the following recursion for on-line change
detection:

(69)? 1( 1 1
lt+ 1) =aslt)+log—12— + = a1y
sltrh=osiO+log— "3+ 3 ((a?)2 Ei(f+1)2>yl(t+ )
1
) 1 2_(+0y2 1
+—2(0_?)2(0.(t+ ) —(07)), (61)

where @;(t+1)? is generated recursively by
Git+1)> =0y +(1—a)y;(t+1)°. (62)

Adopting the general approach from [6,10] that the
centralized statistics is defined as a sum of the local
statistics (given in (61)) and denoting log((c? ) /(@
E+ 1)+ 3((1/(@?) 2)=(1/Fi(t+ D)yt +1)*+(1/2(0?)*)
@i(t+1)>—(09)?) as x;(t+ 1), we come to the same form of
the centralized (8) and distributed algorithm (9), as in the
case of detecting change in the mean. Obviously, these
algorithms should now use equal normalized weights
w;=1/n, i=1,...,n. Complexity of the expression for
x;(t+1) (recursively generated @;(t+1)? in the denomi-
nator, correlated with y;(t+1)?, plus the logarithmic term)
makes any theoretical analysis regarding statistical proper-
ties of x{t) very difficult. An analysis connected to the
centralized and distributed statistics is even more difficult,
so that the properties of the change in the variance detection
algorithm will be analyzed in the next section by means of
simulation.

One can simplify calculation in the recursions by
replacing x{t) with x¥(t)=1log(a?/T:(t)+ 1((1/(c9)*)—
(1/7i(H?)y;(t)%. It can be shown that the mathematical

expectation of the term x7(t) (assuming that o is sufficiently
close to 1, so that &;(t)* has converged to o) has the same
sign as x(t), but with smaller ordinates.

4. Simulation results
4.1. Change in the mean

Let us consider a sensor network with n=10 nodes,
where the means 0] (unknown to the designer of the
detection scheme) are randomly taken from the interval
(0,1], and the variances ¢? randomly taken from the
interval [0.5,1.5]; it is assumed that 9? =0 in the case of
no change, i=1,...,n. Communication gains are obtained
by solving Eq. (11) for both constant and time varying
consensus matrices under the constraints that the con-
sensus matrices are row stochastic and possess a pre-
defined structure (places of zeros). The assumed network
topology corresponds to the modified Geometric Random
Graph in which the nodes represent randomly spatially
distributed agents (in this case within a square area), and
they are connected if their distance is less than some
predetermined threshold (in this case half of the side of
the square, see, e.g., [18]), resulting in an initially undir-
ected graph. The modification is that roughly 10%
of the original two-way communications are made to be
one-way. It is highly likely that one-way communica-
tions arise in practise when working with sensor networks.
The weight vector components are chosen as w;=
6;72(F_ 1 072" (see Section 2.2). In the case of random
consensus matrices the asymmetric asynchronous “gossip”
algorithm with one communication at a time is assumed.
The values of the elements of the realizations of the
consensus matrices corresponding to communicating nodes
are taken to be 0.5, so that (11) is solved for the probabilities
of individual realizations, see [17].

Fig. 1 shows, for comparison, one typical realization of
the centralized decision function (8) for «=0.9 and
a=0.99, together with the corresponding realizations
obtained at one randomly selected node in the network
for constant and random consensus matrices (one com-
ponent of (9)). The moment of change is chosen to be
t=500. In addition, in Fig. 2 the mean + one standard
deviation of the global decision function is represented by
dashed lines, together with the decision function of one
randomly selected node (solid line), using 1000 realiza-
tions. It can be seen that the means and the variances of
both centralized and distributed statistics increase with o
getting closer to 1 under the hypothesis H;, and that they
remain within a constant interval under H.

Fig. 3 (left, solid line) illustrates the dependence of the
error between the proposed algorithm and the corre-
sponding centralized solution on the forgetting factor o«
under the hypothesis H, (see Theorem 1 from Section 2.3).
For the above network with 10 nodes, the ratio of the
mean square error for one randomly selected node and
the mean square value of the centralized statistics at
t=1000 is calculated using 1000 Monte Carlo runs, as a
function of (1—x)?> in the case of constant consensus
matrices and of (1—o) in the case of random consensus
matrices. Fig. 4 (left, solid line) illustrates the dependence
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Fig. 1. Realizations of decision functions: centralized strategy (top), constant consensus matrices (middle), random consensus matrices (bottom).

a=0.9 0=0.99

Decision function
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Decision function

0 500 1000 1500 0 500 1000 1500
t t

Fig. 2. Means + one standard deviation for decision functions: centralized strategy (dashed lines), proposed algorithm (solid lines); constant consensus
matrices (up), random consensus matrices (down).

of the error on the forgetting factor « under the hypoth- consensus matrices. The results of Theorem 1 are clearly
esis Hp: the aforementioned ratio is calculated as a justified, since the obtained curves are approximately
function of (1—o) for both cases of constant and random linear.

Please cite this article as: N. Ili¢, et al., Consensus based distributed change detection using Generalized Likelihood
Ratio methodology, Signal Processing (2012), doi:10.1016/j.sigpro.2012.01.007



dx.doi.org/10.1016/j.sigpro.2012.01.007

10 N. Ili¢ et al. / Signal Processing 1 (11mi) ma—ums

x 1073 x 1074
4 15
gz 3 7
-.@.4 e
w //
= 2 -
& _
w4 Py
0
0 05 1 15 2 25
(1-a)? x 1073
1
3 _ 0.15
X s
w 7
=~ 05 , 0.1
N .- 7/
) iy
w )y 0.05
0 0
0 0.02 0.04 0 0.005 0.01
1-qt 1t

Fig. 3. Ratio of the mean square error and the mean square value of the centralized statistics under H;: constant consensus matrices (top), random C
(bottom); change in the mean (solid line), change in the variance (dashed line); constant forgetting factor (left), time varying forgetting factor (right).
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Fig. 4. Ratio of the mean square error and the mean square value of the centralized statistics under Hy: constant consensus matrices (top), random C
(bottom); change in the mean (solid line), change in the variance (dashed line); constant forgetting factor (left), time varying forgetting factor (right).

As the first step in the evaluation of the proposed Fig. 5. As can be seen, choosing « closer to 1 results in a
algorithm in terms of the detection performance, distri- greater separation of the statistics under the two hypoth-
butions of the generated statistics under both hypotheses eses. Higher dispersion of the statistics in the case of
are estimated using ~ 10° time samples. Estimated dis- random consensus matrices is a result of the chosen
tributions for one randomly selected node are shown in communication strategy (one one-way communication
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Fig. 5. Estimated distributions of the statistics under the hypothesis Hy and H;: centralized strategy (top), constant consensus matrices (middle), random

consensus matrices (bottom); o = 0.9 (left), o = 0.99 (right).

per time sample); communication strategies that assume
exchange of more information per time sample would
give statistics that are closer to the statistics generated in
the case of constant consensus matrices.

Choosing « closer to 1 results in the appearance of an
interval for the threshold values where the probability of
false alarm is practically equal to 0 and the probability of
detection is equal to 1. However, with « increasing, the
detection delay increases as well, so that the detection
delay becomes more important than probability of detec-
tion. Fig. 6 shows detection delay versus false alarm rate,
obtained by testing the statistics over a range of detection
thresholds, for all the nodes in the network (detection
delay is averaged over 500 Monte Carlo runs). Along with
the centralized case and the cases of constant and random
consensus matrices, the case of completely decentralized
local detectors is also shown. It can be seen that the
introduction of the consensus scheme significantly
improves the detection performance of the algorithm
w.r.t. the local case (lower detection delay for a given
false alarm rate), even when working with very sparse
random consensus matrices. In order to see which value
of « is to be chosen, some characteristic values of detec-
tion delays are taken from Fig. 6 and shown in Table 1. As
we claim that any node can be chosen as a final decision
maker, the value of interest is the maximal delay across
the nodes. Obviously, for a relatively high value of the
probability of false alarm, choosing smaller « is a better
solution, while for low false alarm rates o close to 1 is the
right choice, which makes that the detection delay among
all the nodes for the probability of false alarm of 10~*
does not exceed 10? even in the case of random consensus

matrices (its value is 55.83, while the worst delay among
the nodes without consensus is 258.6).

Fig. 7 shows probability of detection versus probability
of false alarm for all the nodes in the network. Cases of
constant and random consensus matrices, as well as the
local case are shown. The probability of detection in the
centralized case for all possible values of the probability
of false alarm is equal to 1 for both & = 0.9 and o = 0.99. It
could be concluded from the figure that for the cases of
both constant and random consensus matrices choosing «
sufficiently close to 1 results in superb efficiency of the
proposed algorithm. However, this is misleading in the
context of change detection, having in mind the afore-
mentioned increase of the detection delay with the
increase of «; this is the reason why the focus of the
above analysis is not on the probability of detection but
on the detection delay.

4.2. Time varying forgetting factor

As an illustration of the analysis of the error between the
proposed algorithm and the corresponding centralized solu-
tion with time varying forgetting factors connected to
Theorem 2 from Section 2.4, Fig. 3 (right) and Fig. 4 (right)
show the time evolution of the error. The aforementioned
network was used and the ratio of the mean square error for
one randomly selected node and the mean square value of
the centralized statistics under the hypothesis H; is calcu-
lated using 1000 Monte Carlo runs as a function of =2 in the
case of constant consensus matrices and of t~! in the case of
random consensus matrices. The same ratio was calculated
under the hypothesis Hy as a function of t~! for both cases
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Fig. 6. Detection delay versus probability of false alarm for all the nodes: constant consensus matrices (top), random consensus matrices (middle), no

consensus (bottom); centralized strategy (dashed line).

Table 1
Detection delay (minimum, mean and maximum across all the nodes in the network) for probability of false alarm p; = 10~*and pr= 107! and for 2 =0.9
and o =0.99.
Algorithm pr= 1074 pr= 107!
«=0.9 a=0.99 a=0.9 a=0.99
Min Mean Max Min Mean Max Min Mean Max Min Mean Max
Centr. 10.77 22.37 4.66 11.7
c 10.58 16.7 43.47 21.92 23.78 27.39 4.59 527 6.34 10.68 11.72 12.7
e) 23.51 84.36 236.9 36.3 47.73 55.83 5.92 9.88 14.22 12.83 18.58 23.13
Local 235 2135 625.6 37.89 98.42 258.6 6.15 14.34 31.06 15.09 33.78 66.82

of constant and random consensus matrices. It is also
calculated as a function of t to show that the error converges
to a constant greater than zero in the case of random
consensus matrices unlike the case of constant consensus
matrices where it converges to zero as t~!. The results of
Theorem 2 are clearly justified.

4.3. Change in the variance

A similar network as the one described above is used,
where (a})2 (unknown to the designer of the detection
scheme) are randomly taken from the interval (0.5,1] and
((f?)2 randomly taken from the interval (0,0.5]. Commu-
nication gains are obtained by solving Eq. (11), with the
weight vector components w; =1/n, i=1,...,n. Similarly

as above, an analysis of the error under hypotheses H; and
Hy is given in Figs. 3 and 4, respectively (dashed lines),
confirming that all the theoretical results from Section 2.3
connected to the change in the mean hold qualitatively
also for the detection algorithm of the change in the
variance.

5. Conclusion

In this paper a novel distributed algorithm derived
from the Generalized Likelihood Ratio is proposed for real
time change detection using sensor networks, with the
idea to overcome the basic limitations of the approach in
[10] and allow tracking of unknown parameter changes.
The algorithm is based on a combination of recursively
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Fig. 7. Probability of detection versus probability of false alarm for all the nodes: constant consensus matrices (top), random consensus matrices

(middle), no consensus (bottom).

generated local statistics, having a specific form following
from the GLR, and a global consensus strategy, like in [10].
Problems of detection of an unknown change in either the
mean or the variance of a piece-wise stationary stochastic
process are discussed. Performance of the proposed
detection algorithm for change in the mean is analyzed
in the sense of a measure of the error with respect to the
corresponding centralized algorithm. The given analysis
represents the central point in the paper, since it is much
more complex than the one from [10], due to the specific
form of the algorithm. It is shown that the statistics
generated by the proposed algorithm can be made suffi-
ciently close to the centralized solution. It is also shown
that the generated statistics exhibit different behavior
w.r.t. the forgetting factor o under the two hypotheses.
Namely, the first and the second moment of the recur-
sively generated statistics grow as o approaches 1 under
hypothesis H;, while under Hy they remain bounded
within a constant interval. Therefore, the algorithm with
o close to 1 exhibits high performance in terms of low
false alarm rate and high detection rate. However, with «
increasing, the detection delay also increases, so that a
careful compromise should be made. Simulation results
provide a detailed analysis of this phenomenon, indicat-
ing an adequate choice of «. They also show that all the
analysis connected to the change in the mean detection
problem holds also for the problem of detecting a change
in the variance.

Further work can be aimed at practical aspects of the
implementation of the proposed algorithm in sensor net-
works deployed for different purposes, when it is desirable
to avoid the existence of a fusion center. The algorithm can

also be directly applied to decentralized fault detection
and isolation (FDI) schemes at the stage of distributed
residual evaluation.
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